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Secure Modbus, TSAA 
protocol communications.

Figure 16
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communications.
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In accordance with best recommendations by both ISA99 & lEC62443 segregating your 
system into zones and conduits will help mitigate risk.

For example, if a zone was to be created encompassing machines running a legacy 
OS, they can be protected by employing mitigation against known vulnerabilities at the 
conduit(s) of that zone.

Using the zones & conduits approach heightens awareness of system component parts, 
the risk posed by OSs. Anti-Virus Patch status as well as segregates the network to 
prevent propagation should a system be compromised.

Instrumented

lEC62443 introduces the concepts of ‘zones’ and conduits’ as a way to segment and 
isolate the various sub-systems in a control system.

Zones and conduits are a fundamental concept of industrial network cybersecurity. By 
grouping similar devices or systems into “zones” according to security levels, and controlling 
communications between zones, a strong foundation of security will be realized.

A zone is defined as a grouping of logical or physical assets that share common security 
requirements based on factors such as criticality and consequence. Equipment in a 
zone has a security level capability. If that capability level is not equal to or higher than 
the requirement level, then extra security measures, such as implementing additional 
technology or policies, must be taken.

Any communications between zones must be via a defined conduit. Conduits control 
access to zones, resist Denial of Service (DoS) attacks or the transfer of malware, shield 
other network systems and protect the integrity and confidentiality of network traffic.

Each conduit should be defined in terms of the zones it connects, the technologies it utilizes, 
the protocols it transports and any security features it needs to offer its connected zones.

Step 8 – create 
architectural 
zones and 
demilitarized 
zones (DMZ)

Figure 17

Recommended Practices: 
Improving Industrial Control 
System Cybersecurity 
with Defence in Depth 
Strategies from Department 
of Homeland Security.

Step 9 – identify 
network assets 
and protect the 
conduit
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Typically, determining the information transfer requirements between zones over the 
network is straight forward. Tools like traffic flow analyzers or even simple protocol 
analyzers can show which systems are exchanging data and the services they are using.

It is also wise to look beyond the network, to determine the hidden traffic flows. For example, 
are files ever moved via USB drive between the lab and the primary control systems?

Once the conduits and their security requirements are defined, the final phase is to 
implement the appropriate security technologies.
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From a product perspective, there are a number of standards and certificates a vendor 
aspires to. Schneider Electric subscribes to both Wurldtech Achilles and lSASecure/
lEC62443 testing and compliance.

Achilles testing is commonly a Communication Robustness Test (CRT) of any interface 
that has an Internet Protocol (IP) stack. The objective of developing any product is to 
ensure that any interfaces are resilient to attack. The Wurldtech Achilles CRT testing and 
certificate is one methodology of ensuring this is achieved.

lSASecure/IEC62443 Embedded Device Security Assurance (EDSA) has a greater 
amount of criteria that has to be met before a compliance certificate is issued. CRT is 
about 30% of the criteria. EDSA tests development practices, documentation, robustness, 
best practices, policies and procedures as well as the technical element.

Furthermore, in its efforts to comply with IEC62443, Schneider Electric was the first 
automation vendor to have development centers certified as Secure Development 
Lifecycle Assurance (SDLA) compliant. The SDLA criteria covers all aspects of a 
Development department, ensuring that the development of all projects/products meet a 
particular level of competency. This includes cybersecurity from concept to delivery, best 
practices, policies, procedures and ensures that due diligence is exercised throughout 
the whole product development cycle. This further includes training of personnel, static 
code analysis as well as Incident response and report procedures.

Figure 18

Create zones and protect 
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Be secure by 
design
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While every effort should be made to protect the technology against cyber-threats, any 
cybersecurity schema is only as secure as the weakest link. For cybersecurity to be 
effective it is extremely important to consider the operational aspects such as policies and 
procedures and the personnel aspects such as skills and competencies to provide further 
defence in depth.
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Perimeter
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Security standards controls (NIST, NERC-CIP, ISO / IEC etc.)

Security Corporate specific controls

Training and 
Awareness

Security
Architecture

Product
Procurement

Personnel Technology

Vulnerabilities

The human element
Large and complex systems are susceptible to mistakes made by inexperienced or 
untrained personnel, as well as the activities of malicious insider threats. Many organizations 
often overlook security training and awareness activities more often than many other areas in 
control and safety operations. As control and safety systems become more interconnected 
and cyber-threats and vulnerabilities rise, it is critically important for organizations to ensure 
that they require and support control and safety security-specific training.

Policies
Clear, actionable policies are necessary to secure control and safety technologies and also 
provide the governance needed to manage human factors. Policies lay the framework for 
detailed procedures and set the expectations of the organization with regard to the functions 
performed. Policies outline the rules with regard to securing the control and safety systems 
and should clearly state the expected rules of behavior and also required controls.

Procedures
Historically, security management was the responsibility of the corporate IT security 
organization, usually governed by operating plans and procedures that protect vital 
corporate information assets, as control and safety systems become part of larger 
conjoined network architectures, organizations should update security procedures to 
cover the control and safety system domain as well.

Organizations should design procedures to state how personnel should conduct a 
particular process, or configure a particular system, to ensure secure functioning and 
provide a standard, repeatable means to accomplish a task in a safe manner.

Security procedures should instruct operators on the steps to take in order to protect the 
system from cyber-based intrusion(s). Network-based security procedures are especially 
important for the control and safety domain, because the use of unique vendor specific 
protocols and legacy systems may hamper efforts to protect mission critical systems

Put a 
sustainable 
cybersecurity 
program in 
place

Figure 19

Recommended practices: 
improving industrial control 
system cybersecurity  
with Defence in Depth 
strategies from Department 
of Homeland Security.

TIP 4

Implement a sustainable 
cybersecurity program.
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Continuous Monitoring and Improvement
Since ease of exploitation of vulnerabilities changes, sometimes rapidly, and new 
vulnerabilities /threats are discovered continuously, organizations should put a program 
in place to reassess their threat models & mitigations on a periodic basis. This includes 
working to close any gaps between the target system security levels and the actual 
security levels.

The system, procedures and personnel (training) should be regularly reviewed and 
updated to address new findings.

Patch Management
As new threats emerge, software patches (incremental software changes) may be required to 
address potential security vulnerabilities to the operating systems or software applications.

Patches are tested and validated prior to release. Notification and availability of the latest 
software patches are available via the Global Customer Support (GCS) website at  
https://pasupport.schneider-electric.com

AntiVirus Management
Antivirus software patches are tested and validated prior to release. Notification 
and availability of the latest software patches are available via the Global Customer 
Support (GCS) website at https://pasupport.schneider-electric.com 

Stay current

Figure 20

Available patches from the 
Global Customer Support 
website.

Figure 21

Available virus scan 
patches and documents 
from the Global Customer 
Support website.

https://pasupport.schneider-electric.com
https://pasupport.schneider-electric.com
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Schneider Electric recommends the following defence in depth methods to protect your 
safety systems:

Security Program Security Feature

Policies and 
Procedures

● Yearly Review

● Log & Event Management

● Security Policies (e.g. NERC)

 – Baseline configuration management

 – Account/role management

 – Backup management

● Patch Management Planning & Procedures

● Security Training Programs

● Incident Response & Forensics

Intrusion Detection 
System

● Tools & procedures

●  Allows network administrator to understand how network is being used

● Watch traffic & ingress /egress

●  Passive

System Architecture ●  Standalone safety workstation

●  Separate safety peer to peer network

Prevent unauthorised 
writes

●  Using inherent technical features

●  Key switch in run/remote, gate enable, access security list, protocol 
access

●  Remove key from Tricon arid store in a secure location

●  Monitor key switch position in external/HMI

●  In Trident, implement key switch m application

●  Create operational procedures to authorize access to cabinet key 
and Tricon key

Account management ●  Manage individual accounts

●  Review roles and permissions periodically

Backups ●  Periodically perform backups

Audit trails periodic 
reviews

●  Log from account login/audit waits

●  TriStation TS1131

●  PC/Windows logon

●  TriStation Enhanced Diagnostic Monitor (EnDM)

Restrict access to PT2 
file

●  Do not put it in a public folder

Host intrusion 
protection

●  Antivirus

●  “White listing” application control

●  Implement device control (USB)

Patch management ●  Keeping Windows and antivirus up to date

Verify TriStation 
application integrity

●  Run TriStation install check periodically

Stay current ●  Review EcoStruxure Triconex cybersecurity recommendations in 
user manuals

Summary

Table 4

Recommendation Checklist.
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As control and safety systems grow in complexity and connectivity, the number of 
potential security issues and associated risks grows as well. Protecting your safety 
instrumented systems is a journey, even with the best will in the world, vulnerabilities can 
appear in cybersecurity measures so owners/operators should not depend on a single 
countermeasure.

Multiple countermeasures should be applied to protect your safety systems, thus reducing 
risk using defense-in-depth techniques. Don’t just look to technology to keep you secure –  
never underestimate the importance of your people, effective policies and meaningful 
procedures, After all, any cybersecurity protection schema is only as strong as the 
weakest link.

Make sure that you:

1. Know the security risks that an organization faces

2. Quantify and qualify risks

3. Use key resources to mitigate security risks

4. Define each resource’s core competency and identify any overlapping areas

5. Abide by existing or emerging security standards for specific controls

6. Create and customize specific controls that are unique to an organization

7. Create and Incident Response (IR) procedure and practice it

8. Conduct cybersecurity review on a quarterly or bi-annual basis

Defense-in-depth measures do not and cannot protect all vulnerabilities and weaknesses. 
When applied, they primarily slow down an attacker enough to allow the relevant 
personnel to detect and respond to ongoing threats, or to make the effort on the attacker’s 
side so cumbersome, that they’ll decide to put their effort toward easier prey!

Layers of defense 

Layers of defense 

Safe

Layers of defense 

Layers of defense 

Secure Resilient+ =

Conclusion

“Don’t leave yourself open 
and vulnerable to attack. 
Use all of the tools available 
to you to build a strong 
defence.”
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