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The attention of readers who are familiar with conventional electrical

engineering is drawn to the fact that this chapter deals with concepts
relating to phenomena associated with high-frequency (HF) voltages and

currents.

These have the effect of significantly modifying the characteristics and

hence the behaviour of our electrical installations.

«Mastering» these phenomena is essential to understanding and, above

all, solving the problems that will be encountered on site.

This is illustrated by the following examples.
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Frequency behaviour of an

electric conductor

Impedance
A
100 Low-frequency
domain
104G !
1Q -+ |
100 ‘

1 1 mm? | 't High-frequency
10 , \ *: domain
2,5 mm | .

7— T
G |
£ \
1 N I
35 mm? |
05—
0,1 mQ | ‘
\ i Frequency
0 Hz kHz MRz
| L I T T I T
0 Hz | 1100 1 10 100 1 10
50 80

Characteristic impedance values of an electric conductor of lengthL=1m

* Note thatthe impedance of the cable increases very sharply with the frequency of the signal that passes

along it.

(Impedance Q) Z = K (constant) x f (frequency Hz)

* For low-frequency (LF) signals (e.g. 50-60 Hz)

==> the impedance of the cable is relatively insignificant
==> the cross-sectional area of the cable is of prime importance

* For high-frequency (HF) signals (f > 5 MHz)

==> the impedance of the cable is decisive
==> the length of the cable is decisive
==> the cross-sectional area of the cable is relatively insignificant
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Frequency behaviour
of an inductance and a capacitance

« Z=2TWLf With high frequency (HF), the impedance of a cable becomes very high.

( ==> The «length» of conductors becomes non negligible,
==> Distortion of the signal (amplitude, frequency, etc.).

1
« Z= 2_T[Cf With high frequency (HF), the impedance of a stray capacitance becomes very small.

==> Leakage currents flow in the installation,

==> Capacitive coupling becomes effective,
==> The useful signal becomes easily susceptible to interference.

Z = Impedance L = Inductance C = Capacitance f = Frequency of signal

Example : cable
Insulating material

o —

7 Frame
connection

Equivalent low-frequency (LF) circuit diagram

72 Frame
connection

Equivalent high-frequency (HF) circuit diagram

~ Frame
connection

Erermeseniue 4
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Electromagnetic compatibility il %) L F
of a system S () T

Electromagnetic compatibility : (EMC)

The standards define electromagnetic compatibility (EMC) as «the ability of a device, equipment or a system
to function satisfactorily in its electromagnetic environment without introducing intolerable disturbances to that
environment or to other equipment».

( Emission A

- N
\ Y
\

L XRTIN

Conducted signal A ==B
Equipment A >= Equipment B

Sl
\ﬁ,’ =
iy -
e -

Electromagnetic environment v
Susceptibility

5 [
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Field of application

A set of equipment (actuators, motors, sensors, etc.) involved in fulfilling a defined function is referred to as a
«system».

Note that, in electromagnetic terms, the system comprises all those components that interact with each other,
including even mains decoupling devices.

Electric power supplies, connections between various equipment items, associated hardware and their electric
power supplies are part of the system.

Interference level Susceptibility level:

i / Interference level beyond which a device or a system malfunctions.

Immunity margin )
Immunity level:
~— Standardised interference level withstood by a device or a system.

Electromagnetic compatibility level:

The maximum specified interference level that can be expected
in a given environment.

-

Emission limit:
Standardised emission level that a device must not exceed.

This means that :

[ = The immunity level of each device is such that it is not disturbed by its electromagnetic environment.

ey

Its interference emission level must be low enough not to interfere with devices located in its
electromagnetic environment.
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Definition of an electromagnetic disturbance

Any electromagnetic phenomenon capable of impairing the performance of a device, equipment or system, etc.

An electromagnetic disturbance can be electromagnetic noise, an unwanted signal or a change in the
propagation medium itself.

detector Controller
o ———— — — —
I:l Ofo o|o| o| )
o) API
[eJNe)
Ol 111
oo
‘\\:\\‘\\\\\\ N
Electromagnetic
field
1 .
Useful signal
Electromagnetic
disturbance
Real state of output State as seen by controller

In addition, an electromagnetic disturbance, as its name suggests, consists of an electric field E generated by
a potential difference and a magnetic field H difference caused by the flow of a current | along a conductor.

Electro..magnetic

s N

Electric field Magnetic field

«Unwanted» electromagnetic interference is simply an unwanted electrical signal that is added to
the useful signal.

This unwanted signal is propagated by conduction in conductors and by radiation in air, etc.

7
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Origin of emitted electromagnetic interference

Emitted EM
interference

Natural

Deliberate

Unintentional

Broadcasting stations
TV transmitters
Walkie talkies
Citizen’s Band
Portable telephones
Radar systems

etc.

Equipment for the processing of materials :

-> Melting, welding, soldering, etc.
-> Induction ovens (drying timber, etc.)
-> Electron torches

-> etc.

Accidental
* Short circuits

¢ Sudden earthing

Continuous
This is caused by the normal operation of apparatus.

 All'systems that switch an electrical signal on and off
(hard contact, «power» transistor, etc.) such as :

Contacts, relays, inverters, switching power
supplies, ignition systems of combustion
engines, commutator motors, dimmers, etc.

» Gas discharge and fluorescent lamps
« Equipment that uses clocks (PC, PLC)

e etc.
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Low-frequency (LF) interference

Frequency range : 0 < frequency < 1to 5 MHz.
Low-frequency (LF) interference is encountered in installations chiefly in
CONDUCTED form (cables, etc.)

Duration : Often long duration (several dozen ms)
In some cases this phenomenon may be continuous (harmonic).

Energy : The conducted energy may be high and result in malfunction or even the
destruction of connected devices.

(Energy ) Wy, =Ug, It (s) J

High-frequency (HF) interference

Frequency range : Frequency = 30 MHz.
High-frequency (HF) interference is encountered in installations chiefly in
RADIATED form (air, etc.)

Duration : HF pulses. Pulse rise time < 10 ns.
This phenomenon may occur continuously (rectifiers, clocks, etc.).

Energy : The radiated energy is generally low and results in malfunction of nearby
equipment.

9 [
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Harmonics

A periodic signal of any shape can be mathematically resolved into a number of sinusoidal signals of various
amplitudes and phases of which the frequency is a whole multiple of the fundamental frequency.

fundamental frequency : lowest useful frequency of the signal.

Breakdown of a signal into a FOURIER series.

I A Fundamental sinusoidal frequency (e.g. 50 Hz)

Time / \
representation A \ 3rd harmonic (sinusoidal f = 3 x 50 = 150 Hz)

. N ’ N [
A \ / N ’ N
\ , ’ \
/ \

Signal observed on oscilloscope

14
130 A
Fundamental frequency .
Spectral e Signal observed on spectrum analyzer
representation
25A/ 3rd harmonic
T » Frequency
50Hz 150 Hz
T T T T T T T T 1 » Order
1 2 3 4 5 6 7 8 9
Harmonic interference is low-frequency (LF) type interference and is therefore mainly «conducted». J

B rrermecaniauel 10
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Harmonic distortion

The total harmonic distortion percentage is used to work out the deformation of any signal compared with the
fundamental (first-order) sinusoidal signal.

p1
Hl

. zn H. |2 H; = amplitude of harmonic of order
TDH % = 2( ) H,= amplitude of fundamental (first-order) frequency

2 Amplitudes of all harmonics of order > 2
Amplitude of fundamental frequency or 1st order harmonic

This can be simplified : TDH =

Harmonics of order higher than 40 have a negligible effect on harmonic distortion (but not on installations).

Origin

All non-linear (fluorescent lighting, rectifier, etc.) loads (sinks) consume non-sinusoidal current and
therefore generate harmonic currents.

IA

Current consumed by a fluorescent tube

The power source converts these harmonic currents into harmonic voltages through its internal impedance (2).

u=2z
It is this mains-borne harmonic voltage that can interfere with other loads.

11 E erccaniave
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Harmonics (continued)

Main sources of harmonics

- Inverters, choppers,

- bridge rectifiers: electrolysis, welding machines, etc.

- arc furnaces,

- induction ovens,

- electronic starters,

- electronic speed controllers for d.c. motors,

- frequency converters for induction and synchronous motors,

- domestic appliances such as TVs, gas discharge lamps, fluorescent tubes, etc.,
- saturable magnetic circuits (transformers, etc.).

It is evident that these types of sinks are in increasingly widespread use and the «power» that they handle is
becoming increasingly higher, hence the growing importance of the associated interference.

[ riermeceniauel 12
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Types of electromagnetic i
interference e (L) O

Main loads affected by harmonics

Load Problems
Synchronous machines : ............... Additional temperature rises
Transformers @ .......cccooccveveviivnennnn. Additional losses and temperature rises. Risk of saturation if even-

order harmonics are present.

Asynchronous machines : ............. Additional temperature rises, especially in the case of squirrel-cage
motors or motors with a deeply slotted armature
Pulsating torques

Cables : .. Increased ohmic and dielectric losses

COMPULETS .o Functional problems due to pulsating torque of drive motors for
example

«Power» electronics : ......cccccveeenn. Problems associated with waveform: switching, synchronisation, etc.

Capacitors @ .....cccvvveeeeeirieee e Temperature rises, ageing, unwanted circuit resonance, etc.

Regulators, relays, counters : ....... Falsified measurements, untimely operation, impaired accuracy, etc.

13 [ reemecaniaue)
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Transients

The term «transient» denotes impulsive spikes picked up by electric circuits and encountered in conducted form
on power supply cables and at control and signal inputs of electrical or electronic equipment.

Characteristics of standardised transients (IEC 1000-4-4 type)

The significant features of these disturbances are as follows:
- Very short duration of pulse rise time ~ 5 ms
- Pulse duration = 50 ms
- Repetitive phenomenon: pulse bursts for roughly ~ 15 ms
- Repetition frequency : successive bursts roughly every ~ 300 ms
- Low energy pulses =~ 1-10% joule

- High amplitude of overvoltage < 4 kV

Example :
U
/ Pulse
100 o
i He —=+5ms
Time ] Repetition period depends on the level of the test voltage
representation

U
Pulse burst

/

| 15 ms

' Length of burst

Burst period 300 ms

14
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Spectral
representation

— ‘ | l l ! I » Frequency Hz

Fo F1 R

Depending on the nature of the transient in question, the spectrum may be wide-band (0 to 100 MHz or more).

Origin
Transients are caused by the high-speed switching of mechanical and, in particular, electronic «switches».

When a «switch» operates, the voltage across its terminals changes very rapidly from its nominal value to zero
and vice versa. This produces sudden high variations in voltage (dv/dt) that are carried along cables.

Main sources

I_ = Lightning, faults to earth, commutation failures in inductive circuits (contactor coils, solenoid valves,
etc.)

I Transients are high-frequency (HF) type disturbances.

They are conducted along conductors but are easily injected into other conductors by radiation.

15 E erccaniave
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Electrostatic discharges (ESD)

The term «electrostatic discharge» denotes impulsive currents that flow through any object connected to earth

if it comes into (direct or indirect) contact with another object having a potential that is hig

The significant features of these disturbances are as follows :

Very short duration of pulse rise time =~ 1 ns

Pulse duration ~ 60 ns

The isolated nature of the phenomenon : 1 discharge

The very high voltage at the start of the discharge (2 to 15 kV or more)

h relative to earth.

Characteristics of standardised electrostatic discharges (IEC 1000-4-2 type)

Example :
Peak I
100% 4 oo L
90% |- |
Time
representation
1to30ns V
1to 60 ns
10 % |
t
L 30 ns Q
60 ns
i
U i tr=0.7to1lns
Spectral
representation
Wide-band spectrum (0 to 1000 MHz or more) L ‘ | l ! ! ! » Frequency Hz
I:0 Fl I:2

16
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Origin

Electrostatic charges are the result of exchanges of electrons between materials or between the human body
and materials. This phenomenon is encouraged by the combination of synthetic materials (plastics, fabric, etc.)

and a dry atmosphere.

Main sources

The process may be the result, for instance, of a person accumulating a charge as he/she walks over a carpet

(exchange of electrons between the body and the

fabric), or of clothes worn by an operator sitting on a chair.

Discharges may also occur between a person and an object or between electrostatically charged objects.

Voltage (kV) &

16 —
15

A . . . g . .
i e.g. offices without humidity control (in winter)
14 - s,
.
13 o .
12 R
11 - ..
10 KX
* Synthetics
9 . Y
. /
8 - N
7 RN
’\

6 — .

.
5 L, Wool ..
adee, |7 ’\
R N T Antistatic .

D Rt /‘/‘u.. material .
e : Relative humidity (%)
1 T T T T T T T T T T L
5 10|20 30|40 50 60 70 80 90 100

15% 35%

Maximum values of electrostatic voltages that may be accumulated by an operator

Effects

The effect of electrostatic discharge from an operator to equipment can range from a simple malfunction through

to destruction of the equipment.

=

Electrostatic discharge type disturbances are high-frequency (HF) type interference thatis encountered

in conducted form but which is easily injected into other conductors by radiation.

17 E erccaniave
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LV mains interference

Voltage : fluctuations, power failures, voltage dip, surge voltages

Frequency : variations

Waveform : harmonics, transients, carrier currents
Phases : unbalanced

Power : short circuits, overloads (effects on voltage)

These are chiefly low-frequency (LF) type disturbances.

U
AU<10% AU>3% AU<10% AU>10 %

I

Il
i

i Brief
Voltage J‘ Flicker J‘ Voltage J‘ Voltage J‘ power | L Surge
fluctuation ' ‘ surge ‘ dip " failure ' voltage

Examples of low-voltage (LV) mains interference

B riemecaniaue 18
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e interference

Switching of inductive loads by dry contacts

Switching devices with dry contacts

This term is taken to mean all the devices designed to make or break one or more electrical circuits by means
of contacts that can be separated.

Origin of disturbances

The behaviour of the electric contact and the disturbances generated depend on the nature of the controlled
load.

Behaviour when connected to a resistive load

Switching a resistive load by means of a dry contact generates no or little disturbance

Behaviour when connected to an inductive load

_—

Ej L (coil)

Example of inductive loads :
Electromagnet of contactor, solenoid valves, brake, etc

& retemecanique) 20
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Sources of electromagnetic
interference sl () D)7

Steady state conditions

Under steady-state conditions, a contact that «powers» an inductive load does not generate any disturbance.

Switching an inductive circuit

Opening an inductive circuit produces the following across the contact terminals :
- Asignificant overvoltage resulting in a series of breakdowns of the dielectric, possibly followed by arcing.

- Damped oscillation of the voltage at the natural frequency of the circuit consisting of the inductive load
and its control line.

V
Voltage across terminals
of a contact after breaking
inductive current
>
X
o
-
e
—
[\
H N\~
100 to 500 ps U
1to3ms

Successive repeated |  Distance between contacts is too great
breakdown of air | to allow repeated breakdown between contacts -

between contacts

lm
Im

L.

1By
288y
PRy
4PRy
LLLLIT
GAAy
7By
BBy
G LT

Contactor cutoff, 9A~ without peak limiting

Application to power circuits
The operation of switches, contactors, circuit breakers, etc. in power circuits generates transient disturbances.

Example: closing when connected to capacitors (power-factor compensation battery), tripping of circuit-breaker
in the event of short circuit, etc.

Despite the amplitude of the switched currents, the phenomena caused by such operations often cause little
interference. The energies involved are high but are characterised by gently-sloping wave fronts (filtering effect

of cables, high time constant of loads, etc.)
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Emitted disturbances

Voltage surges vary from 1 to 10 kV and increase the faster the contact is opened. They depend on the energy
stored in the controlled circuit.

Example : 50 mJ for a small a.c. contactor
0.2 J for a small d.c. contactor
10 J for a large d.c. contactor

The frequency spectrum of the emitted disturbances (breakdown wave-front) ranges from several kilohertz
(kHz) to several megahertz (MHz).

Effects on installations
These disturbances have no effect on conventional electrical equipment.
They can cause interference in certain electronic circuits :
In conducted form

Succession of transients superimposed on the power supply current. This can cause inopportune triggering of
thyristors, triacs, etc. and switching of or damage to sensitive inputs.

W
Z0a

158
(5 1%]
L

Contactor cutoff 9A~ mains rejection =

= i
=15

=i

Lu
2u
3u
du
Ju
bu
fu
Bu
Ju
18y
I lu

In radiated form
These high-frequency (HF) disturbances can, when radiated, interfere with separate neighbouring circuits
(cables in the same trough, printed conductors on PCs, etc.). Finally, they may interfere with nearby
telecommunication equipment (television, radio, measuring circuit, etc.).
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Switching of inductive loads
by semiconductors

This termis taken to mean all the electronic components designed to make and/or break current flowing through
a semiconductor in an electrical circuit.

i
Thyristor Transistor IGBT

IGBT = Insulated Gate Bipolar Transistor

In some respects, these are extremely high-speed «switches» that will be «open» or «closed» depending on
the reference variable applied to the control of the switch, namely the base (B) or the gate (G), depending on
the component.

Typical performance of such components

Typical values Thyristor Transistor IGBT
Insulation withstand capability (max) 1,6 kV 1,2 kv 1,2 kv
Max. on state current 1,5 kA 500 A 400 A
(switched) | (switched)
Switching frequency 3 kHz 5 kHz 10-20 kHz
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Switching of inductive loads
by semiconductors (continued)

Case study

Observed phenomenon

Making and breaking an electrical circuitresults in a sudden variation in the current or voltage across the terminals
of the control circuit.

This therefore results in steep potential gradients (dv/dt) across the terminals of the circuit which will produce

interference.
R t

Ui

Emitted signals :
Two types of disturbances are generated :
- Low-frequency (LF) harmonics: 10 kHz ...
- Low- and high-frequency (HF) transients: up to 30 MHz...
They are encountered in conducted and radiated form.

Effects

Interference in sensitive apparatus such as: measuring systems, radio receivers, telephones, sensors,
regulators, etc.

e 24



Understanding (EMC) phenomena WW\AF

Sources of electromagnetic 7
interference O

Electric motors

Rotating machines

Rotating machinery (electric motors) are an important source of conducted and/or radiated interference.

Example: commutator d.c. motor

Observed phenomena

During normal operation (continuous running), interference will depend on the type of motor used.
* Induction motors (asynchronous, etc.) cause relatively little interference.

« Motors with brushes and commutators generate «transient» type interference with a steeply-sloping
wave front (high dv/dt) produced during the brush commutation phase.

\Y
y Voltage across terminals

of a contact after breaking
inductive current

1to 10 KV
—

-y o
100 to 500 ps U

1to3ms

Successive repeated Distance between contacts is too great
breakdown of air | to allow repeated breakdown between contacts
between contacts

d.c. commutation

25 [ reemecaniaue)



_\NWWUnderstanding (EMC) phenomena

9 1 Sources of electromagnetic

L LA

e interference

Electric motors (continued)

Nevertheless, asynchronous motors can generate interference :
« Magnetic saturation of motors.

The load then becomes non linear and this produces harmonics.

« Switch-on or powering-up of motor (starting).

The resulting high inrush current (6 to 10 | nominal) can produce a power supply voltage dip.

Emitted signals :
- Low-frequency harmonics
- Power supply interference (voltage dips, etc.)
- Low- and high-frequency (HF) transient disturbances, possibly higher than 100 MHz

- Electrostatic discharges caused by the build-up of electrostatic energy resulting from friction
between materials of different types.
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Fluorescent lighting

This term is taken to mean all lighting sources that operate on the principle of an electric arc that alternately
switches on and off.

Origin

Evenwhenthey are compensated and installed in pairs, the current drawn by fluorescent tubes is not sinusoidal.

Generated interference

This current is therefore particularly rich in harmonics, especially third harmonics (3 x 50 Hz or 3 x 60 Hz etc.)

Interference will be generated over a wide frequency range (0 to 100 kHz or even 5 MHz).

I_ = These disturbances of the low-frequency (LF) type are encountered in the installation in conducted
form.

Waveform of absorbed current

y—
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Spot welding

This includes all electric welding machines or soldering tongs.

Principle

Spot welding is obtained by passing a high current (= 30,000 A) through the two parts to be welded. The
temperature rise is high enough to achieve welding by fusion.

| = 30000 A

Generated interference

* Harmonic voltages 200 ... 20 kHz

« Strong radiated magnetic field that can cause malfunctioning of inductive proximity switches.

B rrermecaniauel 28



Sources of electromagnetic P I

Understanding (EMC) phenomena MW

interference ora gl (L) 0\ 1

Spectral distribution of interference

10 100 1 10 100 1

| kHz | MHz [GHz

Switching an
inductive load

Motors

Fluorescent
lighting

Spot welding

Rectifiers

Switching
power supply

Computers
(clock)

Electronic speed
controllers

-«+—— Conducted interference ——»

- Radiated interference —
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Identifying the transmission mode of interference is an essential
aspect of correct analysis of (EMC) phenomena

Coupling : general information

Coupling is the way in which EM disturbances act on susceptible equipment.

Source

N TR Susceptible
or Coupling > disturbed
Emitter equipment

Typical installation :

Power supply

Electronics DDP | Sensor

Interference

Motor

% @, —— Stray _
3 ' capacitance
/*6/7 |
Ce
Interference

Coupling through frame connection
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Transmission

When «sensitive» (low immunity level) equipment is fed by an electric power source that is shared by several
equipment items (distribution system, etc.), the interference generated by «power» equipment (motors,
furnaces, etc.) is transmitted to the sensitive equipment over common power supply lines.

There is another type of coupling by conduction that occurs in frame and earth circuits.

Frame earth conductors (PCB, etc.) are all linked to the frame connection of the installation and ultimately to
earth by «conductors» having non-zero impedance (Z).

This results in a potential difference between the earth and frame connections as well as between frame
connections.

These potential differences cause parasitic currents to flow through the various circuits.

Coupling due to radiated interference in air may also cause malfunctioning of nearby devices.
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Conductive coupling

Conducted interference is carried by an electric «conductor». It can therefore be transmitted via :

Internal power supply lines or the distribution system,
Control wires,

Data transmission lines, buses, etc.

Earth cables (PE, PEN, etc.),

Earth,

Stray capacitance, etc.

Conducted interference

To power supply ‘]\/‘/"“—'

Equipment affected
by interference

~

Distribution system

Conductors

Principle

A (wanted or unwanted) signal can travel along a 2-wire connection in two ways :

- Differential mode

- Common mode
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Differential mode

Differential-mode (or series-mode) current travels along one of the conductors, flows through the equipment,
may or may not cause malfunctions in it and returns via another conductor.

1

Electronics | || U = differential-mode voltage < Sensor

—

o

1

Common mode

Common-mode current flows along all the conductors in the same direction and returns via the frame connection
through stray capacitance.
< Sensor
U

( —= Cp = stray capacitance u —= Cp

Electronics

AT A

/

U = common-mode voltage

i1+i2

Common-mode interference is the major problem in (EMC)
because its propagation path is difficult to identify.
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Coupling by radiation

Radiated interference travels through the ambient medium (air, etc.).

Typical case :

Cabinet

"Power" cable
Equipment / ]
causing Sink
interference or
load

Equipment affected

[ by interference

Equipment
_affected by Equipment affected
interference by interference

"Low-level" cable

Principle

Depending on the nature of the emitted interference, there are two types of possible coupling :
- Inductive coupling

- Capacitive coupling
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Transmission

Inductive coupling

A current | flowing through an electric conductor creates a magnetic field that is radiated around the conductor.
Itis clear that the current which flows must be high; itis usually generated by «powers circuits (which carry high
current > 10 A).

Any loop formed by an electric conductor having a surface area S and surrounded by a variable magnetic field
will have an alternating voltage U across its terminals.

Schematic diagram

i Variable current

/Cable loop

Surface area @

| U=
Variable magnetic
field

Capacitive coupling

There is always a non-zero capacitance between an electrical circuit (cable, component, etc.) and another
nearby circuit (conductor, frame connection, etc.).

The variable potential difference between these two circuits will cause the flow of an electric current from one
to the other through the insulating material (air, etc.), thus forming a capacitor or stray capacitance.

This parasitic current increases as the frequency of the voltage across the terminals of the stray capacitance
rises.

1= Y z=_1 | =UC 2M f
Z Cw ~—
K
| = kf
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Coupling by radiation (continued)

This phenomenon is also referred to as «hand capacitance».

1

Cp 1 ﬁ Electrical

circuit

Frame ”j-l:: ov +
connection [“.F / (F
Ny ]

Framework structure

Cbp = stray capacitance

—
7, =

In addition, the value of the stray capacitance formed by both parts of the circuit is :
- Proportional to the opposite-facing surface areas of the two circuits (S),

- Inversely proportional to the distance between the two circuits (d).

Although the stray capacitance between circuits may be completely negligible at 50 Hz,
& it becomes significantly important at high frequency (HF)

and causes the installation to malfunction.
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A few sources of electromagnetic interference :

1w
Clock
harmonics .
_ Electronic
Walkie equipment
talkie rack
Radio interference
welding
set

Welding

machine
Defrosting
equipment

Electron torch
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Decoupling of interference

Isolating transformers

Isolation
Transformer Symbol
LF HF

F
P <
I o )

Standard E S OK | Ineffective

. o

Single screen OK Average

Primary
Common-mode
Secondary

>‘ c

@ g TN-S

e 5]

Double screen = o Neutral OK Good
PE
7
Transformers
= Can be used to change the earthing arrangement anywhere in the installation,

Only ensure satisfactory electrical isolation at low frequency (LF),
~— A double-screen transformer is required if appropriate electrical isolation has to be ensured at HF,

Block and divert common-mode currents to exposed conductive parts

Can be used to break frame connection loops,

Explanation of phenomena

1 =unwanted
current

Unwanted disturbance

Affected equipment

Primary
Phase

Neutral Neutral

Secondary
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Direct current or low frequency (LF) (50 Hz etc.)

Primary/secondary insulation resistance > 10 MQ
Stray capacitance is negligible.

High frequency (HF)

The primary/secondary insulation resistance is bypassed by the stray capacitance caused by the primary and
secondary windings.

Stray capacitance < 50 pF for small transformers, > 1 nF for large transformers > 500 VA.

1 nF only represents an impedance of 100 Q at a frequency of 2 MHz.

Consequences

As aresult, there isrisk of any disturbances, e.g. of the transient type with steep wave fronts, in the supply system
which originate, for example, from switching surges being transferred to the secondary of the transformer and
interfering with equipment that is connected to it.

Optocoupler

Unwanted disturbance

Product affected
by interference

The phenomenon is the same with optocouplers although their low-frequency (LF) impedance and high-
frequency (HF) performance are generally better than those of signal transformers.
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For the purposes of this document, the term «earth» denotes all conductive, inaccessible or buried parts or
structures.

Although this definition is not official, it will enable us to identify the earth and frame connections in an installation
more clearly.

General definition

The earth of our planet is used in certain electrical engineering applications as a conventional «0 V» reference
potential and its electrical conductivity (which is highly variable) naturally conducts - or is used by humans to
conduct - certain electric currents.

Roles of earth connection in electrical installations

Reminder
Any current that flows in the earth entered it and will leave it to return to its source

Applications :

« Distribution of direct lightning-stroke current in the earth «electrode» (disruptive electrostatic discharge
from atmosphere to earth).

* Flow of currents induced by lightning in the soil between two points of an overhead power transmission
line.

* Inthe T-T system, the part of the earth between the earth connection of the distribution system and the
earth connection of the installation causes the flow of (low) leakage or fault currents produced by the
installation.

« Frame connections of installations are also connected to earth (equipotential bonding between earth/soll
relative to exposed conductive parts and metal structures) in order to protect persons (and animals)
against shock hazards associated with indirect contact.

Electrical earth connections

The provisions concerning these connections in the context of distribution systems of buildings that are relevant
to us relate to the following applications (protection of persons and property) and are restated in Standards IEC
364 and IEC 1024.

There must be a single satisfactory earth connection J

for a given electrical insulation

Satisfactory because the downleads of lightning arresters occasionally have to handle currents of the order of
20 to 30 kA in soil of highly variable resistivity (= 5 to 10 000 W.m) without causing excessive damage to the
soil/earth connection interface.

Single because the highly variable resistance of the soil may involve extremely high, destructive potential
differences under these extreme conditions between the various earth electrodes and that of the installation
itself under normal operating conditions (leakage, fault currents, etc.) and this may cause unacceptable
interference.
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(A)
(B)
(©)

(D)

(E)

Typical earthing arrangement for an installation

Lightning arrester downleads.
Meshed, buried earthing system with special reinforcement at the bottom of lighting arrester downleads.

Earth electrode conductor of installation connected to earth bus at origin of PE (or PEN) conductors of
the installation.

Interconnected exposed conductive parts of part of the installation connected to metal structures or
additional meshed elements (E).

Shunt connections between lightning arrester downleads, interconnected exposed conductive parts and
nearby metal structure in order to prevent any flashover (fire risk).

©
/"
\V; ®-

@

YA
\/\/

LX),
I IAVAVARY

Earth and electromagnetic compatibility

As we have seen, the earth plays a quite specific role in relation to lighting discharges but residual currents
conducted by power lines to the site still have to be eliminated.

For most other (EMC) phenomena that have to be dealt with (transients, high-frequency (HF) currents or
radiated fields), earthing conductors of which the length and topology (star network or in parallel with live
conductors) present extremely high impedances at high frequency (HF) will be of no use without the help of

a system of interconnected exposed conductive parts.
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General definition

A frame connection is an equipotential connection point or plane that may or may not be connected to earth and
which is used as a reference for a circuit or system.

Note: a frame connection having a potential that is deliberately specific or variable must be the subject of special
insulation and, if applicable, connection measures.

Specific definition for electrical installations

A frame connection is any exposed conductive part of apparatus, equipment or an installation that is not live
during normal operation but which may become so in the event of a fault.
Examples of frame connections (exposed conductive parts) :

- metal structure of a building (framework, piping, etc.),

- machine bed plates,

- metal cabinets, unpainted cabinet bottoms,

- metal cable troughs,

- transformer casing, Programmable Logic Controller backplate, etc.

- green/yellow wires (PE/PEN) of earthing conductor.

Exposed conductive parts and safety of persons
and property

Basic Specification IEC 364 and national texts that are specific to certain installations describe the constructional
arrangements that guarantee compliance with adequate safety levels.

Regardless of the installation’s earthing arrangement, green/yellow so-called «PE>» or «protective earth»
conductors having a defined impedance are provided for connecting exposed conductive parts to earth and to
the origin of the installation so that :
» During normal operation or if there is a fault to an exposed conductive part :
- high fault currents are eliminated (safety of property),

- no hazardous voltage can occur between two exposed conductive parts, an exposed conductive
part and the soil or metal structure (safety of persons),

» Since the safety of installations takes precedence over every other aspect, subsequent work on the
connection of exposed conductive parts shall, under any circumstances, involve :

- disconnecting a «PE» (green/yellow) conductor from an exposed conductive part,

- increasing the impedance of any «PE» connection.
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Exposed conductive parts and electromagnetic
compatibility

Making allowance for HF phenomena

¢

Systematic, careful and appropriate interconnection
of all exposed conductive parts

¢

LF and HF equipotential bonding of exposed conductive parts

¢

Satisfactory (EMC)

¢

Correct operation of equipment on site

Low-frequency (LF) performance
Example: at mains frequency (50 or 60 Hz).

Equipotential bonding of exposed conductive parts at low frequency (LF) (50 Hz-60 Hz) is always correctly
obtained using green/yellow (PE/PEN) conductors.
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High-frequency (HF) performance

As stated in the paragraph dealing with earthing, the earth plays a relatively limited role in terms of (EMC)
phenomena.

In contrast, exposed conductive parts located in the immediate vicinity of electronic devices act as a
reference «plane» or system for high-frequency (HF) phenomena (as well as for certain aspects at a
frequency of 50/60 Hz) provided that the problem of their equipotential bonding is first solved.

The interconnection of exposed conductive parts by protective conductors in a star configuration sometimes
creates extremely high HF impedances between two points. In addition, high fault currents cause potential
differences between two points and (in the TN-C system) the continuous flow of high currents in the PEN
conductor.

It therefore appears necessary (without downgrading the role of PE conductors), to provide as many possible
additional interconnections as possible (cables not coloured green/yellow) having a cross-sectional area that
is not less than the smallest cross-sectional area of the PE conductors connected to the exposed conductive
parts in question. These connections must be made close to the exposed conductive parts of switchgear, cable
runs, existing or deliberately added metal structures, etc.

Screens, shielding, common-mode return circuits of filtering devices, etc. will be connected to them.

This will create finely meshed equipotential bonding of exposed conductive parts
that meets (EMC) requirements

In some exceptional cases (currents induced at mains frequency, potential differences, etc.) connection to the
frame earth system will have to be obtained appropriately (e.g. at one end for each «HF»/»LF» capacitor, etc.

Leakage current in the installation

Because of their proximity to the electrical circuits of the installation, exposed conductive parts will, in
conjunction with these circuits, create stray capacitance that will cause the flow of undesired currents through
equipment and exposed conductive parts.

In some cases this may result in the malfunctioning of installations (tripping of differential protection devices,
etc.).

The reader should refer to the various transmission modes (radiated interference, capacitive coupling).
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Cp = Stray capacitance

‘equipment,

(equip ) D/‘/\

Cp ] Electrical
M circuit
Exposed metal ”j
conductive . B /

part (mounting) 1

Z

=

=1

Exposed conductive parts must therefore be connected by appropriate means at low frequency (LF)
(safety of persons, etc.) and at high frequency (HF) (satisfactory EMC).

| This will only be effectively feasible in technical and economic terms if :

- the problem is taken into account at the DESIGN stage,
- the HF aspects of an installation are mastered
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Loops between exposed conductive parts

A loop between exposed conductive parts is the surface area enclosed between two frame-connection wires.

S

|

Cabinet

N

Frame
connection Machine
loop

Loops between exposed conductive parts are the result of systematic, careful
interconnection to ensure equipotential bonding at a site

It is vitally necessary to have a large number of connections between all
exposed conductive parts.
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Frame connection loops

A frame connection loop is the surface area enclosed between a functional cable (power supply cables, control
lines, communication network, etc.) and the nearest conductor or frame earth.

Cabinet

Power supply )
i E ; i 4 Z Device ( Device

/)
7 « Bt " oy

Cabinet

Power supply

Machine

& The number of frame connection loops is the same as the number of functional cables.

It is crucial to minimise the surface area of frame connection loops by running the
entire length of functional cables as close as possible to exposed conductive parts

=
)

| Frame connection loops are the main source of (EMC) problems, coupling of radiated
interference is especially effective in them.
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Avoid earthing exposed conductive parts
in a star configuration

Cabinet Cabinet

é é
1
Cable affected
Cabinet by interference
= Cabinet

Low-level

Long length cable

z/ 5

High common impedance
==> PD between equipment items

& It is crucial not to earth exposed conductive parts in a star configuration.

Only systematic, careful interconnection of exposed conductive parts makes it possible to achieve
satisfactory high-frequency (HF) equipotential bonding on the site.
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Frequency behaviour of a conductor

The level of electromagnetic compatibility (EMC) in equipment is linked to the coupling between its circuits and
this coupling itself depends directly on the impedances between these circuits.

I_ = The conductors used and their mounting arrangement therefore have a decisive influence on the
electromagnetic behaviour of the installation.

Impedance
A
100 Low-frequency
domain
104G !
1Q -+ |
100 ‘

1 1 mm? | It High-frequency
10 , ‘ ' domain
2,5mm | e

7— T
G |
£ \
1 N I
35 mm? |
05—
0,1 mQ | ‘
oo i Frequency
0 Hz kHz MRz T
I | L I T T I T
0 Hz 10 | (100 1 10 100 1 10
50 80

Typical impedance values of an electrical conductor of length L =1 m

At 100 kHz, two 1 mm? cables laid parallel have less impedance than a 35 mm? cable ==> hence the
benefit of meshed connection.
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Low-frequency (LF) performance

Atlow frequency (LF), current flows through the conductor whereas the skin effectis dominant at high frequency
(HF). Current then flows at the surface of the conductor.

= Atlow frequency (LF) (50 Hz-60 Hz), the cross-sectional area of the wire plays a leading part

High-frequency (HF) performance

= Athigh frequency (HF) (f =>1..5MHz...)
- The circumference of the cross section of the conductor plays a leading part (skin effect)
- The cross-sectional area of the conductor is relatively insignificant

- The length of the cable is decisive

(b)

(€)

In each case :
a: Z1, cablein air (inductance per unit length : | = 1 pH/m).
b:  Z2, cable mounted on a metal surface.
c: Z3, metal grid with contact at each intersection (e.g. welded concrete reinforcing rods).
d: Z4, metal plane.

For a given length of cable, the impedances per unit length are of the order Z1 > 72 > 73> 74
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Length and cross-sectional area of a conductor

The impedance of a conductor depends primarily on its inductance per unit length which is proportional to the
length of the cable.

This inductance begins to play a decisive role above 1 kHz in the case of a standard cable.

This means that, with a conductor that is just a few metres long, the impedance of the cable is as follows :

- several milliohms with direct current or at low frequency (LF)
- several ohms at around 1 MHz

- several hundred ohms at high frequency (HF) (=100 MHz ...)

If the length of a conductor
exceeds 1/30 of the wavelength of the signal it carries

the impedance of the cable becomes «infinite».

==> the installation then behaves as if there was no conductor.

A 1
L .>— A> 300 ==> L> 0
M~ 30 f f
(MHz) (MHz)
A wavelength of signal f: frequency of signal L : length of conductor
on conductor on conductor in MHz in metres

I A conductoris useless if L > . Example : pigtail

(MHz)
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Antenna effect of a conductor

Conductors act like antennas and the field which they radiate can be picked up. Such conductors can cause
emission when a high-frequency (HF) current flows through them.

Magnetic field H Electric field E

1 1
Loop = "receiving" Loop = "transmitting" Conductor = "receiving”  Conductor = "transmitting"
antenna antenna antenna antenna

Length of antennas

The antenna effect becomes highly significant for conductors of specific length in relation to the wavelength of
the radiated signal.

_A So-called "quarter- 75 L
@ L= 4 wavelength” antenna I‘(m)> f ==> Tuned antenna
(MHz)
Example : f=100MHz L >£ =0.75m
100

At this frequency (100 MHz) a conductor of length L > 0.75 m becomes an effective antenna.

@ L _A So-called "quarter-
2

wavelength" antenna
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Greenl/yellow PE/PEN conductor

In old installations that were built without making allowance for HF phenomena, the length of the green/yellow

(PE/PEN) conductors (L > 1 to 2 m) is such that they :

==> effectively contribute towards LF (50 Hz-60 Hz) equipotential bonding of the site and therefore to the
safety of persons and property (IEC 364, NF C 15 100 etc.).

==> play practically no role in HF equipotential bonding and therefore the (EMC) of the site.

Interconnection of exposed conductive parts

order to achieve HF equipotential bonding.

It is crucial to obtain careful, systematic interconnection of all exposed parts in J

==> [f the length of the frame earth cable is too long (L > 10/F (MHZz)), the installation then becomes
«floating», potential differences between equipment items inevitably occur and these cause the flow

of undesirable currents.
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Type /i ! Fllters
Source @

Transmission

Function of a filter

The function of filters is to allow useful signals through and eliminate the unwanted portion of the transmitted
signal.

—_—— —— —— o
g‘t"g g Appropriate
Uinput filter Uoutput
Transmitted signal Transmitted signal
Useful signal + unwanted signal Useful signal

Field of application :
- Harmonic filters, F < 2,5 kHz

- RFI filters (conducted radiofrequency interference) F < 30 MHz
Direction of action :

- Input filters

Example : harmonic filters, RFI filters

These protect the supply system against disturbances generated by the powered equipment.

Input Interfering
filter circuit

Supply system
Machine
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: B )
Filters
Source @

Transmission

Filters also protect equipment from disturbances originating from the supply system.

€ .

L | Circuit o
> AW plput to be £
2 ) el protected S
=3 =
wn

- Output filters

Examples: «sine-wave» filters

These protect the load against disturbances originating from the equipment.

=

<] . .
2 Interfering Output Ctlrct:)ur[
; circuit ﬂﬂﬁ filter o be
g protected
>

7]

Various filter types

Types of filtering :
- Differential-mode filters

- Common-mode filters

- Combined filters that provide both common-mode and differential mode filtering.

Technology
- Passive filters

- Active equalizers
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DR «
afih
A
y
Yy o G b

i

-
Filters
Source @
Transmission

Passive filtering principle = impedance mismatching

- Blocking of disturbances: series inductance (Z = Lw)

1
- Channelling of disturbances: parallel capacitance (Z = Cw)

- Combining both the above

L

Input —>T’ Y Y Y Y ——— QOutput
C
_|_ Filter
Interfering current : iJ ’77}7;

- Dissipating the energy of the disturbances: ferrite cores

Passive filtering in «differential mode»

. . u
1 Filter 1 o~
> . = —_—
+= > = =}
2 9 C g 2 1“ £
= i T o) =14 o
—< —<
Differential-mode interfering current
Passive filtering in «common mode»
1 Filter -4
% ’ - -+~
= > = =}
: N e O
- 1 @] = @]
5 i L U
C T C u u
b

i
‘) . . In differential mode the 2 chokes cancel each
Common-mode interfering current

other out because they are wound in the
opposite direction on the same core.

T
i l7=» g

Principle of active equalizer
- Only used for filtering out harmonic currents,
- Generates a signal that is the complement of the interfering signal in order to restore a sinusoidal signal.
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Ferrite cores & &

Transmission

These are common-mode high-frequency (HF) filters.

Ferrite cores consist of a material having a high magnetic permeability (ur).

Power supply

N >3
U } ( ( J) . D Consumer
Ji/2
\Y e M

_ Stray
7 capacitance

Stray _
capacitance

1 : common-mode interfering current

Ferrite cores make use of two principles :

- common-mode inductance (see Filters paragraph)

- absorption of resistance losses (temperature rise) induced by common-mode HF interference.

Both these principles result in a common-mode impedance of which the effectiveness depends on its
relationship to the impedance of the circuit to be protected.

S7 [ etemecaniauel



Obtaining (EMC) in an installation MW

L1
CHAPTER 2 —fG
OBTAINING
ELECTROMAGNETIC

COMPATIBILITY
IN AN

INSTALLATION

-- CODE OF PRACTICE --




_\NWWObtaining (EMC) in an installation
| Foreword

The design, production, modification or maintenance of equipment always begin with an
analysis intended to define the:

- characteristics of materials and components capable of fulfilling the required
function,

- mechanical and electrical design rules making it possible to fulfill the desired
function.

Such analysis is carried out taking into account both engineering and economic constraints.

From this point of view, it is advisable to bear in mind the importance of ensuring the
electromagnetic compatibility of an installation right from the start of the design stage

This is the best guarantee against malfunctions and cost escalation.

Neglecting (EMC) during analysis of a product may produce an immediate cost saving of
several percent of the total cost of the plant ((EMC) specialists agree that the extra costis 3
to 5%).

However, modifications then often have to be made atthe time the installation is commissioned.
The overall cost of such modifications, given low operating margins, often exceed several or
even twenty percent. This causes additional delivery delays as well as problems in customer
relations.

¢ [ 2
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The (EMC) procedure ot |

The (EMC) procedure must be comprehensive

Correctoperation relies onthe good design, correct selection and proper workmanship of all the links in the chain

of the installation.

Regardless of the life cycle of the installation, the CODE OF PRACTICE defined below
must be applied seriously and methodically.

The interpretation of (EMC) and HF phenomena in particular is complicated. A cautious attitude is therefore
called for and one must not forget that there are no miracle answers or universal truths in (EMC).

Nevertheless, even though the constraints and therefore the action that can be taken are specific to each
installation, applying this Code of Practice will create the greatest possible likelihood of achieving correct

operation of the installation.

Emecariaus)
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The (EMC) procedure

o
Designing a new installation
or extending an installation
DEFINITION OF (EMC) « Generic (EMC) standards
NORMATIVE SCOPE « Product standards
The environment
ANALYSE  External (public, private network, site, surroundings, etc.)
* Internal (building, machine, nearby plant, etc.)
DEFINE The constraints associated with the site and the application.
DETERMINE Tr_]ose (EMC) pr_oduc_ts and accessories _that_ are compatible
with the constraints (installations, specification sheet, etc.).
ESTABLISH Th_e_ installation rules_needed to obtain satisfactory (EMC)
(wiring rules, precautions, etc.).
ERECT The installation, adhere scrupulously to the defined rules.
Correct erection of the installation, correct operation of the
CHECK equipment.
IF APPLICABLE, MAKE ANY | |f the standard requires this.
MEASUREMENTS
CORRECT If applicable.
4
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(

The (EMC) procedure

Maintaining an installation
or

Upgrading - Updating installed equipment

Electricians and fitters. They must be made aware of problems

associated with interconnection of exposed conductive parts,

(EMC) maintenance is a simple activity but it must be well organised, planned and carefully supervised.
shielding, effects of connections, etc.

TRAIN
Consequences of any modification or replacement of a product
ANALYSE in terms of the system or the environment.
Set up scheduled preventive inspections in order to replace
MONITOR limiters, varistors, check connections, testing of earthing
resistance, etc.

Record details of all work carried out in a machine maintenance
log, etc. fill out defect reports together with remedial action taken

RECORD DETAILS

Compliance with these four rules always brings benefits to the company which extend beyond (EMC).

Bear in mind that simple deterioration of an electrical connection
(corrosion, forgetting to refit shielding, bolts missing from cable trough)
is enough to seriously impair the (EMC) performance of an installation.

Upgrading installed equipment, extending a machine etc.

The approach adopted must be the same as that during the design phase. It is vital to keep comprehensive
documentation describing any modifications made in order to facilitate commissioning and future actions.

must be applied thoroughly and methodically.
& retemecaniaue|
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The (EMC) procedure

Improving an existing installation

The causes of any malfunctions must be found and analysed.

OBTAIN INFORMATION,
LISTEN

IDENTIFY

REFER TO

DEFINE PRIORITIES

DEFINE ACTIONS

TAKE CORRECTIVE
ACTION

Obtain information from persons in charge, especially from operators.

1- The equipment(s) affected.

Obtain a precise idea of the failure.

2- The interference source(s).
Assess the orders of magnitude of the interference.

3- Coupling or transmission modes of the interference.

This guide in order to understand the phenomena and identify problems.
Read the «Code of Practice» carefully.

Deal with the most important interference sources on a priority basis.

Carry out actions that do not require extensive modification or a prolonged
machine shutdown first.

Deal with interference inputs one by one until the last input is reached.

Having considered the problem and the «Code of Practice» chapter in
depth, inspect the installation, carefully look for any important points and
note the action to be taken.

Work methodically and deliberately.

Deal with actions one at a time. Initially results may not be apparent and
things may even getworse but carry on until satisfactory results are obtained
without becoming discouraged.

Never cancel or undo remedial action. Cancelling a particular remedial
action can only be envisaged atthe very end after obtaining aresultand then
only if the remedial action is really having an adverse effect on the
installation.

It is then that one often realises that remedial action that was initially
considered useless actually makes an active contribution towards correct
operation.

If a fault cannot be reproduced or if there is a serious problem, the assistance of or action by an (EMC)
specialist having in-depth knowledge of the products suspected of causing the problem may be required.
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Code of practice po | B

Changes in technology and techniques are making it possible to design and produce increasingly high-
performance products, machines, etc.

If goes without saying that this also involves changes in constraints and that these entail changes in codes of
practice for the design of installations.

The Code of Practice consists of all the concepts that have to be taken into account
in order to install equipment and electrical installations satisfactorily.

Adhering to the Code of Practice produces a significant reduction in the constraints and costs associated with
most common (EMC) problems.

CHOICE OF COMPONENTS

Low-frequency (LF) phenomena High-frequency (HF) phenomena

« Protective systems « EQUIPOTENTIAL bonding of exposed
conductive parts (interconnection)

 Careful routing of cables

» Selection of cables

» Proper connections suitable for HF purposes
» Shielding of cables

e Cable troughs and cable runs

* Length of cables

* Filtering

* Length of cables

Protective systems more important Installation more important

Related topics :

¢ Earthing system.................. page 8

¢ Powersupply ......cooeneeeee. page 18
e Cabinet ....cooeeeeeeeiiiiiiennnn page 26
e CableS...cccooeeveeeeeeiiiinnnnne. page 32
e WiringruleS.........cooeueeennen page 36
e Cableruns ..........cooeueee... page 44
¢ ConnectionS...........cceeeeee. page 52
e Filters ..ccooovveeeveeeeeeiieiinnnee page 56
e Surge arresters ................... page 60
¢ Ferritecores........................ page 62
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= Earthing system

|||»

Introduction

Low and high-frequency EQUIPOTENTIAL BONDING of exposed
conductive parts is the golden rule in (EMC)

i LF and HF equipotential bonding of the site

=1

==> by appropriate specific interconnection, etc.

i Local LF and HF equipotential bonding

==> by interconnecting all exposed conductive parts and, if necessary, providing a specific
appropriate earth plane, etc.

Systematically interconnect all metal structures, racks, chassis, earth conductors. J

5

(see paragraph entitled «Connections» later on in this chapter.

==> Take special care to ensure that connections are properly made to obtain LF and HF quality
and long service life.

==>  Direct metal-to-metal bonding (no conductor) by bolted fastening.

==>  Connection by braided metal strap or any other short, wide connection.

& Do not overlook paintwork
and coatings made of insulating materials

Erermeseniue 8
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Earthing system =

Building

S

Power
cabinet

Low-level

4 cabinet

Power cable

Low-level
cable trough
/— i <A
Low-level

cable trough

_.--~_Welded mesh
(concrete reinforcing rod)

Frame
connections
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T
SR Earthing system

Building (continued)

1 LF and HF equipotential bonding of the site

==>  Provide an earth plane plus an earthing ring bus for each storey (mesh made of welded
concrete reinforcing rods cast into the concrete slab, false floor with grid made of copper
conductor, etc.

==>  |nterconnect all the metal structures of the building to the earthing system (metal steel
structural work, welded concrete reinforcement, metal pipes and ducts, cable troughs,
conveyors, metal door and window frames, gratings, etc.)

==> |tis advisable to design and produce a special finely-meshed earth plane in areas intended
to accommodate sensitive hardware (data processing, measuring system, etc.).

==> elc.

10
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: T

|||»

Equipment / machine

1 Local LF and HF equipotential bonding of the equipment or machine

==>

filnterconnect all the metal structures of a single equipment item (cabinet, earth plane plate
at bottom of cabinet, cable troughs, pipes and ducts, metal structures and frames of
machine, etc.).

filf necessary, add earth conductors intended to enhance the interconnection of exposed
conductive parts (both ends of any conductor in a cable that are not used must be connected
to frame earth).

Connect this local frame earthing system to the earthing system of the site by providing the
maximum number of distributed connections.

11 E erccaniave
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il

: AT

f= Earthing system

L 7
Cabinet
See paragraph entitled «Component layout» later on in this chapter).
1 LF and HF equipotential bonding of cabinet and its components.
==>  Every cabinet must have an earth plane plate at the bottom of the cabinet.
Watch out for cabinet bottom plates coated in paint or
any other insulating covering.
==> All the exposed metal parts of components and units fitted in the cabinet must be bolted
directly onto the earth plane plate in order to ensure high-quality, durable metal-to-metal
contact.
==> Because of its excessive length, the green/yellow earth conductor cannot generally
provide HF quality earthing.
& reremecaniaue] 12
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|||»

Electrical connections

PE - PEN Q

® Bar

)

Braided strap

green/yellow conductor

m? Equipotential bonding - Interconnection -
Continuity - IEC 364 safety

13 [ reermecaniaue
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SR Earthing system

Daisychained interconnection of exposed
conductive parts

— CABINET —

Braided
strap

\\\\\\\\\
\\\\\\\
\\\\\\\\\\

m? Equipotential bonding - Interconnection -
Continuity - IEC 364 safety

14
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Daisychained interconnection of exposed
conductive parts

— CABINET —

O
Painted
©| | sheet metal

Ensure metal-to-metal
contact

Long PE

m? Equipotential bonding - Interconnection -
Continuity - IEC 364 safety

15
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SR Earthing system

Daisychained interconnection of exposed
conductive parts

— INSTALLATION —

m? Equipotential bonding - Interconnection -
Continuity - IEC 364 safety
16
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TR
Earthing system Lo | oo

Daisychained interconnection of exposed
conductive parts

N — INSTALLATION —

Welded braided
strap

m? Equipotential bonding - Interconnection -
Continuity - IEC 364 safety

17
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= Power supply

Purpose

To provide high-quality power supply and a degree of availability making it possible
to achieve correct operation of the installation.

The power supply is an interface between various electrical supplies :

- Public (LV) mains and customers,

- (MV) mains and industrial customers,
- Within a single installation, between general circuits and outgoing feeders.

Installation(s)

Public Power supply
Machine(s)

mains

General rule :

Filter the power supply
A properly adjusted industrial mains filter is suitable.

» Fitlimiters, spark gaps on the power source.
Site these components which cause interference during operation away from sensitive equipment.

B riemecaniaue 18
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Power supply o

Analysis

Upstream circuit
Identify potential interference sources and the type of disturbance (nature, intensity, frequency, etc.) that might
affect the power supply.

Downstream circuit

Identify the various equipment items powered and the type of disturbance they generate which might affect the
power supply.

Assess the effects and possible consequences of such disturbances on the installation to be powered.

- Acceptable or unacceptable consequences (continuous, intermittent, etc.)

- Seriousness and cost of impact of interference
- Cost of installation
- Expected availability and reliability, etc.

Technical specifications

Having defined the technical specifications for the power supply :

1- Take into consideration the manufacturer’'s technical data in the case of «off-the-shelf» power
supplies, immunity, emission, common-mode attenuation, filtering characteristics etc.

2 - Confirm, in the case of customised power supplies, the performance of the power supply at the time
of delivery (transformer, special power supply, backed-up power supply, uninterruptable, etc.).

3- Define the technical data of the electric power supply equipment to be constructed and check its
characteristics before commissioning.

|solation by transformer

(See paragraph entitled «lsolating transformers» in Chapter 1 under the heading «Transmission modes of EM

interference).

19 [ reemecaniaue)
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Power supply

Earthing arrangements

The earthing arrangement defines the electrical connection of the neutral point and exposed conductive parts
in relation to earth.

For low-voltage (LV) installations, it is identified by :

First letter :

state of the neutral point in relation to earth
T=

neutral point directly earthed

earthed through a high impedance

Second letter ;

state of the exposed conductive parts in relation to earth
T _

N

exposed conductive parts connected directly to a separate earth

exposed conductive parts connected to earth of the neutral point
TN system :

This system is divided into two groups : TN-C, TN-S

TN-C : the earth (PE) and neutral (N) conductors are combined and form a single PEN conductor.

TN-S : the earth (PE) and neutral (N) conductors are separate and each earthed.

When choosing an earthing arrangement, the safety of persons always takes precedence
over functional aspects

20
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TT

TN-C

TN-S

I'T

Safety of persons

Good

Earth leakage circuit
breaker is mandatory

Good

Exercise caution and check the continuity of the PE conductor when

extending the installation

Good Bad Bad Good
Safety of property
Extremely high currents | Differential protection Recommended for
Fire risks in PEN conductor, may | 500 mA inherent safety because
exceed kA of absence of arcing
Risks to equipment Prohibited in hazardous
areas
Power availability Good Good Good Very good
Good Bad Very good Bad

(EMC) performance

PE conductorisnolonger
a unique potential
reference for the
installation

- Generally provide
lightning arresters
(overhead
transmission lines)

- Need to manage
equipment with high
leakage currentlocated
downstream from
differential protective
devices

Flow of interfering
current in exposed
conductive parts.

Radiation of (EMC)
interference by PE. Not
recommended if
installation contains
apparatus that
generates harmonics.

- Need to manage
equipment with high
leakage current
located downstream
from differential
protective devices.

- High fault currents in
PE (induced
interference)

- A single earth

Not compatible with use
of common-mode filter.

- It may be necessary to
split the installation in
order to reduce the
length of cables and
limit leakage currents.

- the TN system to the
2nd fault.

aouewuopad (DINT) : siuswabueure buiynes

Ajlddns 1amod
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e
= Power supply

Earthing arrangements : (EMC) performance (continued)

First letter (defines state of neutral point) Power supply
Neutral point directly earthed Ngutral point earthed . 8
through an impedance or no connection £ g
T | 5 |23
> 5>
S~ | B
TT g g8
) Fa
> - [
— 1
]
g
Iil—T YES | YES

N g NO | YES

and connected to earth at one point

Exposed conductive parts interconnected

TN-C YES | YES

Caution

@}g}gg NOTE 1 : In the TN-C system, the PEN conductor
(combined neutral and PE), must never

t~ PEN be cut.

In the TN-S system, as in the other

systems, the PE conductor must never
the cut.

t
i
,,,,,, ___ @ NOTE 2: In the TN-C system, the "protective

- conductor" function takes precedence

With the distributor's

consent

State of exposed conductive parts of the installation

over the ‘"neutral” function. In
N particular, a PEN conductor must
TN_S always be connected to the "earth"
terminal of a consumer and a strap
must be fitted between this terminal and
P - the neutral terminal.
NOTE 3:
N The TN-C and TN-S systems may be
PE used in the same installation. It is
mandatory that the TN-C system is
\ﬁ \ \ upstream from the TN-S system. The

<

ES | YES

TN-S system is mandatory for cable
cross-sectional areas < 10 mm2 Cu or <

16 mm?2 Al or for flexible cables.

Exposed conductive parts connected to neutral point

With the distributor's

consent

& retemecanique) 22



Obtaining (EMC) in an installation

Power supply .

' 2
|

Disconnection

Protective
device

Need for
maintenance service

Remarks

Earth leakage
circuit-breake

¢ Intensity of insulation fault current is limited by earthing resistors (a
few dozen amperes).

Interconnection of exposed conductive parts and earthing by PE
conductor that is separate from the neutral conductor.

.ﬁ;g;ggrm NO * No requirement imposed on continuity of the neutral conductor.
1st «on each * Extension without calculation of conductor lengths.
fault ?euégglrng Periodic inspection * Simplest solution when designing an installation.
(horizontal
selectivity)
* Intensity of the 1st insulation fault current cannot create a
hazardous situation (tens of mA).
¢ Intensity of double insulation fault current is high.
* Operational exposed conductive parts are earthed through PE
NO YES conductor which is separate from neutral conductor.
Need for ) ) * First insulation fault does not create any hazard or interference.
2nd testt.er for Need for intervention to clear 1st fault * Signalling is mandatory on the first insulation fault, followed by fault
fault con |Imipus finding and clearance obtained by a Continuous Insulation Tester
r'}:‘;‘*g:&% (CPI) installed between neutral and earth.
* Tripping is mandatory on the second insulation fault by using
overcurrent protective devices.
Continued & * Verification of tripping on 2nd fault must be performed.
service | Temperature ﬁ E * This solution ensures optimum continuity of operational service.
rise . . ) ) .
ensured Z ) ) * Need to install consumers having a phase/earth insulation voltage in
?ncs\%if After 1st fault => TN configuration excess of the phase-to-phase voltage (1st fault case).
of 2nd fault * Voltage limiters are indispensable.
NO * Operational exposed conductive parts connected to PEN conductor,
1st Prohibited o o latter is earthed.
fault ) ::/:rrrlif;jagﬂ? of tripping must be * High intensity of insulation fault currents (increased interference and
- at desigin stage by calculation fire risks) (Ishort circuit kA).
- mandatory at the time of * Combined neutral conductor and protective conductor (PEN).
commissioning * Flow of neutral currents in conductive parts of building and exposed
- periodically (every year) by conductive parts is cause of fires and voltage drops that cause
measurements interference  to  sensitive medical, data processing or
* Verification of tripping must be telecommunication equipment.
repeated if the installation is « Tripping i dat first insulation fault. cl db t
extended or reconditioned. ripping is mandatory on first insulation fault, cleared by overcurren
protective devices.
* Operational exposed conductive parts connected to PEN conductor,
NO latter is earthed.
1st NO * High intensity of insulation fault currents (increased interference and
fault * Verification of tripping must be fire risks) (Ishort circuit kA).
But an earth carried out: ) * Separate neutral conductor and protective conductor.
leakage -at dedS|gn stagi by calcuflatlon * Tripping mandatory on first insulation fault, cleared by overcurrent
Gircuit- - mandatory at the time o protective devices. Use of ELCBs is always recommended to
breaker is oo b protect persons against indirect contact, especially in final
required - %ﬂ;&f:mir(]‘gery year) by distribution circuit where loop impedance may not be controllable.
for long * Verification of tripping must be * Itis tricky to test the correct operation of protective devices. Use of
circuits ELCBs helps overcome this problem.

repeated if the installation is
extended or reconditioned.

23 i roemeceniaue
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- Power supply

Distribution in the installation

Wire the power supplies of devices in a STAR configuration starting from the power source.

4 N

Mains T Interference source

— _
Sensitive TﬁlD

equipment ~

. J
s N
Mains Interference source

- d 77‘/;/
- Sensitive ﬁ}l\
W‘/; equipment \RCw_>
N T —

d = distance between cable: see Wiring rules later on in this chapter.

If equipment that is highly sensitive or that generates significant interference is used,
power supplies must be separated.
s N
Interference source
g 7)/;/
= - /,
Sensitive [
equipment \\ ¥
| =
p— v e
N — J
Wire the supply circuits by placing interfering equipment as close as possible to the power source
and the most sensitive equipment farthest from the power source.

)

Interference sources | |
High power

TN
Slight interference sources ‘( AR
Medium power \

Sensitive equipment [
Low level

24



Obtaining (EMC) in an installation NWVW,
Power supply o

=

Earthing of transformer screens

» Length of frame connections must be as short as possible.

» The case of the transformer must be mounted metal-to-metal on a conductive earth plane.

«— 777/7/“;\,/k TN

ﬁf; Excellent S
N ‘\\

|

M/

Welded

Earthed by bolts % Metal earth plane

25
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ol | Cabinet
Analysis
Components

frequency, etc.).

2

« ldentify potential interference sources and determine the type of interference emitted (nature, intensity,
« ldentify sensitive equipment and determine its immunity level.

Use manufacturers’ documentation, note characteristics such as :

(50 Hz, 60 Hz, 10 kHz ...),

- type of circuit (switching with dry contact, etc.)

- power, power supply voltage (380 V, 500 V etc.), type of signals (<~ ; ==), frequency of signals
- type of load controlled (inductor or coil, etc.).

Signals carried by cables

« ldentify the «input» cables (signal originating from outside the cabinet) and «output» cables.
sensitive, slightly interfering, interfering.

(See paragraph entitled «Cables» later on in this chapter).

« Determine the type of signal on these cables and divide them up into classes*, namely: sensitive, slightly

— *Non-standardised term adopted for the purposes of this document. —

26
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Cabinet e |

= 7
Analysis (continued)
Example of typical classification
Sensitive Interfering
* Programmable logic controllers (PLC) » Transformers in cabinet
* PCBs » Contactors, circuit-breakers, etc.
« Regulators e Fuses
« Cablesconnectedto such components, namely < Switching power supplies
inputs and outputs such as (detectors, sensors, « Frequency converters
probes, etc.) » Variable speed drives
~> class* 1 or2 + d.c. — power supplies
» Cables carrying analogue signals » Microprocessor clocks
--> class* 1 « Cables connected to such components
» Power supply lines
* «Power» cables in general
-->class* 3 or 4
(See paragraph entitled «Cables» later on in
this chapter).

— *Non-standardised term adopted for the purposes of this document, —

27 [ reermecaniaue
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2
S |

Cabinet

Earth reference plane

5

in the bottom of the cabinet

Before doing anything else, define and provide a non-painted earth reference plane
-

This metal sheet or grid will be connected at several points to the rack in the metal cabinet which is
itself connected to the equipment’s earth system.

All components (filters, etc.) are directly bolted onto this earth plane.
All cables are laid on the earth plane.
s

360° shielding is obtained by locknuts directly bolted onto the earth plane.

Special care must be taken when making any connection (see paragraph later on in this chapter).

Cable entrances
Fit filters for cables that cause interference at the point where they enter the cabinet.

Take special care when selecting cable glands intended to connect shielding to earth (wall).

Routing of cables

(See paragraphs entitled «Cables», «Wiring» and «Cable runs - Cable troughs» later on in this chapter).
clearance.

Divide the cables up according to class and lay them in separate metal cable troughs separated by an adequate
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Cabinet =

Lighting
generate harmonics, etc.).
=

=5

Do not use fluorescent lamps, gas discharge tubes etc. to illuminate control panel cabinets internally (they
Use incandescent bulbs.

Layout of components

Small cabinets

Large cabinets

Separate and segregate «interfering» and «sensitive» components, cables, etc. in different cabinets.
Partitioning by means of sheet metal panels earthed at several points reduces the influence of disturbances

Allocate one cabinet for each class of components.

«Interfering» and «sensitive» cabinets must be different and separated from each other.

S

Failure to comply with these instructions may negate all the
efforts made at the time of assembly and commissioning.

29
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s
Ty, | Cabinet

Example of structural layout of a small cabinet

= Insmall cabinets, partitioning by sheet metal panels bolted to the chassis may be sufficient.

Power LOW level
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Example of structural layout of a large cabinet

Never mix cables or loop excess cable in coils. ]
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Cables

Classes* of signals

Classification of signals according to level of interference

Class* Interfering Sensitive | Example of carried signals or connected equipment
1 » Low-level circuits with analogue output,
. ++ Sensors etc.
Sensitive « Measuring circuits (probes, sensors, etc.)
2 » Control circuits connected to resistive load
) + « Low-level digital circuits (bus, etc.)
Slightly + Low-level circuits with all-or-nothing output
sensitive (sensors, etc.)
e Low-level d.c. power supplies
3 e Control circuits with inductive load (relays,
. + contactors, coils, inverters, etc.) with suitable
) Sllght_ly protection
interfering + Clean a.c. power supplies
« Main power supplies connected to power devices
* Welding machines
4 « Power circuits in general
interferin ++ « Electronic speed controllers, switching power
9 supplies, etc.

Choice of cables

Recommended cable types depending on class* of signal

; Hybrid
. Shielded . A
Single- Twisted . Shielded shielding
*
Class Type wire pairs wised | (braids) | (screen
pairs + braid)
1 Sensitive Cost /
2 Slightly sensitive Cost /
3 Slightly interfering Cost /
4 Interfering
E Not recommended m Recommended, Inadvisable,
reasonable cost high cost

for this class of signal

— *Non-standardised term adopted for the purposes of this document. —
& reremecaniaue] 32
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Example of cables used for various classes* of signals

Class* 1

Sensitive
signals

Shielded cable
with overall shield

Shielded
twisted pair

CIaSS* 2 Single-wire
conductor
Slightly
sensitive
signals

Class* 3

Slightly
interfering
signals

Class* 4 Metal conduit

Interfering
signals
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Performance of cables in terms of (EMC)

Radiated
Cable [Conducted
C
LF:0-50Hz | LF<5MHz | LF>5-30 MHz | —ommon
mode

. . Averagel Acceptablel Inadequatel Bad
Single-wire g P d
cable ) ] ]

1 : If outgoing and incoming cables are very close together
2-wire
parallel Average Acceptable Inadequate
. Good up to
2

2-\_N|re Good 100 kHz Passable Bad
twisted
parallel 2 : Depends on the number of twists/m
Shielded No
twisted effect Good Good Average Good
pair
Aluminium
tape Average Passable Inadequate
shielding
Braid Excellent Excellent Good
Shielding Excellent Excellent Excellent
+ braid
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Coupling
Interference Applicati
Differential|Crosstalk, capacitive, level pplication areas
mode inductive coupling
Non-sensitive equipment only,
Bad Bad low-frequency (LF) applications,
50 Hz-60 Hz
Equipment . ,
: Tertiary industry,
Good Bad Caioht slightly noisy industrial
interftgrence environments

Low man-made | Tertiary industry,
Excellent Good interference | slightly noisy industrial
environments, signals < 10 MHz

Low man-made

interference
(radio Slightly noisy industrial premises,
Average transmitters, local area networks
fluorescent Tertiary data processing hardware
lighting)
, Typical industrial sector
Good Typical . .
Data processing, measuring, control
man-made
. Local area networks
interference
Motor control, etc.
High N
Good man-made _Very §enS|t|V(—?- produ_cts
interference in a highly noisy environment

(heavy industry)

35 [ rermecaniaue]



_\NWWObtaining (EMC) in an installation
[[' ﬁ . .
R == Wiring rules

|||»

The 10 Commandments

Golden rule in (EMC)

Ensure high-frequency (HF) and low-frequency (LF) EQUIPOTENTIAL BONDING
of exposed conductive parts :

- locally (installation, machine, etc.)

- at site level

in the same cable or bunch of conductors.

@ Never route sensitive class* (1-2) signals and interfering class* (3-4) signals

"Power"

(SR8 lase' 5
O\

"Discrete

"Analogue" sensors" "Discrete sensors"
class* 1 class* 2 class* 4 class* 2
Braid : aluminium tapes, metal armouring, etc.
does not constitute a shield
Minimise the length of parallel runs of cables carrying signals of different
classes*: sensitive (class* 1-2) and interfering (class* 3-4).

Minimise the length of cables.

— *Non-standardised term adopted for the purposes of this document. —
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P

Maximise the distance between cables carrying signals of different classes?*, especially sensitive
signals (1-2) and interfering signals (3-4) - this is very effective and relatively inexpensive.

These values are for information only and assume that cables are mounted on an earth plane
and are less than 30 m long.

~
— o
() c
> =
2 5
‘0 =
o £ S
'0; I n £ <
=] =5cm 2 >10-20 cm 2 >10-20 cm o}
@ ————— | £ = =
S =2 = 2
8 a 2 S
x X X *x
— N ™| <
? 7 7 7
< o o ©
(@] (@] (@] O
e
‘ U Earth plane
>50cm
‘ >50cm
>1m

— *Non-standardised term adopted for the purposes of this document, —

The longer the cable run, the greater the clearance required between cables.

o
&
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@ Minimise the surface area of earth loops ]

.
N Cable / ,,,,,,,,,, cable
i . i Accompanying cable X
Equipment Equipment Equipment Equipment

B A B

A S
il
\ Cable

Earth plane U ;;;E;/ " Earth plane

Ensure continuity of earth plane between 2 cabinets, machines, equipment items.

Cabinet

Power supply Cabinet _
Device Device

v V — | " ow

Power supply

Machine

Place all conductors against the earth plane end to end (panel at bottom of cabinet, exposed conductive
parts of metal enclosures, equipotential structures of machine or building, accompanying conductors,
cable troughs, etc.).
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/

@ The OUTGOING conductor must always be routed as close as possible to the RETURN conductor. ]

!
Y
Power supply Power supply [ |
!
>  — 4/
Machine Machine 7
!
Signals of the same class* Signals of the same class*

* : low-level sensors ==> class 2

Using 2-wire (2 conductors) cables makes it possible to ensure that the OUTGOING conductor is alongside
the RETURN conductor over its entire length.
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Using shielded cables makes it possible to co-locate cables carrying signals
of different classes in a single cable trough.

"Discrete sensors"
class 2

"Power"
class 4

Shielded cables

or

class 2

"Discrete sensors"
class 2 "Power"

class 4

— *Non-standardised term adopted for the purposes of this document. —
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Connection of shielding

Shielding connected at both ends

Very effective against external disturbances (high frequency (HF), etc.),
» Very effective even at resonance frequency of cable,

* No potential difference between cable and frame connection,

Makes it possible to co-locate cables carrying signals of different classes (assuming satisfactory
connection (360°) and equipotential bonding of exposed conductive parts (interconnection, etc.),

» Very high reducing effect (high frequency (HF)) - is = 300,

Inthe case of extremely high-frequency (HF) signals, may induce leakage currents to earth for long
cables > 50-100 m.

Very effective

Because LF and HF equipotential bonding of the site is a golden rule in (EMC),
shielding is best connected to frame earth at both ends.

Earth plane

or
earth busbar
connected to chassis

AY

VWYX
WYY

N

/,
"

,\\/

Shielding loses its effectiveness if the length of the cable is too long.

It is advisable to provide a large number of intermediate connections to frame earth.
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Shielding connected at one end only

 Ineffective against external disturbances in HF electric field,
» Can be used to protect an insulated link (sensor) against LF electric field,
« Shielding may act as antenna and become resonant
==>  |n this case interference is greater than without shielding!
¢ Makes it possible to prevent (LF) buzz,
==> buzzis caused by flow of LF current in the shielding.

A large potential difference may exist at the end of the shielding that is not
earthed.

==> this is dangerous and illegal - IEC 364

Shielding must therefore be protected against
direct contact..

Earth plane
or

earth busbar
connected
to chassis

Average effectiveness
In absence of equipotential bonding of site (buzz), connection to one end only is a way of ensuring
acceptable operation.

& Shielding not connected to frame earth: prohibited if shielding
Is accessible to touch

« Ineffective againstexternal disturbances (HF)
etc.,

« Ineffective against magnetic field,

* Limits capacitive crosstalk between
conductors

« Alarge potential difference may exist between
shielding and frame earth ==> this is
dangerous and prohibited (IEC 364)

/.

Completely ineffective, especially when compared with capabilities of correctly fitted shielding and its cost. J
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Any conductor in a cable and which is spare or not used must always be earthed (chassis,
cable trough, cabinet, etc.) at both ends

B

% ]
)

‘)g

A ™ T

For class* 1 signals, such connection may generate LF buzzing superimposed on the useful signal if the
equipotential bonding of the exposed conductive parts of the installation is inadequate.

— *Non-standardised term adopted for the purposes of this document, —

Make sure conductors or cables carrying signals of different classes,
especially sensitive signals (1-2) and interfering signals (3-4) cross each other at right angles

SO
(&2

90° 3
/A GI%S
4
P

43
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Cable runs

Cable troughs

-

Correctly connected metal cable troughs, conduits, etc. provide very effective overall shielding of cables. ]

Plastic cable trough

2

<\

L -
1 Excellent !

Behaviour in presence of EM disturbances

Open cable trough

Area
exposed

to
EM disturbances

g
// !
T
// !
/ \\ |
‘

;
! ‘
K ‘
: ‘
| ‘
. ‘
, ‘
‘

Corner angle

Areas that are specially

protected against EM disturbances

-

The shielding, protective or screening effect of a metal cable trough depends on the position of the cable. ]

A

Even the best metal cable trough is ineffective
if the end connections are of poor quality.
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Cable runs o |
Connection to cabinets
Greenlyellow conductor
| s s e e S s e S s
/| Bad 7
‘ T

—1

- Bad
<

|
|
)

N\ |
|
[0 © ]
s
=/ ’
- )
\2 S
. = Z S
\
o/ Paint =
H INSULATING MATERIAL

ﬁw‘ y =

s K

> |
| |
A ExcellentJ ’ 1
S )T =7

7
The ends of metal cable troughs, conduits, etc. must be bolted onto metal cabinets to ensure
satisfactory connection.
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[

Positioning of cables

00
00

Sensitive cable
00O
(77
— T
- Excellent
\
00O
|
()

Cable
troughs
:
Z»H & e
0 O
00O
Not recommended =
m A

N

Cable
brackets

Even the best metal cable trough is ineffective
if the end connections are of poor quality.
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Interfering and sensitive cables must be laid along separate cable routes. J

"Discrete sensors"

For every new
installation

Bad

"Discrete sensors"
class 1-2

(sensitive) "Power"
class 3-4

(interfering)

"Discrete sensors” <2 Ty "Power” / — Y
class 1-2 1 Excellent class 3-4 1 - Excellent
(sensitive) \ ) ’ 5

(interfering) \

For every existing
installation

_ Acceptable
"Discrete sensors"

class 1-2 class 1-2
(sensitive) “Power” (sensitive) Power
class 3-4 class 3-4
(interfering) (interfering)

If «sensitive» (class 1-2) and interfering (class 3-4) cables are laid in the same cable trough despite
the fact that this is not at all recommended, it is then preferable to leave the cable trough open.
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Cable runs
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Connection of ends

The ends of metal cable troughs, conduits, etc. must overlap and be bolted together.

(no continuity of earth plane)

(no continuity of earth plane))

A conductor that is roughly 10 cm long reduces the effectiveness of a cable trough by a factor of 10.

(<o)
<
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. (|
Cable runs o5l | L
Q‘\*\f,//’**\f T
=

o Excellent !
\\

If it is not possible to overlap and bolt the ends of a cable trough:
==>

N

\1 N

Even the best metal cable trough is ineffective
if the end connections are of poor quality.

attach a short, wide braided strap under each conductor or cable

49

|

[€5] Telemecanique



_\/VWWObtaining (EMC) in an installation

=

' AT

sod | B Cable runs

Methods of cable laying not recommended

Structural void
in partition wall

Surface-mounted PV nduit
conduit

Moulding, skirting
(jamb lining) with
grooves

Buried conduit

Direct attachment
to walls and ceilings
using clips, ties, etc.

\
o

Even the best metal cable trough is ineffective
if the end connections are of poor quality.
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Recommended methods of cable laying

Steel cable trough

~ Steel cable duct

Cable shelves or
steel trays

Underground
enclosed channel
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The quality of CONNECTIONS s just as important as the best cable, shielding, earthing system

Itis assumed that the reader is completely familiar with high-frequency (HF) phenomena, otherwise the reader
should refer to Chapter | (especially the section entitled «Cables»).

Type and length of connections

Frame earth connections, etc. must be as short and wide as possible in every case.

2

)

Braided strap

green/yellow conductor

L
|

Reminder : at high frequency (HF), the length of the cable is the decisive factor (see Chapter I)

The quality of connections is a decisive factor in (EMC).
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Making a connection

It is crucially necessary to ensure «metal-to-metal» contact and a high contact pressure between conductive
parts.

Procedure :

1 - Painted sheet metal,

2 - Masking - removal of paint,

3 - Ensure adequate tightening by means of a nut and bolt system with washers for example,
4 - Ensure high-quality contact is maintained over time.

==> apply paint or grease to protect against corrosion after tightening.

\\ \\\\?\\
Spray
@ Washer part
i ; ' @ Bolt
Spray
@ Washer paint

e gl Sema

A Y20 SO =D

Bolt

& Remove insulating coatings, paintwork, etc.
between the surfaces in contact

The quality of connections is a decisive factor in (EMC). J
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& Pitfalls to avoid

=
Screw or bolt, E ))J ?
spring washer,

washer

Braided strap\ \
Masked sheet me/ Lﬁj\\\j

(then repainted to protect against corrosion)

Nut or insert nut

Paint = . .
|NSULAT|E|2 MATERIAL Paint, locking compound and Teflon tape = INSULATING MATERIALS

b <//7Nb
>SH

P
=
[
[
LLocking " Teflon tape Al

= " compound
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Connection of shielding

p ,
‘ Ensure metal-to-metal
Earth plane ‘ contact

or
earth busbar
connected to chassis

&Watch out for insulating plastic tape between shielding and sheath

Connections at the end of shielding must provide metal-to-metal bond over 360°. ]
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Layout in cabinet

~_ ~

= ExcellentJ

D} Excellent)
\\\W

Paint =
INSULATING
MATERIAL

A

(——

g

Output to :
- actuator
- machine

B riemecaniaue 56
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The input cable must not run alongside the output cable

Bad

Filter is "bypassed" by
input/output cables which
are too close

Power supply

Output to :

- actuator @

- machine

Y

/,
W\
\/:/ "
. \;\ 0
W

A
/,
\\

\/\/\/\/\/\/\C X
/,

/\/

AN

W

\/

Y

VANXRRNNRRNRRNRN
VANNAVANNAN
/\/\\/\\/‘\/\\/\/\\/\/\\/\/\\/\/\\/\/\\/\\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\/\

\'/\' VYVYNYVYVYN VY \'/\' VVVV VY VN VVVVVNVY

N\

7

Output to :
- actuator
- machine
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Mounting of filters

\'\
AR

XXX
/.4

AARRR:
VAYNAANN
//,

\
,\;\;\j\\\
Y

Paint =
INSULATING
MATERIAL

T
| Excellent
5 !

Filters must be fitted at the point where cable enters the cabinet cable ]

and be bolted to the chassis or earth plane at the bottom of the cabinet
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Filters %@ o

Connections of filters

C~— VN
“‘Bad m:is?‘/ Good A

Paint = INSULATING MATERIAL

Lay cables against earth reference plane at the bottom of the cabinet J
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Surge arresters

ax
Surge arresters or coil interference suppression
modules : choice
The various devices listed below are intended to reduce:
- disconnection surges
- residual high frequency (HF) (level, quantity and slope of disruptive-breakdown wave fronts)
: Type of interference . Lo Lo
Oscillogram suppression Circuit diagram Overvoltage limiting
o No limiting.
- |
75 o Al > 1 ky High overvoltage of up to
_ K several kV preceded by a
o\ S— Ao train of breakdown
i s impulses with steep wave
— R fronts.
ifddfdadig-?
o A Good limiting: of the order
- 1 !
= c of twice the control
e R-C voltage UC.
BTN ee— circuit ~ 2Uc
- (K] Juc | |
i (Variable depending on
The RC damps instant of disconnection,
the wave front A2 coil type and values of R
AR RN N ENEN and C).
= A1l Limiting of overvoltage to
" a predetermined peak
A% o o o i 0 u =~ 2Uc clipping value of the order
- Varistor Uc of twice the maximum
s Predetermined | control voltage UC.
T 1 A2
ifddfdadig-?
A A1l Limiting of overvoltage to
" a predetermined peak
75 Bidirectional ~ 2Uc clipping value of the order
= clipper diode l¥ I:K:I Uc of twice the maximum
.S Predetermined | control voltage UC.
= R —fAz
EEEEEEEEE NN
] + o
- A1l Total elimination of
- overvoltage.
- "Frewheeling" Uc
. diode LK T Jue
" No
J overvoltage
i LI I B I B B o —PA2
&l retemecaniauel 60
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Surge arresters
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A combination of clipper diodes + RC combines the advantages of both circuits

Application

Fall time

Effect on function

Typical overvoltage across the terminals of a coil disconnected by a
dry contact.

Example: contactor, 9 A rating.

For details, see Chapter 1.

Trq

e In conjunction with a.c. powered devices. Not widely used with d.c.
(volume and cost of equalizer).
e Assists disconnection (reduced wear of control contact).
o Effect on high frequencies (HF) :
- Eliminates steep wave fronts or disruptive breakdown (no flow of high-
frequency (HF) currents in the control circuit.
- Only a damped low-frequency (LF) oscillating voltage waveform can be
observed (order of magnitude ~100 Hz).

Tr=1to 2

Trq

e Increase in fall time by a
factor of the order of 1 to 2.

(Generally acceptable given
the large dispersion of fall
times with a.c.)

e In conjunction with a.c. or d.c. powered devices.
e Assists disconnection (reduced wear of control contact).
o Effect on high frequencies (HF):

- Before clipping threshold is reached, a train of short-duration breakdown
pulses may occur depending on the type of contact and order of
magnitude of UC.

- Possible flow of low-amplitude, short-duration high-frequency (HF)
current in control circuit.
courte durée possible dans le circuit de commande.

e Capable of handling significant energy (more than RC).

Tr=12to 2

Trq

e Increase in fall time by a
factor of the order of 1.2 to 2.

e In conjunction with a.c. or d.c. powered devices (excluding unidirectional
clipper diodes that have interference suppression).
e Assists disconnection (reduced wear of control contact).
e Effect on high frequencies (HF) :
- Little residual HF (limited risk of breakdown) for low-level control
voltages (UC).
- Possible flow of low-amplitude, very short-duration HF currents in
control circuit for high control voltages > 200 V (HF performance similar
to that of varistor).

Tr=1,2to 2

Trq

e Increase in fall time by a
factor of the order of 1.2 to 2.

e In conjunction with d.c. powered devices (biassed component).

¢ Assists disconnection (reduced wear of control contact).

e Effect on high frequencies (HF) :
On disconnection, the diode handles the energy restored by the inductor
in the form of a current, the voltage across its terminals is almost zero
and the voltage across the terminals of the control contact equals UC

o No risk of breakdown and corresponding HF interference.

Tr=4t08

Trq

e Increase in fall time by a
factor of the order of 4 to 8.

(Variable depending on type
and size of electromagnet).
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Ferrite cores

The «outgoing» and «return» conductors for the signal to be cleaned up
must both pass through the ferrite core.

Ferrite core

The number of turns increases the effectiveness but also
creates stray capacitance between turns. The max. number
of turns not to be exceeded depends on the :

Conductor - frequency of interference

- cable
- ferrite core

==> Experiment to find the optimum.

Ribbon cable

Ferrite bead

Ferrite sleeve

Half-shell ferrite sleeves are easier to install but less effective than solid (enclosed) ferrite sleeves.

"5 Emission problem :

=5

"5 Immunity problem :

ferrite sleeve must be located as close as possible to the interfering device.

ferrite sleeve must be located as close as possible to the sensitive device only if
the interfering equipment cannot be interference suppressed or it cannot be

identified.
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Standards

Introduction

A standard is a collection of rules, descriptions and methods that manufacturers can use as
a reference when defining and testing one of their products.

There are 3 types of (EMC) standards

Basic publications or standards

These are standards or guides that define, in general terms, requirements relating to (EMC)
(phenomena, tests, etc.).

They are applicable to all products and are used as a reference, especially by committees
who have to prepare specific standards.

Basic standards will not be harmonized at a European level.

Generic (European) standards

These standards define essential requirements in terms of levels that must be withstood by
each product, type tests, etc. borrowed from basic standards.

If there is no product or product family standard, they apply to any product installed in a
defined environment.

Product or product family standards

These standards define the applicable constructional provisions, characteristics, test methods
and severity levels etc. applicable to given products or product families.

Where they exist, these standards take precedence over generic standards.

Note: the type of standard is stated in the header of each publication.

Erermeseniue 2
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Standards

Standardising bodies

CISPR : International Special Committee on Radio Interference,
IEC : International Electrotechnical Commission (Geneva),
CENELEC : European Committee for Electrotechnical Standardisation (Brussels),

Document references start with the letters EN, ENV, HD ...

UTE : Union Technique de I'Electricité en France
(French Electrical Engineering Association),
The UTE is the French member of CENELEC

UTE document references start with the letters NF ...

CISPR Publications

The first CISPR Publications were printed in 1934. They aim to protect the transmission and
reception of radio waves.

They define, in particular, the test conditions and emission limits for electrical and electronic
products.

3 [
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Standards

CISPR 11-1990

CISPR 14-1993

CISPR 16-1-1993

CISPR 17-1981

CISPR 18-1-1982

CISPR 22-1993

Examples of CISPR Publications

applicable to our products

Limits and methods of measuring the characteristics of electromagnetic
interference produced by radiofrequency industrial, scientific and medical
(ISM) devices.

Limits and methods of measuring the radiofrequency interference
produced by domestic or similar electrical appliances having motors or
thermal devices, electric tools and similar electrical appliances.

Specifications for methods and instruments for measuring radiofrequency
interference and immunity to radiofrequency interference.

First part: Measuring instruments for radiofrequency interference
and immunity to radiofrequency interference.

Méthodes de mesure des caractéristiques d’antiparasitage des éléments
de réduction des perturbations radioélectriques et des filtres passifs.

Methods of measuring the interference suppression characteristics of
components to reduce radiofrequency interference and of passive
filters.

First part : Description of phenomena.

Limits and methods of measuring the characteristics of data processing
equipment relating to radiofrequency interference.
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Standards

|[EC Publications

Standards in the IEC 801-X series

Standards in the IEC 801-X series first appeared in the 1970’s. They deal with the
Electromagnetic Compatibility of industrial-process measurement and control equipment.

They are aimed at manufacturers and users of these types of equipment.

These standards are currently being superseded by standards in the IEC 1000-4-X series.

Standards in the IEC 1000-X-X series

IEC 1000-X-X Publications are devoted entirely to Electromagnetic Compatibility and have
incorporated all IEC standards relating to this area since 1991.
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Current IEC . EN/ENV NF C
Part IEC Topic . .
Reference equivalent Equivalent
General IEC 1000-1-1 (1992) Application and interpretation of fundamental
definitions and terms.
Environment IEC 1000-2-1 (1990) Electromagnetic environment for conducted low-
frequency (LF) interference and the transmission of
signals over public supply networks.
IEC 1000-2-2 (1990) Compatibility levels for conducted low-frequency
(LF) interference and the transmission of signals
over low-voltage public supply networks.
IEC 1000-2-3 (1992) Radiated phenomena and conducted phenomena
at frequencies other than mains frequencies.
IEC 1000-2-4 (1994) Compatibility levels in industrial installations for NF C 91-002-4 (1995-08)
conducted low-frequency interference.
IEC 1000-2-5 (1995) Classification of electromagnetic environments.
Limits 555-2 IEC 1000-3-2(1995) Limits for rated harmonic current < 16 A per phase | EN 61000-3-2 (1995) NF C 91-003-2 (1995-08)
emitted by appliances.
555-3 IEC 1000-3-3 (1994) Limitation of voltage fluctuations and flicker in low- | EN 61000-3-3 (1995) NF C 91-003-3 (1995-08)
voltage systems for equipment having arated current
<16 A.
IEC 1000-3-5 (1994) Limitation of voltage fluctuations and flicker in low-
voltage systems for equipment having arated current
>16 A.
Test and 801-1 IEC 1000-4-1 (1992-12) | Overviewofimmunity tests. Basic (EMC) publication. | EN 61000-4 (1994-08) NF EN 61000-4-1
measurement NF C 91-004-1 (1995-01)
techniques
801-2 IEC 1000-4-2 (1995-01) | Testing ofimmunityto electrostatic discharges. Basic | EN 61000-4-2 NF C 91-004-2 (1995-06)

(EMC) publication.

(not yet published)
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Part IEC Current IEC Topic EI\_I/ENV NF C
Reference Equivalent Equivalent
Test and 801-3 IEC 1000-4-3 (1995-02) | Testing of immunity to radiated radiofrequency | ENV 50140 (1993)
measurement electromagnetic fields.
techniques _ . . . .
(continued) 801-4 IEC 1000-4-4 (1995-01) | Testing of immunity to high-speed burst transients. | EN 61000-4-4 NF C 91-004-4(1995-06)
Basic (EMC) publication. (not yet published)
801-5 IEC 1000-4-5 (1995-02) | Testing of immunity to impulse waves. EN 61000-4-5 NF C 91-004-5 (1995-06)

(not yet published)

pr IEC 1000-4-6

Immunity to conducted interference induced by
radiofrequency fields.

ENV 50141 (1993)

IEC 1000-4-7 (1991-07)

Guidance on measurement of harmonics and
interharmonics and measuring apparatus applicable
to power supply systems and devices connected to
them.

EN 61000-4-7 (1993-03)

NF EN 61000-4-7
NF C 91-004-7 (1993-06)

IEC 1000-4-8 (1993-06)

Testing of immunity to mains-frequency magnetic
fields. Basic (EMC) publication.

EN 61000-4-8 (1993-09)

NF EN 61000-4-8
NF C 91-004-8 (1994-02)

IEC 1000-4-9 (1993-06)

Testing of immunity to impulsive magnetic fields.
Basic (EMC) publication.

EN 61000-4-9 (1993-09)

NF EN 61000-4-9
NF C 91-004-9 (1994-02)

IEC 1000-4-10 (1993-06)

Testing of immunity to damped oscillating magnetic
fields. Basic (EMC) publication.

EN 61000-4-10 (1993-09)

NF EN 61000-4-10
NF C 91-004-10 (1994-02)

IEC 1000-4-11 (1994-06)

Testing of immunity to voltage dips, brief power
failures and voltage variations.

EN 61000-4-11 (1994-09)

NF EN 61000-4-11
NF C 91-004-11 (1995-01)

pr IEC 1000-4-12

Testing of immunity to damped oscillating waves.
Basic (EMC) publication.

Installation
recommendations

IEC 1000-5-1 General considerations
IEC 1000-5-2 Earthing and wiring
IEC 1000-5-3 External influences

spJepuels
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Standards

CENELEC Publications
EN or ENV ... Publications lay down the standards that are applicable throughout the
European Free Trade Area (EFTA).
They are currently being harmonised with the (EMC) Directive.

They generally reproduce existing international standards.
Examples: EN 55011 restates CISPR 11
EN 61000-4-1 restates IEC 1000-4-1

Generic (European) standards

Inthe absence of specific standards for products or product families, these generic standards
are applicable within the European Free Trade Area (EFTA).

They are harmonised at a European level.

Product or product family standards
These standards are applicable to the products or product families concerned.
They lay down the applicable requirements and test severity levels.

Within Europe, if they exist and are harmonised, they take precedence over generic or basic
standards.

Example : EN 60947-1 A1l

Low-voltage switchgear and controlgear (general), Amendment A11: Specific (EMC) details.

Erermeseniue 8
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(EMC) facilities and tests

National standards
These are issued in France by the UTE.

The standards currently circulated in France generally restate European standards.
Example: NF EN 60947-1 A1l (France)
DIN EN 60947-1 A1l (Germany)

These standards supersede existing national standards that deal with the same topics.

Example : VDE 871, 875 ...

(EMC) facilities and tests

A distinction must be made between two types of tests that can be performed on a product
by using appropriate means.

Type tests

These are tests that the manufacturer performs to obtain qualification approval of products
before they are put on sale.

On-site tests

These are tests that are performed on the equipment that the productincorporates. They are
performed under the customer’s responsibility and are intended to validate an installation,
equipment or machine.

Test facilities

The facilities and arrangements for applying these tests are precisely described in the
standards.

9 [ rermecaniaue]
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Index

A

Antena effect : 1- 52
Arrangements : 2-20

Disturbance : 1-7
Dry contacts : 1- 20

Building : 2-9

C

Cabinet: 2-12, 2-26, 2-45
Cableruns: 2-44

Cable trough : 2-44

Cables: 1-49, 2-32
Capacitance : 1-4

Class: 2-32

Conductive : 1- 32
Conductor : 1-49
Connection : 2-45, 2-48, 2-52
Coupling : 1- 30, 1- 32, 1- 34
Cross-sectional area : 1- 51

E

Earth: 1-40

Earth connections : 1- 40

Earthing interconnections : 2-13, 2-14,
2-15, 2-16, 2-17

Earthing plane: 2-28

Earthing system : 2-8

Electric motors : 1- 25

Equipment : 2-11

F

Ferrite cores : 1-57, 2-62
Filters: 1-54, 2-56
Fluorescent : 1- 27

Frame connections : 1- 42
Frequency: 1-3, 1-4, 1-49

D

Daisychained : 2-14
Decoupling : 1- 38
Discharges: 1- 16
Designing : 2-4
Distribution : 2-24

G

Greenl/yellow : 1- 53

H

Harmonics : 1- 10, 1-12

[€5] Telemecanique
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Index

I P

Implantation : 2-56 Performances : 2-34
Improving : 2-6 Pitfalls : 2-54
Inductance : 1-4 Plan: 2-28
Inductive : 1- 20, 1- 23 Positioning : 2-46
Installation : 2-24 Power supply : 2-18
Interconnection : 1-53, 2-14 Procedure : 2-3
Interference : 1-9, 1-18, 1- 20, 1- 29,

1- 30, 1- 38

Isolation: 2-19

R

Raccordement : 2-45, 2-55
L Radiation : 1- 34
Rules : 2-36

Liaisons : 2-13
Lighting : 1- 27
Loads: 1-20, 1-23

Loops: 1-46

S

Safety : 1-42
Semiconductors : 1- 23
M Shielding : 2-55

Signals : 2-32

Source : 1-20

Spot welding : 1- 28
Standards : 3-2

Star configuration : 1- 48
Surge arresters : 2-60

Machine : 2-11
Maintaining : 2-5
Montage : 2-58

Origin: 1-8 T

Transients : 1- 14
Transformer : 2-19, 2-25
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Index

Transmission : 1- 30
Type: 1-7

Upgrading : 2-5

W

Welding : 1- 28
Wiring : 2-36
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This working document is not contractually binding.
In order to ensure that it evolves to better meet your requirements, please send yourobservations and
comments to :

your Telemecanique retailer
or to the folowing adress :

Schneider Electric SA

centre Telemecanique

5, rue Nadar

92566 Rueil-Malmaison Cedex - France

tél: (33-1) 41 29 82 00 - Fax : (33-1) 47 51 80 20

Schneider Electric reserves the right to change the caracteristics of its products and services at any time in order to incorporate the latest
technological developments. The information contained in this document is therefore subject to change without notice.

© Copyright Schneider Electric 1995.
this document may not be reproduced or copied, in whole or in part, in any form or by any means, photographic, magnetic including photocopying,
transcription or transfer to a data base
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INSTALLATION

ANALYSIS GUIDE

QUALITY OF OUR SERVICE
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Contents

(070] 1110 1= 0 )V /A PP PP PPPPRRRRP
o1 11V Y25

(70T g1 ¢= 1o B 0 F= 10 1 T=T () AP PSSP
oY1 T0] g1 () PP PP PP PP PP PP

(70T 0] 0T T g} VA= To [0 [ 1TSS

COUNEIY: o Tel i FaX:...oooooovviiiiiiiiinnnns

Bl AN G e s

Dealer: ..o Technical SUPPOIT: ..o

References of the equipment concerned:

Interfering: .....ccooev e, Affected by interference: ............cccccevieeeennens

Description of the failure = (facts observed): ..o

Are any other equipment items or installations affected by interference ? (type, reference,
PIOCESS, BC.) 1 iiiieeeiiee i ettt ettt e e e e e e e e et e e e s s e ettt bbb e e e et et e e e e e e e e e e eeeeeeaeaaannnnnna s

QUALITY OF OUR SERVICE = QUALITY OF THE INFORMATION = QUALITY OF OUR RESPONSE
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Environment

_| Environment outside the site

e Grid or region exposed to lightning? .........ccccoeeviiiiiiiiii e, [ yes 0no

» Adjacent plant, installation or process identified as the interfering [ yes 0no

source (welding, electro-thermics, micro-wave drying).
SPECIY . e

« Adjacent radio-electric transmitters: civilian or military .............. [ yes 0no

(TV, radio airport, radar, €tC.) ......cceeeieeiiiiiiiieeeeeeiiee e
SPBCIY . e

* HV line, SNCF (railway) power line. Specify: ...........ccccoovviiinnnns [ yes tno

_| Environment within the site

* Ambient process identified as the source of interference: ...........cccccceeeeninns O yes 0 no
(e.g.welding, furnaces, electronic speed controller, etc.)

® Geographic position of the equipment affected by interference in the installation or process.

Attach diagrams, photographs, advertising brochures, etc.

QUALITY OF OUR SERVICE = QUALITY OF THE INFORMATION = QUALITY OF OUR RESPONSE
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Distribution network

_lInternal power distribution diagram

Attach diagrams (single-wire and developed)

I General power supply

Public Network

Nominal power rating: P
Estimated power consumption (steady state) _
Short-circuit intensity: lcc =
Earthing arrangement: T T | TN-Cc | TN-S
A single earth in the installation: ] Yes ] No
Bank of cos ¢ rectification capacitors: ] Yes 1 No
Anti-harmonic filtering: | no
I YesPassive| Active | Mixed
Differential protection: Type = Rating =
Continuous Insulation Tester (CPI): Type =
Single-phase, voltage: | U =
Three-phase, mesh voltage: | U =
Other: |U=
Private Network = power distribution transformer
Primary voltage (1); secondary (2): | Ul = U2 =

Coupling (e.g. DYN11):

QUALITY OF OUR SERVICE = QUALITY OF THE INFORMATION = QUALITY OF OUR RESPONSE
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Cabinet / equipment power supply

_1Main power supply

Separate power supply (dedicated transformer) ...................... _Iyes JIno

Transformer type (screen): None Single | Double

Coupling:
Short-circuit intensity: | lcc =
Primary voltage (1); secondary (2): |Ul= uz =
Nominal power rating: =

Earthing arrangement: 1T IT | TN-C | TN-S

Differential protection: | TYP€ Rating:
Continuous insulation tester (CPI); | TYPe':

_1 Control power supply

Separate power supply (dedicated transformer) ...................... _Jyes Jno

Type [ referenCe (SPECITY): ..o

Transformer (screen):

None Single | Double

Primary voltage (1); secondary (2): |1 = U2 =
Nominal power rating: =

Earthing arrangement: TT IT | TN-C | TN-S

Type of rectification:

-- Specify the answer --

Type Of fIEING: oo

QUALITY OF OUR SERVICE = QUALITY OF THE INFORMATION = QUALITY OF OUR RESPONSE
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Type of cabinet / equipment components

_| Low level electronics

SUPETVISOIS (LYPE/QUANTIEY): .ttt e e e e e e e e e e e e e e e e e e e aaans
Controllers (tyPe/qUANTILY): ....ccoeeieii e e e e e et e e e e aaaas
BU S e e e e e et e e et e aean e annan
Input/output boards (type, QUANTILY): ....cieieiiiie e

Characteristics and immunity of inputs/outputs (attach manufacturer's documentation):

_] Power equipment

Electronic speed controllers

Type, CharacteriStiCS: ......oooiiviiiiiec e

Associated options (e.g. bus, braking resistance, etc.)..................

Upstream filter/inductance (type): ....cooeeevveiiiiiiiiiiiiiii e _Ino _Jyes
Downstream filter/inductance (type):.......ccceeveeeeeeeerveereeeereeeeennns JIno _yes

Contactors / relays
Type, characteristics, quantity:.........cccccoeeeiiiiiiiiiiiee e
Interference SUPPresSion (LYPE): ..coeveveeeeeeeereereereeeeeeeeeeeeeeeanes no Jyes
Relaying Mapuel Sensors |Controller
CoNtrol eVICE: .....coeee e switeh output
Other devices
Type(S), CharacCteriStiC(S), I ... .ooiiiiiiii ittt e e e e e as

QUALITY OF OUR SERVICE = QUALITY OF THE INFORMATION = QUALITY OF OUR RESPONSE
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Wiring / Connection / Routing
In the installation

_| Power circuit

Type Of dEVICES POWETEM: ... .ottt et e e e e e e aeeeeaeas
Do the cables pass through intermediate terminals? ..................... _dyes [_Ino
Separation of cables in cabinet bottom (distance): ....................... Jdyes [_dno

_ILow level control circuit

Type Of EVICES POWETEA: ... it r e e e e e e aeeeas
Do the cables pass through intermediate terminals? ..................... Jyes [_1no
Separation of cables in cabinet bottom (distance): ............cccoeee.... _dyes [_Ino

QUALITY OF OUR SERVICE = QUALITY OF THE INFORMATION = QUALITY OF OUR RESPONSE
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Wiring / Connection / Routing

In the installation

_l Cable / conductor routing:

(additional information)

Overhead
Mo | Mo e | Lassers | omer
Underground
Cement Metal duct/ | Plastic duct/ Other-
channel tube tube
Type of connection
Mritstlaoln I;’g;r:itsg C;ﬁ%ﬂﬂgd Teflon Bolts Screws Other:
Straight line
i | ey | Separate | SePUe S comenetY | omer
Bends, deviations, corners, etc.
i | ey | Separate | SPUE S comenet Y | omer
Through partitions (walls, etc.)
o || separae | SePaacond commene Y | ower
Ends, cabinet lead-in, housing, etc.
togetner | of sach other | SePATaE | go e condutor L~ Other:
Separation of cable troughs, cables, etc.
according to wire signal classes ..............cccouuee.. _lyes _Ino
Distance between cable troughs, cables ... Dgass 1-2/3-4 Dgass 1/2 Dgass 3/4

QUALITY OF OUR SERVICE = QUALITY OF THE INFORMATION = QUALITY OF OUR RESPONSE
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Wiring / Connection / Routing
In the installation

_| Cables, wires, bunches, etc.

Class* 1 (sensitive)

Length: ..o L~

Type e Standard | Twisted pair | Shielded|Non shieldedArmoured
. . . . Not 1 2 . | "Pigtail* guide

Shielding connection to frame earth:..... connected | end ends | 3897 | <

D D connected to frame
. . th h
Cable with unconnected wire (fre€) ©.........cocoverveverenens no | yes | earthatbothends

--- Class*: Non-standardised term adopted for the purposes of this document (see chapters 1 and 2) -- -

Class* 2 (low sensitivity)

Length: ..., L~

TYP & e Standard | Twisted pair | Shielded|Non shieldedArmoured
. . . . Not 1 2 .| "Pigtail" guide

Shielding connection to frame earth:..... connected | end ends | 3807 |~

l:l l:l connected to frame
A o th at both end
Cable avec conducteur non raccordé (libre) : ................ no | yes | earthatbomhends

Class* 3 (low interference)

Length: ..., L~

TYP & e Standard | Twisted pair | Shielded|Non shieldedArmoured
. . . . Not 1 2 . | "Pigtail" guide

Shielding connection to frame earth:..... connected | end ends | 3807 |~

l:l l:l connected to frame
A o th at both end
Cable avec conducteur non raccordé (libre) : ................ no | yes | earthatbomhends

Class* 4 (interfering)

Length: ..., L~

TYP & e Standard | Twisted pair | Shielded|Non shieldedArmoured
. . . . Not 1 2 o | "Pigtail" guide

Shielding connection to frame earth:..... connected | end ends | 3807 |~

l:l l:l connected to frame
A o th at both end
Cable avec conducteur non raccordé (libre) : ................ no | yes | earthatbomhends

QUALITY OF OUR SERVICE = QUALITY OF THE INFORMATION = QUALITY OF OUR RESPONSE
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Types of loads

I Motors
Type (iIdentification PIATE): .....coooi i
Type of connection to the earth plane: ...
Motor bolted onto the frame: ...........o.oveeeeeeeeeeeeeeeeeeeee e, Jyes Jno
Flexible Draided Strap: .......coviceeieeieee e dyes Ino
Shielded CaDIE (EYPE): ....vrveeeeeeeeeeeeeeeeeeeeeeseeeseeeeseeeeesresseeseeeeeeeeees yes no
Connection of Shielding: ..........ccoveiveeieeeieecee e Con’r\]“e’zted eﬁd enzds
sensors | sensors | Ofer
=Yg T 1 o) AU UROUUSRUROTRON _yes dno
_1 Other, specify:

2] |

QUALITY OF OUR SERVICE = QUALITY OF THE INFORMATION = QUALITY OF OUR RESPONSE
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This chapter entitled “Solutions / Malfunctions” consists of sheets
resulting from examining and solving real customer problems.

As for any experience base, the purpose of the information is to
guide you when correcting installations.
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MALFUNCTIONS COVERED
IN THIS CHAPTER
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Solutions / Malfunctions

Combating electromagnetic interference

In an installation

OBSERVED MALFUNCTIONS

Common section

‘ = PROPOSED ACTIONS

Recommended
implementation

J

Carry outthe following corrective actions in succession until the problem s solved.

(See chapter 2)

_ On'the SITE

1)

)
®3)

Analyse the installation, identify and characterise equipment potentially affected
by or causing interference.

Ensure “LF” and “HF” equipotential bonding of exposed conductive parts
Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

(p. 8 and 36)

[On the INSTALLATION / CABINET

1)
@)

®3)

(4)

©)

Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies
Actions on the interfering equipment
Avoid propagation of interference upstream of interfering equipment.

==> Power interfering equipment using separate power supplies ensuring effective “HF”
decoupling (double screen transformer, filters, etc.).

==> Power the interfering equipment using separate power supply lines wired in a star
configuration.

Actions on the equipment affected by interference.

Protect the equipment affected by interference from disturbances carried in the
installation’s cables.

==> Power equipment affected by interference using separate power supplies ensuring
effective "HF” decoupling (double screen transformer, filters, etc.).

==> Power the equipment affected by interference using separate power supply lines
wired in a star configuration.

The cables

Cable actions.

==> Move sensitive cables an adequate distance away from interfering equipment and
cables.

==> Use cables designed for the signals carried, i.e. according to the class of the relevant
cable: standard conductors, twisted pairs, shielded twisted pairs, shielded cables,
etc.

6

(p. 32 and 36)
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(p. 18, 32 and
36)

(p. 32 and 36)



Solutions / Malfunctions WW\A/’

7= PROPOSED ACTIONS (CONTINUED) Recommended

implementation (cont'd)

(See chapter 2)

==> Ensure the interfering cables (class* 3-4) and sensitive cables (class* 1-2) are routed | (p. 32, 36, 44 and 52)
in two different metal cable runs separated by an adequate gap.

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8)
(7) Cable run actions

==> Use cable runs that ensure effective “HF" shielding (cable troughs or enclosed metal
tubes ... correctly connected).

==> Ensure the interfering cables (class* 3-4) and sensitive cables (class* 1-2) are routed (32, 36, 44 and 52)
in two different metal cable runs separated by an adequate gap.

[ On the equipment AFFECTED BY INTERFERENCE ]

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supply

(3) Actions on equipment affected by interference
Protect the equipment affected by interference from disturbances carried in the
installation’s cables.

==> Power equipment affected by interference using separate power supplies ensuring
effective “HF” decoupling (double screen transformer, filters, etc.).

==> Power the equipment affected by interference using separate power supply lines
wired in a star configuration.

(p. 32, 36, 44 and 52)

5

The equipment

(4) Limit coupling of radiated disturbances on sensitive equipment.

==>Move sensitive equipment an adequate distance away from all sources of interference
(interfering switchgear, cables, etc.).

The associated cables

(5) Protectsensitive equipmentfromthe disturbances conducted by cables connected
to such equipment.

==> Insert suitable attenuators (ferrite core, filters, surge arresters, etc.) upstream and/

or downstream of the device affected by interference (power supply/ies, input(s), (p. 56. 60, 62, 32, 36
output(s), etc.). and 52)

7 [
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' PROPOSED ACTIONS (CONTINUED) mplementation (comty.
| (See chapter 2)
_ On the INTERFERING equipment )
(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts. (p. 8)
The power supply

(2) Avoid propagation of interference upstream of interfering equipment.

==> Use separate power supply lines and if necessary separate power sources to ensure (p. 18. 32 and 36)
effective “HF” decoupling (double screen transformer, filters, etc.).

The equipment

(3) Limit radiation of interfering equipment.

==> Assemble the equipment in housing(s) that provide(s) adequate shielding (cabinet,
casing, etc.)

The associated cables

(4) Avoid propagation of interference upstream and downstream of interfering
equipment.
==>Insert an outputfilter or a ferrite core directly downstream of the interfering equipment | (p. 56, 60 and 62)
on the cable(s) connected to it.
==> Insert an input filter or a ferrite core directly upstream of the interfering equipment on
the cable(s) connected to it.
Cables that in theory do not generate interference (class* 1-2) carrying “low level”
signals and connected to an interfering device may carry the generated interference
in conducted form and become interfering cables.
Limit the radiation of cables carrying interfering signals: power/control cables
(class* 3-4).
==> Use twisted pairs, shielded twisted pairs, shielded cables, cable troughs or enclosed (32. 36, 44 and 52)
metal tubes ... correctly connected.

--- Class: non-standardised term adopted for the purposes of this document. ---

B riemecaniaue 8



Solutions / Malfunctions WW\A/’

Electronic speed controller

“Low level” sensors

m OBSERVED MALFUNCTIONS

| » Analogue devices

Instability, fluctuations, offsets, incorrect measurements, etc.
« Digital devices, discrete output

Loss of data, untimely changes of sensor output state.

Recommended J

' PROPOSED ACTIONS el

e Carry out the following corrective actions in succession until the problem is solved. | (See chapter 2)

_ Onthe SITE )

(1) Analyse the installation, identify and characterise equipment potentially affected by
or causing interference.
(2) Ensure“LF”and“HF”equipotential bonding of exposed conductive parts (components,
speed controllers, filters, motors, shielding, etc.).
(3) Avoid frame connection loops
==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing” and
“Return” power supply cables together

(p. 8,32 and 36)

_ On the INSTALLATION / CABINET ]
(p. 8,32 and 36)

(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts.

(2) Avoid frame connection loops
==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing” and

“Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference.
==> See common section

The cables

(5) Limit coupling of disturbances radiated on the cables carrying sensitive signals

(class* 1-2)..

==> Move sensitive cables away from interfering equipment and cables. (p. 32. 36, 44 and 52)

==> Use, twisted pairs, shielded twisted pairs, shielded cables, cable troughs or enclosed

metal tubes ... correctly connected.

Ifinterference is caused by the speed controller’'s power supply cable: “power” cable
(class* 3-4):

==> [nsert ferrite cores on the interfering cables (speed controller end).

==> Limit radiation of the cable using twisted pairs, shielded twisted pairs, shielded cables, | (0. 32, 36, 44, 52, 56,
cable troughs or enclosed metal tubes ... correctly connected. 60 and 62)

==> Insert an input filter directly upstream of the speed controller.

9 [
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|
Recommended

5 PROPOSED ACTIONS (CONTINUED) implementation (cont'd)

(See chapter 2)
If interference is caused by the load’s power supply cable: “power” cable (class* | (p. 32, 36, 44, 52,
3-4): 56 and 60)
==> Limit radiation of the cable using a shielded cable, cable troughs or enclosed metal
tubes ... correctly connected.

==> Insert an output filter directly downstream of the speed controller.
See common section.

The cable runs

(6) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts. (p. 8,32, 36, 44
(7) Cable run actions and 52)

==> Ensure the “power” cables (class* 3-4) and “low level sensor” cables (class* 1-2) are
routed in two different cable runs separated by an adequate gap.

==> See common section

[ On the equipment AFFECTED BY INTERFERENCE ]

Origin: radiated interference
(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

(p. 8, 32 and 36)

The power supply

Origin: conducted interference

(3) Protect the equipment affected by interference from disturbances carried in the
installation’s cables.

==> Use separate power supply lines and if necessary separate power sources ensuring |  (p. 18 and 52)
effective "HF” decoupling (double screen transformer, etc.).

See common section.

The equipment

(4) Limit coupling of radiated disturbances on sensitive equipment.

==>Move sensitive equipment an adequate distance away from all sources of interference
(interfering switchgear, cables, etc.).

See common section.

The associated cables

(5) Protectsensitive equipmentfromthe disturbances conducted by cables connected
to such equipment.

==> nsert suitable attenuators (ferrite core, filters, surge arresters, etc.) upstream and/| (p. 32, 36, 52, 56,
or downstream of the device affected by interference (power supply/ies, input(s), | 60 and 62)

B riemecaniaue 10
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- > PROPOSED ACTIONS (CONTINUED) mplementation (comtay.
| (See chapter 2)
_ On the INTERFERING equipment )
(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8)
The power supply
(2) Avoid propagation of interference upstream of interfering equipment. (p. 18 and 52)

==> Use separate power supply lines and if necessary separate power sources to ensure
effective “HF” decoupling (double screen transformer, filters, etc.).

See common section.

The equipment

(3) Limit the radiation of interfering equipment.

==> Assemble the equipment in housing(s) that provide(s) adequate shielding (cabinet,
casing, etc.)

See common section.

The associated cables

(4) Limit the flow of interference upstream of the installation: (. 32. 36. 52. 56.

==> Set up decoupling systems (R, L, C), ferrite cores or suitable filters on the inputs and/ | g and 62)
or outputs of the devices.

See common section.

--- Class: non-standardised term adopted for the purposes of this document. ---
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Electronic speed controller

Regulator analogue output

OBSERVED MALFUNCTIONS

* Instability, fluctuations, offsets, incorrect references, etc. at the output of the
regulator supplying the reference value to the electronic speed controller.

Recommended
implementation

(See chapter

(p. 8, 32 and 36)

5> PROPOSED ACTIONS
e Carryoutthefollowing corrective actionsin succession until the problemis solved.
_ On'the SITE )

(1) Analyse the installation, identify and characterise equipment potentially affected
by or causing interference.

(2) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts
(components, speed controllers, filters, motors, shielding, etc.).

(3) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

[ On the INSTALLATION / CABINET

)

1)
)

®)

(4)

©®)

Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

Actions on the interfering equipment
==> See common section

Actions on the equipment affected by interference.
==> See common section

The cables

Protect the “low level” cables at the regulator output (class* 1-2).

==> Use twisted pairs, shielded twisted pairs, shielded cables, cable troughs or enclosed
metal tubes ... correctly connected.

Insert aferrite core at the speed controller input on the regulator’s “low level” cable
If interference is caused by the speed controller's power supply cable: “Power”
cable (class* 3-4).

==> Insert ferrite cores on the interfering cables (on the speed controller input).

==> Limit the cable’s radiation using twisted pairs, shielded twisted pairs, shielded
cables, cable troughs or enclosed metal tubes ... correctly connected.

==> Insert an input filter directly upstream of the speed controller.

12

(p. 8. 32 and 36)

(p. 32, 36, 44 and 52)

(p. 32, 36, 52, 56, 60
and 62)
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> PROPOSED ACTIONS (CONTINUED)

Recommended

implementation (cont'd)

Ifinterference is caused by the load’s (motor’s) power supply cable: “Power” cable
(class* 3-4).
==>[imit the cable’s radiation using a shielded cable, cable troughs or enclosed metal
tubes ... correctly connected.

==> Insert an output filter directly downstream of the speed controller.
See common section

The cable runs

(6) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts.
(7) Cable run actions
==> See common section

(See chapter 2)
(p. 32, 36, 52, 56,
60 and 62

[ On the equipment AFFECTED BY INTERFERENCE

)

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.

(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supply

(3) See common section

The equipment

(4) See common section

The associated cable

Origin: radiated interference

(5) Ensure the “power” cables (class* 3-4) and “low-levels regulator” cables
(class* 1-2) are routed in two different cable runs separated by an adequate gap.

See common section

(p. 8,32 and 36)

(p. 32, 36, 44 and
52)

_ On the INTERFERING equipment

(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts.

The power supply

(2) See common section

The equipment

(3) See common section

13
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= PROPOSED ACTIONS (CONTINUED) Recommended

implementation (cont'd)
(See chapter 2)

The associated cable

Origin: radiated interference

(4) Ensure the “power” cables (class* 3-4) and “low-levels regulator” cables | (p. 32, 36, 44 and
(class* 1-2) are routed in two different cable runs separated by an adequate gap. | 52)

See common section

--- *Non-standardised term adopted for the purposes of this document ---

14
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Telephone network - telephone

Electronic speed controller

m . OBSERVED MALFUNCTIONS

| « Interference of telephone calls possibly causing the telephone to be
activated (ringing, etc.)

' % PROPOSED ACTIONS Recomme”dedj

implementation

e Carryoutthefollowing corrective actionsin succession until the problemissolved. | (See chapter 2)

_ Onthe SITE |

(1) Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

(2) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(3) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

[ On the INSTALLATION / CABINET

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference
==> See common section

The cables

(5) If interference is caused by the speed controller’'s power supply cable: “Power”
cable (class* 3-4).

==>Limit the cable’s radiation using twisted pairs, shielded twisted pairs, shielded cables,
cable troughs or enclosed metal tubes ... correctly connected.
==> Insert an input filter directly upstream of the speed controller.
If interference is caused by the power supply cable of the load (motor): “Power”
cable (class* 3-4) and/or “low level” control power supply cables connected to the
speed controller.

==> Limit the cable’s radiation using a shielded cable, cable troughs or enclosed metal

(p. 32, 36, 44 and
52)
(p. 56, 60 and 62)

(p. 32, 36, 44 and

tubes ... correctly connected. 52)
==> Insert an output filter directly downstream of the speed controller. (6% 32(!1 3(;62 52, 56,
See common section 60 and 62)

15 E erccaniave
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"= PROPOSED ACTIONS (CONTINUED) Recommended J

implementation (cont'd)
(See chapter 2)

The cable runs

(6) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts. (p. 8, 44 and 52)
(7) Cable run actions
Origin: radiated interference

==> Ensure the “power” cables (class* 3-4) and “low-level telephone line” cables (class*
1-2) are routed in two different cable runs separated by an adequate gap.

See common section

[ On the equipment AFFECTED BY INTERFERENCE J

(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

(p. 8. 32 and 36)

The power supply

(3) See common section

The equipment

(4) Limit the coupling of radiated disturbances on sensitive equipment (p. 32 and 36)

==> Move sensitive equipment a sufficient distance away from any sources of interference
(interfering switchgear, cables, etc.).

The associated cable

(5) See common section

_ On the INTERFERING equipment )
(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts. (p.8)
The power supply

(4) See common section

The equipment

(3) See common section

The associated cable

(4) See common section

--- Class: non-standardised term adopted for the purposes of this document ---
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Solutions / Malfunctions MW
E|ectromagnetic interference ) Electronic measurement or control modules

Static or converting interfaces
Static contactors and relays.
Dimmers, starters and static brakes

Natural interference (lightning, etc.)
Equipment or systems generating

switching interference Electronic overload relays
m . OBSERVED MALFUNCTIONS
: * Signalling or display errors » Measurement errors
» Untimely changes in state * Etc.

* Loss of data

' % PROPOSED ACTIONS Recommended J

implementation

e Carryoutthefollowing corrective actionsin succession until the problemissolved. | (See chapter 2)

_ Onthe SITE |

(1) Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

(2) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(3) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

Origin: power line disturbance
[ On the INSTALLATION / CABINET J

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8, 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> See common section
(4) Actions on the equipment affected by interference.
==> Use of backed-up power supplies or supplies with an energy reserve.

The cables

(5) See common section

The cable runs

(6) See common section

[ On the equipment AFFECTED BY INTERFERENCE ]

(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

17 &
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5 PROPOSED ACTIONS (CONTINUED)

Recommended

implementation (cont'd)

The power supply

(2) Use of backed-up power supplies or power supplies with an energy reserve.
(3) Protectthe equipment affected by interference carried by the installation’s cables.

==> Separate power supplies ensuring effective "HF” decoupling (double screen
transformer, filters, etc.).

==> Power the equipment affected by interference using separate power supply lines
wired in a star configuration.

The equipment

(4) See common section

The associated cable

(5) See common section

(See chapter 2)

(p.18)

_ On the INTERFERING equipment

As far as possible, eliminate the interference from source.
(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.

The power supply

(2) See common section

The equipment

(3) See common section

The associated cable

(4) See common section

Origin: operating surges or lightning

[On the INSTALLATION / CABINET

)

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> Decouple the mains power supply.
Insert isolation transformers ensuring effective “HF” decoupling.

B riemecaniaue 18

(p.8, 18, 32 and
36)

(p.18)



Solutions / Malfunctions MW

> PROPOSED ACTIONS (CONTINUED)

Recommended

implementation (cont'd)

==> See common section

(4) Actions on the equipment affected by interference.
==> Install protection against lightning
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.

(7) Cable run actions

==> Ensure the “power” cables (class* 3-4) and “low-level” cables (class* 1-2) are routed
in two different cable runs separated by an adequate gap.

(See chapter 2)

(p. 8. 32, 36, 44 and
52)

[ On the equipment AFFECTED BY INTERFERENCE

)

(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supply

(3) Install protection against lightning
See common section

The equipment

(4) See common section

The associated cable

(5) Limit coupling of the radiated disturbances on the cables.

==> Use twisted pairs, shielded twisted pairs, shielded cables, cable channels or enclosed
metal tubes ... correctly connected..

(p. 8, 32 and 36)

(p. 32, 36, 44 and
52)

_ On the INTERFERING equipment

)

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.

The power supply

(2) See common section

19
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5 PROPOSED ACTIONS (CONTINUED)

Recommended

implementation (cont'd)

The equipment

(3) Limit surges across the equipment’s terminals
==> Use of limiters with/without resistor or buffer-inductance.

The associated cable

(4) See common section

Origin: rapid transients

(See chapter 2)

(p. 32, 36,52, 56
and 60)

[On the INSTALLATION / CABINET

)

(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference.
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
(7) Cable run actions

==> Ensure the interfering cables (class* 3-4) and sensitive cables (class* 1-2) are routed
in two different cable runs separated by an adequate gap.

(p. 8. 18, 32 and 36)

(p.8)

(p. 32, 36, 44 and
52)

[ On the equipment AFFECTED BY INTERFERENCE

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

B riemecaniaue 20
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s PROPOSED ACTIONS (CONTINUED) mplementation (contdh.
(See chapter 2)
The power supply

(3) Protect the equipment affected by interference carried in the installation cables

==> Use separate power supply lines and if necessary separate power supplies to ensure (p. 18)
effective "HF” decoupling (double screen transformer, etc.)

See common section

The equipment

(4) Use of decouplers (R, C) across the terminals of the affected products or (L) in (p. 32, 36, 52, 56
series. and 60)

(5) Protect the equipment affected by interference carried in the installation cables

==> Insert suitable attenuators (ferrite cores, filters, etc.) upstream and/or downstream (p. d3623,236‘ 52,56.60
of the device affected by interference (power supply/ies, input(s), output(s), etc.). and 62)

See common section

The associated cable
(5) Limit coupling of the radiated disturbances on the cables carrying sensitive
signals (class* 1-2).
==> Move sensitive cables away from interfering equipment and cables.
See common section

_ On the INTERFERING equipment |
(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8)
The power supply
(2) See common section
The equipment 5
(3) Use surge arresters connected directly to the terminals of the inductances in | (232, 36. 52, 56
guestion (contactor coils, relays, solenoid valves, etc.). and 60)

See common section

The associated cable

(4) Limit the radiation of cables carrying interfering signals: power/control cables

(class* 3-4).
==> Use twisted pairs, shielded twisted pairs, shielded cables, cable channels or | (.32, 36, 44, and
enclosed metal tubes ... correctly connected. 52)

==> Comply with the recommended cable lengths.
See common section
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‘ 5 PROPOSED ACTIONS (CONTINUED)

Recommended

implementation (cont'd)

Origin: electrostatic discharges

[On the INSTALLATION / CABINET

)

(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

(3) Use metal cabinets or specific adapted screens.

The power supplies

(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference.
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
(7) Cable run actions
==> See common section

(See chapter 2)

(p. 8. 32 and 36)

[ On the equipment AFFECTED BY INTERFERENCE

)

(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supply

(3) See common section

The equipment

(4) See common section

The associated cable

(5) See common section
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‘ > PROPOSED ACTIONS (CONTINUED)

Recommended

implementation (cont'd)

(See chapter 2)

_ On the INTERFERING equipment

)

(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts.

The power supply

(2) See common section

The equipment

(3) See common section

The associated cable

(4) See common section

Origin: electromagnetic interference

(p.8)

[ On the INSTALLATION / CABINET

)

(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts.

(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”

and “Return” power supply cables together

The power supplies

(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.

(7) Cable run actions
==> See common section

(p. 8,18, 32 and
36)

[ On the equipment AFFECTED BY INTERFERENCE

J

(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts.

(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”

and “Return” power supply cables together.
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= PROPOSED ACTIONS (CONTINUED) Recommended

implementation (cont'd)
(See chapter 2)

The power supply

(3) See common section

The equipment

(4) Protect the equipment affected by interference carried in the installation cables

==> [nsert suitable attenuators (ferrite cores, filters, etc.) upstream and/or downstream (p. 32, 36, 52, 56.
of the device affected by interference (power supply/ies, input(s), output(s), etc.). 60 and 62

See common section

The associated cable

(5) See common section

_ On the INTERFERING equipment )
(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts. (p. 8)
The power supply

(2) Limit the flow of interference upstream of the installation:

==> Set up decoupling systems (R, L, C), filters or adapted ferrite cores on the inputs and/ | (0. 32, 36, 52, 56,
or outputs of the devices. 60 and 62)

See common section

The equipment

(3) See common section

The associated cable

(4) See common section

--- Class: non-standardised term adopted for the purposes of this document ---
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1. Switching of contactors, relays, :

solenoid valves, inductances &/

2. Static brakes and starters, waveform
train dimmers.

“~a_ ‘Low level” sensors, instrumentation

(measurement, adjustment, calculation...)

m . OBSERVED MALFUNCTIONS

| » Analogue devices
Instability, fluctuations, offsets, incorrect measurements, etc.
« Digital devices, discrete output
Loss of data, untimely changes of state.

' % PROPOSED ACTIONS Recommended J

implementation

e Carryoutthefollowing corrective actionsin succession until the problemissolved. | (See chapter 2)

_ Onthe SITE |

(1) Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

(2) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(3) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

[ On the INSTALLATION / CABINET J

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p.8)
(7) Cable run actions

==> Ensure the “power” cables (class* 3-4) and “low-level” cables (class* 1-2) are routed (p. 32, 36, 44 and
in two different cable runs separated by an adequate gap. 52)

==> See common section
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‘ 5 PROPOSED ACTIONS (CONTINUED)

Recommended

implementation (cont'd)

(See chapter 2)

[ On the equipment AFFECTED BY INTERFERENCE

)

(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supply

(3) Protect equipment affected by interference carried by the installation’s cables.

==> Use separate power supply lines and if necessary separate power supplies to ensure
effective "HF” decoupling (double screen transformer, etc.).

See common section

The equipment

(4) Protect equipment affected by interference carried by the installation’s cables.

==> |nsert suitable attenuators (ferrite cores, filters, etc.) upstream and/or downstream
of the device affected by interference (power supply/ies, input(s), output(s), etc.).

Limit the coupling of radiated disturbances on sensitive equipment.

==> Move the “low level” processing equipment away from interfering switchgear and
cables.

See common section

The associated cable
(5) Limit coupling of radiated disturbances on cables carrying sensitive signals.
(class* 1-2).
==> Move sensitive cables away from interfering equipment and cables.
See common section

(p. 8)
(p. 32 and 36)

(p. 18 and 52)

(p. 32, 36, 52, 56,
60 and 62)

_ On the INTERFERING equipment

(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts.

The power supply

(2) Avoid the propagation of interference upstream of the interfering equipment.

==> Use separate power supply lines and if necessary separate power supplies to ensure
effective “HF” decoupling (double screen transformer, etc.).

==> Set up adapted filters on the power supply for the equipment or the machine.
See common section
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7= PROPOSED ACTIONS (CONTINUED) Recommended

implementation (cont'd)

(See chapter 2)
The equipment

(3) Limit the emission and flow of conducted interference.

Type (1) devices (p. 52, 56, 60 and
Set up surge arresters across the load terminals . 62)

==>EN =: R, C circuits
==>EN = : free wheel diodes
Type (2) devices

Set up decoupling (R, L, C), ferrite cores or suitable filters on the input and/or | (p. 52, 56, 60 and
output power connections of the devices. 62)

Limit the radiation of interfering equipment.

==> Assemble the equipment in a housing that provides adequate shielding (cabinet,
case, etc.).

See common section

The associated cable
(p. 32, 36, 44 and

(4) Limitthe radiation of the cables carrying interfering signals: power/control cables | 52)
(class* 3-4).

==> Use twisted pairs, shielded twisted pairs, shielded cables, cable troughs or
enclosed metal tubes correctly connected.

See common section

--- Class: non-standardised term adopted for the purposes of this document. ---
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1. Switching of contactors, relays,

solenoid valves, inductances

2. Static brakes and starters, waveform -t f\ _ _
train dimmers -~ Radiofrequency receivers

m OBSERVED MALFUNCTIONS

| * Interference in reception manifested by:
- Audible breakdowns (arc, etc.) or transient interference on screens.
- Temporary or permanent increase of background noise, etc.

' = PROPOSED ACTIONS Recommended J

implementation

e Carryoutthefollowing corrective actionsin succession until the problemis solved. | (See chapter 2)

_ On'the SITE )

(1) Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

(2) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(3) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

[On the INSTALLATION / CABINET

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8)
(7) Cable run actions

==> Ensure the “power” cables (class* 3-4) and the cables supplying power to the | (p. 32, 36, 44 and
radiofrequency receiver (class* 1-2) are routed in two different cable runs separated | 52)
by an adequate gap.
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- > PROPOSED ACTIONS (CONTINUED) mplementation (comtay.
| (See chapter 2)
[ On the equipment AFFECTED BY INTERFERENCE ]
(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts. (p. 8, 32 and 36)

(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supply

(3) Protectthe power supply to the radiofrequency receiver from interference carried

by the installation’s cables.

==> Replace the receiver’'s mains power supply with an autonomous power supply
(battery, accu, etc.)

==> Insert suitable attenuators (ferrite core, filter, etc.) at the radiofrequency receiver’s | (p. 52, 56, 60 and
power input. 62)

==>Use separate power supply lines and if necessary separate power supplies to ensure | (p. 18 and 52)
effective "HF” decoupling (double screen transformer, etc.).

See common section

The equipment

(4) Protect the receiver ... from radiated interference.
==> Ensure maximal distance between the receiver and the interfering equipment.
See common section

The associated cable
(5) Limit coupling of radiated disturbances on the radiofrequency receiver’'s power
supply cable and also on the antenna, etc.
==> Move the power supply cable, antenna, etc. away from all sources of interference.
See common section

_ On the INTERFERING equipment )
(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8)
The power supply

(2) Separate the power supplies:

==>Use a separate power supply line and if necessary a separate power supply to ensure (p. 18)
effective "HF” decoupling (double screen transformer, etc.).

Limit the flow of interference upstream of the installation:

==> Set up adapted filters on the power supply for the equipment or the machine. (p. 52, 56, 60 and
See common section 62)
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= PROPOSED ACTIONS (CONTINUED) Recommended

implementation (cont'd)
(See chapter 2)

The equipment

(3) Limit the emission and flow of conducted interference.
Type (1) devices.
Set up surge arresters across the terminals of the loads. (p. 52, 56 and 60)
==>EN ~: R, C circuits
==>EN = : free wheel diodes
Type (2) devices
Set up decoupling (R, L, C), ferrite cores or suitable filters on the input and/or

output power connections of the devices. (p. 52. 56, 60 and
Limit the radiation of interfering equipment. 62)
==> Assemble the equipment in a housing that provides adequate shielding (cabinet,

case, etc.).

See common section

The associated cable

(4) Limitthe radiation of the cables that carry interfering signals: power/control cable
(class* 3-4).

==> Use twisted pairs, shielded twisted pairs, shielded cables, cable troughs or enclosed

metal tubes correctly connected (p. 32, 36, 44 and

See common section 52)

--- Class: non-standardised term adopted for the purposes of this document ---
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“Low level” sensors

Decoupling power supplies
DC/DC Converter

m OBSERVED MALFUNCTIONS

| » Analogue devices
Instability, fluctuations, offsets, incorrect measurements
« Digital devices, discrete output
Loss of data, untimely changes in sensor output state

' % PROPOSED ACTIONS Recommended J

implementation

e Carryoutthefollowing corrective actionsin succession until the problemissolved. | (See chapter 2)

_ Onthe SITE |

(1) Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

(2) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(3) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

[ On the INSTALLATION / CABINET

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> Use power supplies complying with legislation (EMC Directive, etc.)
==> See common section

(4) Actions on the equipment affected by interference.
==> Use power supplies complying with legislation (EMC Directive, etc.)
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p.8)
(7) Cable run actions

==> Ensure the ‘power” cables (class* 3-4) and the “low level sensor” cables (p. 32, 36, 44 and
(class* 1-2) are routed in two different cable runs separated by an adequate gap. 52)
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' PROPOSED ACTIONS (CONTINUED) mplementation (comty.
| (See chapter 2)
[ On the equipment AFFECTED BY INTERFERENCE ]
(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts. (p. 8)

(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing” | (p. 32 and 36)
and “Return” power supply cables together.

The power supply

(3) Protectthe equipment affected by interference carried in the installation’s cables.

==> Use separate power supply lines and ifnecessary separate power supplies toensure | (p. 18, 32, 36 and
effective “"HF” decoupling (double screen transformer, etc.) 52)

See common section

The equipment

(4) Protectthe equipment affected by interference carried in the installation’s cables.

==> |nsert suitable attenuators (ferrite core, filter, etc.) upstream and/or downstream ofthe
device affected by interference (power supply/ies, input(s), output(s) etc.

Limit coupling of radiated disturbances on the sensitive equipment.
==> Move “low level” processing equipment away from interfering switchgear and cables.
See common section

(p. 52, 56, 60 and
62)

The associated cable
(5) Limit coupling of radiated disturbances on the cables carrying sensitive signals
(class* 1-2).
==> Move the sensitive cables away from interfering equipment and cables.

==> Use twisted pairs, shielded twisted pairs, shielded cables, cable troughs or enclosed (p. 32, 36, 44 and
metal tubes correctly connected. 52)

See common section

_ On the INTERFERING equipment )
(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts. (p.8)
The power supply

(2) Separate the power supplies:.

==> Use a separate power supply line and ifnecessary a separate power supply to ensure
effective “HF” decoupling (double screen transformer, etc.). .18 and 52

See common section
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7= PROPOSED ACTIONS (CONTINUED) Recommended

implementation (cont'd)

(See chapter 2)
The equipment

(3) Limit the flow of interference upstream of the installation:

==> Set up decoupling (R, L, C)systems, ferrite cores or suitable filters on the input and/ | (p. 52, 56, 60 and
or output power connections of the devices. 62)

See common section

The associated cable

(4) If interference is caused by the speed controller's power supply cable: “power”
cable (class* 3-4):
==> Insert ferrite cores on the interfering cables (on the speed controller side). (p.8)

==> Limit radiation of the cables by using twisted pairs, shielded twisted pairs, shielded

cables, cable troughs or enclosed metal tubes ... correctly connected. (0. 32. 36, 44 and

==> Insert an input filter directly upstream of the speed controller. 52)
Ifinterference is caused by the load’s (motor’s) power supply cable: “power” cable
(class* 3-4):

==> Limit radiation of the cable using a shielded cable, cable troughs or enclosed metal
tubes ... correctly.

==> Insert an output filter directly downstream of the speed controller.
See common section

--- Class: non-standardised term adopted for the purposes of this document. ---
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Electronic speed controller

Radiofrequency receivers

m . OBSERVED MALFUNCTIONS
: » Radio interference in AM (amplitude modulation) GO - PO

' = PROPOSED ACTIONS Recommended J

implementation

e Carryoutthefollowing corrective actionsin succession until the problemis solved. | (See chapter 2)

_ Onthe SITE )

(1) Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

(2) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8, 32 and 36)
(3) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

[On the INSTALLATION / CABINET

(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts. (p. 8, 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8)
(7) Cable run actions

[ On the equipment AFFECTED BY INTERFERENCE ]

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.

(p. 8, 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.
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> PROPOSED ACTIONS (CONTINUED)

Recommended

implementation (cont'd)

The power supply

(3) See common section

The equipment

(4) See common section

The associated cable

(5) See common section

(See chapter 2)

_ On the INTERFERING equipment

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.

)

®3)

(4)

The power supply

See common section

The equipment

Ifinterference is caused by the load’s (motor’s) power supply cable: “power” cable
(class* 3-4) and/or “low level” control power cables connected to the speed
controller:

==> Insert an output filter directly downstream of the speed controller.
See common section

The associated cable

Limit the radiation of interfering cables.

==> Use twisted pairs, shielded twisted pairs, shielded cables, cable troughs or enclosed
metal tubes ... correctly connected.

If interference is caused by the speed controller's power supply cable: “power”
cable (class* 3-4):

==> Insert an input filter directly upstream of the speed controller.

Ifinterference is caused by the load’s (motor’s) power supply cable: “power” cable

(class* 3-4) and/or “low level” control power cables connected to the speed
controller:

==> Limit radiation of the cables using a shielded cable, cable troughs or enclosed metal
tubes ... correctly.

==> See common section

--- Class: non-standardised term adopted for the purposes of this document. ---
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Electronic speed controller

Differential protections

m . OBSERVED MALFUNCTIONS
: Origin: “HF” frequency leak currents to earth

. Tripping of the differential protection

' % PROPOSED ACTIONS Recommended J

implementation

e Carryoutthefollowing corrective actionsin succession until the problemis solved. | (See chapter 2)

_ On'the SITE )

(1) Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

(2) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(3) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

[On the INSTALLATION / CABINET

(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts. .8, 32 and 36
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies
(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8)
(7) Cable run actions

[ On the equipment AFFECTED BY INTERFERENCE J

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.
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> PROPOSED ACTIONS (CONTINUED)

Recommended

implementation (cont'd)

The power supply

(3) See common section

The equipment

(4) Isolate the differential protection devices
See common section

The associated cable

(5) See common section

(See chapter 2)

_ On the INTERFERING equipment

(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts.

The power supply

(2) Isolate the electronic speed controllers

==> separate power supplies ensuring effective “HF” decoupling (double screen
transformer, etc.) + dedicated differential protection devices

See common section

The equipment

(3) Use “immunised” differential protection devices.
Insert an output filter directly downstream of the speed controller.
See common section

The associated cable

(4) Reduce the length of speed controller/motor cables as far as possible.
See common section

--- Class: non-standardised term adopted for the purposes of this document ---
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_\NWWSOIutions / Malfunctions

System for arc welding /
spot welding ...

Electronic speed controllers

m . OBSERVED MALFUNCTIONS

| » Malfunctioning of the electronic speed controller (incoherent display data,
disturbance of control possibly leading to destruction of the speed

controller, etc.)

‘ = PROPOSED ACTIONS

Recommended
implementation

J

e Carry outthe following corrective actions in succession until the problem is solved.

(See chapter 2)

_ On'the SITE

(1) Itis absolutely vital to avoid welding in proximity to the electronic speed controller
and its associated cables.

(2) Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

(3) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
(4) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

(p. 8, 32 and 36)

[On the INSTALLATION / CABINET

)

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies
(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
(7) Cable run actions

(p. 8. 32 and 36)
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- > PROPOSED ACTIONS (CONTINUED) mplementation (comtay.
| (See chapter 2)
[ On the equipment AFFECTED BY INTERFERENCE ]
(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts. (p. 8, 32 and 36)

(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supply

(3) Stop the installation’s speed controller and isolate it.

==> Open the isolators, disconnect the power supply, remove the equipment’s wires. All
the cables are concerned and are likely to form an antenna.

Insert an input filter directly upstream of the speed controller. (p. 56)
See common section

The equipment

(4) See common section

The associated cable

(5) Limit the coupling of radiated disturbances on all the cables.

==> Use twisted pairs, shielded twisted pairs, shielded cables, cable troughs or enclosed | (p. 32. 36, 44 and
metal tubes ... correctly connected. 52)

See common section

_ On the INTERFERING equipment |
(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p.8)
The power supply

(2) Power the welding equipment separately using a power supply that ensures | (p. 18)
effective “HF” decoupling (double screen transformer, etc.)

See common section

The equipment

(3) See common section

The associated cable

(4) See common section

--- Class: non-standardised term adopted for the purposes of this document ---
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Walkie-talkie, Citizen band

Portable telephones

“Low level” sensors

OBSERVED MALFUNCTIONS

» Analogue devices

Instability, fluctuations, offset, incorrect measurements
« Digital devices, discrete output

Loss of data, untimely changes in sensor output state

= PROPOSED ACTIONS

Recommended
implementation

J

Carry outthe following corrective actions in succession until the problem s solved.

(See chapter 2)

_ On'the SITE

@)

)

®3)
(4)

Move all sources of radiofrequency emissions away from sensitive equipment
and associated cables.

==> See example at end of the section.

Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

(p. 8. 32 and 36)

[On the INSTALLATION / CABINET

)

@)
)

®3)

(4)

®)

(6)
@)

Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.

Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

Actions on the interfering equipment
==> See common section

Actions on the equipment affected by interference
==> See common section

The cables

See common section

The cable runs

Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.

Cable run actions
==> See common section
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- > PROPOSED ACTIONS (CONTINUED) mplementation (comtay.
| (See chapter 2)
[ On the equipment AFFECTED BY INTERFERENCE ]
(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts. (p. 8, 32 and 36)

(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supply

(3) See common section

The equipment

(4) See common section

The associated cable

(5) Limitthe coupling of radiated disturbances on the power supply cablesto sensors,
and other cables carrying sensitive signals (class* 1-2).
==> Move sensitive cables away from interfering equipment.

==> Use twisted pairs, shielded twisted pairs, shielded cables, cable troughs or enclosed (p. 32, 36, 44 and 52)
metal tubes ... correctly connected.

==> Make sure the sensors’ metal casings are earthed.
See common section

_ On the INTERFERING equipment )
(1) Ensure “LF" and “HF” equipotential bonding of exposed conductive parts. (p. 8)
The power supply

(2) See common section

The equipment

(3) See common section

The associated cable

(4) See common section

--- Class: non-standardised term adopted for the purposes of this document. ---

Walkie-talkie with power P = 4w
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= EXAMPLE

Electronic device with resistance level 3 (10 V/m)
We assume the field is uniform.
Standardised resistance level of electronic devices (IEC 1000-4-3)

Level Test field value
1 1V/m
2 3V/m
3 10 V/Im

If d = 0.25 m, the field radiated by the WT on the device is E = 24 V/m.
(d = distance between the antenna and the device).

==> The device is affected by interference
To ensure the device functions correctly, the WT must be moved away.

Device resistance level Distance between device and WT
level 2 2m
level 3 0.6 m

Comment:

This information is given as an indication only, since installation conditions may
considerably modify behaviour concerning resistance to “HF” radiation (wave
reflection).
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System for arc welding / o1

spot welding ...
“Low level” sensors
m OBSERVED MALFUNCTIONS (Uge'.y to appear
! uring welding
| » Analogue devices operations)

Instability, fluctuations, offset, incorrect measurements
« Digital devices, discrete output
Loss of data, untimely changes in sensor output state

' PROPOSED ACTIONS Recommended J

implementation

Origin: saturation of the inductive detector’'s magnetic core. (See chapter 2)
e Carryoutthe following corrective actionsin succession until the problemis solved.

(1) Itis absolutely vital to avoid welding near all sensitive equipment, power supplies
and associated cables.

(2) Use “Welding field applications” special variant equipment.

_ On the SITE

(1) Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

(2) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(3) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

[ On the INSTALLATION / CABINET J

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8, 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> See common section

(4) Actions on the equipment affected by interference
==> See common section

The cables

(5) See common section

The cable runs

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p.8)
(7) Cable run actions
==> See common section
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‘ 5 PROPOSED ACTIONS (CONTINUED)

Recommended

implementation (cont'd)

(See chapter 2)

[ On the equipment AFFECTED BY INTERFERENCE

)

(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts.
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supply

(3) Stop the installation’s sensitive equipment and isolate it.

==> Open the isolators, disconnect the power supply, remove the equipment’s wires. All
the cables are concerned and are likely to form an antenna.

Avoid frame connection loops.

==> Obtain carefulinterconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

See common section

The equipment

(4) Use “Welding field applications” special variant products
==> See common section

The associated cable

(5) Limit the coupling of radiated disturbances on all the cables.

==> Use twisted pairs, shielded twisted pairs, shielded cables, cable troughs or enclosed
metal tubes ... correctly connected.

See common section

(p. 8. 32 and 36)

(p. 8. 32 and 36)

(p. 32, 36, 44 and 52).

_ On the INTERFERING equipment

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.

The power supply

(2) Power the welding equipment separately using a power supply that ensures
effective “HF” decoupling (double screen transformer, etc.)

See common section.

The equipment

(3) Moveall sources of radiofrequency emission (magnetic field) away from sensitive
equipment and associated cables.

See common section

The associated cable

(4) See common section
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“Low level” sensors

Power surges,
lightning ...

m . OBSERVED MALFUNCTIONS

| « Destruction of devices

' PROPOSED ACTIONS Recommended J

implementation

e Carry out the following corrective actions in succession until the problemis solved. | (See chapter 2)

_ Onthe SITE |

(1) Analyse the installation, identify and characterise the equipment potentially
affected by or causing interference.

(2) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(3) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together

[ On the INSTALLATION / CABINET

(1) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts. (p. 8. 32 and 36)
(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supplies

(3) Actions on the interfering equipment
==> See common section
(4) Actions on the equipment affected by interference

==> Check that the voltage delivered by the power supply is compatible with the
characteristics of the powered equipment.

(p. 18, 32 and 36)

==>Voltage amplitude (be careful with rectified power supplies), inversionrate, frequency,
etc.

==> Protection against mains interference, overloads, etc.
See common section

The cables

(5) See common section

The cable runs (p. 32 and 36)

(6) Ensure “LF” and “HF” equipotential bonding of exposed conductive parts.
(7) Cable run actions
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Recommended
> PROPOSED ACTIONS (CONTINUED) mplementation (contd)
| (See chapter 2)
[ On the equipment AFFECTED BY INTERFERENCE |
(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts. (p. 8, 32 and 36)

(2) Avoid frame connection loops

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

The power supply

(3) Avoid frame connection loops (p. 8, 32 and 36)

==> Obtain careful interconnection of exposed conductive parts and route the “Outgoing”
and “Return” power supply cables together.

Origin: storms
Stop the installation’s sensitive equipment during storms and isolate it.

==> Open the isolators, disconnect the power supply, remove the equipment’s wires. All
the cables are concerned and are likely to form an antenna.

See common section

The equipment
Origin: mains surges
(4) Install suitable protection devices on the power supplies to sensitive equipment
such as sensors, etc.
==> [ imiters such as, GMOV, Transils, Zener diodes, etc.

==> Ensure that triggering of protection devices will not cause malfunctioning in the
installation.

See common section

The associated cable

(5) Limit the coupling of radiated disturbances on all the cables. (p. 32. 36, 44 and 52)

==> Use twisted pairs, shielded twisted pairs, shielded cables, cable troughs or
enclosed metal tubes ... correctly connected.

See common section

_ On the INTERFERING equipment )
(1) Ensure “LF” and “HF" equipotential bonding of exposed conductive parts. (p.8)
The power supply

(2) See common section

The equipment

(3) See common section

The associated cable

(4) See common section
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Electronic speed controllers

m . OBSERVED MALFUNCTIONS
: » Malfunctioning of the electronic speed controller possibly resulting in its

Walkie-talkie, Citizen band ;i
Portable telephones

destruction.
Recommended
> PROPOSED ACTIONS e |
Origin: radiated interference (See chapter 2)

(1) Move these sources of intentional radiofrequency emissions as far away as
possible from all “sensitive” systems or devices.

Example :

Walkie-talkie with power P = 4w

Electronic device with resistance level 3 (10 V/m)

We assume the field is uniform.

Standardised resistance level of electronic devices (IEC 1000-4-3)

Level Test field value
1 1V/m
2 3V/m
3 10 V/m

If d = 0.25 m, the field radiated by the WT on the device is E = 24 V/m.
(d = distance between the antenna and the device).

==> The device is affected by interference
To ensure the device functions correctly, the WT must be moved away.

Device resistance level Distance between device and WT
level 2 2m
level 3 0.6 m
Comment:

This information is given as an indication only, since installation conditions may
considerably modify behaviour concerning resistance to “HF” radiation (wave
reflection).
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Electronic speed controller

Distribution transformer

m . OBSERVED MALFUNCTIONS
: » Heating of the distribution transformer possibly resulting in its destruction.

' % PROPOSED ACTIONS Recommended J

implementation

Origin: conducted interference, harmonic currents (See chapter 2)

(1) Design the transformer to take account of the RMS currents consumed by all
devices that generate harmonic currents (electronic speed controllers, etc.)
instead of the nominal load currents (motors, etc.).

(2) Insert line inductances on the speed controller input (upstream) (p. 56)
(3) Insert an anti-harmonic filter at the line head (downstream of the transformer).
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Electromagnetic compatibility <kEMC» MW

A

Affected by interference: 5-5
Arc welding: 5-38, 5-43

Distribution system: 4-4
Distribution transformer: 5-48

Bunches: 4-9

E

Electromagnetic interference: 5-17
Environment: 4-3
Equipment: 4-6

Cabinet: 4-6

Cable runs: 4-8
Cables: 4-9

Citizen band: 5-40, 5-47
Common section: 5-6
Components: 4-6
Conductors: 4-8, 4-9
Connection: 4-7
Control module: 5-17
Control: 4-7

Control: 4-7

Instrumentation: 5-25
Interference: 5-6
Interfering: 5-5

Internal distribution: 4-4

Loads: 4-10
Low level: 4-6, 4-7

D

DC/DC converter: 5-31
Diagram: 4-4

Differential protection: 5-36
Dimmer: 5-17, 5-25, 5-28

M

Malfunctions: 5-5
Measurement module: 5-17
Motors: 4-10
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Index

Speed controller: 4-6, 5-9, 5-12, 5-15, 5-34,
N 5-36, 5-38, 5-47, 5-48
Spot welding: 5-38, 5-43

Starter: 5-17

Static brake: 5-25, 5-28

Static contactor: 5-17

Static relay: 5-17

Static starter: 5-25, 5-28

Storm: 5-45

O Switching of contactors: 5-25, 5-28
Switching of inductances: 5-25, 5-28
Switching of relays: 5-25, 5-28

Switching of solenoid valves: 5-25, 5-28
Switching power supply: 5-31

Natural interference: 5-17

Overload relay: 5-17

P T
Portable telephone: 5-40, 5-47
Power supply: 4-4, 4-5
Power surge: 5-45
Power: 4-5, 4-6, 4-7

Telephone: 5-15

W

R Walkie-talkie: 5-40, 5-47
Wiring: 4-7

Radiofrequency receiver: 5-28, 5-34
Regulator: 5-12
Routing: 4-7

S

Sensor: 5-9, 5-25, 5-31, 5-40, 5-43, 5-45
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