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ABSTRACT
Virtualization has transformed the IT

landscape as previously underutilized
servers can now run multiple virtual

machines resulting in fewer physical

servers, less energy consumption and A

less maintenance. g PowerChu te"

NETWORK SH UTDOWN

PowerChute™  Network  Shutdown

provides network-based graceful

shutdown of your physical servers and

virtual machines for business uptime.

This Application Note outlines how to vmwarer
deploy PowerChute in different VMware READY

i APPLICATION
setups to protect your virtual as well as SOFTWARE

your physical IT infrastructure.
While Virtualization has changed the IT landscape,

Applications the need for power protection remains:

IT Server Rooms, Data Centers, Remote
Branch Offices. Distributed Networks. PowerChute™ Network Shutdown works in conjunction with

: the APC UPS Network Management Card to provide
PowerChute & VMware Integration W : prov

> VMware integration supports; graceful physical server and virtual machine shutdown
v Optional virtual machine migration during critical events such as an extended power outages.

v Graceful virtual machine shutdown

v Graceful host shutdown PowerChute provides support for High Availability (HA) and
v Virtual machine prioritization & control Fault Tolerant (FT) VMware Clusters. The software may be
> Virtual Appliance installation option deployed as a virtual appliance while the optional vSphere
> vSphere Web/Desktop Plugin options Web or Desktop Plugin options enhance manageability.

» Intuitive PowerChute set-up wizard

> Command file integration This Application Note outlines sample recommended
> Redundant & Parallel UPS support deployment options with shutdown & startup sequences for

different VMware setups. APC
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

VMware HA Cluster protected by either a Single, Redundant or Parallel UPS configuration.
vCenter Server is running on a virtual machine.

Recommended Deployment

PowerChute can run on a VM in the HA cluster
(either installed on the vMA or deployed as a virtual
appliance) or be installed on a physical Windows
machine outside the cluster. VMware Tools must
be installed and running on the vCenter Server VM.

The vCenter Server account configured in
PowerChute Network Shutdown must have

Administrator permissions on vCenter Server and
on each of the ESXi hosts being managed by
PowerChute. This can be an Active Directory

account or a local user account.

NOTE: The username used to connect to ESXi
hosts must be in lowercase.

A) vCenter Server is running on a VM; PowerChute is installed on a physical Windows machine.
- VM & vApp Shutdown enabled with a 120 second delay (i.e. 120 seconds allocated for each action to complete).

- The option to turn off the UPS or Outlet Group is enabled.

- A shutdown command file has been configured with a 120 second duration.
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When a critical UPS event, such as UPS on Battery occurs, the following sequence is triggered:

Shutdown Sequence

1. PowerChute reports that the UPS is on battery.

2. Shutdown delay for the On Battery event
elapses. PowerChute starts a maintenance
mode task on each Host. At the same time it
sends a command to turn off the UPS or Outlet
Group.

3. PowerChute starts VM shutdown followed by
vApp shutdown.

4. VM/vApp shutdown durations elapse and
PowerChute gracefully shuts down the vCenter
Server VM.

5. vCenter VM shutdown duration elapses.

6. PowerChute starts executing the shutdown
command file.

10.

11.

Shutdown command file duration elapses.
PowerChute shuts down the VMware hosts
using the order on the VMware Host Protection
page. (The host running the vCenter VM will
be shut down last in this scenario).

OS shutdown sequence starts on
PowerChute physical machine.

After a 70 second delay the OS starts to shut
down.

UPS waits for greater of Low Battery
Duration/Maximum Required Delay (Non-
Outlet Aware UPS’s) or the Outlet Group
Power Off Delay (initiated during step 2).

UPS turns off after the user-configurable
Shutdown Delay time has elapsed or the
Outlet Group turns off after the power off Delay
elapses.

the
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Startup Sequence

1.
2.

3.

Input power is restored and the UPS turns on.
The physical Windows machine and the
VMware hosts are powered on.

PowerChute waits until the hosts are back
online before taking them out of Maintenance
mode.

PowerChute starts the vCenter Server VM and
waits until it is accessible.

PowerChute starts the vApp and waits until the
VApp start command has completed (if there
are multiple vApps they will be started in
reverse order to how they were shut down).

PowerChute starts the VMs on each host in
reverse order to how the hosts were shutdown.
PowerChute uses the VM startup delay as the
interval between starting VMs on each host".

Note

1.

If vApp startup or VM startup does not work
the first time on a particular host, PowerChute
will attempt to start the vApp/VM again at 2
minute intervals.

B) Both vCenter Server and PowerChute are running on Virtual Machines

- VM & vApp Shutdown enabled with a 120 second delay (i.e. 120 seconds allocated for each action to complete).

- The option to turn off the UPS or Outlet Group is enabled.

- A shutdown command file has been configured with a 120 second duration.
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When a critical UPS event, such as UPS on Battery occurs, the following sequence is triggered:

Shutdown Sequence

1.
2.

PowerChute reports that the UPS is on battery.
Shutdown delay for the On Battery event
elapses. PowerChute starts a maintenance
mode task on each Host. At the same time it
sends a command to turn off the UPS or Outlet
Group.

PowerChute starts VM shutdown followed by
vApp shutdown.

VM/VApp shutdown durations elapse and
PowerChute gracefully shuts down the vCenter
Server VM.

vCenter VM shutdown duration elapses.
PowerChute starts executing the shutdown
command file.

o

Shutdown command file duration elapses.

PowerChute shuts down the VMware hosts
using the order on the VMware Host Protection
page. (The host running vCenter is shutdown

second Ias} before the host running
PowerChute”).
UPS waits for greater of Low Battery

Duration/Maximum Required Delay (Non-
Outlet Aware UPS's) or the Outlet Group
Power Off Delay (initiated during step 2).

UPS turns off after the user-configurable
Shutdown Delay time has elapsed or the
QOutlet Group turns off after the power off Delay
elapses.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Startup Sequence

1. Input power is restored and the UPS turns on. 5.
2. The VMware hosts are powered on.
3. PowerChute waits until the remaining hosts
are back online before taking them out of
Maintenance mode. 6.
4. PowerChute starts the vCenter Server VM and
waits until it is accessible.

Note

1. Once Hosts are shut down the 3.
Maintenance mode task is cancelled for
the Host running PowerChute so HA can
attempt to re-start the PowerChute VM
when the Hosts power back on.
2. HA may not start the PowerChute VM
automatically. It may need to be started
manually depending on HA Admission
Control Settings (see table below).

PowerChute starts the vApp and waits until the
VvApp start command has completed (if there
are multiple vApps they will be started in
reverse order to how they were shut down).
PowerChute starts the VMs on each host in
reverse order to how the hosts were shutdown.
PowerChute uses the VM startup delay as the
interval between starting VMs on each host’.

If vApp startup or VM startup does not
work the first time on a particular host,
PowerChute will attempt to start the
VvApp/VM again at 2 minute intervals.

Table 1 — Deploying PowerChute as a Virtual Appliance versus installing on a Windows Physical Machine

Machine requirements

HA may not start PowerChute
VM depending on HA
Admission Control settings.

If HA cluster goes down

VMware setups with multiple Clusters or Datacenters

If PowerChute is deployed as a Virtual Appliance
we recommend deploying one PowerChute Agent
per cluster if your setup has multiple clusters.

In environments where there are multiple virtual
clusters or datacenters you can use a single
PowerChute Agent installed on a physical
Windows machine to monitor your hosts but it may
be advisable to install PowerChute on multiple
machines if the datacenters are in different
geographical locations.

Requires separate physical
machine

Once power is restored and the UPS
turns on, PowerChute is restarted

©2015 Schneider Electric. All Rights Reserved. Schneider Electric and APC are trademarks owned by Schneider Electric Industries SAS

or its affiliated companies. All other trademarks are property of their respective owners.

September 2015



[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

vCenter Server is running on a VM in the cluster. Each host is protected by a separate
UPS. PowerChute ‘Advanced’ UPS Configuration option is selected so all UPS’s can be

monitored by a single PowerChute Agent.

Recommended Deployment

When each Host is protected by a separate UPS,
select ‘Advanced’ UPS configuration and install
PowerChute on a physical Windows machine
outside the Cluster. VMware Tools must be installed

and running on the vCenter Server VM.

7
Note
All the following scenarios could include setups of

Redundant UPS groups. There is no change in the
UPS Configuration option or shutdown sequence —

just the number of events that are generated

Lbefore shutdown begins.

vCenter Server is running on a VM; PowerChute is installed on a physical Windows machine.

- VM & vApp Shutdown enabled with a 120 second delay (i.e. 120 seconds allocated for each action to complete).

- The option to turn off the UPS or Outlet Group is enabled.

- A different shutdown command file has been configured with a 120 second duration for each UPS Setup.
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A UPS critical event such as On Battery occurs; but only on the UPS’s that are protecting VMware Hosts.

Shutdown Sequence

1. PowerChute reports that UPS 3 is on battery,
followed by UPS 2.

2. Shutdown delay for the On Battery event
elapses. PowerChute starts a maintenance
mode task on the affected hosts. At the same
time it sends a UPS or Outlet Group turn off
command to UPS 2 and UPS 3.

3. PowerChute migrates powered on VMs to
other available hosts in the cluster.

4. VM migration duration elapses. PowerChute
shuts down any VMs that are still powered on,
followed by vApps on each Host.

5.  VM/vApp shutdown duration elapses.

6. PowerChute starts executing the command file
on Host B.

7. PowerChute starts
shutdown on Host A.

vCenter Server VM

8. Command file duration on Host B elapses.
PowerChute shuts down Host B.

9. vCenter Server VM shutdown duration elapses
and PowerChute starts executing shutdown
command file for Host A.

10. Shutdown command duration elapses and
PowerChute shuts down Host A.

11. UPS’'s 2 and 3 wait for the greater of Low
Battery Duration/Maximum Required delay
(Non-Outlet Aware UPS’s) or the Outlet Group
Power Off delay (initiated during step 2).

12. UPS’'s turn off after the user-configurable
Shutdown delay time has elapsed or the Outlet
Groups turn off after the Power Off delay
elapses.

13. PowerChute continues to monitor the other
UPS’s and protect the other hosts in the
cluster.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Startup Sequence

1. Input power is restored and the UPS turns on.

2. VMware host is powered on.

3. PowerChute waits until the host is back online
and takes it out of Maintenance mode.

4. PowerChute starts the vCenter Server VM if it
was shut down and waits until it is accessible.

5. PowerChute starts the vApp and waits until the
VApp start command has completed (if there
are multiple vApps they will be started in
reverse order to how they were shut down) .

Scenario B:

A UPS critical event such as On Battery occurs on a UPS powering a storage array and 'Execute
Virtualization Shutdown Sequence’ only has been enabled.

Shutdown Sequence

1.
2.

10.

11.

12.

13.

PowerChute reports that UPS 4 is on battery.
Shutdown delay for the On Battery event
elapses. PowerChute starts a maintenance
mode task on each Host. At the same time it
sends a command to turn off the UPS or Outlet
Group for UPS 4.

VM migration will not occur since all hosts are
affected. VM migration duration elapses.
PowerChute shuts down VMs, followed by
VAppS.

VM/VApp shutdown duration elapses.
PowerChute shuts down the vCenter Server
VM.

vCenter VM shutdown duration elapses.
PowerChute starts executing the shutdown
command file for Storage Array UPS Setup.
Shutdown command file duration elapses.
PowerChute shuts down the VMware hosts
using the order on the VMware Host protection
page.

The host running vCenter Server VM is shut
down last.

UPS 4 waits for the greater of Low Battery
Duration/Maximum Required Delay (Non-
Outlet Aware UPS's or the Outlet Group Power
Off Delay (initiated during step 2).

UPS 4 turns off after the user-configurable
Shutdown delay time has elapsed or the Outlet
Group turns off after the Power Off delay
elapses.

PowerChute continues to monitor the UPS’s
and protect the physical machine.

Startup Sequence

1.
2.

3.

o

PowerChute starts the VMs on the host.

7. If vApp startup or VM startup does not work
the first time on the host, PowerChute will
attempt to start the vApp/VM again at 2 minute
intervals.

Note
If vCenter Server is installed on a Physical Machine:

1. Shutdown Sequence: Steps 7 and 9 don't
apply.

2. Startup Sequence: Step 4 does not apply.

Input power is restored and the UPS turns on.
The Storage Array is powered on. VMware
hosts are powered on.

PowerChute waits until the hosts are back
online. PowerChute takes the host running the
vCenter Server VM out of Maintenance mode
first.

PowerChute starts the vCenter Server VM and
waits until it is accessible.

Remaining hosts are taken out of maintenance
mode.

PowerChute starts the vApp and waits until the
VApp start command has completed (if there
are multiple vApps they will be started in
reverse order to how they were shut down).
PowerChute starts the VMs on the hosts.

If vApp startup or VM startup does not work
the first time on a particular host PowerChute
will attempt to start the vApp/VM again at 2
minute intervals.

Note
If vCenter Server is installed on a Physical Machine:

1. Shutdown Sequence: Steps 5, 6 and 10 don't
apply.

2. Startup Sequence: Steps 3 and 4 don't apply.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Scenario C:

A UPS critical event such as On Battery occurs on a UPS powering the physical Windows machine with
PowerChute installed and 'Execute Virtualization Shutdown Sequence’ / 'Shut down PowerChute Server’

have been enabled.

Shutdown Sequence

1.
2.

No

© ©

10.

11.

12.

13.

PowerChute reports that UPS 1 is on battery.
Shutdown delay for the On Battery event
elapses. PowerChute starts a maintenance
mode task on each Host. At the same time it
sends a command to turn off the UPS or Outlet
Group for UPS 1 only.

VM migration will not occur since all hosts are
affected. VM migration duration elapses.
PowerChute shuts down VMs, followed by
VAppS.

VM/VApp shutdown duration elapses.
PowerChute shuts down the vCenter Server
VM.

vCenter VM shutdown duration elapses.
PowerChute starts executing the shutdown
command file.

Shutdown command file duration elapses.
PowerChute shuts down the VMware hosts
using the order on the VMware Host protection
page.

The host running vCenter Server VM is shut
down last.

After a 70 second delay the Operating System
starts to shut down.

UPS 1 waits for the greater of Low Battery
Duration/Maximum Required delay (Non-Outlet
Aware UPS’s) or the Outlet Group Power Off
delay (initiated during Step 2).

UPS 1 turns off after the user-configurable
Shutdown delay time has elapsed or the Outlet
Group turns off after the Power Off delay
elapses.

Scenario D:
In this set-up there are three VMware hosts and a storage array. The second host is running the vCenter VM.
UPS critical events such as On Battery occur on different UPS’s at different times.

Shutdown Sequence

1.

2.

PowerChute reports that the UPS powering
Host B is on battery.

Shutdown delay for the On Battery event
elapses. PowerChute starts a maintenance
mode task on Host B. At the same time it
sends a command to turn off the UPS or Outlet
Group for the UPS powering Host B.
PowerChute starts to migrate VMs.

On Battery event occurs on the Host A in the
cluster before VM migration duration elapses.
VMs that were in the process of migrating will
continue to migrate.

PowerChute starts a maintenance mode task
on Host A and starts to migrate VMs to Host C.

Startup Sequence

1.
2.

Input power is restored and the UPS turns on.
Physical machine is powered on if configured
to do so. VMware hosts must be powered on
manually.

PowerChute waits until the hosts are back
online.

The host running the vCenter Server VM is
taken out of Maintenance mode first.
PowerChute starts the vCenter Server VM and
waits until it is accessible.
The remaining hosts are
maintenance mode.
PowerChute starts the vApp and waits until the
VApp start command has completed (if there
are multiple vApps they will be started in
reverse order to how they were shut down).
PowerChute starts the VMs on the hosts.

If the vApp startup or VM startup does not
work the first time on a particular host
PowerChute will attempt to start the vApp/VM
again at 2 minute intervals.

taken out of

Note

If vCenter Server is installed on a Physical Machine:

1. Shutdown Sequence: Steps 5, 6 and 10 don't

apply.

2. Startup Sequence: Steps 4 & 5 don't apply.

At the same time it sends a command to turn
off the UPS or Outlet Group for UPS powering
Host A.

PowerChute shuts down VMs, followed by
vApps for Host B when its migration timer
elapses.

PowerChute shuts down VMs followed by
vApps for Host A when its migration timer
elapses.

On Battery event occurs on the UPS powering
the PowerChute physical machine.
PowerChute reports a critical event for Host C
and starts the Virtualization shutdown
sequence for that host.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Shutdown Sequence (continued)

10.

11.

12.

13.

14.
15.

16.

17.
18.

19.

20.
21.

22.

23.
24.

25.

26.

27.

28.

29.

PowerChute issues a UPS/Outlet group turn
off command for the UPS powering the
physical machine.

VM migration timer is counted down for the 31
VMware host. (ho migration occurs as there
are no hosts available).

VM/VApp shutdown duration elapses on Host
B.

PowerChute starts executing the command file
for UPS Setup with Host B.

VM/VApp shutdown duration elapses Host A.
PowerChute shuts down the vCenter Server
VM.

vCenter server goes offline.

VM shutdown starts on the 3" VMware host.
PowerChute cannot determine if there are VMs
in a vApp present on the 3 host and will shut
down any VMs that are part of a vApp during
VM shutdown.

Command file duration for UPS Setup with
Host B elapses and Host B is shut down.
vCenter VM shutdown duration elapses.
PowerChute starts executing shutdown
command file for UPS Setup with Host A.

VApp shutdown duration is counted down on
34 VMware host.

VvApp shutdown duration elapses.

PowerChute starts executing the shutdown
command file for Physical UPS Setup.
Shutdown command file duration elapses for
UPS Setup with Host A and Host A is shut
down.

Shutdown command file duration for Physical
UPS setup elapses and Host C is shut down.
After a 70 second delay the OS starts to shut
down.

UPS’s wait for the greater of Low Battery
Duration/Maximum Required delay (Non-Outlet
Aware UPS’s) or the Outlet Group Power Off
delay.

UPS’s turns off after the user-configurable
Shutdown delay time has elapsed or the Outlet
group turns off after the Power Off delay
elapses.

Startup Sequence

Input power is restored and the UPS turns on.
The physical machine is powered on. VMware
hosts are powered on.

PowerChute waits until the hosts are back
online and takes the host running the vCenter
Server VM out of Maintenance mode first.
PowerChute starts the vCenter Server VM and
waits until it is accessible. Other hosts are
taken out of maintenance mode.

PowerChute starts the vApp and waits until the
VApp start command has completed (if there
are multiple vApps they will be started in
reverse order to how they were shut down) .
PowerChute starts the VMs on the hosts in
reverse order to how they appear on the
VMware host protection page.

If vApp startup or VM startup does not work
the first time on a particular host, PowerChute
will attempt to start the vApp/VM again at 2
minute intervals.

Note

If vCenter Server is installed on a Physical Machine:
1.

2.

Shutdown Sequence: Steps 15, 16, 18 and
20 don't apply.

Startup Sequence: Steps 3 and 4 don't apply.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

vCenter Server is running on a VM in the cluster. The physical machine running

PowerChute and two Hosts are protected by the same UPS. There are two other UPS’s, each
powering another Host and a Storage Array. PowerChute ‘Advanced’ UPS Configuration

option is selected so all UPS’s can be monitored by a single PowerChute Agent.

Recommended Deployment

When equipment is protected by multiple separate
UPS’s, select ‘Advanced’ UPS configuration and
install PowerChute on a physical Windows machine
outside the Cluster. VMware Tools must be installed

and running on the vCenter Server VM.

~
Note

All the following scenarios could include setups of
Redundant UPS groups. There is no change in the
UPS Configuration option or shutdown sequence —

just the number of events that are generated

Lbefore shutdown begins.

vCenter Server is running on a VM; PowerChute is installed on a physical Windows machine.

- VM & vApp Shutdown enabled with a 120 second delay (i.e. 120 seconds allocated for each action to complete).
- The option to turn off the UPS or Outlet Group is enabled.

- “Execute Virtualization Shutdown Sequence” and “Shutdown PowerChute Server” options are enabled for the
UPS Setup which is powering both the Physical Machine and 2 VMware Hosts.
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A UPS critical event such as "On Battery” occurs on UPS #1 which is protecting the PowerChute machine and 2 hosts.

Shutdown Sequence

1. PowerChute reports that UPS 1 is on battery.

2. Shutdown delay for the On Battery event
elapses. PowerChute starts a maintenance
mode task on all hosts. At the same time it
sends a UPS or Outlet Group turn off
command to UPS 1.

3. PowerChute shuts down VMs on each Host ,
followed by vApps in the cluster.

4.  VM/vApp shutdown duration elapses.

5. PowerChute starts vCenter Server
shutdown on Host A.

VM

6. vCenter Server VM shutdown duration elapses
and PowerChute starts shutting down the ESXi
hosts.

7. PowerChute shuts down the physical machine.

8. UPS 1 waits the remainder of the greater of
Low Battery Duration/Maximum Required delay
(Non-Outlet Aware UPS’s) or the Outlet Group
Power Off delay (initiated during step 2).

9. UPS’'s turn off after the user-configurable
Shutdown delay time has elapsed or the Outlet
Groups turn off after the Power Off delay
elapses.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

VMware HA Cluster protected by a Single, Redundant or Parallel UPS configuration with
ESXi Hosts located in different geographical locations. vCenter Server is running on a
physical machine. Single Storage Array.

vCenter Server is running on a physical machine in Site B; PowerChute is installed on a physical

Windows machine in Site A and Site B.

- The Storage Array is located in Site B.

- If a critical event occurs in Site A only, its VMs should be migrated to Hosts in Site B.
- If a critical event occurs in Site B, VMs in Site A and Site B should be shut down.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

PowerChute Configuration Site A

1.

2.

3.

4,

Install PowerChute on physical machine with
VMware support enabled.

Choose Single UPS Configuration option and
register with UPS’s in Site A.

On the VMware Host Protection page add Hosts
in Site A. Do not add Hosts in Site B.

Enable VM migration and VM shutdown options .

PowerChute Configuration Site B

1.

2.

3.

4.

Install PowerChute on physical machine with
VMware support enabled.

Choose Single UPS Configuration option and
register with UPS’s in Site B.

On the VMware Host Protection page add
Hosts in Site A and Site B.

Enable VM shutdown option only .

Scenario A. When a critical UPS event, such as UPS on Battery, occurs on Site A, the following
sequence is triggered:

Shutdown Sequence

1.
2.

PowerChute reports that the UPS is on battery.
Shutdown delay for the On Battery event
elapses. PowerChute starts Maintenance
mode task on Hosts in Site A.

At the same time it sends a command to turn
off the UPS or Outlet Group.

PowerChute starts VM migration from Hosts in
Site A to Hosts in Site B.

VM  migration duration elapses and
PowerChute gracefully shuts down any VMs
that cannot be migrated.

VM shutdown duration elapses. PowerChute
starts executing the shutdown command file.

10.

11.

Shutdown command file duration elapses.
PowerChute shuts down the VMware hosts
using the order on the VMware Host Protection
page.

OS shutdown sequence starts on the
PowerChute physical machine in Site A.

After a 70 second delay the OS starts to shut
down.

UPS waits for greater of Low Battery
Duration/Maximum Required Delay (Non-
Outlet Aware UPS's) or the Outlet Group
Power Off Delay (initiated during step 3).

UPS turns off after the user-configurable
Shutdown Delay time has elapsed or the
Outlet Group turns off after the power off Delay
elapses.

Scenario B. When a critical UPS event, such as UPS on Battery, occurs on Site B, the following
sequence is triggered:

Shutdown Sequence

1.
2.

PowerChute reports that the UPS is on battery.
Shutdown delay for the On Battery event
elapses. PowerChute starts Maintenance
mode task on Hosts in Sites A and B.

At the same time it sends a command to turn
off the UPS’s or Outlet Groups.

PowerChute gracefully shuts down VMs on
Hosts in Sites A and B.

VM shutdown duration elapses. PowerChute
starts executing the shutdown command file.

10.

Shutdown command file duration elapses.
PowerChute shuts down the VMware hosts
using the order on the VMware Host Protection
page.

OS shutdown sequence starts on the
PowerChute physical machine in Site B.

After a 70 second delay the OS starts to shut
down.

UPS waits for greater of Low Battery
Duration/Maximum Required Delay (Non-
Outlet Aware UPS's) or the Outlet Group
Power Off Delay (initiated during step 3).

UPS turns off after the user-configurable
Shutdown Delay time has elapsed or the
Outlet Group turns off after the power off Delay
elapses.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

VMware HA Cluster protected by a Single, Redundant or Parallel UPS configuration.

vCenter Server is running on a physical machine. ESXi hosts in the HA Cluster are located
in different geographical locations. Site A VMs are on Storage Array 1 and Site B VMs are

on Storage Array 2.

vCenter Server is running on a physical machine in Site B; PowerChute is installed on a physical

Windows machine in Site A and Site B.

- There are Storage Arrays on Site A and Site B.
- If a critical event occurs in Site A only, its VMs should be migrated to Hosts and Storage Array in Site B.
- If a critical event occurs in Site B only, its VMs should be migrated to Hosts and Storage Array in Site A.
- If a critical event occurs in Sites A and B, all VMs and Hosts should be shut down.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

PowerChute Configuration Site A

1.

2.

Install PowerChute on physical machine with
VMware support enabled.

Choose Single UPS Configuration option and
register with UPS’s in Site A.

On the VMware Host Protection page add Hosts
in Site A. Do not add Hosts in Site B.

Enable VM migration and VM shutdown options .
Configure Shutdown command file to execute
Storage vMotion of VMs in Storage Array on Site
A to Storage Array on Site B.

PowerChute Configuration Site B

1.

2.

Install PowerChute on physical machine with
VMware support enabled.

Choose Single UPS Configuration option and
register with UPS’s in Site B.

On the VMware Host Protection page add
Hosts in Site B. Do not add Hosts in Site A.
Enable VM migration and VM shutdown
options .

Configure Shutdown command file to execute
Storage vMotion of VMs in Storage Array on
Site B to Storage Array on Site A.

Scenario A: When a critical UPS event, such as UPS on Battery, occurs on Site A, the following
sequence is triggered:

Shutdown Sequence

1.
2.

PowerChute reports that the UPS is on battery.
Shutdown delay for the On Battery event
elapses. PowerChute starts Maintenance
mode task on Hosts in Site A.

At the same time it sends a command to turn
off the UPS or Outlet Group.

PowerChute starts VM migration from Hosts in
Site A to Hosts in Site B.

VM  migration duration elapses and
PowerChute gracefully shuts down any VMs
that cannot be migrated.

VM shutdown duration elapses. PowerChute
starts executing the shutdown command file to
trigger Storage vMotion of VMs in Site A to
Storage Array in Site B.

10.

11.

Shutdown command file duration elapses.
PowerChute shuts down the VMware hosts
using the order on the VMware Host Protection
page.

OS shutdown sequence starts on the
PowerChute physical machine in Site A.

After a 70 second delay the OS starts to shut
down.

UPS waits for greater of Low Battery
Duration/Maximum Required Delay (Non-
Outlet Aware UPS'’s) or the Outlet Group
Power Off Delay (initiated during step 3).

UPS turns off after the user-configurable
Shutdown Delay time has elapsed or the
Outlet Group turns off after the power off Delay
elapses.

Scenario B: When a critical UPS event, such as UPS on Battery, occurs on Site B, the following
sequence is triggered:

Shutdown Sequence

1.
2.

PowerChute reports that the UPS is on battery.
Shutdown delay for the On Battery event
elapses. PowerChute starts Maintenance
mode task on Hosts in Site B.

At the same time it sends a command to turn
off the UPS’s or Outlet Groups.

PowerChute starts VM migration from Hosts in
Site B to Hosts in Site A.

VM  migration duration elapses and
PowerChute gracefully shuts down any VMs
that cannot be migrated.

VM shutdown duration elapses. PowerChute
starts executing the shutdown command file to
trigger Storage vMotion of VMs in Site B to
Storage Array in Site A.

10.

Shutdown command file duration elapses.
PowerChute shuts down the VMware hosts
using the order on the VMware Host Protection
page.

OS shutdown sequence starts on the
PowerChute physical machine in Site B.

After a 70 second delay the OS starts to shut
down.

UPS waits for greater of Low Battery
Duration/Maximum Required Delay (Non-
Outlet Aware UPS'’s) or the Outlet Group
Power Off Delay (initiated during step 3).

UPS turns off after the user-configurable
Shutdown Delay time has elapsed or the
Outlet Group turns off after the power off Delay
elapses.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

VMware vSAN Cluster in an Advanced UPS Configuration

In a vSAN cluster with 3 Hosts (minimum) we do not support an Advanced UPS Configuration where each host
is protected by a separate UPS as shown below.

Virtual Machines
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vCenter Server on Virtual Machine

Physical Power Cord
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| PowerChute Network Shutdown
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””””””””””””””””””” - - VMware HA/vSan Cluster

- Network connection

_______

UPS + Network
Management

Card inserted UPS 4

The reason for this is that a vSAN Cluster with 3 Hosts will only tolerate 1 Host Failure using the default
VSAN policy. When a Virtual Machine is created, vSAN will create 2 mirror copies of the virtual disk and a
witness as shown below.

Virtual Machines

ESXi Host A

ESXi Host B ESXi Host C

If UPS 2 has a critical event and Host A is shutdown, the VMs which have VMDKSs running on the
disks on Host A and Host B will still be accessible. However, if UPS 3 also has a critical event and
Host B also needs to shutdown then these VMDKSs will be inaccessible and prevent the VMs from
working properly.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

VMware vSAN Cluster in an Advanced UPS Configuration

Supported Advanced UPS Configurations where Hosts are part of vSAN Cluster.

Scenario A: All Hosts in the vSAN Cluster are shut down when a critical event occurs on either UPS 1 or 2.

Virtual

UPS + Netwark

(g; ! eourons
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Machinas] Virtual Machines!

[;{; ! esumonc

Card inserted

vCenter Server on Virtual Machine
PowerChute Network Shutdown
Physical Power Cord

VMware HA Cluster

Metwork connection

Scenario B: If a critical UPS event occurs on UPS 3 only VMs from Host C can be migrated to Hosts A or B.

If a critical event occurs on UPS 1 or 2 all 3 ESXi hosts will be shut down.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Active Directory / VMware Single Sign-On Configuration

1.

In the event that vCenter Server is unavailable
we recommend configuring an Active Directory
account that can be used to connect directly to
the VMware hosts to perform shutdown actions.
In Active Directory Users and Groups create a
group called “ESX Admins” and add your
user(s) to the group.

Add Active Directory as an Identity Source in
VMware Single Sign On

fr @

vmware* vSphere Web Client

4.

U | Administrato

Log in to vCenter Server using the vSphere

Web Client via a browser -
https://<your_vcenter ip>:9443 - using default
vCenter Server administrator account -—

administrator@vsphere.local.

Click on Administration — Single Sign On -
Configuration and then on the Identity Sources
tab.

PHERELOGAL ~ | Help ~ | R=NE=EEH]

Click on the plus symbol to add a new identity
source.

Select “Active Directory as a LDAP Server”.
Note: If using vSphere 5.5 and vCenter is
installed on a Windows machine that is part of
the Active Directory domain choose “Active
Directory (Integrated Windows Authentication)”.

[ 4 Home . X ¥ 580 Configuration for hp.scummgalnet |
Administration Folicies | Identity Sources | Certificates ~ [7] Recent Tasks ol
~ Access Control — I —

+ | 0x | s Actions ~ (@ Filter -) ‘ Al | Running Failed
Roles ==
Name Server URL Type Domain Alias
~ Single Sign-On
- vsphere.local
Users and Groups L o8
oca -
Configuration
nhg > scvmmoal.net Active Directory. sevmmgal net SCVMMGAL
~+ Licensing
Licenses
Reports
~ Solutions
Client Plug-ins My Tasks - More Tasks
vCenter Server Extensions -
~ | # Work In Progress [m]

8.

Enter the domain details; e.g. - testdomain.com

a) Name: testdomain

b) Base DN for Users: CN=Users,
DC=testdomain, DC=com

c¢) Domain Name: testdomain.com

d) Alias: testdomain

e) Base DN for Groups: CN=Users,
DC=testdomain, DC=com

f)  Primary Server URL:
domaincontroller.testdomain.com

g) Username: testdomain\domainuser

Identty source settings

ame

Base O for users:

Basa DN for grouns:
Primary servis URL

Secondary semer URL

Usirami

L

[sermgal

crr=sers do=stvmengal de=riel

[enlistrs de=scmangal gesnel

Idap fyoarmgalde sovmmgal net 3268

|seammgarvenmaenin
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Active Directory / VMware Single Sign-On Configuration (continued)

9. Click Ok.

10. Click on “Set as default domain”

11. Log into vCenter using the vSphere client and
select the root folder.

12. Next click on the Permissions tab, right click in
the right hand pane and select “Add
permission”. Change the Assigned Role to
Administrator. Click “Add” under Users and
Groups. Select your Active Directory domain
from the dropdown list. Select the group “ESX
Admins” and click Add.

13. Click Ok.

|J-_-T,J Select Users and Groups [ %]

Select users and groups bo inchude in this role, ¥ou can also manually enter names and use the
Check Hlames feature b validate your entries against the directory.

Doméin: [scmmsaL =

—Llsers and Groups

IShow Users First v I Search
Name | Description { Ful Hame | 4]
@ Domain Guests Al domain guests

@ Group Policy Creator Qwners Iembers in this group can modify group pal...
@ Read-only Domain Controllers Members of this group are Read-Only Doma. ..
@ DnsipdakeProy D& clients wha are permitted b perform d...
& ESK Admins

Users! |

GIOUpS:  [SCYNMIGALYES Adins

hloke: Separate multiple names with semicalons.,

Check Names |

oK Cancel

14. Confirm ‘Propagate to child objects’ is selected.

(5 Assign Permissions

T acsign & permesson to an indwvidusl or group of users, add their names to the Lisers and Groups st below, Then select
one cr more of the names and assign arcle,

Usars and Groups. Assignad Role
and grougs ot with th ected aned groups can inkeract with the ourent
obpect scroeding to the sslected role. obsect acoording Lo the chosen role and peivieges,

Marna | Recks Prepagats
& SOMMGALL.. Admiimrator Ve

+ [ Datacerker

© [ Datastore

s [ Datactors chistar

% [ Distribuited svkch

& [ dvPort group

1 [ E5 Agure Manager

) [ Externion

LB =l

= [ Al Pridege: |
o

Descrigtion: Select 3 priviege to view ke
deseription

L‘ % ¥ Propagate to Chid Objedts
Lwe | o || e ]

il

15. Click Ok again.

18

16.

17.

18.

Select each host in the Inventory and go to
Configuration — Authentication Services under
Software. Click on properties and join the host
to your Active Directory Domain.

When entering the vCenter Server details in the
PowerChute Setup Wizard enter a domain user
account that is a member of the “ESX Admins”
Active Directory User group.

More information on VMware Single Sign On
Configuration is available from the VMware site
at: http://www.vmware.com/support/pubs/

Note

1. When using Active Directory, VMware
provides a default AD Group account
called "ESX Admins". This group is
automatically added to each ESXi host
joined to the domain and is granted
administrator rights by default.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Shared Local Account for vCenter Server and VMware hosts.

1.

In the event that vCenter Server is unavailable,
a shared account needs to be configured that
can be used to connect directly to the VMware
hosts to perform shutdown actions.

If Active Directory is not available then a local
user account can be added to vCenter Server.
An account with the same name and password
then needs to be added to each ESXi host.

Log in to the vCenter Server machine and add
a user via Computer Management -> Local
Users and Groups for Windows. On
Linux/vCenter Server Appliance use the
terminal commands “useradd” and “passwd”.

[ Select Users and Groups d

Select users and groups to indude in this role. You can also manually enter names and use the
Ched: Mames feature to validate your entries against the directory.

5.

No

10.
11.

Log in to vCenter Server using the vSphere
Client and click on the Permissions tab at the
root inventory level.

Right click and select Add Permission.

In the Assign Permissions dialog click Add.
Select (server) under domain, select the User
that was added in step 4 and click Add.

Click OK.

Change the Assigned role to Administrator.
Select “Propagate to Child Objects” and Click
OK.

Domair:

I{server}l j
—Users and Groups
IShnw Users First j Search |
MName | Description / Full Name | -
8 Administrator Administrator
3 pcnsadmin pcnsadmin |
‘g Guest Guest
@ Distributed COM Users Members are allowed to launch, activate and...
@ 115_IUSRS Built-in group used by InternetInformation ...
@ SQLServer200550LBrowserUse.. Members in the group have the required acc... ;I
Add
Users: Ipmsadmin
Groups: I
Mote: Separate multiple names with semicolons,
Check Mames |

K Cancel
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Shared Local Account for vCenter Server and ESXi hosts (continued)

I'r_ Assign Permissions

To assign a permission to an individual or group of users, add their names to the Users and Groups list below. Then select

one or mare of the names and assign a role,

—Users and Groups

These users and groups can interact with the current
object according to the selected role.

MName | Role | Propagate|
& pensadmin administrator Yeg |

Add... Remove

— Assigned Role

Selected users and groups can interact with the current
object according to the chosen role and privileges.

Administrator

[=- [#] All Privileges -
; Alarms

Datacenter

Datastore

Datastore cluster

Distributed switch

dvPort group

-[#] ESX Agent Manager

[ Extansion r

A1 Enlder

Description: Select a privilege to view its
description

¥ Propagate to Child Objects

Help |

K Cancel

1. Log in to each ESXi host using the vSphere
client and click on Local Users and Groups tab.

2. Right click and select Add...

3. Enter the same username and password that
was used when adding the local user to
vCenter Server.

4. Click on the Permissions tab.

5. Right click and select Add Permission.

Note

1. A shared local account should be used when
vCenter Server is running on a VM and Active
Directory is unavailable.

2. A shared local account can also be used if the
Active Directory Domain Controller is running
on a VM and will be shut down.

20

o

In the Assign Permissions dialog click Add.

7. Select (server) under domain, select the User
that was added in step 3 and click Add.

Click OK.

9. Change the Assigned role to Administrator.
10. Select “Propagate to Child Objects” and Click
OK.

©

3.  With vCenter 5.5 SSO the local user account

may need to be entered in the format
user@localos or localos\user in PowerChute
in order to connect to vCenter Server
depending on which Identity Source has been
set as the Default Domain in SSO. When
connecting directly to ESXi hosts PowerChute
just uses user as the account name since
ESXi will not allow @localos for a username.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Appendix A
A Note

Sample Storage vMotion PowerCLI Script This script has been tested in a controlled environment
by APC by Schneider Electric. This is a sample script

to be used at your own risk after first testing it in your
own test environment before production use.

PowerCLI Installation

VMware PowerCLI can be obtained here: https://www.vmware.com/support/developer/PowerCLI/

Install VMware PowerCLI on each Windows machine running PowerChute in Site A and B per the scenario on
page 12.

PowerShell 2.0 or higher is required.

Storage vMotion Command File

1. C:\Windows\SysWwOWwe64\WindowsPowerShell\v1.0\powershell.exe -command get-executionpolicy

2. C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe -command set-executionpolicy RemoteSigned

3. C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe -psc "C:\Program Files
(x86)\VMware\Infrastructure\vSphere PowerCLI\vim.psc1" -noe -c ". \"C:\SVMOTION\svmotion.ps1\"

Create a .cmd file with the content above on each PowerChute machine and configure PowerChute to execute
this using Command File option on Shutdown Settings page.

1. This line checks the Powershell execution policy.

2. This line sets the execution policy to RemoteSigned to allow the Powershell script to execute.

3. This line imports the VMware PowerCL| Powershell modules and executes the svmotion Powershell script
which is stored in folder CASVMOTION.
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

sVMotion Powershell Script

In order to store vCenter Server credentials in a PSCredential object, rather than as plain text in the script file,
follow the instructions below.

Download psexec.exe from https://technet.microsoft.com/en-us/sysinternals/bb842062.aspx

From a command prompt run: psexec —i —s powershell.exe

Since PowerChute runs using the Local System account, it is necessary to generate and store the credentials
in a PowerShell session, also using the Local System account. The command above, using psexec, allows
for this.

Run the following command to store the vCenter Server Username and Password in a credential object.

$credential = Get-Credential
Enter the vCenter Server Username and Password and click OK.

c:SUMOTION>cd c:sSyszinternalsSuite

c:xSyzinternalsSuiterpsexec —i -z powerzhell.exe

PzExec v2.11 — Execute processes remotely
Copuyright <G> 2001-28014 Mark Russinovich
Suysinternals — www.sysinternals.com

Windows PowerShell
Copuright €C» 2012 Microsoft Corporation. All rights reserved.

PE C-sWindows“systemdZ2?> wvhoami
nt authority~zsystem
PSS C=sWindowsssystem32} Scredential = Get—Credential

cmdlet Get—-Credential at command pipeline position 1
Supply values for the following parameters:
Credential

Windows PowerShell Credential Request

e
£

Enter vour credentials.

User narme: |ﬂ pcns j J

Passwiord; |---------

(0] 4 | Cancel
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[ APPLICATION NOTE #180] PowerChute™ Network Shutdown for VMware

Run the following command to write the password to a text file:

$credential.Password | ConvertFrom-SecureString | Set-Content C:\SVMOTION\password.txt

= Administrator: Windows Powershell

PS C:sUWindowsssystem32> Scredential.-Password | ConvertFrom—SecureString
ntent C-~SUMOTION-password.txt
FE C-~UWindows“system32> _

1. $server ="10.216.254.72"

2. $protocol = "https"

3. S$username = "pcns”

4. $password = Get-Content C:\SVMOTION\password.txt | ConvertTo-SecureString

5. $mycred = New-Object System.Management.Automation.PSCredential($username,$password)
6. $sourceds = "pcnslabl”
7. Stargetds = "pcnslab2”

8. Connect-VIServer -Server $server -Protocol $protocol -Credential $mycred

9. $VMs = (Get-Datastore -Name $sourceds).Extensiondata.Vm|%{(Get-View -Id $_.toString()).name}
10. ForEach ($VM in $VMs) { Get-VM $VM | Move-VM -Datastore (Get-Datastore $targetds) }

11. Disconnect-VIServer -Server $server -Confirm:$false -Force

Create a .psl file with the content above on each PowerChute machine.

This is the IP address of the vCenter Server machine.

Default protocol for connecting to vCenter Server Web Services API.

vCenter Server username — this account must be assigned the vSphere Administrator role.
vCenter Server password is retrieved from C:\SVMOTION\password.txt.

Creates a PSCredential object “$mycred” that can be passed to Connect-VIServer cmdlet to
authenticate with the vCenter Server.

The name of the source Datastore on Storage Array in Site A or Site B.

The name of the target Datastore on Storage Array in Site A or B.

Connect to vCenter Server.

9. Retrieves a list of all VMs on the Source Datastore.

10. Process each VM on the Source Datastore and move it to the Target Datastore.

11. Disconnect from vCenter Server.

arwnE

© N
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