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Introduction
PowerChuteTM Network Shutdown (PowerChute) works in conjunction with the UPS Network
Management Card (NMC) to provide network-based shutdown of multiple computer systems.
In the case of a UPS critical event, the software performs a graceful, unattended system
shutdown before the UPS battery is exhausted. The number of protected systems is limited only
by the capacity of the UPS.
View these Application Notes for detailed information on using PowerChute in specific
environments.
After installation, it is essential to configure the software using the
PowerChute Setup wizard. This ensures that PowerChute is aware of
UPS critical events in order to protect your system.

Product Center
The PowerChute Product Center page has many links to useful up-to-date information. This
includes background information on virtualization, loss of communications, and application notes
which discuss varied subject matter including possible UPS configurations.
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Software and Hardware Requirements
To install PowerChute Network Shutdown (PowerChute), you must have the following:
•

A supported operating system and web browser, as listed on the website, Operating

System and Compatibility Chart. For VMware®, a licensed version of ESXi is required.
PowerChute does not support the free version of ESXi.

NOTE: PowerChute v4.3+ is a 64-bit only application and cannot be installed on a 32-bit
•

•

operating system.
A PowerChute license which can be purchased via Schneider Electric Exchange. For
more information, see the “License” topic in the User Guide.
NOTE: PowerChute v4.5 is a licensed product. A license must be purchased for PowerChute to function and to perform graceful system shutdown.
Disk space
Task
Install PowerChute Network Shutdown
using a virtual appliance -

Disk Space Required
1.8 GB

Disk format: thin provisioned
Install PowerChute Network Shutdown
using a virtual appliance -

10 GB

Disk format: thick provisioned

•

The computer hardware requirements are a 700 MHz processor and 256 MB of
memory.

•

On a graphical interface with PowerChute: A monitor with a minimum resolution of 800 x
600; however, 1024 x 768 or greater is recommended.

•

A UPS with a Smart Slot and a Network Management Card 3 (part number AP9640,
AP9641, AP9643). Please refer to the Operating System and Compatibility Chart for the
supported NMC 3 version number for Dell VxRail support.

•

- You can update your NMC firmware from the APC website.
You must know the IP address for each NMC.
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•

PowerChute can use IPv4 or IPv6 to communicate with the Network Management Card
3.
NOTE: Only IPv4 is supported for Dell VxRail.

•

Firewall
PowerChute needs to be able to connect to the NMC Web Access port (default: TCP port
80 (NMC 2), TCP port 443 (NMC 3)) and receive data inbound to UDP port 3052. If
SNMP is enabled, PowerChute needs to be able to receive data inbound on the SNMP
port configured during installation (the default port is 161). You must also configure the
firewall to allow traps to be sent to the port of the configured trap receiver.
When the Windows® Firewall is enabled, you can allow the PowerChute installation to
configure the firewall automatically for the required ports.

•

You must have administrator or root privileges to run the installer.

•

All hostnames must be resolvable on the machine/virtual machine where PowerChute is
installed for the shutdown sequence to proceed as expected. To do this, add the hosts to
the hosts file using an ASCII text editor. This file can be found in the below locations:
-

On Windows: C:\Windows\system32\drivers\etc\hosts
On Linux: /etc/hosts

•

You must uninstall PowerChute Plus, PowerChute Business Edition, PowerChute
Personal Edition, and PowerChute Server before installing PowerChute Network
Shutdown.

•

SNMP MIB
To access PowerChute Network Shutdown via SNMP using a Network Management
System (NMS), it may be necessary to first install the APC PowerNet MIB on the NMS.
To get the latest version of the PowerNet MIB:
1. Visit the APC website at http://www.apc.com/tools/download/index.cfm
2. Select Firmware Upgrades - MIB from the Software/Firmware dropdown list.
3. Install the MIB on the NMS by following the instructions in the NMS User Guide.

•

The PowerNet MIB is also available in the group1 folder of the PowerChute installation
directory.
Virtual Appliance
The PowerChute virtual appliance should be used only for running the PowerChute
appliance – do not modify it or use it for any other purpose. Ensure that SSH access to
the appliance is disabled, unless it is needed to gather log files or for the purposes of
scripting the deployment of the appliance. It is strongly recommended to regularly update
the AlmaLinux libraries of the virtual appliance to obtain the latest security updates. See
How to update the Virtual Appliance libraries.
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Preliminary Steps in Installing
To install and operate the PowerChute Network Shutdown software, perform the following steps
first.
1. Install the Network Management Card (NMC) in your UPS and configure it with an IP
address.
For installation instructions, see the Network Management Card Installation Guide.
2. Using the NMC user interface (UI), set the Low Battery Duration field value to at least
five minutes when configuring a shutdown.
3. Navigate to Configuration > Shutdown in the NMC UI to enable and configure
PowerChute. NOTE: The below steps are relevant for NMC 2 firmware version 6.8.0 and
above, and NMC 3 firmware version 1.1.0.16 and above.
a. Select the communication protocol to be used: HTTPS, HTTP, or none. NOTE:
The chosen protocol must be enabled on your NMC before PowerChute
communications can be established.
b. Specify a user name and authentication phrase.
c. Enable PowerChute.
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Installing PowerChute Network
Shutdown with VMware Support
PowerChute Network Shutdown v4.5 is a virtual appliance release only. See Deploying the
PowerChute Virtual Appliance for information on how to deploy the virtual appliance.
See also Uninstalling.

Recommendations on Deploying/ Installing PowerChute
We recommend the following in a Dell VxRail environment:
VMware Setup

Recommended Deployment/ Installation
of PowerChute

VMware Hosts in multiple clusters

PowerChute virtual appliance *

VMware hosts in one cluster
for Single or Redundant UPS configurations

PowerChute virtual appliance *

VMware hosts managed by vCenter Server
which is running on a physical machine

PowerChute virtual appliance *

Using vCenter Server running on a VM or
vCenter Server Virtual Appliance (VCSA) for Single or
Redundant UPS configurations

PowerChute virtual appliance *

Dell VxRail Stretched Cluster

PowerChute virtual appliance deployed on Host outside
the cluster that is running the Witness Appliance
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Deploying the PowerChute Virtual Appliance
The PowerChute Virtual Appliance is a virtual machine image with AlmaLinux OS 8.5 (Arctic
Sphynx) running PowerChute Network Shutdown v4.5 pre-installed.

To deploy the virtual appliance using the vSphere Web client:
The screens shown below (vSphere Web Client v7.0 Update 1) may differ from the
version of vSphere you are using. Consult the vSphere documentation for more
information.
1. Download the PowerChute virtual appliance file from the APC website.
2. Log into the vSphere Web Client.
3. Right-click any inventory object, such as a data center, cluster, or host, and click Deploy
OVF Template.
4. In the Select OVF Template page, click the Local File radio button, click Browse, and
select the virtual appliance downloaded in Step 1. Click Next.
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5. Insert a name into the Virtual machine name field and select a deployment location.
Click Next.

6. Review your deployment options and click Next.
7. Select a resource where to run the virtual appliance, and click Next.

8. When the End User License Agreement (EULA) is displayed, click I accept all license
agreements and then Next.
9. Select a configured datastore on your system that has sufficient disk space to deploy the
virtual appliance, and click Next.
NOTES:
• For a standard cluster configuration, the virtual appliance must be deployed
on the shared VxRail datastore.
• For a stretched cluster configuration, the virtual appliance must be deployed
on the Management host’s local storage.
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10. In the Select networks page, select a source network and map it to a destination
network. Click Next.

11. In the Customize template page, you can specify certain settings for the virtual
appliance before deployment:
• DNS: The DNS server hostnames or IP addresses, separated by commas.
• Gateway: The gateway IP address.
• IP: The virtual appliance’s static IP address.
• Netmask: The virtual appliance’s netmask, for example: 255.255.255.0
• Hostname: The virtual appliance’s hostname.
• Root Password: The password for the root user.
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Configuring the root password before deployment may expose the virtual
appliance to VMware vulnerabilities.
IMPORTANT: Before configuration and deployment of the PowerChute virtual

appliance, review VMware Security Advisory 0013.1 3c and 3d and update
vSphere and vCenter accordingly.
If you are using an affected vCenter/vSphere version, it is recommended to change
the root password after the virtual appliance has deployed - see Step 15.

• SSH enabled: Select this checkbox to enable SSH on the virtual appliance. NOTE:
Ensure that SSH access to the appliance is disabled, unless it is needed to gather
log files or for the purposes of scripting the deployment of the appliance.
• Time Zone: The time zone of the virtual appliance. This value must be in IANA tz
database format, e.g. “Europe/Dublin”.
• PowerChute Username: The PowerChute username.
• PowerChute Password: The PowerChute password.
NOTE: Setting the PowerChute Web UI username and password via the
OVF Deployment Wizard is mandatory. This prevents an unauthorized user
from accessing the PowerChute Configuration Wizard without entering
valid credentials.
The OVF Deployment Wizard only validates the length of the PowerChute
Web UI username and password. Ensure that the provided password also
meets the password requirements before deploying the virtual appliance:
• Minimum 8 and maximum 128 characters in length
• One upper and lower case letter
• One number and special character
• The username also cannot be part of the password.
If invalid credentials are provided pre-deployment, an error message is
displayed in the virtual appliance Console stating that PowerChute
services are disabled due to invalid credentials. To resolve this issue, follow
the steps outlined in the General Troubleshooting topic in the User Guide.
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12. The options you have chosen are displayed, verify them and click Finish to commence
the installation. The time taken to deploy the virtual appliance depends on your network
speed.

13. When the installation has successfully completed, the PowerChute Network Shutdown
Virtual Appliance displayed as a virtual machine in your inventory.
PowerChute Network Shutdown: Installation Guide

10

14. Power on your PowerChute virtual machine.
If the root password, time zone, etc. were provided in Step 11, Step 15 below
is not required.
15. On first launch of the appliance, the Virtual Appliance First-Time Configuration Wizard
opens. Select the option to create a password for the root user.
NOTE: There is no default password for the root user. You must provide a root password
during the AlmaLinux OS initial setup, or at first log in.
If you do not provide a password for the root user or create an alternative user
via the First-Time Configuration Wizard, the root account is disabled and you
cannot log into the virtual appliance. It is highly recommended that you set the
root password at this step to prevent lockout of the virtual appliance.
The AlmaLinux OS end user license agreement is automatically accepted
during the virtual appliance deployment.
NOTE: When using the first-time configuration wizard, navigate between screens by
pressing ‘c’ on your keyboard. If you press ‘q’ to quit, your configuration changes will not
be applied, and will be discarded.

NOTES: If networking properties are not supplied, the first connected network
adapter is enabled by default, and a DHCP IP address is allocated by the network.
If multiple network adapters are added to the Virtual Machine, only the first connected
adapter is enabled. To enable further network adapters, log in to the Virtual Machine
and use standard AlmaLinux OS network management tools to configure your networking.
OVF Environment settings are persisted across reboots by Network Manager. If OVF
Environment Transport is enabled, the OVF Environment settings are applied at each
start up.To prevent this, disable OVF Environment Transport.
16. To access the PowerChute Network Shutdown user interface, you need to find out its
URL. Click on the Console tab or right-click on the VM in the left-hand pane and select
Open Console.
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The welcome screen displays. The URL of the new installation of PowerChute will display
following the sentence “To configure PowerChute Network Shutdown, browse to:”.

17. Browse to https://<IP_Address>:6547 to launch the PowerChute Setup wizard.
See Configure Dell VxRail to continue.
18. NOTE: SNMP is enabled by default in the PowerChute Virtual Appliance.
Following installation, it is necessary to enable SNMP settings in the web user interface to
make PowerChute accessible via SNMP.
NOTE: To reconfigure for a static IP Address, log in and use the AlmaLinux OS networking tools.
It is strongly recommended to update the AlmaLinux OS libraries installed on the
virtual appliance to obtain the latest security updates.
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How to update the Virtual Appliance libraries
1. Log in to the PowerChute virtual appliance.

2. Run the command yum update

3. Install the updates.
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4. If a proxy server is used to connect to the Internet, then the yum settings need to be
updated to download the updates successfully. To do this edit /etc/yum.conf and add
proxy details as shown:

Configure Dell VxRail
PowerChute provides support for shutting down and starting up virtual machines
and virtual appliances running on a Dell VxRail Cluster with ESXi as your hypervisor.
PowerChute also supports shutting down the Dell VxRail Cluster.
Dell VxRail support is available with the Network Management Card 3. Please
refer to the Operating System and Compatibility Chart for the supported NMC 3
version number.
It is not supported to select HTTP as the communication protocol to communicate
with the NMC for Dell VxRail configuration. HTTPS must be selected.
If the Network Management Card does not support VxRail, the NMC registration will
be unsuccessful and the PowerChute configuration wizard will not continue. In a
redundant UPS configuration, all NMCs must support VxRail.
Follow the steps below to complete your Dell VxRail configuration:
1. In the vCenter Server Details screen, ensure that VxRail is selected in the
Hyperconverged Infrastructure Support drop-down list and click Next.
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2. Enter your VxRail Manager VM IP address or hostname in the VxRail Manager Details
screen and click Next.

The Accept Untrusted SSL Certificates checkbox is unselected by default. If
left unselected, only SSL certificates signed by a trusted CA will be accepted
when connecting to vCenter Server, ESXi hosts, and VxRail Manager. By
default, these certificates are self-signed and this will cause a connection error.
This is for increased security and to prevent man-in-the-middle (MITM) type
attacks. Select this checkbox if you want to use untrusted/self-signed SSL certificates to connect to vCenter Server, ESXi hosts, and VxRail Manager.
Alternatively, you can add the vCenter Server root CA certificate to the
PowerChute-keystore by following the steps detailed in the vCenter Server
Settings topic in the User Guide.
NOTES:
• PowerChute requires the VxRail Manager to be available to validate your
credentials and configuration.
• For a standard cluster configuration, a vCenter Server administrator account
credentials must be provided.
• In a stretched cluster configuration, PowerChute will shut down the Witness
and Management hosts by directly connecting to them after the vCenter Server
VM is shut down. You must configure a shared local user account with the
Administrator role on vCenter Server and each VMware host and provide its
credentials. For more information, see the Active Directory VMware
Configuration topic in the User Guide.
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For more information on Dell VxRail configuration options, refer to the PowerChute
VMware User Guide available on the APC website.
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Uninstalling
For a virtual appliance installation, you should manually power off the virtual appliance and
delete the appliance from inventory:
•

Right-click on the virtual appliance and choose Delete from disk.
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APC by Schneider Electric
Worldwide Customer Support
Customer support for this or any other APC by Schneider Electric product is available at no charge in
any of the following ways:
• Visit the APC by Schneider Electric web site, www.apc.com to access documents in the APC
Knowledge Base and to submit customer support requests.
– www.apc.com (Corporate Headquarters)
Connect to localized APC by Schneider Electric web site for specific countries, each of which
provides customer support information.
– www.apc.com/support/
Global support searching APC Knowledge Base and using e-support.
• Contact the APC by Schneider Electric Customer Support Center by telephone or e-mail.
– Local, country specific centers: go to www.apc.com/support/contact for contact information.
– For information on how to obtain local customer support, contact the APC by Schneider
Electric representative or other distributor from whom you purchased your APC by Schneider
Electric product.
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