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Overview

Schneider Electric has become aware of a vulnerability in Saitel DP product.

Vulnerability Overview

The vulnerability identified is a race condition in the way the Linux kernel's memory subsystem
handles the copy-on-write (COW) breakage of private read-only memory mappings.

Product(s) Affected

The product(s) affected:

e SAITEL DP (SM_CPU866e) all versions prior to 11.06.04

Vulnerability Details

An unprivileged local user could use this flaw to gain write access to otherwise read-only
memory mappings and thus increase their privileges on the system.

CVE ID: CVE-2016-5195 https://cve.mitre.org/cqgi-bin/cvename.cqgi?name=CVE-2016-5195

Mitigation

A fix for this vulnerability is available for download (BaseLine_11.06.04).

https://schneider-electric.box.com/s/mw7gj9ouo0el1950me9fga7g5ng4xq69
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For More Information

This document is intended to help provide an overview of the identified vulnerability and actions
required to mitigate it. To obtain full details on the issues and assistance on how to protect your
installation, please contact your local Schneider Electric representative. These organizations will
be fully aware of the situation and can support you through the process.

For further information on vulnerabilities in Schneider Electric’s products, please visit Schneider
Electric’s cybersecurity web page at http://www2.schneider-
electric.com/sites/corporate/en/support/cybersecurity/cybersecurity.page

THIS DOCUMENT IS INTENDED TO HELP PROVIDE AN OVERVIEW OF THE IDENTIFIED SITUATION AND MITIGATION
ACTIONS AND IS NOT INTENDED AS A WARRANTY OR GUARANTEE OF ANY KIND, INCLUDING WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. THE USE OF THIS NOTIFICATION, INFORMATION
CONTAINED HEREIN, OR MATERIALS LINKED TO IT ARE AT YOUR OWN RISK. WE RESERVE THE RIGHT TO UPDATE OR
CHANGE THIS INFORMATION AT ANY TIME AND IN OUR SOLE DISCRETION.

About Schneider Electric

Schneider Electric is the global specialist in energy management and automation. With revenues of ~€25 billion in FY2016, our
160,000+ employees serve customers in over 100 countries, helping them to manage their energy and process in ways that are
safe, reliable, efficient and sustainable. From the simplest of switches to complex operational systems, our technology, software and
services improve the way our customers manage and automate their operations. Our connected technologies reshape industries,
transform cities and enrich lives. At Schneider Electric, we call this Life Is On.

www.schneider-electric.com
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