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Warnings
Read through the following instructions carefully and familiarize yourself with the 
device prior to installation, operation and maintenance. The warnings listed below 
can be found throughout the documentation and indicate potential risks and dan-
gers, or specific information that clarifies or simplifies a procedure.

The addition of a symbol to "Danger" or "Warning" safety instructions indicates 
an electrical danger that could result in serious injuries if the instructions are not 
followed.

This symbol represents a safety warning. It indicates the potential risk of personal 
injury. Follow all safety instructions with this symbol to avoid serious injuries or 
death.

  DANGER
DANGER indicates an imminently hazardous situation that will inevitably result in 
a serious or fatal accident if the instructions are not observed. 

 WARNING
WARNING indicates a possible danger that could result in death or serious inju-
ries if it is not avoided. 

 CAUTION
CAUTION indicates a possible danger that could result in minor injuries if it is not 
avoided.

NOTICE
NOTE provides information about procedures that do not represent the risk of 
any physical injury.

Further information

The information provided must be complied with, otherwise a hardware or soft-
ware error may occur.

You will find additional information here to make your work easier.

Legal information
The Schneider Electric brand and all registered trademarks of Schneider Electric 
Industries SAS referred to in this manual are the sole property of Schneider Elec-
tric SA and its subsidiaries. They may not be used without the written approval of 
the owner. This manual and its contents are protected by copyright laws for texts, 
drawings and models and by the law on trademarks. You agree not to duplicate the 
manual, in whole or in part, on media of any kind, without the written approval of 
Schneider Electric, other than for personal, non-commercial use as defined by the 
code of law. Furthermore, you agree not to create any hyperlinks to this manual or 
its contents. Schneider Electric does not grant the right or permission to use the 
manual or its content for personal and non-commercial use, with the sole exception 
of the non-exclusive right to view the current version of the manual and its content, 
at the viewer’s own risk. All other rights reserved. Electrical equipment must be 
installed, operated, maintained and repaired by qualified personnel only. Schneider 
Electric accepts no liability for the consequences of using this material.

Trademarks
	• Apple®, App StoreSM, iPhone®, iPod®, iPad®, MAC OS® and Safari® are trade-

marks or registered trademarks of Apple Inc.
	• Google Play™ Store, Android™ and Google Chrome™ are trademarks or regis-

tered trademarks of Google Inc.
	• Wi-Fi® is a registered trademark of the Wi-Fi Alliance.



4 508/2025 08/2025RGE2015... | RGE2087... | RGE2057100 | RGE2057101 RGE2015... | RGE2087... | RGE2057100 | RGE2057101

Table of contents RITTO TwinBus IPTable of contents RITTO TwinBus IP

Table of contents
About this Document . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                      6

For your Safety  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                          6
Installing the devices . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                   6
General Cybersecurity Information . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                        7
Defense in Depth Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .7

Hardening on installer side . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                           7
Hardening on customer side . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                          7
Mobile phone . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                      8

Declaration of Conformity  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                  8

Getting to know the TwinBus IP door communication system  . . . . .      9

Configuring the door communication system  . . . . . . . . . . . . . . . . . .                   9
Single-family home door communication system  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                             9

Using the basic equipment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                           9
Expanding the door communication system . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                             10

Two-family home (duplex) door communication system . . . . . . . . . . . . . . . . . . . . . . .                        11
Using the basic equipment  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                           11
Expanding the door communication system . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                              11

Requirements for additional system components . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            13
Door opener  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                     13
Additional power supply  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                            13

Installing system components . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                              13

Putting the video indoor station into operation  . . . . . . . . . . . . . . . . .                 14
Getting to know the home screen . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                        14
Settings for installation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                15

Change installer password . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                          16
Selecting the monitor orientation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                      17
Configuring the video indoor station . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                   18
Selecting the door opener time . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                       18

Settings for operation  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                 19
Change user password . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                             20
Set ringtones . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                     20
Setting the date and time  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                           21
Connecting the video indoor station to Wi-Fi  . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            21
Setting internal calls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                               21
Integrating an SIP phone  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                           22

ToC Setting up the TwinBus IP app  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                             24
Setting up the TwinBus IP web portal . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                     24

Logging in to the TwinBus IP web portal . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                24
Adding the video indoor station . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                       25
Adding a user account for the video indoor station . . . . . . . . . . . . . . . . . . . . . . . .                        25
Adding a user account for the mobile device  . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            26

Setting up the video indoor station  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                       27
Adding a user account for the video indoor station (external server) . . . . . . . . . .          27
Adding a user account for the mobile device (external user)  . . . . . . . . . . . . . . . .                28

Setting up a mobile device  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                             28
Installing the TwinBus IP app  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                        28
Connecting a mobile device with the user data of the TwinBus IP web portal  . . .   29

Operation of the video indoor station . . . . . . . . . . . . . . . . . . . . . . . . 31
Getting to know door call communication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                  31
Accepting a door call . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                  32
Managing the call memory  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                             33
Making internal calls  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                  34
Using the camera independently of a door call . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                              35
Standby mode . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                       35
Disabling door opening via the TwinBus IP app  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                             36
Updating the system software . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                           37

Using the TwinBus IP app . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                 38
Managing the call memory with the TwinBus IP app . . . . . . . . . . . . . . . . . . . . . . . . . .                          39

FAQ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                                  40

Open ports and services . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .                                  40

Open source license information . . . . . . . . . . . . . . . . . . . . . . . . . . . .                            41



6 708/2025 08/2025RGE2015... | RGE2087... | RGE2057100 | RGE2057101 RGE2015... | RGE2087... | RGE2057100 | RGE2057101

For your Safety RITTO TwinBus IPAbout this Document RITTO TwinBus IP

General Cybersecurity Information
In recent years, the growing number of networked machines and production plants 
has seen a corresponding increase in the potential for cyber threats, such as unau-
thorized access, data breaches, and operational disruptions. You must, therefore, 
consider all possible cybersecurity measures to help protect assets and systems 
against such threats.

To help keep your Schneider Electric products secure and protected, it is in your 
best interest to implement the cybersecurity bes practices as described in the Cy-
bersecurity Best Practices document.
Schneider Electric provides additional information and assistance:
	• Subscribe to the Schneider Electric security newsletter.
	• Visit the Cybersecurity Support Portal web page to:

	– Find Security Notifications
	– Report vulnerabilities and incidents

	• Visit the Schneider Electric Cybersecurity and Data Protection Posture web 
page to:
	– Access the cybersecurity posture
	– Learn more about cybersecurity in the cybersecurity academy
	– Explore the cybersecurity services from Schneider Electric

	• You can review the Vulnerability Management Policies on Schneider Electric’s 
Cybersecurity Vulnerabilities Portal or report potential cybersecurity vulnerabili-
ties.

Defense in Depth Approach
Defense in Depth (DiD) is an approach to cyber security in which a series of de-
fense mechanisms are layered on top of each other to protect valuable data and 
information. If one mechanism fails, another immediately springs into action to 
thwart an attack.
We strongly recommend following the Defense-in-Depth approach when integrating 
the TwinBus IP indoor unit  into your system, including the recommended access 
control as shown in the following content.

Hardening on installer side
	• make sure to start all new installations with all devices in Factory default mode, 

without any prior data or settings one them 
	• make sure to update to latest FW release, before proceeding further with the 

installation
	• do not enable wifi or remote services or features, that are not needed in the 

installation or disable them, when no more needed
	• in case of 2 Family / 2 Party commissioning scenarios, do not pass over the 

local admin account to either family to avoid IU association to the others apart-
ment

Hardening on customer side
	• only enable wifi to your own private network
	• do not expose ports or services from the indoor unit to the outside network
	• make sure your local network only consists of securely maintained and updated 

devices or consider to provide zoned networks for critical and non-critical appli-
ances - i.e. use a dedicated wifi network for DES only, which can only reach out 
to the internet and cannot cross-communicate to other internal networks

	• if you do not need remote services, turn off the Wi-Fi

About this Document
This document will provide you further information concerning the system configu-
ration of your TwinBus IP door communication system as well as the operation of 
the video indoor station.

This document is intended for persons who are responsible for setting up, install-
ing, commissioning and operating the device and the system in which it is installed.

For your Safety
 DANGER

Risk of fatal injury from electric shock or arc.
Safe electrical installation must be carried out by qualified professionals. Quali-
fied professionals must demonstrate an in-depth knowledge of:
	• Connecting to installation networks
	• Connecting multiple electrical appliances
	• Installation of electric cables
	• Safety standards, local connection rules and regulations

Failure to observe these instructions will lead to death or serious injuries.

NOTICE
Ensure that the firmware is updated on all devices of the TwinBus IP door com-
munication system as well as on all components of the Wi-Fi home network. Only 
connect the video indoor station to a trusted Wi-Fi home network. Use WPA2 for 
data security.

NOTICE
For data protection reasons, reset all operator settings to the factory setting 
when, for example, the owner of the indoor station changes or it is sent in for 
maintenance purposes (see Chapter Settings for operation).

Installing the devices
Refer to the installation guide for all information on safe installation and connection:

	– Door station
	– Video indoor station
	– REG power supply unit
	– REG bus filter

https://www.se.com/ww/en/download/document/7EN52-0390/
https://www.se.com/ww/en/download/document/7EN52-0390/
https://www.se.com/ww/en/work/support/cybersecurity/security-notifications.jsp
https://www.se.com/ww/en/work/support/cybersecurity/notification-contact.jsp
https://www.se.com/ww/en/about-us/cybersecurity-data-protection/
https://www.se.com/ww/en/work/support/cybersecurity/vulnerability-policy.jsp
https://www.go2se.com/ref=RGE2015100
https://www.go2se.com/ref=RGE2087750

https://www.go2se.com/ref=RGE2057100
https://www.go2se.com/ref=RGE2057101
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Mobile phone
	• use a mobile phone that is provided with secure updates with a recent OS
	• do not install unneed mobile apps alongside and only grant needed priviledges 

to each one
	• keep Twinbus IP app up to latest updates
	• use a good Twinbus IP portal account login password and change regularly
	• deploy app accounts with reasonable passwords for each mobile/connected 

user and remove unneeded users from the IU and portal account list, when 
no longer needed. Change password regularly and avoid resuing passwords 
anywhere

Declaration of Conformity
Hereby, Schneider Electric Industries SAS, declares that this product is in com-
pliance with the essential requirements and other relevant provisions of RADIO 
EQUIPMENT DIRECTIVE 2014/53/EU and the Radio Equipment Regulations SI 
2017 No. 1206.

Declaration of conformity of the Video indoor station can be downloaded on:
• https://www.go2se.com/ref=RGE2087750

Getting to know the TwinBus IP door 
communication system 
The TwinBus IP door communication system (hereinafter referred to as the door 
communication system) combines an attractive design with intelligent communi-
cation technology. The basic equipment consists of the following components:
	• Door station, optionally for single or two-family home in surface-mounted or 

flush-mounted installation. The door station is equipped with a camera and, 
depending on the device type, with 1 or 2 illuminated nameplates. 

	• Video indoor station with 7" touch screen in horizontal or vertical orientation. 
The video indoor station offers a variety of functions. With the Wi-Fi technology 
implemented in the video indoor station along with the TwinBus IP web portal 
and the TwinBus IP app, a video call with visitors is possible from around the 
world. 

	• REG power supply unit for supplying power to the basic equipment. 
	• REG bus filter for decoupling the REG power supply from the bus.

Configuring the door communication 
system

Single-family home door communication system

Using the basic equipment
With the basic equipment, the door communication system is configured as follows.

A
B

C
DE

A Video indoor station B Door station

C Door opener (not included in the scope of supply) D REG bus filter

E REG power supply unit TwinBus IP 

https://www.go2se.com/ref=RGE2087750
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Expanding the door communication system
You can expand the door communication system individually.

A Additional REG power supply unit B Additional video indoor stations

C Router D SIP phone

E TwinBus IP web portal F Mobile device

G Door station H External door opener, e.g. card reader

I Door opener J REG bus filter

K REG power supply unit L External contacts, e.g. storey button, door opener

M Video indoor station  TwinBus IP 

The expansion of the door communication system provides additional functions, 
such as:
	• Internal calls (audio only) between up to 3 additional video indoor stations. With 

2 to 4 video indoor stations, an additional REG power supply unit is required for 
the power supply.

	• Opening of the door via an external contact, e.g. a card reader
	• Connection of a storey button to the apartment door. This means the visitor also 

rings at the apartment door.
	• Connection of the indoor station to a router. This allows such things as the for-

warding of door calls to mobile devices using the TwinBus IP app.
When expanding the door communication system, please note that the system sup-
ports a maximum of the following components:
	• Up to 4 indoor stations with 2 REG power supply units
	• 1 REG bus filter
	• 1 door station, for example, with an external card reader and a door opener. If 

the door opener requires more power, then an additional REG power supply unit 
can be connected to the door station (see Chapter Requirements for additional 
system components).

www

B

DC
G

H

I

JKM

A A

L

E F

Two-family home (duplex) door communication sys-
tem

Using the basic equipment 
In the case of a door communication system for a duplex, each apartment is 
equipped with an video indoor station. 

A

D

E
FG

B

C

A Indoor station of Family A B REG power supply unit for indoor station of Family B

C Indoor station of Family B D Door station

E Door opener (not included in the scope 
of supply)

F REG bus filter

G REG power supply unit  TwinBus IP 

Expanding the door communication system
The door communication system for a duplex can also be configured individually. 
When expanding the door communication system, please note that the system sup-
ports a maximum of the following components:
	• Up to 8 indoor stations (max. 4 per family) with 4 REG power supply units
	• 1 REG bus filter
	• 1 door station, for example, with an external card reader and a door opener. If 

the door opener requires more power, then an additional REG power supply unit 
can be connected to the door station (see Chapter Requirements for additional 
system components).
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A Additional indoor stations B Additional REG power supply unit

C External contacts, e.g. storey button, door opener D Indoor station of Family B

E Router F SIP phone

G TwinBus IP web portal H Mobile device

I External door opener, e.g. card reader J Door station

K Door opener L REG bus filter

M REG power supply unit N Indoor station of Family A

 TwinBus IP 

www

www
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B
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Requirements for additional system components

Door opener
Suitable door openers are electric door openers that operate with DC 6 V ... 12 V, 
max. 800 mA. 

Additional power supply
For additional power supply, the same REG power supply unit can be used as the 
one already supplied with the basic equipment (RGE2057100).
An additional power supply is required in the following cases:
	• At the door station if a door opener with increased power requirement is used
	• At the door station if the length of the cable between the door station and the 

door opener is more than 80 m
	• For 2 to 4 video indoor stations per apartment

Installing system components
Refer to the respective installation instructions for installation of the system com-
ponents.
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Putting the video indoor station into 
operation

Getting to know the home screen
As soon as the power supply is switched on and the home screen appears on the 
video indoor station, the door communication system is operational. The factory 
setting for the orientation is horizontal.

CameraCall memory history

09:50 2021.03.17 Wednesday

Internal call

Call memory history
Manage call memory

Camera
Camera view of the door station

Internal call
Audio calls between multiple indoor stations

Settings (separate for Installer and User) and information about the door communication 
system

Switch ringtone on/off
If the icon is struck through, all door calls / internal calls are switched to silent and the red 
LED on the indoor station lights up.

Switch the indoor station to standby mode (the home screen appears again once the 
touch screen is touched)

Before making settings on the indoor station, please check that the software of the 
video indoor station and the door station is up to date (see Chapter Updating the 
system software).

Settings for installation
On the home screen, first press the button  and then Installation in order to 
access the setting options for installation technicians. The settings described in this 
chapter can only be accessed by entering the password for installation technicians. 

The password preset at the factory is:

admin

When you access the settings for the first time, first change the factory-set pass-
word. Change installer password

The following functions are available in the right-hand column of the screen:

Return to home screen

Orientation
Set monitor orientation

Door opener
Set door opener

Audio door station
Set loudspeaker and microphone volume of the door station

Camera release
With “Camera release” activated, the camera of the door station can also be enabled 
outside of a door call

Configuration
Configure the video indoor station

Password
Change password for installation technicians

Reset
Reset to factory settings

Installer password
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Change installer password
When you access the settings for the first time, first change the factory-set pass-
word.

Enter your new password in the input fields and confirm the change with Reset 
password.

The password must be 6 to 10 characters long and only contain numbers, lower-
case or uppercase letters.

Settings

New password

Confirm new password

The password may contain numbers, lower case or  
upper case letters (6 to 10 characters)

Reset password

The password may contain numbers, lower case or  
upper case letters (6 to 10 characters)

Door opener

Audio door station

Camera release

Password

Reset

Configuration

Selecting the monitor orientation
If the video indoor station is used with vertical orientation, the home screen looks 
as shown below.

Camera

Call memory history

09:50 2021.03.17 Wednesday

Internal call

In the rest of the documentation, only displays with horizontal orientation are 
shown since the functionality is identical for both orientations. 
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Configuring the video indoor station
In order for the door call to reach the desired video indoor station, this must first be 
configured.

Settings

Door opener

Audio door station

Camera release

Password

Reset

Configuration

Number of apartments

OK

Monitor No.

Bell button

1 2

1

Call button bottom Call button top

432

Number of apart-
ments

Defines whether the door station is for a single-family home or a two-family 
home (duplex). 

Bell button Defines which apartment the video indoor station belongs to.

Monitor No. Defines which video indoor station is involved (1 for the video indoor station of 
the basic equipment, 2 to 4 for expansions).

Internal calls are configured by the user (see Chapter Setting internal calls).

Selecting the door opener time
When setting the door opener time, you can select between 1 to 5 seconds (facto-
ry setting: 3 seconds) or disable door opening. Besides this, you can authorize a 
contact so that door opening via an external party outside of a door call (e.g. using 
a card reader) is possible.

Settings

Door opener

Audio door station

Camera release

Password

Reset

Configuration

Door opener time

OK

Release contact

Disabled

1S 4S

5S

2S 3S

Settings for operation
On the home screen, first press the button  and then User in order to access the 
setting options for users. The settings described in this chapter can only be ac-
cessed by entering the password for users. 

The password preset at the factory is: 

user
The following settings are available in the right-hand column of the screen:

Return to home screen

Ringtones
Set ringtones

Time setting
Set the date and time

Language
Set the language; currently, German and English are available.

History
Defines whether camera pictures are to be stored in the call memory history for missed 
door calls.

Wi-Fi
Integrate the video indoor station into an existing Wi-Fi network.

Screen
Set screen brightness

TwinBus IP App
Make settings for use of the TwinBus IP app in order to forward door calls to a mobile 
device (see Chapter Setting up the TwinBus IP app), to integrate SIP phones or to disable 
door opening via the TwinBus IP app.

Note that the menu item TwinBus IP App only appears on the video indoor sta-
tion configured as indoor station No. 1 (see Chapter Configuring the video indoor 
station).  

User password
Change the password for the user

Reset
Reset all operator settings to factory settings

Configuration
Defines the names for the individual indoor stations and those of the neighbor apartment. 
These names are displayed for internal calls, among other things. 

Calls
Enables internal calls to other video indoor stations and to the neighbor apartment. 

User password
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Change user password
When you access the settings for the first time, first change the factory-set pass-
word.

Enter your new password in the input fields and confirm the change with Reset 
password.

The password must be 6 to 10 characters long and only contain numbers, lower-
case or uppercase letters.

Settings

New password

Confirm new password

The password may contain numbers, lower case or  
upper case letters (6 to 10 characters)

Reset password

The password may contain numbers, lower case or  
upper case letters (6 to 10 characters)

Screen

TwinBus IP App

User password

Configuration

Calls

Reset

Set ringtones
Here, for every video indoor station, different ringtones can be selected from a list 
for a door call, an external call, an internal call or a storey call, respectively. Besides 
this, the volume, duration and number of playbacks can be set. The use of MP3 
ringtones is currently not possible. 

Settings

Ringtones

Time setting

Language

History

Wi-Fi

Screen

Ringtone door station

Ringtone external call

Ringtone internal call

Ringtone volume

Playback 1x

Playback time 10S 20S 30S Cancel OK

09_Piano_300.wav

N_02_Acc_Guitar_01.wav

09_Piano_300

N_01_Doorbell_100

N_02_Acc_Guitar_01

N_04_Class_100

N_05_E_Piano_120

N_11_Vibra_100

N_RITTO-1-Klang-Gong

N_RITTO-Ton1

N_RITTO-Ton1.wav

Ringtone No.

01

02

03

04

05

06

07

08

Setting the date and time
In this window, besides the date and time, you can set the display format and time 
zone. If the function Auto time setting is enabled, the video indoor station con-
cerned synchronizes with an NTP time server and takes the date and time from it. 
This requires the video indoor station to be connected to a Wi-Fi network (see 
Chapter Connecting the video indoor station to Wi-Fi). When setting up with an 
NTP time server or connecting to one, follow the instructions of the router.

Connecting the video indoor station to Wi-Fi
Here, you can turn the Wi-Fi on and off and connect the video indoor station to a 
Wi-Fi network. A list shows you the Wi-Fi networks available. If you want to add a 
network, follow the router’s instructions to configure it.
The following IP addresses are assigned.

Device IP address Gateway Subnet mask

Video indoor station A1 172.53.10.11 172.53.1.1 255.255.0.0

Video indoor station A2 172.53.10.12

Video indoor station A3 172.53.10.13

Video indoor station A4 172.53.10.14

Video indoor station B1 172.53.10.15

Video indoor station B2 172.53.10.16

Video indoor station B3 172.53.10.17

Video indoor station B4 172.53.10.18

Door station 172.53.10.10

Setting internal calls
In this window, you define the video indoor stations between which internal calls 
are possible. In the case of installation in a duplex, all video indoor stations of the 
neighbor apartment are called if internal calls to the neighbor are enabled.

Settings

Screen

TwinBus IP App

User password

Configuration

Reset

Calls

OK

Neighbor call active

Internal call possible to No.

1 432
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Integrating an SIP phone
You can integrate an SIP phone into the door communication system in order to 
use it to open the door. In this case, the video indoor station takes on the function 
of an SIP server (registrar).

NOTICE
A SIP phone connection is an unencrypted and therefore unprotected transmis-
sion path.  
Make sure that your network is secured against unauthorized access. 
See also General Cybersecurity Information

On the tab Internal SIP phone under TwinBus IP App: Enable the use of a SIP 
phone and confirm the following message.

1	 Add a user by pressing the button Add user.

Enable SIP phone

Settings

External User Internal SIP phone Door openingExternal Server

History

Wi-Fi

Screen

User password

Reset

TwinBus IP App

Save Cancel

User name:

Light:

Door key:

Confirm password:

Password:

SIP phone

5

9

***************

***************

2	 Specify a username and a password. These entries are required in the software 
of the SIP phone.

Enable SIP phone

Settings

External User Internal SIP phone Door openingExternal Server

History

Wi-Fi

Screen

User password

Reset

TwinBus IP App

Confirm

SIP phone connection is unencrypted.
Please make sure your network is secured.

Cancel OK

The user name must be 4 to 20 characters long and contain only numbers, 
lowercase or uppercase letters.
The password must be 6 to 20 characters long and contain only numbers, low-
ercase or uppercase letters. Duplicate letters are not allowed.

3	 Specify a door key. You can open the door via an SIP phone using this door key. 
For this, the door key must be entered on the phone keypad followed by the 
pound key “#” (here: 9#).  
The door key must only contain numbers from 0 to 9 and *. 

4	 Specify a number with which the light is enabled.
5	 Press the button Save.
6	 Press the button  in order to return to the home screen.
7	 On the home screen, first press the button  and then About . 

The basic settings are opened.

8	 Under WiFi status:, read the server network address (registrar address). 
9	 Call the software of the SIP phone and follow the instructions there in the device 

manufacturer’s documentation.

About

Installation

User

UPDATE

UPDATE

Reference:
Configuration
WiFi status:
Ethernet IP:
Subnet mask:
Gateway:
MAC address:
Software version:
Hardware version:
Firmware version:
SN:
Door station FW version:
Door station SD card version:
Internal version:
Cloud server:

RGE20877XX
12340201
Connected 192.168.50.102
172.53.10.15
255.255.255.0
172.53.10.1
1c:a0:ef:2d:11:zo
GSE010407DE00v0.9.72R
A53
RGE120877XX_20210609
0102030405
GSE0201XXEN00v1.0.47B
RGE2015XX0_V1.0_211104
6.1.0/1.7.7
Disconnected

Settings
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Setting up the TwinBus IP app
With the TwinBus IP app, door calls can be forwarded to a mobile device. This 
requires Internet access.

To be able to use the TwinBus IP app, you must set up the TwinBus IP web portal, 
the video indoor station and your mobile device. To do this, the following steps are 
required in the specified order:
In the TwinBus IP web portal:
1	 Log in to the TwinBus IP web portal (see  -> 24).
2	 Add the video indoor station (see  -> 25).
3	 Add a user account for the video indoor station (see  -> 25).
4	 Add a user account for the mobile device (see  -> 26).
In the video indoor station:
5	 Add a user account for the video indoor station (external server) (see  -> 27).
6	 Add a user account for the mobile device (external user) (see  -> 27).
In the TwinBus IP app:
7	 Install the TwinBus IP app (see  -> 28).
8	 Connect the mobile device with the user settings of the TwinBus IP web portal 

(see  -> 28).

Setting up the TwinBus IP web portal

Logging in to the TwinBus IP web portal

1	 Log in to the TwinBus IP web portal: 
https://twinbusipweb.ritto.de/

2	 Create a new user account. To do so, press the button Register here. Follow the 
instructions of the TwinBus IP web portal when registering.

3	 Accept the privacy notice.

www

www

Ritto door communication with digital TwinBus IP
technology. Anytime...from any location

Log in or register here

Email

Continue

Remember 
email

Or continue with

Don’t have an account? Register here

We process account registration information and connection 
protocols for authentication and application access manage-
ment purposes ...

Privacy Notice

Get help

Adding the video indoor station

1	 On the tab Devices, press the button + Add new device in order to add the vid-
eo indoor station as a new device. 

2	 Enter the serial number of the relevant video indoor station that has been con-
figured as No. 1 in the input field Serial number (see Chapter Configuring the 
video indoor station). The number is displayed on the video indoor station on 
the About page (Settings >About) under SN. You can freely assign the device 
name.

3	 Confirm the entries with OK.

Adding a user account for the video indoor station

1	 Create a user account for the video indoor station using + Add new account 
on the tab Accounts. Select the device name you assigned to the video indoor 
station under Device name. You can freely assign the Participant name.

2	 Confirm the entries with OK.

Hello Jane Smith!

Devices +Add new device

Accounts
Serial number Device name Action

No data

Action

Hello Jane Smith!

Devices

Accounts

Cancel OK

0102030405

Indoorstation1

Add new device

Serial number:

Device name:

*

*

Hello Jane Smith!

Devices

Accounts

Cancel OK

ActionConnected device

Apartment

Indoorstation1

Add new account

Participant name:

Device name:

*

*

https://twinbusipweb.ritto.de/
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3	 The window Edit account appears. Here, all login data are displayed, including 
the QR code. If necessary, change the Participant name and Password. The 
other entries are determined by the TwinBus IP web portal.

4	 Confirm the entries with OK.

5	 A user account with username and password has been created for the video in-
door station. If you press on the green serial number of the video indoor station 
in the column Device name, the window Edit account will be displayed again.

Adding a user account for the mobile device
1	 Create a further user account for your mobile device in the TwinBus IP web por-

tal. Proceed as when creating the user account for the video indoor station (see 
Chapter Adding a user account for the video indoor station). 

If you want to use several mobile devices with the TwinBus IP app, you must 
create a separate user account for each device. Note that a maximum of 8 mobile 
devices may be used. 

Cancel OK

*

* Participant name:

Username:

Password:

Server address:

Device name:

Device name:

Apartment

Schneiderxxx...1a2B3c4D

5W6x7Y8z

twinipsip.ritto.de:8061

0102030405

Indoorstation1

Edit account

Hello Jane Smith!

Devices

Accounts

+  Add new account

Device name Participant name Username Password Connected device Action

0102030405 Apartment Schneiderxxx...1a2B3c4D 5W6x7Y8z

Setting up the video indoor station

Adding a user account for the video indoor station (external server)
An external server is created in the video indoor station using the data generated 
for the video indoor station by the TwinBus IP web portal. 

Note that the menu item TwinBus IP App only appears on the video indoor sta-
tion configured as indoor station No. 1 (see Chapter Configuring the video indoor 
station).

1	 On the video indoor station, call the window Settings > User > TwinBus IP App. 
2	 Enter the server address in the input field Server Address on the tab External 

Server in the TwinBus IP web portal.
3	 Enter the username for the video indoor station in the input field Username in 

the TwinBus IP web portal.
4	 Enter the password in the input field Password in the TwinBus IP web portal.
5	 Press the button Connect.

Upon successfully establishing connection, the status Online is displayed.

Settings

External User Internal SIP phone Door openingExternal Server

History

Wi-Fi

Screen

User password

Reset

TwinBus IP App

Server address:

Username:

Password:

PS: twinipsip.ritto.de:8061

Online
Connect

Delete

twinipsip.ritto.de:8061

Schneiderxxx...1a2B3c4D

5W6x7Y8z

Configuration successful

Server address = Server Address in the web portal

Username = Username in the web portal

Password = Password in the web portal
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Adding a user account for the mobile device (external user)
1	 Add a user to the video indoor station on the External User tab by pressing the 

button Add user.

 
2	 Enter a name for local identification into the input field Display name. 
3	 Enter the username of the associated user account for the mobile device in the 

input field User account on server in the TwinBus IP web portal. 
4	 Specify a door key. This door key is required to allow door opening with this 

mobile device.
5	 Complete the entry by pressing the button Save.

If you want to use several mobile devices with the TwinBus IP app, you must cre-
ate a corresponding user account for each device. 

Setting up a mobile device

Installing the TwinBus IP app
The TwinBus IP app requires at least the iOS 11 or Android 9 operating system.

For installation, follow the instructions in the TwinBus IP app.

Username = Username in the web portal

Display name must contain only numbers, lowercase letters and 
uppercase letters.

Door key must contain only numbers, lowercase letters and 
uppercase letters.

Settings

External User Internal SIP phone Door openingExternal Server

History

Wi-Fi

Screen

User password

Reset

TwinBus IP App

Display name:

User account on server:

Door key:

CancelSave

Abcde

Schneiderxxx...5w6X7y8Z

1234

Connecting a mobile device with the user data of the TwinBus IP web portal
1	 Call the settings in the TwinBus IP app.

2	 Call the Server connection.

3	 To enter the data you have received from the user account for your mobile 
device in the TwinBus IP web portal, you can select between automatic input via 
QR code or manual input. The QR code is shown to you if you call the associat-
ed login data by clicking on the serial number in the TwinBus IP web portal.

Doorbell 100

Settings

Server connection

Password

Ringtone

Server connection

To get started, you need to link your account to the app. 
To do this, scan the QR code of your account in the 
TwinBus IP web portal or enter the data manually.

The TwinBus IP web portal can be reached at the 
following address: https://twinbusipweb.ritto.de/

Scan QR Code

Add manually
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4	 To allow the door opener to be enabled via the TwinBus IP app, you must enter 
the same door key that you used for the video indoor station under Settings > 
User > TwinBus IP App > External User.

5	 Complete the entry by pressing the button Connect and save.

If necessary, adapt the settings for notifications, access rights and energy man-
agement on your mobile device.

Account settings

Server Address

Username

Password

Door key

Server address = domain in the web portal

User name = account in the web portal

Password = user password in the web portal

Door key = Door key of external user list indoor 
station

Connect and save

twinipsip.ritto.de:8061

Schneiderxxx...5w6X7y8Z

********

1234

Operation of the video indoor station

Getting to know door call communication
During a door call, all video indoor stations switch from the home screen or standby 
mode to display of the door call.

Internal call active

Take a picture with the camera of the door station; the image is saved in the call memory 
(see also Chapter Managing the call memory)

Switch speaking on/off

Accept door call

Reject door call

Open door

If the door call is not accepted within 30 seconds, the indoor station switches to the 
home screen.
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Accepting a door call
When you accept a call, the video indoor station being used switches to conversa-
tion mode and all other video indoor stations switch to the home screen. 

Take a picture with the camera of the door station; the image is saved in the call memory 
(see also Chapter Managing the call memory)

Mute/turn on microphone

End conversation

Open door

Set the volume via slide control

Conversations between the video indoor station and the door station are limited 
to 3 minutes. After this, the call is automatically ended and the home screen is 
displayed.

Conversation

Managing the call memory
You can manage the incoming door calls via the Call memory history button on the 
home screen. 

Missed door calls and internal calls are displayed on the home screen via a colored 
circle.

List of all accepted door calls / internal calls

List of all missed door calls / internal calls

Overview of all pictures of the door station camera

Deletion of door calls / internal calls. If no individual calls are selected, the entire list will 
be deleted.

The respective lists display the following information
	• No.: Sequential numbering of the entries; new, unread calls are marked in red
	• Call from: Source of call (door station or video indoor station)
	• Time: Date and time
	• Picture: Camera picture has been saved 

If you would like a camera picture to be saved for every door call, you must 
allow this under Settings/User/History. Generally, for internal calls, no picture is 
saved.

	• All read: Pressing the button marks all entries as read.

Call memory history

Call memory history     Calls

No. Call from Time Picture All read

1

2

3

4

Door station

Door station

Door station

Kitchen

12-07-2021 10:01.00

12-07-2021 06:15:32

11-07-2021 15:32:10

11-07-2021 15:25:48
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Making internal calls
If several video indoor stations are integrated into the door communication system, 
you can make calls between the individual video indoor stations via the Internal call 
button on the home screen. In the case of a duplex, a call can also be made to the 
neighbor. Only the audio function is available with internal calls. 
1	 Press the Internal call button on the home screen.
2	 Select the desired party for conversation.

Here, a maximum of 3 video indoor stations are displayed within your home and, in 
the case of a duplex, the icon for your neighbor is displayed. 
For internal calls within your own home, the acoustic signal only sounds on the 
selected video indoor station. If a conversation with the neighbor is desired, all 
video indoor stations there are activated. As soon as the internal call is accepted, 
all other video indoor stations switch to the home screen.

Internal call

Hallway

Internal calls are limited to 2 minutes. After this, the internal call is automatically 
ended and the home screen is displayed.

Hallway

Internal call

NeighborKitchen Living 
room

Using the camera independently of a door call
If you press the Camera button on the home screen, the camera picture from the 
door station is displayed independently of a door call.

While using the camera, you can accept a door call at any time. 

Use of the camera is limited to 2 minutes. After this, the home screen will be dis-
played again.

Standby mode
If the touch screen is not touched within 1 minute, the video indoor station turns the 
display off and switches to standby mode. 

The video indoor station also switches to standby mode if you press the button  
on the home screen.
If you touch the touch screen, standby mode is ended and the home screen is 
displayed again.

Camera View
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Disabling door opening via the TwinBus IP app
On the Door opening tab under Settings > User > TwinBus IP App, the opening of 
the door via the TwinBus IP app can be disabled for all mobile devices entered in 
the TwinBus IP web portal. The door can then only be opened via the video indoor 
station. 

You can still accept a door call and have conversations using the TwinBus IP app. 
It is only the opening of the door that is no longer possible.

Settings

External User Internal SIP phone Door openingExternal Server

History

Wi-Fi

Screen

User password

Reset

TwinBus IP App

App unlock of door switch

Updating the system software
A check should be carried out prior to the configuration of the video indoor station 
and of the door station during installation as well as at regular intervals in ongoing 
operation in order to see if an update is available. Updating the system software 
ensures that new or improved functions as well as security updates are installed on 
the devices. If several video indoor stations are integrated into the door communi-
cation system, the system software of each video indoor station must be updated 
separately. 

Ensure that all video indoor stations are operated with the same version of the 
system software.

1	 Make sure that the video indoor station is connected to a Wi-Fi network.

2	 To display the basic settings, press the button  and then About  on the 
home screen. 

3	 The Update button under Software version can be used to check whether an 
update is available for the system software of your video indoor station and, if 
so, to carry out this update.

4	 For the video indoor station configured as indoor station No. 1 (see Chapter 
Configuring the video indoor station), you can also check whether an update is 
available for the system software of your door station and, if so, carry out this 
update. To do this, press the Update button under Door station FW version.

About

Installation

User

UPDATE

UPDATE

Reference:
Configuration
WiFi status:
Ethernet IP:
Subnet mask:
Gateway:
MAC address:
Software version:
Hardware version:
Firmware version:
SN:
Door station FW version:
Door station SD card version:
Internal version:
Cloud server:

RGE20877XX
12340201
Connected 192.168.50.102
172.53.10.15
255.255.255.0
172.53.10.1
1c:a0:ef:2d:11:zo
GSE010407DE00v0.9.72R
A53
RGE120877XX_20210609
0102030405
GSE0201XXEN00v1.0.47B
RGE2015XX0_V1.0_211104
6.1.0/1.7.7
Disconnected

Settings
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Using the TwinBus IP app

The camera picture from the door station is displayed outside of a door call.

Accept the door call.

A connection to the door station can also be established independently of 
a door call. In this case, the App active message appears on the indoor 
station as well as a display of how much time is left for the conversation.

Reject the door call.

Open the door (also outside of a door call). To prevent accidental opening, the 
button must be pressed and held down until the green circle around the icon is 
complete. 

Switch microphone on/off.

Switch speaking on/off.

Switch light on. 
This function is only available if an IP light controller is integrated into the system 
(see Chapter Settings for operation).

Take picture with the camera at the door station.

The camera picture from the door station is displayed. (Button only appears during 
a door call.) 

Tap to 
Monitor

Tap to 
Monitor

Managing the call memory with the TwinBus IP app
You can access the Call memory history for the indoor station via the menu item 
History.
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FAQ
Why can I not open the door with the TwinBus IP app even though I can ac-
cept the door call?
	• At the indoor station under Settings > User > TwinBus IP App on the Door 

opening tab, check that the function App unlock of door switch is enabled. Only 
then is the opening of the door via the TwinBus IP app enabled for all logged on 
mobile devices. 

	• Check whether the door key in the video indoor station (see Settings > User > 
TwinBus IP App > External User) matches the door key in the TwinBus IP app 
(see Settings > Server connection).

Why is the TwinBus IP App menu item no longer shown to me on the video 
indoor station?
	• Please note that this menu item is only displayed on the video indoor station 

that is configured as number 1. The icon is missing on all other video indoor 
stations. 

Why is the message Target device unreachable displayed?
	• The message Target device unreachable is displayed if the device being called 

is busy or cannot be reached.

Why is the message Please add this account to a group first displayed on the 
mobile device during the installation of the TwinBus IP app?
	• Ensure that the setup of the TwinBus IP app is carried out in the specified order 

and that you set up the indoor station before the mobile device.

You have added a user account to the video indoor station and entered all 
data correctly. After clicking Connect, the message Not connected appears. 
The connection is not established because a timeout occurs.
	• The online function can only be used if the video indoor station has the latest 

system software. Updating the system software.

Open ports and services
List of open ports and services of the Video indoor station:

Ports Type Usage
5060 UDP SIP VOIP message

5038 TCP SIP AMI management

4569 UDP IAXZ2 VOIP

2427 UDP SIP MGCP

18020 TCP Device OTA

18022 TCP Internal communication

6666 UDP Application update

6672 UDP ARP broadcast

9880/6668 UDP Internal video/audio communication

Open source license information
This Schneider Electric product is provided with certain open source software 
components (collectively, “OSS”) developed by third parties. The OSS is licensed in 
accordance with the OSS license terms set forth below.
The following open source software components are licensed in accordance the 
Apache v.2 reprinted below.

Component Version License Source Link
OpenSSL 3.3.1 Apache2 https://www.openssl.org/

gson 2.10.1 Apache2 https://github.com/google/gson

OKhttp 4.11.0 Apache2 https://github.com/square/okhttp

LibEvent 1.4.13 The 3-Clause BSD License https://libevent.org/

Sqlcipher 4.5.4 BSD https://www.zetetic.net/sqlcipher/

Sqlite3 3.41.2 Public Domain https://sqlite.org/index.html

In the following, the licenses used in the system.

Apache License:
#################################################################
		  Version 2.0, January 2004
		  http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions

“License” shall mean the terms and conditions for use, reproduction,and distribu-
tion as defined by Sections 1 through 9 of this document.

“Licensor” shall mean the copyright owner or entity authorized by the copyright 
owner that is granting the License.

“Legal Entity” shall mean the union of the acting entity and all other entities that 
control, are controlled by, or are under common control with that entity. For the 
purposes of this definition, “control” means (i) the power, direct or indirect, to 
cause the
direction or management of such entity, whether by contract or otherwise, or (ii) 
ownership of fifty percent (50%) or more of the outstanding shares, or (iii) benefi-
cial ownership of such entity.

“You” (or “Your”) shall mean an individual or Legal Entity exercising permissions 
granted by this License.

“Source” form shall mean the preferred form for making modifications, including 
but not limited to software source code, documentation source, and configuration 
files.

https://www.openssl.org/
https://github.com/google/gson
https://github.com/square/okhttp
https://libevent.org/
https://www.zetetic.net/sqlcipher/
https://sqlite.org/index.html
http://www.apache.org/licenses/
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“Object” form shall mean any form resulting from mechanical transformation or 
translation of a Source form, including but not limited to compiled object code, 
generated documentation, and conversions to other media types.

“Work” shall mean the work of authorship, whether in Source or Object form, 
made available under the License, as indicated by a copyright notice that is 
included in or attached to the work (an example is provided in the Appendix 
below).

“Derivative Works” shall mean any work, whether in Source or Object form, that 
is based on (or derived from) the Work and for which the editorial revisions, an-
notations, elaborations, or other modifications represent, as a whole, an original 
work of authorship. For the purposes of this License, Derivative Works shall not 
include works that remain separable from, or merely link (or bind by name) to the 
interfaces of, the Work and Derivative Works thereof.

“Contribution” shall mean any work of authorship, including the original version 
of the Work and any modifications or additions to that Work or Derivative Works 
thereof, that is intentionally submitted to Licensor for inclusion in the Work by the 
copyright owner or by an individual or Legal Entity authorized to submit on behalf 
of the copyright owner. For the purposes of this definition, “submitted” means 
any form of electronic, verbal, or written communication sent to the Licensor 
or its representatives, including but not limited to communication on electronic 
mailing lists, source code control systems, and issue tracking systems that are 
managed by, or on behalf of, the Licensor for the purpose of discussing and im-
proving the Work, but excluding communication that is conspicuously marked or 
otherwise designated in writing by the copyright owner as “Not a Contribution.”

“Contributor” shall mean Licensor and any individual or Legal Entity on behalf of 
whom a Contribution has been received by Licensor and subsequently incorpo-
rated within the Work.

2. Grant of Copyright License. 
Subject to the terms and conditions of this License, each Contributor hereby 
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, 
irrevocable copyright license to reproduce, prepare Derivative Works of, publicly 
display, publicly perform, sublicense, and distribute the Work and such Deriva-
tive Works in Source or Object form.

3. Grant of Patent License. 
Subject to the terms and conditions of this License, each Contributor hereby 
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, 
irrevocable (except as stated in this section) patent license to make, have made, 
use, offer to sell, sell, import, and otherwise transfer the Work, where such 
license applies only to those patent claims licensable by such Contributor that 
are necessarily infringed by their Contribution(s) alone or by combination of their 
Contribution(s) with the Work to which such Contribution(s) was submitted. If You 
institute patent litigation against any entity (including a cross-claim or counter-
claim in a lawsuit) alleging that the Work or a Contribution incorporated within 
the Work constitutes direct or contributory patent infringement, then any patent 
licenses granted to You under this License for that Work shall terminate as of the 
date such litigation is filed.

4. Redistribution. 
You may reproduce and distribute copies of the Work or Derivative Works there-
of in any medium, with or without modifications, and in Source or Object form, 
provided that You meet the following conditions:

(a)	You must give any other recipients of the Work or  Derivative Works a copy of 
this License; and 

(b)	You must cause any modified files to carry prominent notices  stating that You 
changed the files; and

(c)	You must retain, in the Source form of any Derivative Works  that You distrib-
ute, all copyright, patent, trademark, and  attribution notices from the Source 
form of the Work,  excluding those notices that do not pertain to any part of  
the Derivative Works; and 

(d)	If the Work includes a “NOTICE” text file as part of its  distribution, then any 
Derivative Works that You distribute must  include a readable copy of the 
attribution notices contained  within such NOTICE file, excluding those notices 
that do not  pertain to any part of the Derivative Works, in at least one  of the 
following places: within a NOTICE text file distributed  as part of the Deriva-
tive Works; within the Source form or documentation, if provided along with 
the Derivative Works; or, within a display generated by the Derivative Works, 
if and  wherever such third-party notices normally appear. The contents  of 
the NOTICE file are for informational purposes only and do not modify the 
License. You may add Your own attribution  notices within Derivative Works 
that You distribute, alongside or as an addendum to the NOTICE text from the 
Work, provided that such additional attribution notices cannot be construed as 
modifying the License.

You may add Your own copyright statement to Your modifications and may pro-
vide additional or different license terms and conditions for use, reproduction, or 
distribution of Your modifications, or for any such Derivative Works as a whole, 
provided Your use, reproduction, and distribution of the Work otherwise complies 
with the conditions stated in this License. 

5. Submission of Contributions. 
Unless You explicitly state otherwise, any Contribution intentionally submitted for 
inclusion in the Work by You to the Licensor shall be under the terms and condi-
tions of this License, without any additional terms or conditions. Notwithstanding 
the above, nothing herein shall supersede or modify the terms of any separate 
license agreement you may have executed with Licensor regarding such Contri-
butions.

6. Trademarks. 
This License does not grant permission to use the trade names, trademarks, 
service marks, or product names of the Licensor, except as required for reason-
able and customary use in describing the origin of the Work and reproducing the 
content of the NOTICE file. 

7. Disclaimer of Warranty. 
Unless required by applicable law or agreed to in writing, Licensor provides the 
Work (and each Contributor provides its Contributions) on an “AS IS” BASIS, 
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express 
or implied, including, without limitation, any warranties or conditions of TITLE, 
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NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR 
PURPOSE. You are solely responsible for determining the appropriateness of 
using or redistributing the Work and assume any risks associated with Your exer-
cise of permissions under this License.

8. Limitation of Liability. 
In no event and under no legal theory, whether in tort (including negligence), 
contract, or otherwise, unless required by applicable law (such as deliberate and 
grossly negligent acts) or agreed to in writing, shall any Contributor be liable to 
You for damages, including any direct, indirect, special, incidental, or conse-
quential damages of any character arising as a result of this License or out of 
the use or inability to use the Work (including but not limited to damages for loss 
of goodwill, work stoppage, computer failure or malfunction, or any and all other 
commercial damages or losses), even if such Contributor has been advised of 
the possibility of such damages.

9. Accepting Warranty or Additional Liability. 
While redistributing the Work or Derivative Works thereof, You may choose to 
offer, and charge a fee for, acceptance of support, warranty, indemnity, or other 
liability obligations and/or rights consistent with this License. However, in ac-
cepting such obligations, You may act only on Your own behalf and on Your sole 
responsibility, not on behalf of any other Contributor, and only if You agree to 
indemnify, defend, and hold each Contributor harmless for any liability incurred 
by, or claims asserted against, such Contributor by reason of your accepting any 
such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work. 

To apply the Apache License to your work, attach the following boilerplate notice, 
with the fields enclosed by brackets “[]” replaced with your own identifying infor-
mation. (Don’t include the brackets!)  The text should be enclosed in the appro-
priate comment syntax for the file format. We also recommend that a file or class 
name and description of purpose be included on the same “printed page” as the 
copyright notice for easier identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the “License”);you may not 
use this file except in compliance with the License. You may obtain a copy of the 
License at

	 http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under 
the License is distributed on an “AS IS” BASIS, WITHOUT WARRANTIES OR 
CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and limitations 
under the License.
==============================================================

jai-imageio
==============================================================

Copyright (c) 2005 Sun Microsystems, Inc.
Copyright © 2010-2014 University of Manchester
Copyright © 2010-2015 Stian Soiland-Reyes
Copyright © 2015 Peter Hull
All Rights Reserved.

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

-	 Redistribution of source code must retain the above copyright   notice, this list 
of conditions and the following disclaimer.

-	 Redistribution in binary form must reproduce the above copyright   notice, this 
list of conditions and the following disclaimer in   the documentation and/or 
other materials provided with the distribution.

Neither the name of Sun Microsystems, Inc. or the names of contributors may be 
used to endorse or promote products derived from this software without specific 
prior written permission.

This software is provided “AS IS,” without a warranty of any kind. ALL EXPRESS 
OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES, IN-
CLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A 
PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE HEREBY EXCLUDED. 
SUN MIDROSYSTEMS, INC. (“SUN”) AND ITS LICENSORS SHALL NOT BE LIA-
BLE FOR ANY DAMAGES SUFFERED BY LICENSEE AS A RESULT OF USING, 
MODIFYING OR DISTRIBUTING THIS SOFTWARE OR ITS DERIVATIVES. IN NO 
EVENT WILL SUN OR ITS LICENSORS BE LIABLE FOR ANY LOST REVENUE, 
PROFIT OR DATA, OR FOR DIRECT, INDIRECT, SPECIAL, CONSEQUENTIAL, 
INCIDENTAL OR PUNITIVE DAMAGES, HOWEVER CAUSED AND REGARD-
LESS OF THE THEORY OF LIABILITY, ARISING OUT OF THE USE OF OR IN-
ABILITY TO USE THIS SOFTWARE, EVEN IF SUN HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES.

You acknowledge that this software is not designed or intended for use in the de-
sign, construction, operation or maintenance of any nuclear facility.

#################################################################

The 3-Clause BSD License

##################################################################
Copyright (c) 2000-2007 Niels Provos <provos@citi.umich.edu>
Copyright (c) 2007-2012 Niels Provos and Nick Mathewson

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met:

1. 	Redistributions of source code must retain the above copyright    notice, this 
list of conditions and the following disclaimer.

http://www.apache.org/licenses/LICENSE-2.0
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* 	 Redistributions in binary form must reproduce the above copyright notice, 
this list of conditions and the following disclaimer in the documentation and/or 
other materials provided with the distribution.

* 	 Neither the name of the ZETETIC LLC nor the names of its contributors may 
be used to endorse or promote products derived from this software without 
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY ZETETIC LLC ‘’AS IS’’ AND ANY EXPRESS 
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL ZETETIC LLC BE LIABLE 
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CON-
SEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT 
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; 
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY 
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (IN-
CLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE 
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGE.
##################################################################

Public Domain license:
##################################################################

All of the code and documentation in SQLite has been dedicated to the public do-
main by the authors. All code authors, and representatives of the companies they 
work for, have signed affidavits dedicating their contributions to the public domain 
and originals of those signed affidavits are stored in a firesafe at the main offices of 
Hwaci. All contributors are citizens of countries that allow creative works to be ded-
icated into the public domain. Anyone is free to copy, modify, publish, use, compile, 
sell, or distribute the original SQLite code, either in source code form or as a com-
piled binary, for any purpose, commercial or non-commercial, and by any means.

The previous paragraph applies to the deliverable code and documentation in 
SQLite - those parts of the SQLite library that you actually bundle and ship with 
a larger application. Some scripts used as part of the build process (for example 
the “configure” scripts generated by autoconf) might fall under other open-source 
licenses. Nothing from these build scripts ever reaches the final deliverable SQLite 
library, however, and so the licenses associated with those scripts should not be a 
factor in assessing your rights to copy and use the SQLite library.

All of the deliverable code in SQLite has been written from scratch. No code has 
been taken from other projects or from the open internet. Every line of code can 
be traced back to its original author, and all of those authors have public domain 
dedications on file. So the SQLite code base is clean and is uncontaminated with 
licensed code from other projects.

##################################################################

2. 	Redistributions in binary form must reproduce the above copyright notice, 
this list of conditions and the following disclaimer in the documentation and/or 
other materials provided with the distribution.

3. 	The name of the author may not be used to endorse or promote products 
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ``AS IS’’ AND ANY EXPRESS 
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE LIABLE 
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CON-
SEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT 
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; 
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY 
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (IN-
CLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE 
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGE.
==============================

Portions of Libevent are based on works by others, also made available by them 
under the three-clause BSD license above.  The copyright notices are available in 
the corresponding source files; the license is as above.  Here’s a list:

log.c:
Copyright (c) 2000 Dug Song <dugsong@monkey.org>
Copyright (c) 1993 The Regents of the University of California.

strlcpy.c:
Copyright (c) 1998 Todd C. Miller <Todd.Miller@courtesan.com>

win32select.c:
Copyright (c) 2003 Michael A. Davis <mike@datanerds.net>

evport.c:
Copyright (c) 2007 Sun Microsystems

ht-internal.h:
Copyright (c) 2002 Christopher Clark

minheap-internal.h:
Copyright (c) 2006 Maxim Yegorushkin <maxim.yegorushkin@gmail.com>

##################################################################

BSD license:
##################################################################

Copyright (c) 2008-2024, ZETETIC, LLC
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are 
permitted provided that the following conditions are met: 

* 	 Redistributions of source code must retain the above copyright notice, this list 
of conditions and the following disclaimer.
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