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Power SCADA Operation
Offer Overview

Introduction to Power SCADA

Power of a SCADA

Safety Applications

Reliability Applications: Overview

Reliability Applications: Events Analysis

Efficiency & Compliance Applications

Compliance: Cyber Resiliency Deep Dive
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faster growth of electricity
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Source: [IEA WEO 2014
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Innovation at Every Level: Power SCADA Operation
Power SCADA Operation (PSO) brings edge control to power distribution
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Power SCADA Operation for real-time situational awareness

Power Monitoring & Alarming
» High performant real-time communications
+ Native system redundancy and scalable architecture

» Extensive protocol support & open data exchange

» Highly customizable with scripting and an open API

Cyber resilient networks and servers

Source Control
* Monitor complex auto-transfer schemes

* Remotely and safely control breakers

Avoid Disruption via Events Analysis

» Default, rich data integration for connected devices
(e.g. Masterpact MTZ, ION9000, PM8000, etc.).

Power SCADA Operation enables Facilities teams in Power
Critical Facilities to monitor, control, and troubleshoot issues in
real-time with their electrical distribution systems to maximize - Power Quality Waveform Analysis (COMTRADE)
power reliability and operational efficiency. Life Is & Schneider
ifels On
aEIectric
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The Power of a SCADA

Redundant, scalable, open and high performance




Power SCADA High Level Architecture

Overview of the Components in a Power SCADA system

Power SCADA

MV Equipment/relays LV Equipment/breakers Power & energy metering & Branch Circuit Meters PQ meters
other Modbus devices
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Native Architectural Redundancy

Providing peace-of-mind that your system is reliable when the worst case scenario happens

Power SCADA
Client

Power SCADA
Secondary Server
(Standby)

Power SCADA
Primary Server

F Communicating
device
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Open Standard Protocols and Data Exchange

Large variety of protocols allows for vendor agnostic equipment communication

Wide Range of Protocol Support

Distributed

k
IEC61850 Edition 2 DNP3 et

1SN *ﬂadbus
etk T SNMPv2

KNX ~ ©@BACnet

Open Data Exchange

CERTIFIED| [SELE-TESTED
® y -

nnnnnnnnnn

OPC support
> OPC UA client
> OPC DA v2 client & server
> OPC AE vl server
Database connectivity
> ODBC, OLE-DB, SQL
Other Schneider Electric software

> Web Services to integrate alarms with
EcoStruxure Building Operation

v
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Flexible and Extensible

Multiple means of extending and customizing your system

CiCode scripting
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> Cicode is a built-in and well-documented CtAP! is a set of API's intended for

scripting language requiring no previous programmers to create applications
programming experience to use. extending Power S(_ZADA using industry
. . standard programming languages (C, C#, etc.)
> Cicode allows you to access all real time

data within Power SCADA > Requires programming experience.
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Efficiency and Compliance Applications

Visualize energy usage, power demand and make actionable cost savings decisions
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Maximize Energy Efficiency

Much more than your typical SCADA Historian T = e =

Via Advanced Reporting and Dashboards module: “J——. 1 5 8 8 6
* Provide energy transparency on where and how |*" S

much energy and other uiies WAGES) are | Jin J il I I & I

enerated, distributed and consumed. e e R )
g ) ) EL8 = S"&'}i‘ﬂ?[ Monthly Shadow Bill
« Set energy reduction targets and adjust j:] B B e
operations for continuous efficiency o - el e ——
improvements.
- Showcase energy performance to a broad group e e e =no= s
of stakeholders via Energy Kiosk displays. e .
* Create accountability by allocating costs to = R
departments or processes S——— —
Total ($) 728621

- Avoid Utility penalties and billing discrepancies S e
due to peak demand, power factor and errors in o : @) s
utility bills
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Complete Compliance in this Summary?

Simplify Regulatory Compliance |==

Standards relevant to your operation t
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Via Advanced Reporting and Dashboards
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Safety Applications

Protecting people and assets

Life Is®n | Schneider
LEl

Electric



Manually Control Loads

Open/close breakers remotely
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Continuous Thermal Monitoring

22% of fires in a facility are due to electrical failures

WITH thermal monitoring

As busbar joints > Reduce recurring manual
| degrade, they can : thermal imaging costs
overheat and cause

a fire risk. | LifelsOn | Schneider
9 Electric




Reliability Applications

Real-time monitoring of your electrical distribution systems
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Real-time Situational Awareness

Animated one-line to visualize electrical system status
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Power Availability Applications: Power Events Analysis

Avoid disruption of business by maximizing uptime of electrical distribution
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Power Events Analysis

Help determine root cause and get back to normal quickly
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Power Avallability — in practice with the Power SCADA system

Sequence of Events Example
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Power Availablility —

Sequence of Events Example

In practice with the Power SCADA system
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Power Avallability — in practice with the Power SCADA system

Sequence of Events Example

5/2/2017 10: 20: 09:31:47:221 AM Main Utilities Transfer_A
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Power Avallability — in practice with the Power SCADA system

Sequence of Events Example

Wednesday, May 3, 2017 11:04:00 PM
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Power Avallability — in practice with the Power SCADA system

Sequence of Events Example

Wednesday, May 3, 2017 11:04:00 PM
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Power Avallability — in practice with the Power SCADA system

Sequence of Events Example

Eoogtruxure
Power SCADA Operation
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Power Avallability — in practice with the Power SCADA system

Sequence of Events Example

Wednesday, May 3, 2017 11:04:00 PM
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Power Avallability — in practice with the Power SCADA system

Sequence of Events Example

Wednesday, May 3, 2017 11:04:00 PM
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Power Avallability — in practice with the Power SCADA system

Sequence of Events Example

Wednesday, May 3, 2017 11:04:00 PM
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Power Avallability — in practice with the Power SCADA system

Sequence of Events Example

EcodPtruxure
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Power SCADA Operation
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Sequence of Events Functionality

Fully-featured waveform viewer to analyze electrical events

Friday, Jan 26, 2018 11:04:00 PM
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Compliance: Cyber Resiliency Deep Dive

Enable compliance with IT security requirements
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Secure at Server Level @T&chnology:

Wi-Fi Attacks
Ethernel Altacks
Secure Development Lifecycle (SDL) Industry standard process (based on Microsoft model LB Atacks

and IEC 62443)
Security-Related Feature Development Driven by standards alignment (IEC 62443, etc)

Dealing with potential “Zero Day” cyber-attacks

Is application on
the Whitelist?

Run Application

—
Threats No

P
5040—

Block, Log and View

Even air-gapped systems_(not connected to LifelsOn | Schneider
Internet) are susceptible to attack! PElectric
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What is a Microgrid?

Optimize your electrical bill
& sustainability footprint

Hybrid system : Grid + local
generation/storage + load
management

Grid-tied

Page 37

Manage blackouts while
optimizing your electrical bill

& sustainability footprint
Hybrid system : Grid + local
generation/storage + load management

Island-able

“Power on” with efficient and

future proof power systems
Hybrid system : Diesel/Gas &/or renewable
generation + storage + load management

Off-grid
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Our Microgrid markets

Buildings Large sites Utilities & Districts Access to Energy

page 38 LifelsOn | Schneider
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EcoStruxure™

Schneider Electric EcoStruxure Microgrid Solutions

Apps, Analytics
& Services

EcoStruxure™ Microgrid
Advisor

EcoStruxure™ Microgrid

Edge Control Operation

Villaya
Emergency

Battery Energy
Storage
Connected

Life Cycle Management

Products

End-to-End Cybersecurity

Open | Scalable | Secure | Global | On-Premise & Cloud

Energy Control
Center

Forecast and Optimize
when to consume, produce, Store,
or Sell Energy

Ensure system stability whatever
the system configuration

Smart switchgear, power meters,
solar inverters ...

Energy Consulting

Demand expertise : analysis of present and future energy needs, energy efficiency .
Supply expertise : analysis of present and alternative energy supply .
Financial, environmental, TCO analysis

Regulation, standards and country codes

Power System Engineering

Technical & economical sizing

Technical studies : Load flow, voltage plan,
protection studies

Dynamic stabilities




EcoStruxure™ Microgrid
Advisor

Forecast and optimize
when to
consume, produce, store, or sell energy

EcoStruxure™ Microgrid
Operation

Manage island mode and optimize DER in
real time

9 35 S X

Customer
constraints

Weather
forecast

Energy Demand
market response
pricing requests

Cloud HMI

Lifels ®n | Schneider
& Electric




Demonstration EcoStruxure Microgrid Operation (EMO)
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Zoom on EMO: EcoStruxure™ Microgrid Operation
Manage island mode and optimize DER in real time (s) Use cases / DER

* Industrial computer with a local HMI embedding
advanced control algorithms, leveraging years of
experience in critical facilities

* Able to manage up to 100% renewable in off grid
mode depending on the DER available

* DER agnostic

» Extensive library of algorithms for optimized execution
and commissioning cycles, easier operation and
maintenance

* Dedicated HMI (EcoStruxure Power SCADA
Operation), or integration with third party SCADA
system

* Cyber security compliance with IEC62443-4-2 and
IEC/ISA 62443-3-3

* Communication protocol available: Modbus TCP IP,
IEC 61850, DNP3, IEC 101, IEC 104

* Connection with EMS (Schneider Electric, third party)

or ADMS (Schneider Electric, third party) Life IsOn SClérEiigﬁt



Demonstration EcoStruxure Microgrid Advisor (EMA)
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Zoom on EMA: EcoStruxure™ Microgrid Advisor

Forecasting and economic dispatch of Distributed Energy Resources Use cases | DER

« Software as a Service (SaaS) Business Model -
continuous updates for customers

* Predictive and automatic management of DER
(hours, days) — 24/7/365

 Intuitive and easy to use user interface

« Connection with third party platform (web services)

®
o >
LS el

Remote monitoring Monitoring Power / Energy and other KPI
& forecasting for each DER using a web access

Control DER (consume/produce/store
Tariff Management energy) according to variable electricity
tariff rate

Control DER (consume/produce/store

DEmmEmEl Erage energy) for reducing site consumption

reduction
peak
Control energy storage and PV system for
Self consumption maximizing the energy consumption from

PV system

Demand Response Control DER for participating in DR

mechanisms
Off grid mode Control DER for anticipating on future off
preparation grid events

Control DER for avoiding exporting energy to

No export T2 G

LifelsOn | Schneider
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Architectures
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Grid connected microgrid

In charge of the

Cloud

Site

-IrlJl DER Box

economic
optimization of EcoStruxure
-/: your site Cloud HMI Microgrid Advisor

Modbus IP

Weather forecast

Electricity tariff rate

Demand Response

Vv
Utility EV charging
Meter station

XX kW XX kW Number of EV charging
stations
XX kW

XX kW
XX kWh

)
e

XX kW

XX kW

Microgrid EMS




Islandable microgrid

In charge of the
economic

optlmlzat!on of Cloud HMI

-/: your site

EcoStruxure
Microgrid Advisor

Cloud
Site
_II-I.L" DER Box
Modbus Table

In charge of the

EcoStruxure
stability and reliability [EKSIS=URSIO7\BL Microgrid Operation
of your site

Weather forecast

Electricity tariff rate

Demand Response

Control
Cabinet

Modbus IP / IEC 61850

XX kW XX kW Number of EV charging XX kW
stations XX kWh
XX kW

XX kW

EV charging Other
station loads
HVAC

XX kW

Microgrid EMS

Microgrid PMS




Islandable/off grid microgrid

Microgrid PMS

In charge of the EcoStruxure
stability and reliability [REeIzIRS{OZABL Microgrid Operation
of your site

Modbus IP / IEC 61850

Other
loads

EV charging
station
XX kW XX kW Number of EV charging XX kW XX kW
stations XX kWh

XX KW
HVAC

XX kW
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