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Important information

Notice

People responsible for the application, implementation and use of this document must
make sure that all necessary design considerations have been taken into account and
that all laws, safety and performance requirements, regulations, codes, and applicable

standards have been obeyed to their full extent.

Schneider Electric provides the resources specified in this document. These resources
can be used to minimize engineering efforts, but the use, integration, configuration, and
validation of the system is the user’s sole responsibility. Said user must ensure the safety
of the system as a whole, including the resources provided by Schneider Electric through

procedures that the user deems appropriate.

This document is not comprehensive for any systems using the given architecture and
does not absolve users of their duty to uphold the safety requirements for the equipment
used in their systems, or compliance with both national or international safety laws and

regulations.

Readers are considered to already know how to use the products described in this

document.
This document does not replace any specific product documentation.

The following special messages may appear throughout this documentation or on the
equipment to warn of potential hazards or to call attention to information that clarifies or

simplifies a procedure.

The addition of this symbol to a Danger or Warning safety label indicates that an
electrical hazard exists, which will result in personal injury if the instructions are not

followed.

2 This is the safety alert symbol. It is used to alert you to potential personal injury hazards.

Obey all safety messages that follow this symbol to avoid possible injury or death.
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A DANGER

DANGER indicates an imminently hazardous situation which, if not avoided, will result in death

or serious injury.

Failure to follow these instructions will result in death or serious injury.

A WARNING

WARNING indicates a potentially hazardous situation which, if not avoided, can result in death

or serious injury.

Failure to follow these instructions can cause death, serious injury or equipment
damage.

A CAUTION

CAUTION indicates a potentially hazardous situation which, if not avoided, can result in minor
or moderate injury.

Failure to follow these instructions can result in injury or equipment damage.

NOTICE

NOTICE is used to address practices not related to physical injury.

Failure to follow these instructions can result in equipment damage.

Note: Electrical equipment should be installed, operated, serviced, and maintained only
by qualified personnel. No responsibility is assumed by Schneider Electric for any

consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction,
operation and installation of electrical equipment, and has received safety training to
recognize and avoid the hazards involved.
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Before you begin

This automation equipment and related software is used to control a variety of industrial
processes. The type or model of automation equipment suitable for each application will
vary depending on factors such as the control function required, degree of protection
required, production methods, unusual conditions and government regulations etc. In
some applications more than one processor may be required when backup redundancy is

needed.

Only the user can be aware of all the conditions and factors present during setup,
operation and maintenance of the solution. Therefore only the user can determine the
automation equipment and the related safeties and interlocks which can be properly
used. When selecting automation and control equipment and related software for a
particular application, the user should refer to the applicable local and national standards
and regulations. The National Safety Council’s Accident Prevention Manual also provides

much useful information.

Ensure that appropriate safeties and mechanical/electrical interlocks protection have
been installed and are operational before placing the equipment into service. All
mechanical/electrical interlocks and safeties protection must be coordinated with the

related automation equipment and software programming.

Note: Coordination of safeties and mechanical/electrical interlocks protection is outside

the scope of this document.
START UP AND TEST

Following installation but before using electrical control and automation equipment for
regular operation, the system should be given a start up test by qualified personnel to
verify the correct operation of the equipment. It is important that arrangements for such a
check be made and that enough time is allowed to perform complete and satisfactory

testing.
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A WARNING

EQUIPMENT OPERATION HAZARD

e Follow all start up tests as recommended in the equipment documentation.
e Store all equipment documentation for future reference.

e Software testing must be done in both simulated and real environments.

Failure to follow these instructions can cause death, serious injury or equipment

damage.

Verify that the completed system is free from all short circuits and grounds, except those
grounds installed according to local regulations (according to the National Electrical Code
in the USA, for example). If high-potential voltage testing is necessary, follow
recommendations in the equipment documentation to prevent accidental equipment

damage.

Before energizing equipment:

e Remove tools, meters, and debris from equipment
e Close the equipment enclosure door

e Remove ground from incoming power lines

e Perform all start-up tests recommended by the manufacturer
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Operation and adjustments

Intention

The following precautions are from NEMA Standards Publication ICS 7.1-1995 (English

version prevails):

Regardless of the care exercised in the design and manufacture of equipment or in the
selection and rating of components; there are hazards that can be encountered if such

equipment is improperly operated.

It is sometimes possible to misadjust the equipment and thus produce unsatisfactory or
unsafe operation. Always use the manufacturer’s instructions as a guide for functional
adjustments. Personnel who have access to these adjustments should be familiar with
the equipment manufacturer’s instructions and the machinery used with the electrical

equipment.

Only those operational adjustments actually required by the operator should be
accessible to the operator. Access to other controls should be restricted to prevent

unauthorized changes in operating characteristics.

A WARNING

UNEXPECTED EQUIPMENT OPERATION
e Only use software tools approved by Schneider Electric for use with this equipment.

e Update your application program every time you change the physical hardware
configuration.

Failure to follow these instructions can cause death, serious injury or equipment
damage.

This document is intended to provide a quick introduction to the described system. It is
not intended to replace any specific product documentation, nor any of your own design
documentation. On the contrary, it offers information additional to the product

documentation on installation, configuration and implementing the system.

The architecture described in this document is not a specific product in the normal
commercial sense. It describes an example of how Schneider Electric and third-party

components may be integrated to fulfill an industrial application.
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A detailed functional description or the specifications for a specific user application is not
part of this document. Nevertheless, the document outlines some typical applications

where the system might be implemented.

The architecture described in this document has been fully tested in our laboratories
using all the specific references you will find in the component list near the end of this
document. Of course, your specific application requirements may be different and will
require additional and/or different components. In this case, you will have to adapt the
information provided in this document to your particular needs. To do so, you will need to
consult the specific product documentation of the components that you are substituting in
this architecture. Pay particular attention in conforming to any safety information, different

electrical requirements and normative standards that would apply to your adaptation.

It should be noted that there are some major components in the architecture described in
this document that cannot be substituted without completely invalidating the architecture,
descriptions, instructions, wiring diagrams and compatibility between the various software
and hardware components specified herein. You must be aware of the consequences of
component substitution in the architecture described in this document as substitutions

may impair the compatibility and interoperability of software and hardware.

A CAUTION

EQUIPMENT INCOMPATIBILITY OR INOPERABLE EQUIPMENT

Read and thoroughly understand all hardware and software documentation before attempting

any component substitutions.

Failure to follow these instructions can result in injury or equipment damage.

This document is intended to describe Cisco switch security in the control network and

the steps necessary to implement those features.

A WARNING

UNEXPECTED EQUIPMENT OPERATION, LOSS OF CONTROL, LOSS OF DATA

The system owners, designers, operators, and those maintaining equipment utilizing Cisco
security features must read, understand, and follow the instructions outlined in this document,
"How can | Utilize Security Features of Cisco Industrial Ethernet Switches in the Control
Network?".

Failure to follow these instructions can cause death, serious injury or equipment

damage.
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This document is intended to describe Cisco switch security in the control network and
the steps necessary to implement those features. Failure to implement these features
may result in network disruption.

A DANGER

HAZARD OF ELECTRIC SHOCK, BURN OR EXPLOSION

e Only qualified personnel familiar with low and medium voltage equipment are to perform
work described in this set of instructions. Workers must understand the hazards involved in

working with or near low and medium voltage circuits.

e Perform such work only after reading and understanding all of the instructions contained in
this bulletin.

e Turn off all power before working on or inside equipment.
e Use a properly rated voltage sensing device to confirm that the power is off.

e Before performing visual inspections, tests, or maintenance on the equipment, disconnect
all sources of electric power. Assume that all circuits are live until they have been
completely de-energized, tested, grounded, and tagged. Pay particular attention to the
design of the power system. Consider all sources of power, including the possibility of back
feeding.

e Handle this equipment carefully and install, operate, and maintain it correctly in order for it
to function properly. Neglecting fundamental installation and maintenance requirements

may lead to personal injury, as well as damage to electrical equipment or other property.

e Beware of potential hazards, wear personal protective equipment and take adequate safety
precautions.

¢ Do not make any modifications to the equipment or operate the system with the interlocks
removed. Contact your local field sales representative for additional instruction if the

equipment does not function as described in this manual.

e Carefully inspect your work area and remove any tools and objects left inside the

equipment.
e Replace all devices, doors and covers before turning on power to this equipment.

e Allinstructions in this manual are written with the assumption that the customer has taken

these measures before performing maintenance or testing.

Failure to follow these instructions will result in death or serious injury.
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The STN collection

The implementation of an automation project includes five main phases: Selection,
Design, Configuration, Implementation and Operation. To help you develop a project
based on these phases, Schneider Electric has created the Tested, Validated,

Documented Architecture and System Technical Note.

A Tested, Validated, Documented Architecture (TVDA) provides technical guidelines and
recommendations for implementing technologies to address your needs and
requirements, This guide covers the entire scope of the project life cycle, from the
Selection to the Operation phase, providing design methodologies and source code

examples for all system components.

A System Technical Note (STN) provides a more theoretical approach by focusing on a
particular system technology. These notes describe complete solution offers for a
system, and therefore support you in the Selection phase of a project. The TVDAs and
STNs are related and complementary. In short, you will find technology fundamentals in

an STN and their corresponding applications in one or several TVDAs.

Development environment

Each TVDA or STN has been developed in one of our solution platform labs using a

typical PlantStruxure architecture.

PlantStruxure, the process automation system from Schneider Electric, is a collaborative
architecture that allows industrial and infrastructure companies to meet their automation
needs while at the same time addressing their growing energy efficiency requirements. In
a single environment, measured energy and process data can be analyzed to yield a

holistically optimized plant.

Schneider 10

3Electric

© 2015 Schneider Electric All Rights Reserved



Table of contents

Introduction

1.1. Purpose

1.2.  Customer Challenges
1.3. Prerequisites

1.4.  About this document
1.5. Glossary

Selection

2.1.  Selection Criteria

2.2.  Where is Security Required?

2.3. Safeguarding the Device — Device Hardening
2.4. Safeguarding Network Data

Design

Implementation

4.1. Management Plane
4.2, Control Plane
4.3. Data Plane

Validation

5.1.  General Operational Tests
5.2. Security Feature Tests
5.3. Performance Criteria

Conclusion

Appendix

7.1. Glossary

7.2. Bill of Material and Software

7.3. Reference Documents

7.4. Security Functions outside the scope of this document

13

13
14
16
16
16

17

17
17
18
19

35

37

37
44
49

71

71
75
78

79

81

81
83
84
84

Schneider

© 2015 Schneider Electric All Rights Reserved

11



Schneider

© 2015 Schneider Electric All Rights Reserved

12



Plantfftruxure’ 00000 1 — Introduction

1. Introduction

1.1. Purpose

This System Technical Note (STN) provides guidelines to help you implement security
features that are resident in equipment added to a control network, where that network
also includes Cisco switches. Use the information presented by this document in

combination with previously published STNs and TVDAs that focus on cybersecurity:

e STN - How Can | Reduce Vulnerability to Cyber Attacks?
e TVDA - How can | Reduce Vulnerability to Cyber Attacks in the Control Room?
e TVDA - How Can | Reduce Vulnerability to Cyber Attacks in the Functional Unit?

This document complements these earlier publications and is written specifically for
customers that have Cisco switches in the control network.

Schneider Electric recommends a defense-in-depth approach to cybersecurity. The
defense-in-depth approach, conceived by the United States National Security Agency
(NSA), layers the network with security features, appliances, and processes.

As shown in Figure 1, the Schneider Electric defense-in-depth approach integrates a set
of related process and system components to provide higher levels of security in a

PlantStruxure network.

Schneider e

aEIectric

© 2015 Schneider Electric All Rights Reserved



Plant@Ftruxure’ 00000 1 — Introduction

Network Separation and

Risk Assesment Segmentation

Monitoring
Security Plan System Access Control and
Maintenance

Training Device Hardening

Figure 1: PlantStruxure Network Defense-in-Depth Components

1.2. Customer Challenges

Attempting to secure an industrial automation (IA) network can be a daunting process. As
network complexity increases, so do points of vulnerability. Security is no longer a
secondary consideration in the world of industrial controls. It is as important as safety or
high availability. Industrial control systems, based on computer technology and industrial-
grade networks, have been in use for decades. Earlier control system architectures were
developed using proprietary technologies and were isolated from the outside world. In
many cases, physical perimeter security was deemed adequate, while cybersecurity was
not a significant concern.

Today many control systems use open or standardized technologies — such as Microsoft
Windows operating systems and Ethernet TCP/IP — to reduce costs and improve
performance. Many systems also employ direct communications between control and
business systems to improve operational efficiency and more cost-effectively manage
production assets.
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This technical evolution exposes control systems to vulnerabilities previously thought to
threaten only office and business computers. Control systems are now vulnerable to

cyber attacks from both inside and outside the industrial control system network.
Security challenges for the control environment include:

e Diverse physical and logical boundaries.

e Multiple sites that span large geographic areas.

e Adverse effects of security implementation on process availability.

e Increased exposure to worms and viruses migrating from business systems to
control systems as communication between these systems becomes more
frequent.

¢ Increased exposure to malicious software from USB devices, vendor and service
technician laptops, and the enterprise network.

o Direct impact on the control systems and network devices.

No longer are fences and security guards adequate to safeguard industrial assets.
Companies must be diligent in the steps they take to help secure their systems. A
successful cyber attack can result in lost production, damaged company image, or
environmental disaster. The controls industry and its customers need to apply

cybersecurity lessons learned from the IT world.
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1.3. Prerequisites

You will benefit from a basic knowledge of these product and applications:

e Ethernet switching and routing
e Cisco industrial Ethernet products

e Network security concepts

1.4. About this document

This document describes a set of features you can use to help secure the control network in
PlantStruxure architectures. These features are available in Cisco switches and routers. The
features mentioned in the document are specific to Cisco switches. We recommend that you
incorporate the guidelines set forth in this document into your overall security policy, which should
be well documented and understood by personnel who design, implement, and maintain
operational technologies (OT). Policies such as hardening devices, securing access, and
encrypting and isolating traffic are the main considerations.

1.5. Glossary

A glossary (section 7.1.) is available in the appendix of this document. Please refer to it
whenever necessary.

. 16
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2.

2.1.

2.2.

Selection

Selection Criteria

Several alternative security technologies can be used in different scenarios and architectures.

This section discusses technologies, which are available in Cisco equipment, that enhance

security of the PlantStruxure control network. Not all security options and technologies offered by

Cisco equipment are included in this paper. Only those technologies that are most relevant to

industrial implementations are discussed.

NOTE: Schneider Electric recommends that you implement all the features described in this

section on your Cisco switches.

Where is Security Required?

Depending on the situation, security may be required at different levels of physical and logical
segments of the network. Of course, there are some general guidelines that should be
implemented in every case, like device hardening by using passwords and disabling unused
services. In addition, other measures can be taken to help prevent unauthorized access to the
network devices or to the data itself. The next sections cover two topics: device hardening, and

features of the Cisco IE switches that help protect data.

Using the defense-in-depth strategy, security is required across the entire PlanStruxure
architecture. The architectures that follow the PlantStruxure scheme are scalable, and operate
from simple to complex network architectures. The diagram below demonstrates the

PlantStruxure architecture:
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Enterprise ERP System
I ] Manufacturing ] B
Plant Historian Execution Control room

System

[ \_I architecture
Operation network ~
| I

ProceSS Redunc:ant % é Engineering
e |

Asset
Management

ystem i
Station System

Pl [ 1 [ 1 [ 1 | L[
Operator Clients

Overall Control network )ﬁ
Network

: 1
architecture
= = Hot-Standby - Safety
1 ‘ I Confroller | ‘ Controller
L | T T Plant Floor HMI

Field ﬂ_ =
T

rRemotelo | Functional Unit

architecture
Drive E_:_E Motor

Remote 10

Device - |
network F"“'T"T E Distributed 10

Protection

2 P Lo
‘? I]'ﬂ m Sla?tg; -: Energy

e M onitoring

Figure 2: PlantStruxure architecture concept

2.3. Safeguarding the Device — Device Hardening

Device hardening includes any measure that denies access to the Cisco switch by someone
unauthorized to do so. The goals of device hardening include: the prevention of unauthorized

changes to the device configuration, and the denial of access to the data that is transmitted.

Implement the following basic steps, regardless of the network architecture, to help harden the

devices:

e Assign usernames and passwords. Cisco devices introduce the added feature of privilege
levels, which makes it possible to grant different degrees of access to different users.
Cisco devices include 15 levels with level 15 granting full access, and level 1 granting
only basic access to view - but not edit - configuration parameters.

e Match the assigned usernames and passwords to a specific access method. For
example, accessing a switch through the console, or via a remote command line interface

(CLI) or web access, can require different username and password combinations.
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Authentication, therefore, has to be separately configured for each of these different
methods of access.

o Disable all unused ports. All ports that are not used and are not connected to any device
should be administratively shut down.

e Disable all unused services. Devices have many legacy services running by default. They
are also known as “small servers”. The ones that are not used should be disabled as they
present a possible point of entry.

e Enable encryption for remote access to the switch. For HTTP access using the device
manager, use SSL to encrypt the traffic. For remote CLI access, use secure shell (SSH),
but avoid using telnet. To modify parameters or features of the device, require a user to
enter an “enable” command to edit configuration settings. An elevated “enable” password
should be required to restrict access even from the console port.

e Configure an access-list in all access types (VTY, HTTP) to permit management access
only from specific hosts.

e Help protect management traffic. There are many ways do this, which will be discussed
later. Management traffic uses the native VLAN to transfer data related to management
protocols such as STP, OSPF, etc.

e Prune VLAN traffic. By default, when a port is configured as TRUNK, all the VLANSs that
exist in the switch database are allowed to pass through the port. A better approach is to

permit only necessary, specific VLAN traffic to pass through each trunk port.

2.4. Safeguarding Network Data

This section identifies features that help protect data in the control network from unauthorized
network access, unintended network disruption such as a network operator error, and direct

attacks from hackers.

2.4.1. Protocol Authentication

Today’s plant networks generally rely on static routing. Static routing is implemented using
manually entered data to create a route table for the device, which references this data when
forwarding data packets. While simple to configure, static routing is most effective in a small
network such as a plant network. As devices or functional units are added to the network,
dynamic routing such as OSPF and HSRP may be alternatives that provide redundancy coupled
with reduced network maintenance. Because static routers do not share information with each
other, you need to manually enter topology changes to each router. Dynamic routing protocols
such as OSPF exchange information between the routers, so any topology change is managed
by the routers working in concert. In addition, OSPF offers authentication mechanisms that can

help secure the PlantStruxure control network.
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Authentication should not only be used for device hardening with the help of passwords, but also
in protocols applied to the network. Most protocols — like OSPF, HSRP, even the new versions of

SNMP — support password protected authentication, which should always be used.

Authentication can help prevent an attacker from creating neighbor relationships with network

elements and read or manipulate the network data or configurations.

Authentication usually implies the use of a password to access the device itself, but many
protocols that transport information among devices also support authentication. An example is the
Open Shortest Path First (OSPF) routing protocol, which uses MD5 authentication. MD5
authentication helps prevent an attacker from joining the OSPF area and influencing the routing

updates. An example is shown in the following figure:

OSPF Area 0 Using MD5 authentication
R1 swi R2
ra
= Attacker cannot form
OSPF neighbor relationship
with R1 & R2

Attacker
Figure 3: OSPF protocol with MD5 authentication

In this example, the OSPF packets are encrypted using a password. When the attacker tries to
establish a neighbor relationship with R1 and R2, the two routers will reject the attacker’s packet

because the hash produced with MD5 will not match the expected hash.

The OSPF protocol, defined in RFC 2328, is an Interior Gateway Protocol used to distribute
routing information within a single Autonomous System. OSPF is a link-state protocol. A link is
considered to be an interface on the router. The state of the link is a description of that interface
and of its relationship to its neighboring routers. A description of the interface would include the IP
address of the interface, the mask, the type of network it is connected to, the routers connected to

that network, etc. The collection of all these link-states forms a link-state database.

OSPF uses an algorithm — the Dijkstra algorithm — to build and calculate the shortest path to all
known destinations. The algorithm by itself is quite complicated. The following is a very high level,

simplified way of looking at how the algorithm is used.

Upon initialization or in response to any change in routing information, a router generates a link-
state advertisement. This advertisement represents the collection of all link-states on that router.
All routers exchange link-states by means of flooding. Each router that receives a link-state

update stores a copy in its link-state database and then propagates the update to other routers.
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After the database of each router is updated, the router uses the Dijkstra algorithm to calculate a

shortest path tree to all destinations. The destinations, the associated cost, and the next hop to
reach those destinations form the IP routing table.

If no changes in the OSPF network occur, such as cost of a link or a network being added or
deleted, OSPF is very quiet. When changes occur, they are communicated through link-state
packets, and the Dijkstra algorithm is used to calculate the shortest pa’[h.1

2.4.2. VLANs

Traffic separation is an indispensible part of a security strategy. Devices that need to
communicate to each other frequently, like devices in a functional unit, should be grouped
together. VLANSs separate the broadcast domains at layer 2 by restricting a communication to the
VLAN. One VLAN cannot “see” traffic from another VLAN.

o As depicted in the following figure, this means that PACs in VLAN 10 cannot
communicate with PACs in VLAN 20. Also, the attacker in the guest VLAN cannot
communicate with PACs in either VLAN 10 or 20. If inter-VLAN communication is
desired, for example between VLANs 10 and 20, it can be accomplished with the use of a

router. A router can further control communication flow by means of an access list, which

will be examined in the next section.

Figure 4: VLAN traffic separation

! http://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/7039-1.html
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In addition, management of the devices should be implemented through the use of a separate
management VLAN. Cisco switches use a specific VLAN for inter-switch communication.
Transmissions of link state information, spanning- tree topology notifications, and routing
information are sent via this management VLAN. This management VLAN is referred to as the
Native VLAN and, in Cisco devices, is VLAN 1 by default. No process control or functional unit
VLAN should be assigned the reserved name of VLANL.

2.4.3. Access Lists

Access lists give advanced control over traffic flow. With an access list, firewall-like rules can be
created on a layer 3 switch or on a router to block or allow traffic between hosts or networks.
Access lists contain a sequence of permit or deny statements; the layer 3 switch or router
examines each packet to determine if it meets the stated criteria. The statements are sequentially
processed. Each statement is assigned a number, and the statements are processed in
ascending order.

Access lists perform packet filtering to control which packets move through the network and
where they go. Such control can help limit network traffic and restrict the access of users and
devices to the network. Access lists have many uses, and therefore many commands accept a

reference to an access list in their command syntax. Access lists can be used to do the following:

e Filter incoming packets on an interface.

e Filter outgoing packets on an interface.

e Restrict the contents of routing updates.

e Limit debug output based on an address or protocol.

e Control virtual terminal line access.

¢ Identify or classify traffic for advanced features, such as congestion avoidance,
congestion management, and priority and custom queuing.2

Access lists are applied on an interface for inbound or outbound traffic. Because there are two
kinds of interfaces (routed and switched virtual interface), there are also different kinds of access
lists. Although the configuration between access lists that are attached to a physical interface is a
little different than the ones applied to VLANS, the logic behind them is the same.

2 http://www.cisco.com/c/en/us/td/docslios/12 2s/feature/quide/fsaclseq.html
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Access lists can be configured as either:

e Standard access lists, that match traffic only according to the source IP address.
e Extended access lists, that offer advanced matching criteria based on source and

destination addresses, protocol type and port number.

Used in concert with VLANS, access lists control traffic flow at layer 3. As shown in Figure 5,
below, if inter-VLAN communication between VLAN 10 and 20 is desired, the router can be
configured to allow traffic to be routed between networks 192.168.1.0 and 192.168.2.0 and block
all other traffic. This helps prevent other traffic, like traffic from the guest VLAN, to be routed to
the PAC VLANS.

- =
/

z
\/’/

/
-

\

Switch

Figure 5: Access list control of VLAN traffic flow
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2.4.4. Encryption

Encryption is the “masquerading” of data as it traverses the network. Encryption helps prevent an
attacker from accessing the actual data if they successfully “hack” the network. This is performed
by using a mathematical formula to encrypt and then decrypt the data. In the design described in
this paper, a site to site VPN connection is configured to emulate a process network that is

physically distant from both the control station and the SCADA.

Encryption is also used if the physical medium cannot be easily safeguarded or the connection is
accomplished through the public internet. In these scenarios, all the traffic between the control
and process network should be encrypted to help prevent unauthorized access to the transmitted

information.

The engineering station is sending ICMP packets using “ping” to
the functional unit. In the top Wireshark capture the traffic is not
encrypted while in the second it is encrypted using IP-SEC. As can
be observed, the ICMP packets are encrypted including the source
Engineering and destination IP information.
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Figure 6: Encrypted versus non-encrypted Ethernet packets
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Cisco uses the Internet Engineering Task Force (IETF) IPSec framework as its encryption
standard. This framework acts at the network level (Layer 3) and implements the following

standards:

e |PSec

¢ Internet Key Exchange (IKE)

e Data Encryption Standard (DES)

e MD5 (HMAC variant)

¢ SHA (HMAC variant)

e Authentication Header (AH)

e Encapsulating Security Payload (ESP)

IPSec services provide a robust security solution that is standards-based. IPSec also provides
data authentication and anti-replay services in addition to data confidentiality services. Data
authentication provides two verification functions: that the data has not been altered, and that the

information has been sent by the originator.

Anti-replay services allow the receiver to reject old or duplicate packets to safeguard itself against
a “replay attack”. A replay attack occurs when valid data is maliciously repeated or delayed. Anti-
replay services help prevent eavesdropping by a hacker to obtain a user’s confidential information

such as a private key or password.
IPSec is documented in a series of Internet Drafts, all available at:

http://www.ietf.org/html.charters/ipsec-charter.html

2.4.5. Port Security

Port security is a technology used in Cisco switches that helps prevent attackers from connecting
to an open switch, then using a spoofed MAC address to masquerade as a known device. Port
security also helps stop MAC flooding attacks. Switches use a MAC forwarding table to map MAC
addresses to specific switch ports and forward frames only over the appropriate ports without
flooding the traffic to all ports. Often this table can be configured for maximum capacity of 2
addresses per port. In the absence of port security, a hacker can transmit a large number of fake
MAC addresses, filling the table and flooding the network. This can cause extreme network

performance degradation.
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Figure 7: Limiting port access to known MAC addresses

Pre-approved MAC addresses are stored in the address table. When the switch port exceeds the

number of assigned MAC addresses, a security violation is recorded. The violation can trigger a

pre-configured responsive action. The possible actions are:

Protect — unknown source address is dropped.

Restrict — unknown source address is dropped; a syslog message is recorded; an SNMP
trap is sent, and the violation counter increments.

Shutdown — interface becomes disabled; the Port LED turns off; a syslog message is
recorded; an SNMP trap is sent, and the violation counter increments.

Shutdown VLAN — the VLAN under attack is disabled, and the port continues to function.

In an IA network the recommendation would be to shutdown the port. Most IA networks have a

very specific and controlled configuration. Any violations to that configuration should be flagged

immediately.

Entries are placed in the address table via 3 different mechanisms:

Static secure MAC address — manually configured in the address table and stored in the
running configuration.

Dynamic secure MAC address — dynamically configured in the address table and
removed when the switch restarts.

Sticky secure MAC address — dynamically learned or manually configured in the address
table and the running configuration. On a restart the port does not need to dynamically

configure.
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Implement port security for a switch port that experiences little or no end device changes. A
switch port dedicated to process automation is a good example of this, as field devices and
control network systems rarely change.

2.4.6. MAC Move Notifications

The MAC move function sends a natification, usually to a syslog server (more on this later in this
document), when a device is detected to have connected to a port other than the port to which
the device was originally connected. Use MAC Move notifications to help prevent an unknown
user or a hacker from gaining to access the network over different switch ports. When this
situation is detected, a security violation is triggered. Similar to the Port Security feature, the
possible actions are:

e Protect — unknown source address is dropped.

e Restrict — unknown source address is dropped; a syslog message is recorded; an SNMP
trap is sent, and the violation counter increments.

e Shutdown — interface becomes disabled, the Port LED turns off; a syslog message is
recorded; an SNMP trap is sent, and the violation counter increments.

¢ Shutdown VLAN - the VLAN under attack is disabled, and the port continues to function.

When the same MAC is detected
to move from port to port on
Switch 1, the switch sends a
syslog message to the server

instructing it to notify the
administrator

Attacker is trying to
connect to different
ports to achieve
network access

Figure 8: Switch sends MAC move notification of attempts to connect via different ports
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24.7. Storm Control

Storm control is a traffic control mechanism in Cisco switches. The switch can be configured on a
per-port basis to block unicast, broadcast, multicast, or any combination of traffic above a
configurable threshold. Ports that are connected to broadcast sensitive devices such as a PAC
can be configured to use this feature. Storm control does not block any management traffic, thus

does not affect the operation of the switches.

CPU overload on a switch can occur when it is flooded with Address Resolution Protocol (ARP)
packets. Storm control can be enabled to set a threshold for the percent of packets received or
the bits per second received. When that threshold is reached or exceeded, the switch drops all
packets received on that port for 30 seconds. After that the rate is again measured and storm
control is reapplied if the threshold is reached. The port can also be disabled permanently or for a

set amount of time. Configuration also permits a trap to be sent to an SNMP manager.

Guest VLAN I

Storm control is ARP reguests
enabled for attempt to flood the
broadcast traffic. network with
It works by broadcast traffic.
manitoring inbound Excessive traffic is
traffic on a physical Falis dropped.

inteface. Before 10S 12.2(33), all fraffic
exceeding the set threshold
was dropped. After 12.2(33),
storm control can be
configured to drop the traffic,
dizable the port, or send an
SNMP trap message to a
sarver,

Storm control can monitor any
combination of unicast,
VLAN 10 multicast, or broadcast traffic.

Figure 9: Using storm control to repel an ARP flooding attack

2.4.8. Blocked / Protected Ports

Switch ports designated as “protected” cannot communicate with each other; they can only
communicate with ports designated as “unprotected”. This can be useful; for example, when
connecting devices (such as PACs and cameras) to a single switch that have no need to
communicate to each other. The performance degradation from intentionally or accidentally

created excess broadcast traffic can be limited using this feature.

The limitation of this technology is that the protected status of ports has only a local significance:
it applies to the local switch, but does not extend to other switches. A protected port on switch A

can communicate with a protected port on switch B.
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Protected ports work on unicast, broadcast or multicast traffic. Forwarding of packets between
protected and unprotected ports continues as usual. This is a helpful feature for a switch where
one port carries security information such as bandwidth intensive video, while another port carries

IA traffic. In this case if both are protected ports, they never see the other’s traffic.

By default, the switch floods packets with unknown destination MAC addresses out of all ports. If
unknown unicast and multicast traffic is forwarded to a protected port, there could be possible
security issues. To help prevent unknown unicast or multicast traffic from being forwarded from
one port to another, you can block a port (protected or unprotected) from flooding unknown

unicast or multicast packets to other ports.®

Functional Unit 1 + Camera

Fa1M and Fa1/2 Functional Unit 1 Functional Unit 3
are setup as

protected purt% Funetional Unit 1 Funetional Unit 4

Camera +—— Functional Unit 3

Camera +———= Functional Unit 4

Functional Unit 3 +—— Functional Unit 4

All devices belong to the same
VLAM. Protected ports cannot
communicate with each other.

._:-.F " == In this case Functional Unit 1 and
i | "'ﬂ I-ﬁl 1 Ili I 1 n the camera cannot communicate
. _itw | H=) _|= |1, with each other. Communication
Functional Camera Functional Functional 's all d between a protected
Unit 1 Unit 3 Unit 4 and an unprotected port.

Figure 10: Protected ports segregate functional units 1 & 2

2.4.9. Loop Guard / BPDU Guard / BPDU Filter / Root Guard

These features are designed to mitigate attacks against the Spanning Tree Protocol. Bridge
Protocol Data Units (BPDUSs) are layer 2 advertisements that are sent on the ports between
interlinked switches. BPDUs help maintain the integrity of the network by helping to prevent the

creation of loops that can cripple the network. By default they are sent every 2 seconds.

An unintentional change to the network or a hacker’s attempt to disrupt the network by invoking
topology changes could cause a loop, thereby rendering the network inoperable. The following

features are designed to guard against such attacks.

e Loop Guard: When enabled, it stops the blocked port in the RSTP ring from transitioning
to a forwarding state in response to an error detected on another switch and thereby

3 Cisco IE 2000 Switch Software Configuration Guide Cisco Press, July 2012 p32-4
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creating a network loop. The port is designated to be in loop inconsistent state and
continues to block traffic.

e BPDU Guard: Enabled on access ports that shouldn’t receive BPDU packets. If a packet
is received, the port is disabled.

o BPDU Filter: Causes the switch to drop BPDU packets received by the interface
configured with BPDU Filter. Use this feature along with Loop Guard to help prevent
creating a loop in the network.

¢ Root Guard: Designed to safeguard the integrity of the network and keep the root bridge
in control. It is configured on a per port basis. In the example below, root guard is
enabled on the root bridge port and all the other switch ports that are participating in the
RSTP ring. If packets with lower priority are received, signaling a change of the root

bridge, the port is set to err-disabled state until the BPDUs are no longer received

BPDU Filter will drop (ignore) BPDU Guard will disable
BDPU packets. May cause Access Port because BPDU

loops. Loop Guard should be Is not expected from an
used along with BPDU Filter. Access Port.
sSwi1 Root
Root t Bridg Guard Root Guard will disable the
Guard =y enabled ports that try to send lower

priority BPDUs and acquire root
role. When root request is received,
the port is enabled.

Root
Guard
nabled

Attacker tries
to become
Root.
Access Ports with Access Ports with
BPDU Filter enabled BPDU Guard enabled
& - K
! . I.
we lED | [H}
L }
Figure 11: Guarding against attacks on the Spanning Tree Protocol
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2.4.10. Logging

Maintaining a record of all events is an indispensible element of security implementation. Logging
facilitates an accounting of all actions taken or attempted, including access attempts and
configuration changes. Logging is the recommended way to detect unauthorized access, attack
patterns, and failed access attempts. It can provide valuable forensics information in the event of
a successful attack by a hacker. Devices perform logging by sending all events to a logging
server. In this document, syslog will be the protocol of choice for logging with Syslog Watcher

software.

Logging of security events is a prerequisite to monitoring and maintaining the 1A network. Logging
provides a timestamp for events, which can be displayed on a monitor or an HMI. Some logging
software tools can trigger responsive events, such as notification to the operation staff by email,

phone or pager.

Syslog is an IETF RFC2524 standard. Each syslog message includes a facility code and a
severity indicator. The facility code is standardized in IETF RFC3164.

Syslog applies the user datagram protocol (UDP) as its underlying transport layer mechanism.

The UDP port assigned to syslog is 514.

The total length of the packet, including message, cannot exceed 1024 bytes. There is no

minimum syslog message length.
Each syslog message includes one of the following severity level indicators:

0 = Emergency: system is unusable

1 = Alert: action must be taken immediately
2 = Critical: critical condition

3 = Error: error condition

4 = Warning: warning condition

5 = Notice: normal but significant condition
6 = Informational: informational messages

7 = Debug: debug-level messages

The definition of severity levels — other than Emergency and Debug — are determined by, and
specific to, the application written for the device by its vendor, which in this example is Cisco. By
default, all messages are sent to the physical console of a device. Cisco devices can be
configured to send all syslog events to a syslog server. Cisco uses a message format that is
compatible with a standard Unix platform. In the example architecture, there are Microsoft
Windows based software applications — such as SMNPSOFT Syslog Watcher — that also support
syslog messages. These packages are very robust and feature numerous capabilities for

monitoring and maintenance.
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Figure 12: Logging events

24.11. NTP

Network Time Protocol (NTP) is an IEFT RFC1305 standard that provides time synchronization
for network devices. NTP is an important element of cybersecurity, because it provides an
accurate timestamp for logging of network events to the syslog server. This is vital in a network
forensic situation when determining the exact sequence of events that occurred on the
PlantStruxure control network. Time synchronization establishes accuracy among device clocks
on an Ethernet system. For example, the clock of one client may be synchronized either with
another server, a referenced time source such as a radio or satellite receiver, or a GPS time
server. Typical time service configurations use redundant servers and diverse network paths to
establish high accuracy and reliability. Time service accuracy can be within a millisecond on

LANs and within tens of milliseconds on WANS. Use the time synchronization service for:

e Event recording (for example, tracking a sequence of events).
e Event synchronization (for example, triggering simultaneous events).

e Alarm and I/O synchronization (for example, time stamping alarms).
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The time synchronization service offers:

e Periodic time corrections obtained from the reference standard, for example, the NTP
server.

¢ Automatic switchover to a backup time server if the normal server ceases to function.

e Local time zone configurable and customizable settings (including daylight saving time

adjustments)
The protocol uses UDP packets on port number 123.

The National Institute of Standards and Technology provides a list of Internet Time Servers at the

following link: List of available time servers. This page also provides information about the

protocol and a Windows application to use when synching your computer to an internet time

server.

The Modicom M580 can be used as a NTP server or a client. It has a resolution time of 1ms.

Server . )
=l Correct time is important for accurate logging of data,
NTP The capture shows the switch clock before and after
216.229.0.179 synchronization with the time server at 216.229.0.179.

A Cisco switch can act as an NTP server for other devices,
for example, switches, PACs, etc.

Figure 13: NTP service

2.4.12. DHCP Snooping / Dynamic ARP Inspection

Dynamic ARP Inspection (DAI) determines the validity of an ARP packet based on a trusted
database. It uses the database created by the DHCP snooping feature on the switches. It then

associates a trust state with each interface on the switch.

In a typical network configuration, all ports connected to end devices are untrusted and all switch-

to-switch ports are configured as trusted. With this configuration, all ARP packets entering the
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network from a given switch bypass the security check. No additional validation is performed at

any other place in the network”.

Case 1 Case 2
E D .Q
Fake Fake DHCP
Trusted DHCP g H(EP requests to
Reply cply exhaust IP

address space
Trusted
L

When DHCP Snooping is enabled,
the switch monitors and identifies
DHCP traffic.

\

DHCP Untrusted DHCP Untrusted
Request Ports  Reques Ports

DHCP replies from an untrusted
port are not allowed.

DHCP requests from untrusted
ports are limited to a specific
frequency rate to help prevent the

- s Ili l ‘. { Ili I exhaustion of IP address space by
ié: It ?' _'I: 180! malicious users.

Figure 14: DHCP snooping

DHCP snooping is a technique used against attacks on the DHCP function. There are usually two
kinds of attacks. The first is the attacker emulating a DHCP server and providing false gateways
in order to capture the traffic. This is commonly referred to a man in the middle attack. Data

collected may contain sensitive information such as user names, passwords, etc.

The second is an attacker faking DHCP requests until a legitimate DHCP server has depleted its
pool of addresses, thereby preventing legitimate devices from acquiring IP addresses. When
DHCP snooping is enabled on the switch, it will detect DHCP request packets as they pass
through the switch. Ports are then configured as trusted or untrusted. The ports facing the DHCP
server are configured as trusted, while all the rest are configured as untrusted. Only trusted ports
are allowed to reply to DHCP requests, while untrusted ports are only allowed to send DHCP

requests at a controlled rate.

* Cisco IE 2000 Switch Software Configuration Guide Cisco Press 2012 p 29-3
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3.

Design

The diagram below is the selected architecture for this document. The two Cisco IE3000 layer 3
switches have routing enabled and use the industry standard Open Shortest Path First (OSPF)
routing protocol. OSPF is a link state protocol that uses link state advertisements to update other

routers in the network as to its status.

VLAN 5

VLAN 5
IE3000-2 g :
IE3000-1 SCADA System by ipnd Engineering
192.168.2.3 192.168.5.202 / Workstation
c 192.168.5.200
Virtual IP
192.168.2.1
VLAN 2
M340
192.168.11.4
182168104 ConneXium
192.168.11.25
ConneXium
192.168.10.25
192,168.11.10
STB NIP
STB NIP 192.168.11.9
STB NIP STB NIP STB NIP
STBNIP 192.168.11.5 192.168.116 102168117 192168118
192.168.10.5 STBNIP
192.168.10.6 VLAN 11
VLAN 10

Figure 15: Network Design

In addition to running OSPF, the two Cisco IE3000 switches function as a redundant router set by
implementing Cisco proprietary Hot Standby Routing Protocol (HSRP). Both OSPF and HSRP
were explained in detail in the STN How Can | Design a Transparent PlantStruxure Network
Incorporating Cisco Industrial Ethernet Devices? The architecture also includes two Schneider
Electric M340 PACs running on separate VLANSs. The PACs are attached to separate IE switches
in the control room. Each PAC is then connected to a Schneider Electric ConneXium switch in the
device network. These switches are also connected to the Advantys STB modules in the

functional units. One switch is connected to two devices, the other to six.

The STBs are programmed to read 1/O from the field devices. The PACs are programmed to scan
the STBs for data.
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All of the security testing was performed on the Cisco control network switches and the process

area.

For the site-to-site encryption implementation, an additional Cisco switch was added that
connects to one of the HSRP switch pair. The added Cisco switch at the remote location also

connects to a group of ConneXium switches.
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IE3000-1 SCADA System 192.168.2.2 Engineering

192.168.2.3 192.168.5.202 ::g/;) &kGSStaglggo

Virtual IP
192.168.2.1

VLAN 2

IE3000-3
192.168.20.1 19216820100
= 192.168.20.101

10.10.10’%A

10.10.10.2

Location

M340
192.168.11.4

192.168.10.4 ConneXium

192.168.11.25
ConneXium
192.168.10.25

=N
H =

=N

Lo
UM LLUMERS I
=N N o U U 2 f ] STB NIP
Hmm i ! I3 Ilaé e 192.168.11.10
I Eta S N[> STB NIP STB NIP STBNIP  192.168.11.9
STB NIP 192.168.11.5 192168116 192168117 192.168.11.8
192.168.10.5 STB NIP
192.168.10.6 VLAN 11
VLAN 10
Figure 16: Network Design for Encryption
Many of the design guidelines were obtained from the Cisco Guide to Harden Cisco I0OS Devices.
Document ID: 13608 Updated June 13, 2014. This is available is available on the Cisco web site
at:
http://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
This STN does not encompass all the options identified in the hardening guide, but reflects some
recommendations for use in the industrial control network.
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4.

4.1.

41.1.

Implementation

In Cisco’s view, the network consists of three sets, or planes, of functions: the management
plane, the control plane, and the data plane. Each plane provides different functionality that

needs to be safeguarded.

Management Plane — manages traffic sent to the Cisco device. The management plane is made

up of applications such as secure shell (SSH) and simple network management protocol (SNMP).

Control Plane — processes the traffic that is paramount to the functionality of the network
infrastructure. The control plane consists of applications and protocols that operate between
network devices. These include routing protocols such as OSPF or Border Gateway Protocol
BGP, and redundancy protocols such as Hot Standby Router Protocols (HSRP) or Resilient
Ethernet Protocol (REP).

Data Plane — forwards the data through a network device.”.

This document follows the Cisco functional plane strategy.

Management Plane

The management plane includes password management, informational banners, encrypted
management sessions, control access via console, and command line and web browsers. It
discusses applications and protocols to be disabled. It demonstrates recommended practices for

logging and network management. It also addresses the implementation of NTP.

Password Management

Passwords are used to control access to devices or resources. Local passwords configured on

the switch are safeguarded by the following mechanisms.

The “enable secret” command sets a password for administrative rights to the device. It is

entered from the command line interface (CLI).
Here is an example from the switch configuration:
enable secret 5 $1$YFVD$pRXTZSe28fL8j3uLFrQonl

enable password secret

® Guide to Hardening Cisco Devices, Cisco Press, June 03, 2014 p.4
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Note that the secret password is masked by the following text:
$1$YFVDSpRXTZSe28fL8j3uLFrQonl

Someone who gains unauthorized access to the device or to a printout of the configuration will
not see the actual password. The password encryption service is a feature that directs the 10S

software to encrypt the password. The command is as follows:
service password-encryption
Here is an example from the switch configuration:

service password-encryption
enable secret 5 $1$sp81$BPICAgQB55fPdrgsYimgzl
enable password 7 04480E051D2458

An additional feature of the Cisco 10S software is enhanced password security. This feature
provides for the configuration of MD5 hashing for passwords. MD5 is a standard, Internet
Engineering Task Force (IETF) Request for Comments (REC) 1321. MD5 is an algorithm used to

verify data integrity by means of a 128-bit message digest. This digest is created from data that is

input when the username is created. The command is as follows:

username greg privilege 15 secret 5 $1$RDyH$Dd.AmgwmOiKiFR//Nmsvt
Again the password is not in clear text.

Implementation of an authentication, authorization and accounting (AAA) server is another highly
recommended strategy, which is not covered in this document. In the absence of an AAA server,
the password encryption steps, described above, are recommended to help provide secure

access to the device.

4.1.2. Informational Banners

An informational banner notifies a user, innocent or malicious, of that user’s attempt to access a
secure site. In the absence of informational banners, it may be impossible to prosecute a

malicious intruder in some legal jurisdictions. Here is a sample from our switch configuration:

banner motd "C

This is a secure site. Only authorized users are allowed.

Unlawful access to this system may be subject to civil and criminal penalties.
This system is monitored and all logs may be used as evidence in court.

"C

It is a recommended practice not to identify the device, or ownership.
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4.1.3.

Encrypted Management Sessions

Encrypted management sessions provide an alternative to sending clear text messages across

the network when connected to a device. Terminal sessions using telnet are not recommended.

If Telnet is enabled, you can use the following commands to disable it:

Het 1ve—Houterd
Active—Router#iconf t
Enter configuration commands, one per line. End with CHNILAZ.

Active—Router{config>#line vty B 4
Active—Router{config—lineX#transport input ssh
Active—Router{config—linel>fexit

Figure 17: Disabling Telnet
SSH is configured on the network devices. SSH allows authenticated users encrypted access to
the device CLI. SSH was configured via the following command to the switch:

Enter configuration commands, one per line. End with CNTL/Z.
Active-Router(config)#ip domain-name NCC.net
Active-Router(config)#crypto key generate rsa modulus 2048
The name for the keys will be: Active-Router.NCC.net

% The key modulus size is 2048 bits
% Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 57 seconds)

Active-Router(config)#ip ssh time-out 60
Active-Router(config)#ip ssh authentication-retries 3

Active-Router(config)#ip ssh source-interface fal/l
Active-Router(config)#line vty 0 4
Active-Router(config-line)#transport input ssh
Active-Router(config-line)#ip scp server enable

First a domain name is set on the devices. This is necessary for the generation of the encryption
key. The next command generates the cryptography key. The ip ssh time-out step specifies a 60
second timeout to the connection; the next step permits 3 attempts to enter the password before

the device disconnects the session.

On our switch, SSH can be connected only through the network management station attached to
port fal/l. The ip scp server enable command allows the use of the secure copy protocol (SCP)
S0 an encrypted secure connection can be used to copy device configurations or software
images. The following is an example of a syslog showing user “greg” accessing the switch via
SSH:

% Syslog Watcher - Local Syslog Server =8 X
Q@ Hvy i REREAZ S B 0C
| Start Server | Stop Server  Status | Reload  Filter ~ Find | Search Import Export Delete Reports | Storage Settings | VendorPack Help  Info
Show AnySeverity~ from All Sources~ last 1000 ; messages Updateevery 10 ; seconds Updatedat 9/15/20153:3849PM | v| AutoScroll
2 [ERRUNIRYSILEE Syslogs for Period  Search Results (0) Sources (4) ServerLog Backups
2 || Received Source [P Source Name Facility Severity Timestamp Tag Origin Message
&
3 ||9/15/2015 3:27:45.292 PM 19216852 local 3 Notice Sep1519:27:44.284 310 9%5YS-5-CONFIG_I: Configured from console by greg on vty0 (192.168.5.200)
Figure 18: Syslog User Access Example
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41.4. Console, Terminal and Web Access

The console port of the switch can also be disabled. The commands to do this are:

line aux O

Transport input none
Transport output none
no exec

exec-timeout 0 1

no password

Remote terminal access can also be disabled. The commands to do this are:

line vty 04
Transport input none

Web access can be disabled. Cisco 10S devices have the ability to use a standard web service
via HTTP or a secure web service via HTTPS. Either of these services can be disabled with a
simple command:

no ip http server
Or
no http secure-server

41.5. Disable Unused Services
Unused services are disabled. The list of unused services includes:

¢ IP finger — no response to a finger request

e |P BOOTP server — the bootstrap protocol

e DHCP - the dynamic host configuration protocol

¢ MOP - the maintenance operation protocol

e |P domain-lookup — the domain name system (DNS)
e Service pad — the X.25 service

e Service Config — configuration via trivial file transfer protocol (TFTP)

Most of these services are disabled from the CLI by entering a ’no” statement and then the

name of the service, except for IP BOOTP server. That command is:

ip dhcp bootp ignore
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4.1.6. Logging

Logging is an indispensible element of network security. It provides valuable information for
network diagnostics. Time stamped messages are triggered when ports or interfaces changed
state, and also shows when devices were accessed via remote terminals. It also flags detected
system errors. Logging can act as a powerful debugging tool. The network syslog server
employed in this design is a free product called Syslog Watcher, which is available from
SNMPSOFT.

The download is a Microsoft Windows executable file that is a simple install. When starting the

application, connect to the local server by selecting Manage Local Syslog Server.

It also has the capability to connect to Syslog Watcher running on remote devices.

> 4

f 7
% Syslog Watcher R

~

:?‘ Select Syslog Watcher GUI Mode h

® Manage Local Syslog Server
To use locally installed Syslog Watcher service.

= Connect to Remote Server
J} To connect to Syslog Watcher service running remotely.

< Standalone Application

‘ To collect syslogs without using Syslog Watcher service.

Remember my choice and don't ask me again Close ’

/7

Figure 19: Initializing Syslog Watcher
The next step is to configure logging on the switches. Here is a screenshot of the commands to

enable logging and indicating where to send the switch log events.

Figure 20: CLI Enabling and Directing Logging
As you can see, in this configuration log files are sent to the Syslog Watcher at TCP/IP address of
192.168.5.202.
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Here is a screenshot of Syslog Watcher running in the network:

' Syslog Watcher - Local Syslog Server =R
Q@ Q ) Yy A RERE S B B OO0
Start Server | Stop Server Reload ~ Filter  Find Search Import Export Delete Reports | Storage Settings = VendorPack Help  Info
Show AnySeverity~ from AllSources~ last 1000 ; messages Updateevery 10 ; seconds Updatedat 9/28/20159:58:22 AM | [v! AutoScroll
é Syslogs for Period  Search Results (0) Sources (4) ServerLog Backups
% ||Received Source IP Source Name Facility Severity Timestamp Tag Origin Message &
§ 9/18/2015 10:16:57.301 AM 10216852 I E ) Notice Sep181416:57.799 339 o %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthemetl/1, changed state ...
’b" 9/18/2015 10:16:57.800 AM 19216852 local 3 Error Sep1814:16:56.792 338 %LINK-3-UPDOWN: Interface FastEthernetl/1, changed state to up ;
%- :9/18/’2015 10:16:12.646 AM 192.168.5.2 local 3 Error Sep 1814:16:12.643 37 %LINK-3-UPDOWN: Interface FastEthernetl/1, changed state to down ‘E
5 9/18/2015 10:16:12.646 AM 19216852 local 3 Notice Sep1814:16:11636 336 SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state ...
g [9/18/2015 10:14:34.384 AM 192168.5.2 local 3 Notice Sep 18 14:14:34.881 335 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthemet/1, changed state ...
| [0/18/2015 10:14:34.384 AM 19216852 Tocal 3 Error Sep1814:14:33875 334 S4LINK-3-UPDOWN: Interface FastEthemet1/1, changed state to up N
9/16/2015 2:26:14.012 PM 192.168.11.25 kernel Notice SEP1619:26:13 HM_HPL F.. 192168.11.25-1  src/hmpriv_main.c(301) 323 %3% H_Event S_hpl_LINK_UP (3-0-0-0)
9/16/2015 2:26:14.008 PM 1021681125 kernel Notice SEP1619:26:13 TRAPMGR... 1921681125-1  traputil.c(697) 322 %% Link Up: Unit: 1 Slot: 1 Port: 3 o
9/16/2015 2:26:07.404 PM 192.168.11.25 kernel Notice SEP 16 19:26:07 HM_HPL F.. 192168.11.25-1  src/hmpriv_main.c(324) 321 %% H_Event S_hpl_LINK_DOWN (3-0-0-0)
9/16/2015 2:26:07402 PM 192.16811.25 kernel Notice SEP 16 19:26:07 TRAPMGR... 192.16811.25-1  traputil.c(697) 320 %3% Link Down: Unit: 1 Slot: 1 Port: 3
9/16/2015 2:26:06.208 PM 192168.11.25 kemel Error SEP 16 19:26:06 DOTIS[111... 192168.11.25-1  dotls_ih.c(1704) 319 %% dtiDot1sStateSet failed intlfNum 3, instance ID 0 state 4
9/16/2015 2:12:34.112 PM 192168.5.2 local 3 Notice Sep161812:33104 333 %S5YS-5-CONFIG_E Configured from console by vty5 (192.168.5.202)
9/16/2015 1:23:06.807 PM 19216852 local 3 Error Sep1617:23:06803 332 %LINK-3-UPDOWN: Interface FastEthernetl/1, changed state to down
9/16/20151:23:06.807 PM 19216852 local 3 Notice Sep1617:23:0579%6 331 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state ..
9/16/2015 1:23:04.449 PM 19216852 local 3 Notice Sep1617:23:04445 330 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthemnetl/1, changed state ...
9/16/2015 1:23:04.449 PM 19216852 local3 Error Sepl617:2303439 39 %LINK-3-UPDOWN: Interface FastEthemetl/1, changed state to up )
9/16/2015 11:44:08.364 AM 19216852 local 3 Notice Sep1615:44:07.355 328 %SY5-5-CONFIG_I: Configured from console by vty5 (192.168.5.202)
0/16/2015 11:41:59.825 AM 19216852 Tocal 3 Warning Sep1615:41:58816 315 S4SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on Gil/1, vian 11.(10080.4...
9/16/2015 11:40:52.098 AM 19216852 local 3 Notice Sep161540:51.086 314 %SY5-5-CONFIG_I: Configured from console by vty5 (192.168.5.202)
9/16/2015 11:34:57.863 AM 192.16810.25 kernel Notice SEP 16 11:34:57 HM_HPL F... 192.168.10.25-1 s/ hmpriv_main.c(301) 163 %% H_Event S,hpl_l:INK_UP (3-0-0-0)
9/16/2015 11:34:57.854 AM 192.168.10.25 kemel Notice SEP 16 11:34:57 TRAPMGR... 192168.10.25-1  traputil.c(697) 162 %% Link Up: Unit: 1 Slot: 1 Port: 3
9/16/2015 11:34:57.355 AM 192.168.10.25 kernel Notice SEP 16 11:34:57 HM_HPL F.. 19216810.25-1  src/hmpriv_main.c(324) 161 %% H_Event S_hpl_LINK_DOWN (3-0-0-0)
9/16/2015 11:34:57.353 AM 192.168.10.25 kemel Notice SEP 16 11:34:57 TRAPMGR... 192.168.10.25-1  traputil.c(697) 160 %% Link Down: Unit: 1 Slot: 1 Port: 3
01602015 11:24-54 044 AN 1021621025 Larnal Erear SED 1A11:24:84 DATIGM11 10216210250 clntle ih (17041150 %% ciDot cStataSat faila intlfNlum 2 inctancalD 0 ctatad
Message View 1 x
7
Notice / local 3 (192.168.5.2) Monday, September 21, 2015 10:54:59.694 AM A
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet1/8, changed state to up Explanation > £ |
The data link level line protocol has changed state.
Recommended Action > =
Mo ki
For Help, press F1 Service: Stopped Tot: 404 Dsp: 404 Fit:0 Sel: 1 P P P PG VerdlS

Figure 21: Syslog Watcher in Operation
Cisco also recommends not logging monitor and console sessions. Enter the global configuration

commands “no logging console” “no logging monitor” from the CLI to disable this feature.

4.1.7. Simple Network Management Protocol (SNMP)

SNMP is a valuable network management tool. SNMP is an interoperable protocol used by
almost every network vendor. SNMP version 1 and 2 are very insecure and provide no password
protection or encryption. SNMP version 3 fixed those problems. SNMP v3 has three primary

configuration options:

1. No auth — no authentication or encryption of any SNMP packets.
2. Auth — authentication of the Ethernet packet without encryption.

3. Priv — both encryption and authentication of the SNMP packets.

To configure SNMP v3 from the CLI, configure an SNMP server group, then configure a user for

that group. From the configuration mode of the CLI the commands are the following:
snmp-server group PRIVGROUP priv

snmp-server user snmpv3user PRIVGROUP v3 auth md5 authpassword 3des privpassword
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To verify the configuration, issue a show command to display the user:

Figure 22: SNMP Show Command Output

Schneider Electric ConneXium Network Manager supports the use of SNMP v3.

4.1.8. Network Time Protocol (NTP)

NTP configured in the switch network synchronizes the system clock of the devices. Mienberg
Global provides a free Microsoft Windows based NTP server. The simple install process creates
an NTP windows service and can point to any NTP server in the internet or, as in our case, within

the control network. Here is a screenshot of the service:

& Computer Management o|@| %

File Action View Help
e 2B D= HE » = n»

omputer Management (Local) | v Actions

| System Tools

24 . 2 ~ | Services a
@ Tosk Scheduler Network Time Protocol Daemon  Name Description  Status  Startup Type |
) Event Viewer . Microsoft NET Fr... Microsoft ... Disabled More Actions » | Network Time Protocol Daemon Properties (Local Computer) R4
5
) Shared Folders j%?;:‘f::::jce i Microsoft NET Fr.. Microsoft . Disabled o = = ] <
\estar Vi orh ime Protocol €.
& Local Users and Groups Microsoft NET Fr... Microsoft .... Automatic (D... Ll L | || General | Log On | Recovery | Dependencies |
() Performance Microsoft .NET Fr.. Microsoft ... Automatic (D... More Actions L SRS NP
= Device Manager Eé“gptim e local ok “Microsoft Antimal... Helps prote... Started  Automatic
5 Storage Symenronices '( glota SY“‘";‘ o¢ Microsoft iSCSIIni... Manages In... Manual Display name:  Network Time Protocol Daemon
& oo " o a reference time source an )
29 Disk Managemen (eventually) provide this time to NTP s Microsoft Networ... Helps guard... Started  Manual Description: | Symchronizes the local system clock to a reference.
Services and Applications and/or SNTP clients Microsoft Softwar... Manages so... Manual lime source and {eventually) provide this time to NTP _
W) Intemet Information Services ‘% Mozilla Maintena... The Mozilla ... Manual P o
Services 7 0 executable:
2 WM Control x;“’\'ﬂm“'i“:“ ;"abfes ’E‘“t'“ g"“’b’l“z‘" C:\Program Fies (xB6)\NTP\bin\ntpd exe -U 3-M g < "C:\Program Fies {ci
Msm Listene... Receives act... isable | -
Net Pipe Listener ... Receives act... Disabled 3 Sttuptype:  [Automatic Bl
Net Tcp Listener A... Receives act... Disabled I p o
elp me corfiqu e startup options
Net.Tcp Port Shari... Provides abi... Disabled
3 NetAccess Service Started  Automatic —
Netlogon Maintains a .. Manual .
 Network Access P... The Networ... Manual : Sop | Pause Re
Mework c_°"nm_"" Mana.g‘es 9 Sharted Mantat You can specify the start parameters that apply when you start the service
Network List Service Identifiesth... Started  Manual from here.

Network Location ... Collectsan... Started Automatic
Network StoreInt... This service... Started Automatic

:>  Network Time Pro... Synchronize... Started  Automatic

NVIDIA Display Dri... Provides sys.. Started  Automatic

NVIDIA Stereosco... Provides sys.. Started  Automatic [ oK [ Cancel |
Office Source Eng... Saves install... Manual
Office Software Pr... Office Soft... Manual f y
Offline Files The Offline... Started  Automatic - / y /4
« u » B ’
|
« it » |\ Extended /{ Standard ( // 4 //
A , f '
4 4
/ . 4 o‘ 4

Figure 23: NTP Server
After the NTP server is installed, enable NTP on the switches. To demonstrate the different ways
to configure these options, the CLI, Cisco Network Assistant (CNA) and the Cisco Configuration
Professional (CCP) tools were used in this control network implementation. CNA is a free tool
available from Cisco. It is a Microsoft Windows or Apple MAC software application that provides

an easy to use graphical interface. CCP is demonstrated later in this document.
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Here is a screenshot of NTP configured on the switches via CNA:

Application Window Help

e ¥ . ] Hia
BE DEFREREE=REDERN CE O 0 el
o BN Z ooy v soo

| N S [100% DK
gonﬁgure @ < 25
_— i T = %

Protected Port... t“ & System Time

SR Device Month Day Year Hour Minute Time Zone

Flooding Control... = CiscoSe:

Alarms... -

@ Stand{September |10 12015 14 137 (GMT - 05:00)... ]
@ Adive{Sep!ember 10 12015 14 137 (GMT - 05:00)... )

¥ Routing
Enable/Disable...
4 Protocols...
Inter-VLAN Routing Wiza
IP Multicast Wizard...
IP Multicast Routing...

DHCP Server

¥ Device Properties
IP Addresses...
Hostname...

Total Rows: 3 m m

HTTP Port.. NTP Server 192.168.5.202 is alive.

Users and Passwords...|

SNMP... v

: |
NTP

Monitor:
Q- o | oo L | e |
Troubleshoot
Maintenance
Cisco Active Advisor

Figure 24: Cisco Network Assistant

4.2. Control Plane

The control plane focuses on applications and protocols that impact network devices. OSPF
implemented in our network is a key control plane protocol. First Hop redundancy protocols, such
as Hot Standby Router Protocols (HSRP), are also used in the control network to provide high
availability. Other features like infrastructure access control lists (ACL) and routing protocol

authentication are also implemented in the control network.

4.2.1. OSPF and HSRP

OSPF, which is configured in this network, is an example of a routing protocol between two
routing enabled layer 3 switches. PlanStruxure control networks generally incorporate static
routing. By contrast, OSPF is a link state protocol that provides additional features — including
automatic topology determination — that do not exist in static routing. As the Internet of Things
(IOT) continues to expand, more and more devices will be network enabled. This will increase the
complexity of most networks, so that manually entering static link routes becomes a daunting
task. OSPF is a feature-rich routing protocol that may benefit control networks both today and in
the future. Most IT organizations use link state protocols such as OSPF. As the world of IT and
OT converge, running OSPF — the most commonly used link state protocol — may provide a
seamless secure bridge between IT and OT.
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HSRP provides router redundancy thus eliminating a single point of failure in the PlantStruxure

control network. Static routing provides no redundancy. For more information on OSPF and

HSRP, refer to the detailed explanations in the STN How Can | Design a Transparent

PlantStruxure Network Incorporating Cisco Industrial Ethernet Devices?

Here is the switch configuration for OSPF:

)

router ospf 1

network 192.168.2.0 A.8.0.255 area O
6.6

network 192.168.5.0 6.8.68.255 area @
network 192.168.10.80 8.8.0.255 area 8
network 192.168.11.0 8.8.6.255 area 8
¢

Figure 25: OSPF Configuration

Below is a validation that OSFP is operating correctly:

Standby—Routerfisho ip ospf
Routing Process Yospf 1" with ID 192.168.11.3
Start time: 00:80:33.546,. Time elapsed: 4uwdd
Supports only single TOS(TO0SB> routes
Supports opagque LSA
Supports Link-local Signaling (LLS>
Supports area transit capability
Supports NSSA {(compatible with RFC 1587>
Event—log enabled., Maximum numbher of events: 1088, Mode: cyclic
Router is not originating router—LS8SAs with maximum metric
Initial SPF schedule delay 5880 msecs
Minimum hold time hetween two consecutive SPFs 18888 msecs
Maximum wait time bhetween two consecutive SPFs 1000868 msecs
Incremental-SPF disabled
Minimum LSA interval 5 secs
Minimum LSA arrival 1888 msecs
LSA group pacing timer 240 secs
Interface flood pacing timer 33 msecs
Retransmission pacing timer 66 msecs
Number of external LSA B. Checksum Sum BxB886608
Number of opagque AS LSA A. Checksum Sum GxB000600
Number of DChitless external and opagque AS LSA @
Number of DoNotAge external and opague AS LSA @
Number of areas in this router is 1. 1 normal B8 stub B nssa
Numbher of areas transit capable is @
External flood list length @
IETF NSF helper support enabled
Cisco NSF helper support enabled
Reference bhandwidth unit is 188 mbps
Area BACKBONE<C(@>
Number of interfaces in this area is 4
Area has no authentication
SPF algorithm last executed 6dB4h ago
SPF algorithm executed 14 times
Area ranges are
Number of LSA 6. Checksum Sum Bx8B37D9B
Number of opagque link LSA @. Checksum Sum 8x00000808
Number of DChitless LSA @
Number of indication LSA @
Number of DoNotAge LSA @
Flood list length @

Figure 26: Verifying OSPF Operation
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The following figures present the active and standby switch configurations for HSRP:

*
interface Ulani
no ip address
)
interface Ulan2
ip address 192.168.2.2 255.255.255.8
standby 2 ip 192.168.2.1
standby 2 priority 165
standby 2 preempt
)
interface Ulan5
ip address 192.168.5.2 255.255.255.8
standby 2 priority 165
standby 5 ip 192.168.5.1
standby 5 priority 165
standby 5 preempt
standby 18 priority 165
standby 18 preempt
2

interface Ulani@

ip address 192.168.10.2 255.255.255.0
standby 18 ip 192.168.16.1

standby 18 priority 1065
’standby 18 preempt

interface Ulanii

ip address 192.168.11.2 255.255.255.0
standby 11 ip 192.168.11.1

standby 11 priority 165

standby 11 preempt

ip ospf authentication message—digest
ip ospf message—digest—key 1 md5

Figure 27: Active Router

¢
interface Ulanl

no ip address
?

interface Ulan2

ip address 192.168.2.3 255.255.255.0
standby 2 ip 192.168.2.1

’standby 2 preempt

interface Ulan5

ip address 192.168.5.3 255.255.255.0
standby 5 ip 192.168.5.1

standby 5 preempt
?

interface Ulanli@

ip address 192.168.10.3 255.255.255.0
standby 160 ip 192.168.10.1

’standby 18 preempt

interface Ulanii

ip address 192.168.11.3 255.255.255.0
standby 11 ip 192.168.11.1

otandhy 11 preempt

1p ospf authentication message—digest
ip ospf message—digest—key 1 md5 7 B2240B481FA?61 788D
?

Figure 28: Standby Router
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This is the command to verify if HSRP is functioning:

Active—Routeriisho standbhy
lan2 - Group 2

State is

Active

2 state changes, last state change 6d85h
Uirtual IP address is 192.168.2.1
Active virtual MAC address is 0000.0cA?7.acB2
Local virtual MAC address is 0000.8cB?.acB2 (vl default)
Hello time 3 sec, hold time 18 sec
Next hello sent in B.272 secs
Preemption enabhled
Active router is local
Standby router is 192.168.2.3, priority 10808 {(expires in 11.536 sec>
Priority 1605 <{(configured 165>
Group name is "hsrp-U12-2" {(default)
lan5 - Group 5

State is

Active

1 state change, last state change 6d85h

UEROATEN

IP address is 192.168.5.1

Active virtual MAC address is 0000 .0cHB?.achBS
Local virtual MAC address is 0000.8cA7.acB5 (vl default)
Hello time 3 sec. hold time 18 sec
Next hello sent in B.5608 secs
Preemption enabhled
Active router is local
Standby router is 192.168.5.3,. priority 188 (expires in 92.744 sec)
Priority 1605 {configured 165)
Group name is “hsrp-U15-5" {(default)

lan1@ — Group 10

State is

Active

2 state changes, last state change 6d@5h
Uirtual IP address is 192.168.16.1
Active virtual MAC address is 0000.08cA?7.acBa
Local virtual MAC address is 0000.8cB?7.acBa (vl default)
Hello time 3 sec, hold time 18 sec
Next hello sent in 1.680 secs
Preemption enabhled
Active router is local
Standby router is 192.168.10.3, priority 180 {(expires in 8.544 sec)
Priority 1605 <{(configured 185>
Group name is "hsrp-U116-168" {(default>
lanii - Group 11

State is

Active

1 state change, last state change 6d85h

UEROATEN

IP address is 192.168.11.1

Active virtual MAC address is 0000.BcHB?.acBh
Local virtual MAC address is 0000.8cA7.acBh (vl default)
Hello time 3 sec,. hold time 18 sec
Next hello sent in 1.968 secs
Preemption enabhled
Active router is local
Standby router is 192.168.11.3,. priority 180 <(expires in 160.1608 sec>
Priority 1605 {configured 165>
Group name is “hsrp-Ul11-11" {(default>
Active—Routeridt

Figure 29: Verifying HSRP Operation

4.2.2. OSPF Message Authentication

Using password authentication between the switches helps prevent a malicious user from
introducing false routing information into the control network. Applying the MD5 hash
authentication process, routing updates are no longer in clear text. However, MD5 is still

susceptible to brute force and dictionary attacks if simple passwords are used.
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The switches are configured with MD5 authentication. In Figure 29 above, the last 2 lines of the

interface VLAN 11 demonstrate how this is configured.

Here is a command to determine the state of password authentication:

ip ospf authentication message—digest

ip ospf message—digest—key 1 md5 7 82240B481F0A901788D
.

Figure 30: Verifying Password Authentication

Here is the output of the command:

Active—Routeriisho ip ospf int
Ulanil is up, line protocol is up
Internet Address 192.168.11.2/24, Area B, Attached via Network Statement
Process ID 1, Router ID 192.168.11.2,. Network Type BROADCAST, Cost: 1
Topology—MTID Cost Disahbled Shutdown Topology Name
a i no no Base
Transmit Delay is 1 sec,. State BDR,. Priority 1
Designated Router <(ID> 192.168.11.3, Interface address 192.168.11.3
Backup Designated router (ID> 192.168.11.2, Interface address 192.168.11.2
Timer intervals configured, Hello 18, Dead 48, Wait 4@, Retransmit 5
oob—resync timeout 40
Hello due in 00:00:064
Supports Link—-local Signaling <(LLS>
Cisco NSF helper support enabled
IETF NSF helper support enabhled
Index 474, flood queue length B
Next 8x8(8)/68x8(8>
Last flood scan length is 1, maximum is 2
Last flood scan time is B msec, maximum is 9 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 192.168.11.3 <(Designated Router>
Suppress hello for B neighbord(s> o ¢
Message digest authentication enabled =S
Youngest key id is 1 b

Figure 31: Password Authentication Verification Command Output

4.2.3. Access Control List

Access control list (ACL) operation can be very simple or quite complex. The example network
has a simple ACL that calls for SSH to be used to access and configure the device from the CLI.
Telnet has already been disabled on the device. The CLI is set to accept only SSH (port 22) for
access. The ACL specifies that SSH can be initiated from VLAN 5, which is where the network

management station is set up. Here is the ACL.:

ctive—Router{config>H
ctive—Router{configld#faccess—list 108 permit 192.168.5.0 8.8.0.255
ctive—Router{config>#fline vty B 4

ctive—Router{config—lined#faccess—class 1 in
ctive—Router{config—linel#exit

Figure 32: Password Authentication Verification Command Output
The access list permits devices in VLAN 5 (subnet 192.168.5.0/24) to connect to the switch via
SSH. The Cisco access list contains the hidden last line ip deny any any that denies access by

any other device or VLAN not in the permitted subnet.
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4.3.

More complex ACLs can be written to identify a specific address of a device, or a control policy

can be created to accomplish the same result.

Data Plane

Securely moving data between network devices is the responsibility of the data plane. There are
many features and configuration options available in the Cisco IOS software. Implementation of
these features was accomplished by various means. CNA was used in the previous Cisco based
STNs.

CCP is a web based router tool and, although not designed for switches, it can be used to
simplify switch configuration. It offers smart wizards and advanced configuration support to assist
in configuring and deploying switches. It is a free tool available from Cisco at:
https://software.cisco.com/download/release.html?mdfid=281795035&softwareid=282159854&rel
ease=3.2&relind=AVAILABLE&rellifecycle=&reltype=latest.

Here is a screenshot of the tool discovering the control network switches:

Application Help
o | [} - )
A “ee—; > o2 2 - . . ke
[ ) Home || 50 contigure | @l momior | | ofe & . €  cisco Configuration Professional ' lreras
= Cisco
Select Community Member:
192.168.22 | « Monitor > Switching > Port Statistics @
.168.2. v
T W = Cj Cisco Configuration Professi I News : U ilable due to connection failure with www.cisco.com ¥
L
|_] Community View Community Information
_-] Cisco Active Advisor Selected community: Security STN . Select a device from the table below. Use the buttons at the bottom to continue.
| 2 rovs retrieved |
IP address / Hostname Router Hostname Connection Type Discovery Status
192.168.2.2 Active-Router Secure Discovered
192.168.2.3 Standby-Router Secure Discovered
Utilities
“Flash File Management ~
'Softvmre Upgrade
4/ Configuration Editor
“Save Configuration to PC | J
W o
paitataStaTtp contighation ‘ L Manage Devices J | Delete J | Discover J t Discovery Details J L Router Status
; L L
Telnet [v]
Figure 33: Cisco Configuration Professional GUI
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4.3.1. Disabling Unused Ports

Ports that are not used should be disabled to help prevent a malicious user from gaining access

to the control network. CCP provides an easy-to-use interface for disabling unused ports:

Application Help

| Q) Home | B vener | | e &% @  cisco configuration Professional !l!t!l1:

s cisco

d"t}“j Configure

Select Community Member:
« Configure > Switching > Ports > Port @
192.168.2.2 | v

Port Runtime Status MTU Settings

» (3 Switch J&] | 10 rovs retrieved |
¥ &5 Svitching Interface Description Status EtherChan Duplex Speed Port Fast Flow Auto MDIX Media Type
v B3 Ports nel Control
Number (Receive)
] Port S
Fai/1 EngeeringW enabled [} auto auto enable off on auto-select
| EtherChannel
Fa1/2 enabled o auto auto disable off on auto-select
] Smartport
Fa1/3 enabled 0 auto auto disable off on auto-select
_] VLAN Settings
Fai/4 To PAC enabled 0 auto auto enable off on auto-select
» (3 Alarm
Fa1/s5 enabled 0 auto auto disable off on auto-select
|_] ModBus
Fa1/e enabled (5] auto auto disable off on auto-select
» 3 QoS
- m Fa1/7 enabled 0 auto auto disable off on auto-select
» 3 sTP
Fai/g enabled o auto auto disable off on auto-select
|_] MAC Address
Git/1 To 192.168 enabled 0 auto auto disable off N/A auto-select
v B Security
Git/2 enabled o auto auto disable off N/A auto-select

|_] Port Security
R ) Click on the ports to select them
14 Security Wizar

Utilities
~*Flash File Management
“  Softvare Upgrade
& “ Configuration Editor |
' save Configuration to PC ‘

[
ﬁ}»f«\"lrite to Startup Configuration ( | .. | @ select edit

o Telnet =

T

Figure 34: Selecting Unused Ports in CCP
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The next screen allows you to select the “disable” button and click OK.

As
Bl rontor Cisco Configuration Professional il
CISCOo
U

~ Edit Port @ %
{
i InterfaceName
1 Description
: Status () Enable (s) Disable
{ Duplex | auto | v |
i Speed | auto v
1 Speed | auto v |

Port Fast | disable N

Flow Control Receive | off v |

Auto MDIX | en v

Media Type | auto-select v |

OK Cancel |
| e | m T— i —— ——
Figure 35: Disabling Selected Ports in CCP
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Here are the results showing that the selected ports have been disabled.

Application Help

oan - 2o @& % 2 s 2 P
| | ) vome || {0} contigure || [l monor | | e & ~ ) cisco Configuration Professional 'éll's"clc','
i %5 |

Select Community Member:
« Configure > Switching > Ports > Port @
192.168.2.2 | v

Port Runtime Status MTU Settings

Je)

» (3 Switch je. | 10 rovs retrieved |

v 5 Svitching Interface  Description Status EtherChan  Duplex Speed Port Fast | Flow Auto MDIX Media Type
v B Ports nel Control

Number (Receive)

‘_JA Port Fa1/1 EngeeringW enabled 0 auto auto enable off on auto-select

\—»‘ Ehercha vl Fa1/2 disabled o auto auto disable off on auto-select

—“ Smartport. Fa1/3 disabled o auto auto disable off on auto-select

] ;—‘VLAN SEHn0s Fai/4 To PAC enabled 0 auto auto enable off on auto-select

» —J Alacm Fal/s disabled 0 auto auto disable off on auto-select

fo Mo Fal/6 disabled 0 auto auto disable off on auto-select

> ——J QoS Fai/7 disabled 0 auto auto disable off on auto-select

» ‘——J ST Fal/8 disabled 0 auto auto disable off on auto-select

o MA.C Address Gil/1 To 192.168 enabled o auto auto disable off N/A auto-select

¥ 5 Security Git/2 disabled o auto auto disable off N/A auto-select

[} Port Security
[} 802.1x
\_] Security Wizard

Utilities
% “Flash File Management
U:‘Soft\-/are Upgrade

-2 Configuration Editor

<" Save Configuration to PC

#/* Write to Startup Configuration

o “Telnet \LJ

T T

Figure 36: Displaying Port Status
As you can see, the CCP tool provides many configuration options. Some of these will be

implemented later in this document.
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In addition to disabling the ports, you can use RJ45 port locks to physically help secure the ports.

Here is an example of installed port locks:

Figure 37: RJ45 Port Lockout

The clear instrument is the key that locks the plastic port block into place. Port locks are available

from network hardware warehouses.

4.3.2. VLANSs

VLANSs are implemented in the control network. As mentioned in section 2.4.2. , they provide a
separate broadcast domain for each VLAN. This helps create a secure operating environment
because traffic traverses to another VLAN only when required. VLANSs are implemented using the
CNA tool. The creation of VLANs using CNA was explained in the STN How Can | Design a
Transparent PlantStruxure Network Incorporating Cisco Industrial Ethernet Devices?.
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Here is a screenshot of the control network VLANS:

Application Window Help
SiiEd = el
GE COSEBEBEREAOQEN CEE O cvon [P
Setup G VLANs |—[+[x]
Hostname: | Standby-Router 7
Configure
Configure VLANS
Smartports...
» Ports [ VLAN ID VLAN Name VLAN Status
» Security 1 default Active
> Quality of Service 2 IVLAN00O2 Active
Mascaing 5 VLANOOOS Active
MAC Addresses 10 IVLANOO10 Active
STP.. 11 VLANOO11 Active
IGMP Snooping.
& voice VLAN...
Protected Port.
SPAN...
Flooding Control...
Alarms...
» Routing
DHCP Server
» Device Properties
Save Configuration...
Monilor
Iroub|eshoot m - .
Cisco Active Advisor
Figure 38: CNA Tool Displaying VLANs
4.3.3. Controlling Data Flow via Access List

Access lists were implemented in the control plane portion (section 4.2.3.) of this document.

Access lists can also be used to filter traffic that is addressed to the control network.

Internet control message protocol (ICMP) is a valuable tool for troubleshooting network problems.
Malicious attackers can use tools such as ping and traceroute to gain access to and exploit the

network.

A gate-keeping ACL, which determines whose ICMP packets are accepted and rejected, is called
a transit ACL (tACL).

A tACL allows only ICMP messages from a “trusted network”, which in this control network is

VLAN 5. All other subnets are denied access via ICMP ping and traceroute. Here is the ACL.:

Active—Routeriiconf t

Enter configuration commands, one per line. End with CNTL/Z.
lActive—Router{config>#ip access—list extended ACL-TRANSIT-IN
MActive—Router{config—ext—nacl)>#permit icmp host 192.168.5.68 any

Active—Router{config—ext—nacld#ideny icmp any any
Active—Router{config—ext—nacl)>#texit
Active—Router{config)#

Figure 39: Creating a tACL
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4.3.4. IP Source Guard

Cisco’s IP source guard uses DHCP snooping to dynamically configure a port access control
table so that it denies traffic from any IP address not included in the IP source binding table,
which is controlled and maintained by DHCP. IP source guard helps prevent the spoofing of an IP

address by a malicious user.

The DCHP service is disabled on our control network switches. However, it is enabled on the
M340 PACs that provide IP addresses to the downstream Advantys STB devices. The first 2 lines
of the CLI below globally enable DHCP snooping on the VLANSs supporting the Advantys STB
devices. The ip verify source command line enables IP source guard on the interface for the
M340 PAC.

Standby-Router (config) #ip dhcp snooping

Standby-Router (config) #ip dhcp snooping vlan 10-11

Standby-Router (config) #int fal/4

Standby-Router (config-if) #ip verify source
Standby-Router (config-if) #ip dhcp snooping trust

Standby-Router (config-if) #exit

Standby-Router (config) #ip arp inspection vlan 10-11
Standby-Router (config) fexit

Standby-Router#

Figure 40: Enabling IP Source Guard
In the lab control network, we have implemented a situation where DHCP packets are traversing

the network, but where there is no match in the IP source binding table.

This situation exists because the PAC to Advantys STB communication is downstream from the
switch. Ordinarily this design would generate syslog detected error notifications. But because the
command line ip dhcp snooping trust is added, no such notifications are generated. The trust
flag tells the device that if it detects a DHCP message coming from this DHCP-enabled interface,
it has not detected an error.

4.35. Dynamic ARP Inspection (DAI)

DAl is used to mitigate ARP poisoning attacks from a malicious user. Similar to IP source guard,
DAI uses DHCP snooping as the mechanism to validate MAC and IP addresses. Invalid matches

are discarded and a syslog event is generated.
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9/16/2015 10:28:13.645 AM 192.168.5.3 local 3 Notice Sep 16 14:28:12.637 6832 %SY5-5-CONFIG_E: Configured from console by vty5 (192.168.2.2)
9/16/2015 10:28:02.799 AM 19216853 local 3 Warning Sep1614:28:01.791 6831 $ %SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Gil/1, vian11.((381c1a... |=
9/15/2015 9:55:11.162 AM 19216852 local 3 Notice Sep1513:55:11.159 191 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state ... ‘
9/15/2015 9:55:11.162 AM 19216852 local 3 Error Sep1513:55:10.153 190 %LINK-3-UPDOWN: Interface FastEthernetl/1, changed state to up
9/14/2015 4:08:53.198 PM 19216853 local 3 Notice Sep14 20:08:52190 112 %LINK-5-CHANGED: Interface FastEthernetl/2, changed state to administratively down
9/14/2015 4:08:39.535 PM 192168.10.25 kernel Notice SEP 14 16:08:39 TRAPMGR... 192168.10.25-1  traputil.c(697) 140 %% saSNTPTrap: saNetSNTPOperStatus: 1 -
9/14/2015 4:08:36.298 PM 192.168.11.25 kernel Notice SEP 14 21:08:36 TRAPMGR... 192168.11.25-1  traputil.c(697) 312 %% saSNTPTrap: saNetSNTPOperStatus: 1
9/14/2015 4:08:23.041 PM 19216853 local 3 Notice Sep14 20:08:23039 111 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl /1, changed state ...
9/14/2015 4:08:23.041 PM 19216853 local 3 Error Sep 14 20:08:22.033 110 %LINK-3-UPDOWN: Interface FastEthernetl/1, changed state to up
9/14/2015 4:06:34.885 PM 192168.5.3 local 3 Error Sep 14 20:06:33.878 103 %LINK-3-UPDOWN: Interface FastEthernetl/2, changed state to down
9/14/2015 4:01:50.032 PM 19216853 local 3 Notice Sep14 20:01:49025 102 %SYS-5-CONFIG_E: Configured from console by viy0 (192168.2.2)
9/14/2015 4:00:22.215 PM 192168.5.2 local 3 Notice Sep14 20:00:21.208 189 %S5YS-5-CONFIG_E: Configured from console by vty0 (192.168.5.202)
9/11/2015 3:42:15.586 PM 192.168.5.2 local 3 Error Sep1119:42:15.582 188 %LINK-3-UPDOWN: Interface FastEthernetl/1, changed state to down
9/11/2015 3:42:15.586 PM 19216852 local 3 Notice Sep 1119:42:14.576 187 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state ...
9/11/2015 2:47:41.629 PM 192168.5.2 local 3 Notice Sep1118:47:40621 186 %SYS-5-CONFIG_I: Configured from console by vity0 (192.168.5.202)
9/11/2015 2:47:38.005 PM 192168.5.2 local 3 Notice Sep1118:47:36.997 185 %S5YS-5-CONFIG_I: Configured from console by vty0 (192.168.5.202)
9/11/2015 2:05:44.190 PM 192168.5.2 local 3 Notice Sep1118:05:44.187 184 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state ...
9/11/2015 2:05:44.190 PM 192.168.5.2 local 3 Error Sep 1118:05:43.180 183 %LINK-3-UPDOWN: Interface FastEthernetl/1, changed state to up
9/11/2015 2:05:00.435 PM 192.168.5.2 local 3 Error Sep1118:05:00432 182 %LINK-3-UPDOWN: Interface FastEthernetl/1, changed state to down
9/11/2015 2:05:00.435 PM 19216852 local 3 Notice Sep 11 18:04:50.425 181 SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state ... i‘
9/11/2015 1:48:49.071 PM 192.168.5.2 local 3 Notice Sep 11 17:48:49.069 180 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state ...
9/11/2015 1:48:49.071 PM 192.168.5.2 local 3 Error Sep1117:48:48062 179 %LINK-3-UPDOWN: Interface FastEthernetl/1, changed state to up
0/10/20115 2:11:05.412 DM 10216252 local2 Error Sen101Q:11:05410 178 941 INK-2-LIDDOWN: Interface FactFtt 1/1 channed state to down i
| Message View 2 x
Warning / local 3 (192.168.5.3) Wednesday, September 16, 2015 10:28:02.793 AM
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Gi1/1, vlan 11.
([381c.1a8c.ccc4/192.168.11.2/0000.0000.0000/192.168.11.4/10:28:01 EDT Wed Sep 16 2015])

Figure 41: Dynamic ARP Inspection

The steps to configure DAI on a switch are:

1. Configure DHCP snooping (see section 4.3.4.

2. Configure ip arp inspection vlan <vlan-range>

If DHCP is not used, DAI can instead use an ARP ACL to inspect ARPs from static devices. Here

is an example that configures an ARP ACL with the name DAI:

Active-Router#
Active-Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Active-Router(config)#arp access-list DAI
Active-Router(config-arp-nacl)#$permit ip host 192.168.5.200 mac host 0024.9b0c.3755
Active-Router(config-arp-nacl)#exit
Active-Router(config)#ip arp inspection filter DAl vlan 5
Active-Router(config)#int fal/l
Active-Router(config-if)#no ip arp inspection trust
Active-Router(config-if)#exit
Active-Router(config)#exit
Active-Router#
Active-Router#sho arp access-list
ARP access list DAI
permit ip host 192.168.5.200 mac host 0024.9b0c.3755
Active-Router#
This ACL specifically states that the device connected to port FA1/1 must have the matching IP

address and MAC address, otherwise the switch discards the packet and triggers a syslog event.
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4.3.6. MAC Move Notifications

In the event there are enabled open ports on a network switch, you can use MAC move
notification to detect if a user, malicious or not, moves a device from one physical switch port to

another.

As mentioned in section 2.4.6. this triggers both a syslog event and a security violation. The MAC

move notification feature is configured from the CLI.

The first step is to configure the MAC address table notification to enable change notifications, set
the interval to send trap to 123 seconds and keep the history size to 100 entries. The second
interval may depend of the complexity of the network. The default is 1 second. In a network with a

lot of devices, the default time could potentially flood the network managing server.

ac address—table notification change interval 123
ac address—table notification change history—size 180

ac address—table notif@catjon change

Figure 42: Configuring MAC address table notifications
The next step is to enable the MAC change and MAC move notifications globally on the switch to
send SNMP traps the the SNMP manager:

snmp—server enable traps mac—notification change move

snmp—server host 192.158.5.202 private mac—notification
snmp—server host 192.168.5.202 ivat mac—notification

Figure 43: Enabling MAC change and MAC move notifications
The final step is to enable the change notification on each interface
nterface FastEthernetl/2

switchport access vlan 5
switchport mode access

snmp trap mac—notification change added
spanning—tree bpdufilter enahle

Figure 44: Enabling MAC change notifications on each interface
In conjunction with the port security features, detection of a MAC move violation triggers a

restriction in which the source address is dropped.
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Schneider Electric recommends that you disable any port not in use. CCP includes a security

wizard to help configure port security. Here are the steps to configure port security:

Application Help

[/j—\‘ Home \ Z:C:J}Conﬁgure Moni‘tor J l ’;QS’ "9": (\/

Cisco Configuration Professional il

| o Isco |
Select Community Member: R
«  Monitor > Switching > Port Statistics @ U
192.168.2.2 | v
Cisco Configuration fessional News : U ilable due to ction failure with www.cisco.com 2
e

» [ Svitch Community Information
v 5 Svitching Selected community: Security STN . Select a device from the table below. Use the buttons at the bottom to continue.
v E5Ports 3

| 2 rovs retrieved |
|] Port

IP address / Hostname

192.168.2.2

Router Hostname Connection Type Discovery Status
[ EtherChannel

Active-Router Secure Discovered
_:J Smartport

Secure

192.168.2.3 Standby-Router
[[] VLAN Settings

Discovered
» 3 Alarm
|_] ModBus
» 3 QoS ;
» 3 5TP Il
|_] MAC Address
v B Security
() Port Security ‘
[ 802.1x

|_] Security Wizard

Utilities
“Flash File Management =
A Software Upgrade

‘:_/"“ Configuration Editor

|
’ L Manage Devices JL Delete J

L~

;—L,v"‘Save Configuration to PC

?Write to Startup Configuration (

& #Telnet

Discover Discovery Detail
L J L =

| Router Status

Figure 45: Port Security Step 1: Select Port Security from the Security Folder
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Application  Help

() Home || SO configure || [ Monitor e Cisco Configuration Professional “énlzéucn)’
Security Wizard @
1 - Welcome Step 1 - Welcome

2 - Select Restriction Type

3 - ees
Welcome to the Security Wizard
Use this wizard to restrict
1. Unauthorized users(host) from accessing a specific server(destination)
2. Unauthorized users(host) from accessing a specific network(destination)

3. Restrict access to the specific protocol on the application server from the host/network's traffic
at the switch port i.e. the port connected to the application server from the switch

Ut

| Next> Cancel

Figure 46: Port Security Step 2: Click Next
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Application Help
i 7=\ Home Configure ﬂ Monitor ? Ci C fi ti Prof 3 | el E LR ﬁ Ve
u] || =8 '1) ISCo Lonrtiguration Froressiona
T K CIsco lh
:¥ A L]
[ Security Wizard @ 20)
‘! 1 - Welcome Step 2 - Select Restriction Type
P © 2 - Select Restriction Type L
‘o
I‘ 3 st ‘ ] 1
| Select Restriction Type
‘ ; pwreey
() Restrict Access to a Server E
| g y-— M-
| Interface
1 Source(Host/ CGs2520/ Destination(
! | Network) |E-2000 Switch Server)
i (s) Restrict Access to a Network q’ TN \
1 : = é 4
s AT
” iy 1 Interface ' / [l
| S Host/ CGS2520/1E-2000 27, 9
‘ NZQU\,',sz]" S Destination Network ‘
| s
() Restrict Applications
Destination( ¥
TFTP fccess
% s 5

¢ B

- A @am‘a
Source CGsiﬁmgmﬂm D ation(
(Host/  /IE2000 % FTP Access)

Suitch |
Network) ﬁ ‘ b

Destination(\ieb Access)

Ut

| < Back J | Next > J | Cancel |

Figure 47: Port Security Step 3: Select Restrict Access to a Network then Click Next
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Application Help

<= Home Configure
- - | N . - L— |

5% Cisco Configuration Professional il
- CisSCO

1 - Welcome Step 3 - Select interfaces to be restricted

25 Selectiitestican Ty Select the interfaces to which the security restriction needs to be applied.

3 - Select interfaces to be restricted In Specify Network, enter IP Address and Wildcard mask of destination network
4 - Specify Source IP Addresses Select interfaces to be restricted S
Available Interfaces Selected Interfaces
\ FastEthernet1/1 Interface N
FastEthernet1/2 ff:,“{,gfw“” CGSS%;EE:E‘ZUOO Destination Network
FastEthernet1/3
i
FastEthernet1/4
FastEthernet1/5 <
FastEthernet1/6
’ FastEthernet1/7
| FastEthernet1/8 «

l GigabitEthernet1/1
’ GigabitEthernet1/2 ’

Specify Destination Network

Destination IP Address:

Destination Wildcard Mask: | host v

Ut

| <Back ” Next> || Cancel |

Figure 48: Port Security Step 4: Highlight the Interfaces to Secure, then click the > Button
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‘=) Home

Application Help

Configure B monitor
|

1 - Welcome

1| 2 - Select Restriction Type

Cisco Configuration Professional il
= cisco

Step 3 - Select interfaces to be restricted

Select the interfaces to which the security restriction needs to be applied.
In Specify Network, enter IP Address and Wildcard mask of destination network

‘ 3 - Select interfaces to be restricted
4 - Specify Source IP Addresses Select interfaces to be restricted

| Available Interfaces

Selected Interfaces

GigabitEthernet1/1 FastEthernet1/2 Interface
|
‘ | FastEthernet1/1 FastEthernet1/3 Source(Host/ CG352520/1E-2000 .
I Network) Switch Destination Network
| FastEtherneti/4 FastEthernet1/S
‘ | > FastEthernet1/6
| ; & FastEthernet1/7
[ FastEtharnet1/g I
|

| GigabitEthernet1/2 I

Specify Destination Network

Destination IP Address: ‘

ug Destination Wildcard Mask: any v
L2 Back J [ Next > J { Cancel J

T — —

Figure 49: Port Security Step 5: Click Next
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Ut

Application

Help

T
Bl Monitor

7=} Home Configure

Security Wizard

1 - Welcome

2 - Select Restriction Type

3 - Select interfaces to be restricted
4 - Specify Source IP Addraesses

Cisco Configuration Professional

Step 4 - Specify Source IP Addresses

Enter the host/Network IP Address and Wildcard Mask of the source that should have
the access restriction

{}‘ !., .\‘l

W i Interface
Source(Host/ CGS2520/IE-2000  Destination(Server)
Network Switch

Source IP Address Source Wildcard Mask

any v |

Add Delete

L < Back J{ Finish J | Cancel

o
CIsSco

@

J

Figure 50: Port Security Step 6: Set Source Wildcard Mask to “any”, then click Finish

Schneider

© 2015 Schneider Electric All Rights Reserved

63



Plantatruxure"“ 000000 4 — Implementation

The wizard displays the ACL that will be delivered to the configuration, below:

Security Wizard

Step 4 - Specify Source IP Addresses

Folloving commands vill be applied to the device's running configuration.

deny ip any any
permit ip any any
exit

T [

ip access-list extended SecWiz_FastEthernet1l/5_out_ip
remark CCP_ACL Category=0

deny ip any any |

permit ip any any |

exit

I

ip access-list extended SecWiz_FastEthernet1/6_out_ip
remark CCP_ACL Category=0

deny ip any any
permit ip any any 1

Running configuration vill be lost unless it is saved to start up configuration.
Save Current Configuration to PC

Save the configuration displayed above to your PC.

| Save As...

| Deliver L Cancel

Back Finish Cancel

g

Figure 51: Port Security Step 7: Click Deliver
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Here is a screenshot of the configuration that lists the ACL. Notice the ports are locked down by

the deny ip any any statement:

ip access—list extended SecWiz_FastEthernetl/2_out_ip
remark CCP_ACL Category=0

deny ip any any

permit ip any any

ip access—list extended SecWiz_FastEthernetl/3_out_ip
remark CCP_ACL Category=0

deny ip any any

permit ip any any

ip access—list extended SecWiz_FastEthernetl/5_out_ip
remark CCP_ACL Category=0

deny ip any any

permit ip any any

ip access—list extended SecWiz_FastEthernetl/6_out_ip
remark CCP_ACL Category=0

deny ip any any

permit ip any any

ip access—list extended SecWiz_FastEthernetl/?7_out_ip
remark CCP_ACL Category=0

deny ip any any

permit ip any any

ip access—list extended SecWiz_FastEthernetl/8_out_ip
remark CCP_ACL Category=0

deny ip any any

permit ip any any

ip access—list extended SecWiz_GigabhitEthernetl/2_out_ip
remark CCP_ACL Category=0

deny ip any any

Figure 52: Port Security: ACL Configuration
This is the ACL applied to the interfaces:

interface FastEthernetl/5S
ip access—group Secliz_FastEthernetl/5_out_ip in
shutdown

interface FastEthernetl/6

ip access—group SeclWiz_FastEthernetl/6_out_ip in
shutdown

interface FastEthernetl/?
ip access—group SeclWiz_FastEthernetl/7_out_ip in
shutdown

Figure 53: Port Security: Interface Shutdown

As an added measure the ports have the shutdown command applied.

For ports that remain active, port security helps prevent malicious attacks from disabling a switch
by using a spoofed MAC address or by flooding the switch with erroneous MAC addresses,
thereby rendering the switch inoperable. A violation such as those described here can then
trigger a configured response such as discarding the packet or shutting down the port. CCP is
used to help secure active ports. Configurable settings include: the maximum number of MAC

address on the port, an inactivity timer, and the action to take if a violation is detected.
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Here is the configuration for the access port connected to the network management workstation:

Edit Port Security 9 X
Port:
Security Status: *) Enable Disable
Sticky Behavior: _) Enable (s) Disable
Maximum Address Count:* 1 (1-5120)

Violation Action: | shutdown v

|V] Aging Parameters

Status: *) Enable (_) Disable
Aging Time :* 2 (1-1440 Minutes)
Aging Type: _) Absolute (s) Inactive

* Indicates a mandatory field

OK Cancel

Figure 54: Network Management Workstation Access Port Configuration Settings

These settings help provide port security by allowing a maximum of one MAC address on the
port. If there is a violation the port is shut down. This configuration also disables the port after two
minutes of inactivity.

This is how the port configuration looks after these configuration settings are applied:

interface FastEthernetli/1i

description Engineering US

switchport access vlan 5

switchport mode access

switchport port-security

switchport port—-security aging time 2

switchport port—-security violation restrict
switchport port—-security aging type inactivity
macro description cisco—ie—desktop | cisco—desktop
spanning—tree portfast

spanning—tree bpduguard enable

¥

Figure 55: Network Management Workstation Access Port Configuration Applied
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4.3.8. Storm Control

The broadcast storm traffic control mechanism is configured on the switches in the control
network. The percentage of packets received has been configured for the active ports. CNA

displays the configured settings for switches in the network.

Application Window Help

BHR BE BEAERE=EEOHE BQ O B3 iseo.

Setup e Fiooding Control =n
Hostname: |Standby-Router ||
Configure
Smartports...
» Ports Interface Action Status Upper Utili / Lower Utili Current Utili
Bsc ey astEthemet1/1 nactive 100% 100% Inva
> Quality of Senvice [FastEthemet1/2 inactive 100% 100% A
Y S""i‘é”‘“g IFastEthernett/3 inactive 100% 100% m
VLANS...
e IFastEthernett/4 inactive [100% [100% A
STP.. [FastEthernet1/5 inactive . Modify Flooding Control i) £ £ 1% A
l-;MP Snooping... [FastEthernet1/6 inactive Interface:  FastEthernet/1 1% IN/A
Voice VLAN.. — st b
[FastEthernet1/7 inactive i 1% N/A
Protected Port... BER 100
o IFastEthernet1/s inactive | T} A
[ Lower Utili: | 100
| GigabitEthernet1/1 inactive 1% INJA
Alarms... GigabitEthemett/2 inactive Kl Q % A
» Routing
DHCP Server
» Device Properties
Save Configuration...
o
Y onerane (o] e | o | e | 0
Cisco Active Advisor

Figure 56: Configuring Storm Control

To configure broadcast storm control:

Select Flooding Control from the left side configure menu.
Click the Broadcast Storm tab.
Double-click on a port to open the Modify Flooding Control dialog.

Input values for the Upper Utilization and Lower Utilization limits.

o M wDbdh Pk

Click OK to save settings for the selected port.
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[=] X

Application Window Help

BER O DEEBREEEDER -

. Configure

2

Smartports... ;
» Ports : | ‘
» Security Hostname: |Standby-Router [t
> Quality of Service
& vians.. s Interface Action Status Upper Utili Lower Utili Current Utili
MAC Addresses... FastEthernet1/1  [Forwarding 140% 30% l0.00%
]s(::';' o |l[FastEtnemettrz finactive 100% 100% v
. Voice VLAN.. [|[Fastetemetizz finactive 100% 100% i
Protected Port... (|[Fastetemettza ing l10% 0% fo.00%
SPAN... (|[Fastetemetts  finactive 100% 100% m
e = ||FFastethemettis finactive 100% 100% i
Alarms...
» Routing (|[Fastetemettz  finactive 100% [100% m
DHCP Server [|[Fastetemettze finactive 100% 100% i
» Device Properties ||lcigavitetneret1/1 [Forwarding l40% 0% l0.00%
Save Configuration... = =
bitethemet1/2 finactive 100% 100%

Total Rows: 10 Modify
= ===

| reeanack | IEHEEN

Figure 57: Completed Storm Control Settings

The upper and lower limits were set to 40% and 30% accordingly. This means that if greater than
40% of the bandwidth is used in a one second interval, the port will drop all packets and will not
resume normal service until the level of bandwidth usage falls below 30%. The storm control

feature is very effective when a broadcast storm occurs as a result of a network loop.

4.3.9. Root Guard / BPDU Guard / BPDU Filter

Root guard safeguards the network by keeping the root bridge in control. Enable root guard is
enabled on the root bridge port and all the other switch ports in the STP ring. Here is a

screenshot of CNA configuring root guard:
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Application Window Help

GE CDEFMEREE=EREDEIN CEE O seocn FPPETY

Setup 2 Hn
Hostname: |Standby-Router 2
Configure ] 1 ]
Smartports.
» Ports Interface i Status
» Security FastEthernet1/1 disabled
» Quality of Service FastEthernet1/2 INA-line protocol is down
M Sw;chmg IFastEthernet1/3 INA-line protocol is down
VLANS...
NAC Adassas FastEthernet1/4 disabled
FastEthernet1/5 . INIA tinn mentannlin dnn
% i STP
IGMP Snooping. FastEthernet1/6
&L Voice VLAN... IFastEthernet/7 A The root guard ensures that the port on which itis enabled is the designated port.
Protected Port... A port with enabled root guard will be moved into listening state and will stop ing data
SPAN... FastEthernet1/8 if it receives superior BPDUs.
Flooding Control... (GigabitEthernet1/1 Do you want to continue with root guard setting?
Alarms... (GigabitEthernet1/2 m “
» Routing
DHCP Server
» Device Properties
Save Configuration
o
0 st ot Row: 10 [ rwer |
Maintenance )
| o P — [

Figure 58: Configuring Root Guard
In the lab control network interface, GigabitEthernet 1/1 is the port connected to the other switch

that is passing BPDUs every two seconds.

BPDU guard stops an access port from receiving inadvertent BPDU. An access port controls end
devices such as PCs. BDPUs are informational messages between network switches. They
transmit information (such as switch adjacency), act as keep-alive messages, and control the
RSTP ring topology by defining the state of the device (forwarding or blocking) and the path to the
root bridge (top of the RSTP tree).

An access port should not receive BPDUs because there is no network switch connected to this
port. A malicious user may attempt to inject a false BPDU into the network to cause a disruption

or attempt to redirect control of the network.

With BPDU guard, if a malicious user injects a BPDU meant to cause a disruption of the RSTP

ring, the port is disabled. The last line of the screenshot below enables BPDU guard.

interface FastEthernetli/1i

description Engineering US

switchport access vlan 5

switchport mode access

switchport port—security

switchport port—-security aging time 2

switchport port—security violation restrict
switchport port—security aging type inactivity
macro description cisco—ie—desktop | cisco—-desktop
spanning—tree portfast

spanning—tree bpduguard enable

Figure 59: Enabling Root Guard
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Using CNA to configure a port with the smartport feature, create a macro which defines the port

as an access port and enables BPDU guard. Here is an example of defining a port as an access

port:

Application Window Help

EE OSFEREHEOEIN A O diseo
Se@p ‘ e Tepolegy View En
Qonﬁgure ﬁ & 1oo% D' &

[ : g Cisco Smartports =n

| ¥ Ports
Port Seftings...

EtherChannels...

» Security
> Quality of Service
» Switching
» Routing
DHCP Server
» Device Properties

Save Configuration...

Active-Router

Modify Port Roles

[—[+]x]

sl

dice’ [
3

Interface: FastEthernet1/1

[ Role: | S IE Desktop v

B ? Access VLAN: | VLANI

0005 (5) |v]

5 5] BE
- EEEEA

Cisco IE 3000

Standby-Router

Monitor
Troubleshoot
Maintenance

Cisco Active Advisor

Figure 60: Defining an Access Port
BPDU filter causes the switch to drop BDPU packets received on the port. Similar to BPDU
guard, it is applied on an interface and will drop BPDUs. Here is an example of BPDU guard at

work in the process control network:

interface FastEthernetli/4

description To PAC

switchport access vlan 18

switchport mode access

switchport port—-security

switchport port—-security aging time 2
switchport port—-security aging type inactivity
ip arp inspection trust

macro description cisco—desktop
spanning—tree portfast

spanning—tree bpdufilter enable
spanning—tree bpduguard disable

ip verify source

2

Figure 61: BPDU Guard Example

Schneider 0

ﬁEIectric

© 2015 Schneider Electric All Rights Reserved



Plantatruxure“ 000000 5 — Validation

5.

Validation

Two types of functional tests were performed to validate the example system:

e General operational tests

e Security feature tests, i.e. port scanning, vulnerability scanning and penetration

5.1. General Operational Tests
The following table describes the results of tests performed to verify the operation of the security
features of the Cisco switches:
Test ‘ Result Discussion
Protocol PASS Functions according to specification. See Figure 31 in section 4.2.2.
Authentication
VLANSs PASS Functions according to specification. Here is a screenshot of the VLANs on the switches:

Active—Router#t sho vlan summary
Mumher of existing ULANs

Mumher of existing UTP ULANs
Mumher of existing extended ULANS

These are switched virtual interfaces (SVI). Here is a screenshot of the SVIs on the switch:

]
5 oM [

=

Access Lists

PASS Functions according to specification.

Here is a screenshot of an extended access list, which permits traffic to flow across the VPN:
Extended IF access list UPN-TRAFFIC

18 permit ip 192.168.8.8 A.A.255.25% 192.168.20.0 A.A.A.255 (149 matches)

All devices in 192.168.0.0/16 can reach the 192.168.20.0/24 subnet which is on another
switch across the VPN. The Encryption test, which is the next test, proves it is operating as
required.
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Test
Encryption

‘ Result Discussion

PASS

Functions according to specification.
Wireshark of ping to 192.168.20.1 from switch:

Active—Routerfiping 192.168.28.1
Iype escape seguence to abort.
-en?%ng 5. 188-bhyte ICMP Echos to 192.168.208.1, timeout is 2 seconds:

:ﬁ éess rate is 8@ percent <45, round—trip minsavgs/max = 1-4/7 ms
fictive—Routerdi]]

Here is a screenshot of the log from the switch showing encryption of the packets:

Active—Router#t sho crypto ipsec sa
interface: FastEthernetl/8 COHHECt‘Ed to other{swnch
Crypto map tag: CMAP, local addr 10.10.10.1 oninterface 1/8

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.0.8,255.255.0.0/0/8) Routes permitted
remote ident (addr/mask/prot/portd: (192.168.20.8,255.255.255.8/8/8) p
current_peer 10.10.10.2 port 560

PERMIT, flags={origin_is_acl.> Packet
fipkts encaps: 19, #ipkts encrypt: 19, #pkts digest: 19 ackets
#ipkts decaps: 19, #pkts decrypt: 19, #pkts verify: 19 Encwpted
#ipkts compressed: @, Hpkts decompressed: @

#ipkts not compressed: B, #pkts compr. failed: @

#ipkts not decompressed: @, Hpkts decompress failed: @

#isend errors @, Hrecv errors @

local crypto endpt.: 10.18.10.1, remote crypto endpt.: 10.10.108.2 Address of tunne
path mtu 1568, ip mtu 15608, ip mtu idb FastEthernet1i/8 endpoimg
current outhound spi: Bx571D549F(1461539999)

PFS <(Y/N>: ¥, DH group: none

inbhound esp sas:
i: BxCA6BD83D(3395344445>
ransform: esp-256-aes esp-sha256-hmac .
——More—
in use settings ={Tunnel, >
conn id: 11, flow_id: 11, sihling_flags 86800BA48, crypto map: CMAP
sa timing: remaining key lifetime (k/sec)>: (431786%9,/3536)
v iize; 16 hytes i
replay detection support:
Status: ACTIVE = Status

Port Security

PASS

Functions according to specification.

Here is a screenshot showing port security enabled on interface FA1/1:
Active-Routertisho port-security

Secure Port MaxSecurefddr CurrentAddr SecurityViolation Security Action
| (Count) (Count) (Count)

iTotal Addresses in System (excluding one mac per port)
Max Addresses limit in System (excluding one mac per port)
Active-RouterH(]

This port is set to allow only one device (one MAC per port). The addition of another device on
that port causes a security violation.

Here is a syslog trap sent for a violation:

Critical / local 3 {192.168.5.2)

%PORT_SECURITY-2-PSECURE_VIOLATION: Security violation occurred, caused by MAC address 0080.6301.ad1f on port FastEthernet1/4.
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Test

MAC Move
Notification

‘ Result Discussion

PASS

Functions according to specification. Here is a screenshot of the status of the option:

lAct ive—Routeri#tsho mac address—tahle notification change

IMAC Notification Feature is Enabled on the switch

Interval bhetween Notification Traps : 123 secs Traps sent
Number of MAC Addresses Added : 6 aps S
Number of MAC Addresses Removed : @ to Network
;Number of Notifications sent to NMS : §

[Maximum Number of entries configured in History Tabhle : 168 Rlanagenlent
[Current History Table Length : 2 qv: 2
IMAC Notification Traps are Enabled System
iHistory Tabhle contents

History Index 1, Entry Timestamp 70062127, Despatch Timestamp 70062127
!HHC Changed Message :

Operation: Added Ulan: 5 MAC Addr: B824.9bBc .3755 DotidBasePort: 4
Operation: Added Ulan: 5 MAC Addr: 0824.%9hBc .3755 DotidBasePort: 4
|History Index 2, Entry Timestamp 70074428, Despatch Timestamp 70074428
MAC Changed Message :

Operation: Added Ulan: 5 MAC Addr: 80824.9hBc .3755 DotidBasePort: 3

Active—Router#isho mac address—table notification change interface
IMAC Notification Feature is Enabled on the switch
IMAC Notification Flags For All Ethernet Interfaces

[FastEthernetli/1 Enabled Disaklicd Must be
[FastEthernetl/2 Enabhled Disabled i giner. B,
FastEtherneti/3 Disabled Disabled enabled on the
[FastEthernetl/4 Disabled Disabled interface
[FastEthernetl1/5 Disabled Disabled % o
[FastEthernetl1/6 Disabled Disabled

[FastEthernet1/7? Disabled Disabled

GigabitEthernetli/1 Disabled Disabled

iGigabitEthernet1/2 Disabled Disabled

;ﬂctiue—RoutePﬁsho mac address—tabhle notification mac—move
IMAC Move Notification: enabled

. Move enabled

Loop Guard
(storm control)

PASS

Functions according to specification. A network loop was created by adding additional multiple
port from a single switch without the use of spanning tree. This generated a network loop.
Here is a screenshot of the syslog trap for the loop guard:

Error Oct 26 19:40:06.337 129 FLINK-3-UPDOWN: Interface FastEthernetl/2, changed state to down

Notice Oct 26 19:40:05.330 128 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/2, changed state to down
Critical Oct 26 19:39:32.581 127 %SPANTREE-2-LOOPGUARD_BLOCK: Loop guard blocking port FastEthernetl /2 on VLAN0OOS.

Port Blocking

PASS

Functions according to specification. Two Schneider Electric ConneXium switches were then
connected to that port. This caused the number of MAC address to exceed the maximum
number of allowed MAC addresses. In response to this violation, the port is blocked.

Here is a screenshot of the syslog trap for blocking a port:

Critical / local 3 (192.168.5.2)

%PORT_SECURITY-2-PSECURE_VIOLATION: Security violation occurred, caused by MAC address 0080.6301.ad1f on port FastEthernet1/4.

BDPU Filter

PASS

Functions according to specification. BPDU filter was enabled on interface fal/2:

interface FastEthernetl/2
switchport access vlan 5

switchport mode access
spanning—tree bpdufilter enable

A ConneXium switch that sends out BPDUs every 2 seconds was then connected to that port.
With the BPDU filter, the BPDUs are discarded and there is no network service interruption.
The network continues to function normally while this condition persists.
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‘ Result Discussion

Test
BPDU Guard PASS Functions according to specification. The port was configured with this feature:
interface FastEtherneti /i
description Engineering US
switchport access vlan 5
switchport mode access
switchport port-—security
switchport port-—-security aging time 2
switchport port—-security violation restrict
switchport port—-security aging type inactivity BPDU
macro description cisco—ie—desktop | cisco—desktop
spanning—tree portfast Guard
spanning—tree hpduguard enable
Several ConneXium switches were then connected to this port, which has RSTP enabled, is
sending a BPDU every 2s, and is configured as an access port. This is a security violation.
Here is a screenshot of the syslog trap for the BPDU guard:
Warning Oct 26 19:39:26.575 123 %PM-4-ERR_DISABLE: bpduguard error detected on Fal/l, putting Fal/1 in err-disable state
Critical Oct 26 19:39:26.575 122 %SPANTREE-2-BLOCK_BPDUGUARD: Received BPDU on port Fal/1 with BPDU Guard enabled. Disabling port.
Error Oct 26 19:39:26.164 121 %LINK-3-UPDOWN: Interface FastEthernetl/2, changed state to up
Notice Oct 26 19:38:02.688 120 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state to up
Root Guard PASS | Functions according to specification. A ConneXium switch with a lower bridge priority was
added to the test bed. It generated a BPDU election to become the root bridge. Because root
guard was enabled on the existing root device, the BPDUs were blocked and the switch
generated a root guard trap. Here is the screenshot from the syslog:
Critical Oct 26 18:36:30.804 6949 %SPANTREE-2-ROOTGUARD_BLOCK: Root guard blocking port GigabitEthernetl/1 on VLANOOOS.
Logging to PASS Functions according to specification. Shown below is the running syslog server:
SyS|Og Notice Sep 18 14:16:57.799 339 FLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthemetl/l, changed state ...
Error Sep 18 14:16:56.792 338 %LINK-3-UPDOWN: Interface FastEthemetl/1, changed state to up
Error Sep1814:16:12.643 337 %LINK-3-UPDOWN: Interface FastEthernetl/1, changed state to down
Notice Sep 18 14:16:11.636 336 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthemetl/1, changed state ..
Notice Sep 18 14:14:34 881 335 FLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state ...
Error Sep 18 14:14:33.875 334 %LINK-3-UPDOWN: Interface FastEthemetl/1, changed state to up
Notice SEP 16 19:26:13 HM_HPL F..19216811.25-1  sre/hmpriv_main.c(301) 323 %% H_Event S_hpl_LINK_UP (3-0-0-0)
Notice SEP 16 19:26:13 TRAPMGR... 192.168.11.25-1 traputil.c(697) 322 %% Link Up: Unit: 1 Slot: 1 Port: 3
Notice SEP 16 19:26:07 HM_HPL F...192168.11.25-1 src/hmpriv_main. 321 %% H_Event S_hpl_LINK_DOWN (3-0-0-0)
Notice SEP 16 19:26:07 TRAPMGR... 192.16811.25-1  traputil.c(697) 320 ink Down: Unit: 1 Slot:1 Port: 3
Error SEP 16 19:26:06 DOT1S{111... 192.168.11.25-1 dotls_ih.c(1704) 319 %% dtiDotl sStateSet failed intfNum 3, instance ID 0 state 4
Naotice Sep 16 18:12:33.104 333 %SYS-5-CONFIG_E Configured from console by vty5 (192.168.5.202)
Error Sep 16 17:23:06.803 332 F%LINK-3-UPDOWN: Interface FastEthemetl/1, changed state to down
Notice Sep 16 17:23:05.796 33 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/l, changed state ..
Notice Sep 16 17:23:04.445 330 %LINEPROTO-5-UPDOWN: Line protocol on Interface FastEtheretl/1, changed state .,
Error Sep 16 17:23:03.439 329 FLINK-3-UPDOWN: Interface FastEthemetl/1, changed state to up
Notice Sep 16 15:44:07.355 328 %SYS5-5-CONFIG_k: Configured from console by vty5 (192.168.5.202)
NTP PASS Functions according to specification. Here is a syslog entry showing the NTP server is
operational:
Notice OCT 2210:36:31 TRAPMGR... 192168.10.25-1  traputil.c(697) 193 %% saSNTPTrap: saNetSNTPOperStatus: 1
74
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Test Result Discussion
Dynamic ARP | PASS Functions according to speC|f|cat|on Shown below is a DAI event on a non trusted port.
Inspection / e R I E> T ST S S|
DHCP 19/15/2015 9:55:11.162 AM 19216852 local 3 Notice Sep 1513:55:11.159 191 SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1, changed state ..
19/15/2015 9:55:11.162 AM 19216852 local 3 Error Sep1513:55:10153 190 SELINK-3-UPDOWN: Interface FastEthernetl/1, changed state to up
SnOO p I ng 9/14/2015 4:08:53.198 PM 19216853 local 3 Notice Sep 14 20:08:52.190 12 SELINK-5-CHANGED: Interface FastEthernetl/2, changed state to administratively down
LMssage View
Warning / local 3 (192.168.5.3)
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Req) on Gi1/1, vlan 11.
([381c.1a8c.ccc4/192.168.11.2/0000.0000.0000/192.168.11.4/10:28:01 EDT Wed Sep 16 2015])
Table 1: General operational tests
5.2. Security Feature Tests
Several open source tools were used to perform a comprehensive test of the security of the
example system. These tools included Zenmap (used for port scanning), W3af (used for web
vulnerability scanning) and Kali Linux (used for additional penetration testing).
5.2.1. Zenmap

Zenmap is a software application that provides a graphical interface to the NMAP network

discovery and security auditing tool. Zenmap was run against the Cisco switches to scan for open

TCP/IP ports. Open ports can provide a way for non-authorized users to gain access and control

of the switch or permit a hacker to flood the switch with data to disrupt normal operation. The

program was set to perform an intense scan. Here are the results of the scan:

Nmap Output| Ports / Hosts

Topology | Host Detailsl Scans‘

@ 2 tep

@ 123 udp
® 161 udp
@® 500 udp

4 Port ¢ Protocol ¢ State ¢

open
open
open

open

Service 4 Version 4
ssh Cisco SSH 1.25 (protocol 1.99)

ntp NTP v4

snmp SNMPv1 server (public)

isakmp

Figure 62: Zenmap Scan Results

In this test, 999 known ports were scanned and 4 ports were found open. SSH was enabled on

the switch, thus TCP port 22 was open. NTP was also enabled and runs on UDP port 123. SNMP

was also enabled on the switch and it runs on UDP port 161. UDP port 500 is used for IPSEC

Schneider

75

© 2015 Schneider Electric All Rights Reserved




Plantatruxure“

000000 5 — Validation

communication using ISAKMP for VPN tunnels between switches. No other ports were enabled,

such as port 80 for HTTP traffic or port 22 for Telnet which sends data in clear text.

5.2.2. W3af
W3af is a web application attack and audit framework which is used to identify and exploit web
application vulnerabilities. It was used in the test environment to scan the web based
management of the Cisco switches. It is part of the Kali Linux network vulnerability test suite.
Here is a screenshot of the interface:
w3af - Web Application Attack and Audit Framework - | O
Profiles Edit Tools Configuration Help
° \ i =
O || LY | | P M (Q & B @ =
—————
Scan config | Exploit
Profiles Target: [192‘168.2.2 ‘ | > Start | o=
;empty_pr fibe _ Active  Plugin
OWASP_TOP1( P = audit
audit_high_risk b [0 auth
CL S > [J  bruteforce
fast_scan =
; b B crawl The Open Web Application Security Project (OWASF
FRbESaGEy P [0 evasion a worldwide free and open community focused on
full_audit_spider_man. |, o grep improving the security of application software. OWAS
sitemap b i isearched for and published the ten most common
: security flaws. This profile search for this top 10
web_infrastructure b 1 . . . )
mangte security flaws. For more information about the securi
flaws: http://www.owasp.org/index.php/
OWASP_Top_Ten_Project .
Active Plugin
P = output

Figure 63: W3af Interface

To help further secure the Cisco switches, both HTTP and HTTPS were disabled on the device.
The profile used for the test is identified in Figure 63. The expected result is that no vulnerabilities
exist. Here is the result of the test:
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error: [Errno 111] Connection refused «———————————

[Mon 02 Nov 2015 02:50:44 PM EST - debug] strategy.start() is raising exception "The remote web server is not
answering our HTTP requests, multiple errors have been found while trying to GET a response from the server.

In most cases this means that the configured target is incorrect, the port is closed, there is a firewall
blocking our packets or there is no HTTP daemon listening on that port.

Please verify your target configuration and try again."
[Mon 02 Nov 2015 02:50:44 PM EST - error]
**IMPORTANT** The following error was detected by w3af and couldn't be resolved:

The remote web server is not answering our HTTP requests, multiple errors have been found while trying to GET
a response from the server.

In most cases this means that the configured target is incorrect, the port is closed, there is a firewall
blocking our packets or there is no HTTP daemon listening on that port.

Please verify your target configuration and try again.

[Mon 02 Nov 2015 02:50:44 PM EST - information] Scan finished in 3 seconds.
[Mon 02 Nov 2015 02:50:44 PM FST - infarmationl Stannina the care. ..

Figure 64: W3af Test Result

As indicated by the highlighted text, the connection request was denied and no HTTP session
was established.

5.2.3. Cisco Torch

Cisco Torch is a mass scanning, fingerprinting, and exploitation tool included in the Kali Linux
test suite. The main feature that differentiates Cisco Torch from similar tools is its extensive use
of forking to launch multiple scanning processes on the background to scan more efficiently. It
scans Cisco hosts running Telnet, SSH, Web, NTP and SNMP services and launches

dictionary attacks against the services discovered. Here is result of the tests:

:~$ cisco-torch -A 192.168.2.2 ]
Using config file torch.conf... -A means run all
Loading include and plugin ... comprehensive
scans

B e s

# Cisco Torch Mass Scanner #

# Becase we need it... #

# http://www.arhont.com/cisco-torch.pl #
B e e s e ]

List of targets contains 1 host(s)
3170: Checking 192.168.2.2 ...
HUH db not found, it should be in fingerprint.db

Skipping Telnet fingerprint

Cisco found by SSH banner SSH-1.99-Cisco-1.25

Only found SNMP
* Cisco by SNMP found ***
*System Description: Cisco I0S Software, IES Software (IES-IPSERVICESKS-M), Vers
ion 15.0(2)EY3, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2013 by Cisco Systems, Inc.

Compiled Thu 14-Nov-13 13:52 by prod_rel_team

--->
- All scans done. Cisco Torch Mass Scanner -
---> Exiting.

R |

M =

Figure 65: Cisco Torch Test Result
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5.3. Performance Criteria

The performance criteria are very simple: achieve a result of “PASS” for each test. In the event,
all functional tests were passed. The network functioned as required when these security

recommendations were implemented. No performance degradation was found and all devices
performed according to specification.
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0. Conclusion

The recommended use and configurations of Cisco switches, as described in this document, can
help decrease the exposure to a successful attack on a PlantStruxure control room architecture.
As you apply these recommendations, be mindful that:

. No single feature by itself provides adequate security.

. The recommended features work in concert to more effectively mitigate the likelihood of a
network disruption. Or, more simply stated, the whole of the recommended protections exceeds
the sum of the individual parts.
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7. Appendix

7.1. Glossary

The following table describes the acronyms and defines the specific terms used in this document.

Term Description

ACL Access Control List. There are many reasons to configure access lists; for example, you can
use access lists to restrict updates to the routing table, or to provide traffic flow control, or to
deny access to certain users or devices. One of the most fundamental reasons to configure

access lists is to help secure the network.

ARP Address Resolution Protocol is used to discover the mapping between a layer 3 (IP) and a
layer 2 (MAC) address.

BGP Border Gateway Protocol. A routing protocol that is used in complex networks. For example,
the Internet uses BGP to route between service providers, who then provide internet access to
their customers.

broadcast A collection of devices that receive a broadcast sent on an Ethernet network. The broadcast
domain domain ends at a router positioned in the network. If any device in a broadcast domain
broadcasts information, that information is received by all devices in the domain. It is not
received by devices connected through a router.

CCP Cisco Configuration Professional. A Windows based tool to assist in the configuration of most
Cisco switches and routers.

CLI Command Line Interface. A CLI is used to configure Cisco devices.

CNA Cisco Network Assistant is Cisco’s GUI network configuration application for Cisco switches
and routers.

frame A series of bits containing data and control information, formatted for transmission from one
node to another. It includes a header with a start frame delimiter, the source and destination
addresses, control data, the message itself, and a trailer with error control data (called the
frame check sequence). In the seven-layer OSI model of computer networking, frame strictly
refers to a data unit at layer 2, the Data Link layer.

HSRP Hot Standby Router Protocol is a Cisco proprietary protocol that uses two or more routers to
act as a single virtual router. The protocol features an active router that controls the routing
and one or more standby routers. If the active router ceases to perform the routing function,
the standby with the highest priority takes over. The routers send “hello” packets to each other
to verify if they are functioning properly.

IGMP A traffic management mechanism in which a switch uses the Internet Group Management
Snooping Protocol (IGMP) to listen to multicast traffic, maps which port needs the data, and then filters
out the remaining ports.

interoperability | A property of a device that allows it to work with together with other devices within a network.

IP finger A tool that matches an email address to the name of the person who owns the address.

layer 2 The hardware data link layer of the OSI model. The Data Link layer includes the Media
Access Control (MAC) sub-layer.
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Term Description

layer 3 The network layer of the OSI model. The Network layer handles packet forwarding and
network routing.

Native VLAN The virtual local area network (VLAN) that is used to control traffic between the devices.
Native VLAN traffic is not tagged and, as a general rule, is not used for data traffic.

OSPF Open Shortest Path First. OSPF is a link state protocol that finds an optimal path in the
network between two destinations. It advertises to the peer routers its health and capacity.

packet A network packet is a formatted unit of data carried by a packet-switched network. A packet
consists of two kinds of data: control information and user data. In the seven-layer OSI model
of computer networking, packet strictly refers to a data unit at layer 3, the Network layer.

router A device capable of filtering and forwarding packets based on network layer information.
Whereas a bridge or switch may read only MAC layer addresses to filter, a router can read
data such as IP addresses and route accordingly.

RSTP Rapid Spanning Tree Protocol. An enhancement of the Spanning Tree Protocol (STP), RSTP
is a specification defined as IEEE 802.1w. It provides a significantly faster (2 to 3 second)
network convergence than its predecessor STP.

SSH Secure SHell (SSH) is a protocol for securely accessing one computer from another. Despite
the name, SSH allows you to run command line and graphical programs, transfer files, and
even create secure virtual private networks over the Internet.

SNMP Simple Network Management Protocol is a protocol of the application layer (layer 7) of the
OSI1 model that provides the message format for communication between SNMP managers
and agents.

SViI Switch Virtual Interface. SVI provides layer 3 processing for packets from all switch ports

associated with a VLAN.

trunk port A port that is assigned to carry data traffic for multiple VLAN(S) by a specific switch.

Table 2: glossary
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7.2. Bill of Material and Software
The following table summarizes all of the selected hardware:
Description Reference Firmware or Function Quantity

software version

Cisco Switch IE3000-8TC-E V03 15.0(2)EY Ethernet L3 Switch 3
SE ConneXium Switch TCSEMO043F23F0 Ethernet L2 Switch 2
PC Workstations HP Z210 Windows 7 SCADA, NTP, 1
Syslog server
HP Laptop ProBook 6470b Windows 7 Engineering 1
Workstation
Functional Unit 1 BMX-CPS3500 Power Supply 1
BMX-P342020 2.6 CPU 1
BMX-NOC0401 2.06 NOC 2
Remote Drop STB 1 STB NIP 2212 3.3 Ethernet Interface 2
STB PDT 3100 Power Supply 2
STB DDI 3610 Discrete 10 module 2
Input
STB DDO 3410 Discrete 10 module 2
Output
BMX-CPS3500 Power Supply 1
Functional Unit 2 BMX-P342020 2.6 CPU 1
BMX-NOC0401 2.06 NOC 2
Remote Drop STB 2 STB NIP 2212 3.3 Ethernet Interface 7
‘ STB PDT 3100 Power Supply 7
STB DDI 3610 Discrete 10 module 7
Input
STB DDO 3410 Discrete 10 module 7
Output
Table 3: bill of material and software
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7.3. Reference Documents

The following table is a list of documents you might want to refer to when more details are

needed.
Source Reference
Cisco Guide to Hardening Cisco Devices
Cisco Cisco IE-3000 System Configuration Guide
Cisco http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html

Schneider Electric |STN — How Can | Reduce Vulnerability to Cyber Attacks

Schneider Electric | TVDA — How can | Reduce Vulnerability to Cyber Attacks in the Control Room?

Schneider Electric | TVDA — How Can | Reduce Vulnerability to Cyber Attacks in the Functional Unit?

Table 4: Reference documents

7.4. Security Functions outside the scope of this document

The following features were not tested as part of the preparation or this STN, but might be

considered in designing your industrial automation network.

7.4.1. Reverse Path Forwarding

Reverse path forwarding (RFP) is a feature of a Cisco Layer 3 switch or router that limits potential
malicious traffic on a network. This security feature works by enabling a router to verify the
reachability of the source address in packets being forwarded. This capability can limit the
appearance of spoofed addresses on a network. If the source IP address is not valid, the packet
is discarded. Unicast RPF works in one of three different modes: strict mode, loose mode, or
virtual routing and forwarding (VRF) mode. Note that not all network devices support all three

modes of operation. Unicast RPF in VRF mode is not covered in this document.

When administrators use unicast RPF in strict mode, the router accepts only packets received on
the interface that the router would use to forward the return packet. Unicast RPF configured in
strict mode may drop legitimate traffic that is received on an interface that was not the router's
choice for sending return traffic. Dropping this legitimate traffic could occur when asymmetric

routing paths are present in the network.

When administrators use unicast RPF in loose mode, the router accepts only packets whose
source address appears in the routing table. Administrators can change this behavior using
the allow-default option, which allows the use of the default route in the source verification

process. Additionally, a packet that contains a source address for which the return route points to
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the Null 0 interface will be dropped. An access list may also be specified that permits or denies

certain source addresses in unicast RPF loose mode.°

Attacker tries to launch
. DoS attack using fake
! Source Address 10.9.9.9

When attackers launch Denial of Service (DoS) attacks
they use a fake source address to hide their identity.

Switch: Can | reach When RPF is enabled, the Switch will check if it can reach
IP 109997 the source address before accepting and processing the
packets.

If not, it will just drop the packet and the targeted device
{usually a server or in this case the PLC) is not
overwhelmed by the fake traffic.

|1

Figure 66: Reverse Path Forwarding

Reverse path forwarding is not part of the design and the implementation of the architecture that

is used in the paper.

® http://www.cisco.com/web/about/security/intelligence/unicast-rpf.html
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