User Guide

for Wiser for KNX

LSS100100

01/2021

rev. 1

www.schneider-electric.com

Life Is ®On

Sciywider



Legal Information

Trademarks

The Schneider Electric brand and any registered trademarks of Schneider Electric
Industries SAS referred to in this guide are the sole property of Schneider Electric
SA and its subsidiaries. They may not be used for any purpose without the owner’s
permission, given in writing. This guide and its content are protected, within the
meaning of the French intellectual property code (Code de la propriété intellectuelle
francais, referred to hereafter as “the Code”), under the laws of copyright covering
texts, drawings and models, as well as by trademark law. You agree not to reproduce,
other than for your own personal, noncommercial use as defined in the Code, all or
part of this guide on any medium whatsoever without Schneider Electric’s permission,
given in writing. You also agree not to establish any hypertext links to this guide or its
content. Schneider Electric does not grant any right or license for the personal and
noncommercial use of the guide or its content, except for a non-exclusive license to
consult it on an “as is” basis, at your own risk. All other rights are reserved.

Electrical equipment should be installed, operated, serviced and maintained only
by qualified personnel. No responsibility is assumed by Schneider Electric for any
consequences arising out of the use of this material.

As standards, specifications and designs change from time to time, please ask for
confirmation of the information given in this publication.

* Microsoft Windows®, Windows 7® Windows 10® and Internet Explorer® are
trademarks or registered trademarks of the Microsoft Corporation in the USA and/or
other countries.

* iTunes™ is a registered or unregistered trademark of the Apple Inc. in the USA and/
or other countries.

* Google Chrome™, Google Play™, Google Maps™ and YouTube™ are trademarks
or registered or unregistered trademarks of the Google Inc. in the USA and/or other
countries.

 Firefox® is a trademark or registered trademark of the Mozilla Corporation in the
USA and/or other countries.



Important Safety Information

Read these instructions carefully and look at the equipment to become familiar with
the device before trying to install, operate, service, or maintain it. The following special
messages may appear throughout this manual or on the equipment to warn of potential
hazards or to call attention to information that clarifies or simplifies a procedure.

—__® The addition of either symbol to a “Danger” or “Warning” safety
& label indicates that an electrical hazard exists which will result in

personal injury if the instructions are not followed.

injury hazards. Obey all safety messages that follow this symbol to avoid

f This is the safety alert symbol. It is used to alert you to potential personal
possible injury or death.

A DANGER

DANGER indicates a hazardous situation which, if not avoided, will result in death
or serious injury.

A WARNING

WARNING indicates a hazardous situation which, if not avoided, could result in
death or serious injury.

A CAUTION

CAUTION indicates a hazardous situation which, if not avoided, could result in
minor or moderate injury.

NOTICE

NOTICE is used to address practices not related to physical injury.
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Version Description Created
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C Version for firmware 1.3.0 13.4.2016
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G Version for firmware 2.0.0 1.5.2017
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I Version for firmware 2.3.0 27.7.2018
J Template updated 28.11.2018
K Version for firmware 2.4.0 23.07.2019
L Version for firmware 2.5.0 30.06.2020
M Version for firmware 2.6.0 21.1.2021

User Guide

This document describes features and the programming interface for the Wiser for
KNX.

The software programming interface is embedded in the Wiser for KNX and requires
a web browser. Pre-programming and configuration cannot be performed without a
Wiser for KNX product.

Warnings

Read through the following instructions carefully and familiarise yourself with the
device prior to installation, operation and maintenance.

The warnings listed below can be found throughout the documentation and indicate
potential risks and dangers, or specific information that clarifies or simplifies a
procedure.

© Schneider Electric 2021
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Please note

Electrical equipment should be installed, operated, serviced, and maintained only
by qualified personnel. No responsibility is assumed by Schneider Electric for any
consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction,
installation, and operation of electrical equipment and has received safety training to
recognize and avoid the hazards involved.

Safety Precautions

A WARNING

HAZARD OF INCORRECT INFORMATION

» Do not incorrectly configure the software, as this can lead to incorrect
reports and/or data results.

* Do not base your maintenance or service actions solely on messages and
information displayed by the software.

* Do not rely solely on software messages and reports to determine if the
system is functioning correctly or meeting all applicable standards and
requirements.

+  Consider the implications of unanticipated transmission delays or failures
of communications links.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Attention - the information provided must be complied with, otherwise program
or data errors may occur.

W Note - You will find additional information here to make your work easier.

© Schneider Electric 2021
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The information provided in this documentation contains general descriptions and/or
technical characteristics of the performance of the products contained herein. This
documentation is not intended as a substitute for and is not to be used for determining
suitability or reliability of these products for specific user applications. It is the duty
of any such user or integrator to perform the appropriate and complete risk analysis,
evaluation and testing of the products with respect to the relevant specific application
or use thereof. Neither Schneider Electric nor any of its affiliates or subsidiaries shall
be responsible or liable for misuse of the information that is contained herein. If you
have any suggestions for improvements or amendments or have found errors in this
publication, please notify us.

No part of this document may be reproduced in any form or by any means, electronic or
mechanical, including photocopying, without express written permission of Schneider
Electric.

All pertinent state, regional, and local safety regulations must be observed when
installing and using this product. For reasons of safety and to help ensure compliance
with documented system data, only the manufacturer should perform repairs to
components.

When devices are used for applications with technical safety requirements, the
relevant instructions must be followed.

Failure to use Schneider Electric software or approved software with our hardware
products may result in injury, harm, or improper operating results.

Failure to observe this information can result in injury or equipment damage.

© 2018 Schneider Electric. All rights reserved

© Schneider Electric 2021
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1 Product Features

1.1 Connectivity

IP LAN connection 10/100 Mbit

USB 2.0 (for GMS modem, EnOcean...) 5V, 500 mA max.
RS-232

Modbus (RS-485)

Wi-Fi through IP connection and wireless router

KNX/ EIB TP Bus

1.2  Security recommendation

Network security must be set up at the appropriate level. Wiser for KNX should be
part of a secure network with limited access. In case of connection to the Internet
network is strictly recommended to use VPN or HTTPS channel.

Use secure protocol access HTTPS://IP:Port

Security method is determined by the ability of other network elements (firewall,
protection against viruses and malware threats).

It is strictly recommended to store the files containing your backups in a safe
place without access of unauthorized persons.

In case you find a cyber security incidents or vulnerabilities, please contact
us through this page: http://www2.schneider-electric.com/sites/corporate/en/
support/cybersecurity/contact-form.page

1.3 Passwords recommendation

14 Maintenance

At least 8 characters recommended —the more characters, the better
A mixture of both uppercase and lowercase letters
A mixture of letters and numbers

Inclusion of at least one special character e.g.! @ # ? ] (do not use < or > in your
password, as both can cause problems in Web browsers)

password that has to be written down is not strong, no matter how many of the

y Astrong password is hard to guess, but it should be easy for you to remember—a

above characteristics are employed.

In case of problems or questions regarding operation of Wiser for KNX, please contact
your supplier or contact the Schneider Electric helpdesk in your country.

@ Please be aware of higher security risk in case of remote access to your local

network.

© Schneider Electric 2021
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1.5 Patch Management
- See chapter ”6.6 Install updates” to install patches and firmware Add-ons.

- Every upgrade must be manually performed. Please backup before an upgrade.
See chapter “6.7 Backup” for backup procedure.

1.6  Factory Reset

See chapter “6.3 Reset / clean-up” for description how to reset the device.

1.7  Firmware upgrade

See chapter “1.7 Firmware upgrade” for description how to upgrade firmware of
Wiser for KNX.

1.8 Differences between spaceLYnk and Wiser for KNX

Feature Wiser for KNX 2.6 spacelLYnk 2.6
Modbus GUI Up to 10 Modbus devices Up to Modbus addressable range =
31 by default
BACnet Server Up to 150 exported objects *No limit (£ 2000 recommended)
User Administration Up to 8 users No limit (= 20 recommended)
One click adding to the filter table N/A Fully supported

Table 1: Differences between devices.

*Note: Performance testing has been performed on HW3.0 when object value
change interval has been set 60s. Recommended limit for HW1.x remains 500
objects.

One click object filtering (spaceLYnk only)

Group address ~ Object name IP > Loc fiter Loc = IP fiter
onon co2 | [
0/0/2 Humidity

0n/3 Temperature

0M/4 Minimal CO2

00/s Maximal CO2

Figure 1: Object filtering.
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2 New features

Full list of new features with description is available in changelog.

New features included in FW release 2.6.0.

»  KNXIP secure compatibility (page 40)

*  Modbus status object (page 89)

*  BACnet configuration — BACnet device name (page 113)

3  Getting started

Follow the steps listed to help you get started with Wiser for KNX.
1. Mount the device on DIN rail.
2. Connect the bus cables (KNX, Modbus, and/or RS232) and/or flash drive.

3. Connect 24V power supply to the device (Positive conductor to the red clamp,
negative conductor to the blue clamp).

4. Recommended accessory - Power supply REG/24V DC/0,4A, article No.:
MTN693003

5. Connect Ethernet cable from the PC.

6. Default IP address of the Wiser for KNX device is 192.168.0.10. Change the IP
address of the computer to the same range e.g. 192.168.0.9; mask 255.255.255.0.

7. Run Google Chrome or Mozilla Firefox (for OS Windows), Safari (for OS X) and
go to 192.168.0.10.

fii} Internet Explorer is not supported.

8. Default login properties of the Wiser for KNX device are:
User name: admin
Password: admin

”

You will be prompted to change password see chapter “2.4 Default Configuration
for details.

ﬁl After first login please change your login credentials!!!

© Schneider Electric 2021 14
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3.1  Start page

Start page is providing a dashboard-like view, pointing to the key areas of Wiser for
KNX. The following options are located on the start page. Blue icons are leading to
the User function, grey icons to the Configurators.

R R=N:N A |

Set User name and Password will be prompted in first login or after factory reset.

Default User name to log as an Admin: admin

Default password to log as an Admin is: admin

@ In default there is only Admin account. Users must be created first. See chapter
”18 User access” for details.

PC/Tablet Visualization — This icon navigates to the rich visualization
with plans containing individual objects. It is ideal for PCs, iPads and
Android tablets (preferably 10” or bigger display size).

Smartphone Visualization — This icon navigates to the simple list
visualization designed for iPhone/iPod/iPad/Android smartphones/
Android tablets (7” or smaller display size). All objects which are added
in Wiser for KNX Visualization are visible in this Smartphone
visualization (if there is no Hide in Smartphone option enabled).
Different icons may be set for Smartphone Visualization.

Scheduler — This icon navigates to a user friendly interface for the
end-user to manage scheduler tasks for example, to specify thermostat
values depending on the day of the week, time and holidays.

Trends — This icon navigates to a user friendly display of Trend logs
with the ability to compare values over time. It can display trends for up
to 10 years.

Touch — This icon navigates into the visualization created in Touch
Config environment.

I Touch Config — This icon navigates to the premade widgets
visualization creator. Access is restricted to administrators.

Touch Config

© Schneider Electric 2021 15
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Configurator — This icon navigates to programming, settings and
configuration interface. Access is restricted to administrators.

Configurator

ﬁl Configurator use is not recommended in mobile devices.

Function blocks editor — This icon navigates to Function blocks editor
which is graphics, easy to use alternative to LUA scripting.

3.2  Start page configuration

@% Configuration — This icon navigates to the configurator page. Click %%
to unlock menu for editing. Menu will become orange

3 BoWEH A

Allow users to show/hide apps — allow users to modify
visibility of icons on main screen (only available when in
admin mode)

Customize

Change admin password - (only available when in
admin mode) Language English e

Lighttheme | Dark theme
Language — selecting language of the user interface

No image
Light theme / Dark theme — selecting between normal . . . .

and inverse colours of the user interface

background will be changed to the selected colour
/pattern

Q Search — will filter menu Apps containing typed letters.

@] @ Lock / Unlock — Locking / unlocking grid for sorting order of
icons in menu.

S Show / hide Apps -locked / unlocked — Allow to show / hide

apps on Main screen (only in Admin mode or Use view or when
permitted by Admin).

AP EEE

Trends Tauch Config Configurator

© Schneider Electric 2021 16
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3.3 Marketplace

MC] Edit User view — this icon will navigate to the sub-menu allowing to edit User

LI view (Admin mode only).

@ Save view- save Default view of User home page view.

Login (only for Wiser for KNX after firmware upgrade already containing

project)

u Wiser for KNX is in Admin mode. Click will log off.

m Wiser for KNX is in User mode. Click will log off.

Marketplace — this icon navigates to the Marketplace page. Available only in
b admin mode. In case of missing connection to the Internet, only installed
Applications are visible without update possibility.

Filter

Installed (uninstall, update, configure) (1]

loT T3 API EEEE)
Version: 20201030

ST BACnet client D

11 “ Version: 20190808
i

Allows the controller to act as BACnet client and easily integrate with BACnet servers. It
provides scanning of BACnet servers available on the network and mapping their objects to a
KNX or virtual objects. Up to 50 objects from each BACnet server can be mapped. This limit is
valid for hardware 3.0 and newer. Please follow the objects limit and observe CPU load.

Cloud connector
Version: 20201023

DALI app (=3
LTl Version: 20200304
DALI app allows monitoring of your DALI installation based on MTN6725-0001 - KNX DALI

gateway. You can create structure of your building and place available KNX DALI gateways.
Information about DALI lights (DALI name, ECG name, ECG number, Status, Alert, Faillure and
run hours) are automatically loaded from selected KNX DALI Gateway.

Presence simulation
(KON version: 20190117

The Presence simulation App can be used to simulate the common operation of the building
during inhabitants absence to prevent building from potential crime act like burglary. This
application is supposed to be used by System integrators as well as End users so available

= Icon on the left side will open following sub-menu:

MO
o

Applications — will show all available
Applications.

Installed - will show all installed
Applications (yellow number indicate
number of installed Applications).

Install from file — will install Application
directly from file.

Apps
Installed

Install from file

© Schneider Electric 2021
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Search bar — will filter Apps containing typed letters.

This icon will install selected App.

E This icon will update selected App.

‘ ‘This icon will uninstall selected App.

Verified This icon marking Applications verified by Schneider Electric. Applications
which are not verified are not supported by Schneider Electric and are

3.4 Default Configuration

used on your own risk

Authentication Required

The server http://10.154.20.25:80 requires a username and
password. The server says: spacelYnk.

Login Password

User Name:  admin

Password: |~

Log In Cancel

admin admin

When default password was not
changed, you will be prompted to
enter Admin access password, if you
have brand new spacelLYnk or after
firmware upgrade.

Password complexity requirement:

Length of password is 8-20
characters.

Must contains uppercase letters of
European languages (A through
Z, with diacritic marks, Greek and
Cyrillic characters)

Must contains lowercase letters of
European languages (a through
z, sharp-s, with diacritic marks,
Greek and Cyrillic characters)

Must contains at least one of the
base 10 digits (0 through 9)

" Admin access
Login admin
Current password
New password
Repaat password

@ Wamning: default admin password is set, please change it as s0on as possible

C_}

IP address on LAN

192.168.0.10

Networks mask on LAN

255.255.255.0

© Schneider Electric 2021
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3.5 Change IP settings

Configurator — Utilities — System — Network —
Interfaces window, click on the specific interface to
change the IP settings.

Protocol — Specific protocol used for addressing:
Static IP — Static IP address (default 192.168.0.10).

DHCP — DHCP protocol used to fetch IP configuration.
IP address as received from the DHCP server. This field
appears only if the IP address is assigned.

Network mask — Network mask (default 255.255.255.0
(/24)).

Gateway IP — Gateway IP address.
DNS server 1 — Primary DNS server IP address.
DNS server 2 — Secondary DNS server IP address.

MTU - Maximum Transmission Unit, the largest size
of the packet which is passed in the communication
protocol (150 by default).

When changes are made, the BESSESERREN jcon

appears in the top-right corner. This should be applied
for changes to take effect. Wiser for KNX will automatically
reboot after changes are applied.

[ Interface eth0

Protocol Static IP

IP address 10.154.20.25
Network mask 255.255.255.0
Gateway IP 10.154.20.1
DNS server 1 10.154.20.1
DNS server 2

MTU

[L_ok ][ cancel |

3.6 Discover your Wiser for KNX in IP network

Windows PC
Option 1:

Use the utility Service Browser which can be downloaded
here:

http://marknelson.us/attachments/2011/bonjour-
windows/ServiceBrowserExe.zip

Apple bonjour is required (it is part of iTunes):

http://support.apple.com/kb/DL999

Option 2:

If host is not changed and only one Wiser for KNX is on
the network, type in browser:

http://Wiser for KNX.local - Firefox

http://Wiser for KNX.local - Chrome
fii} Installed Bonjour service needed.

_http._tep
- Web Server on spacel Yk
-] Web Server on Wiser for KNX
Host name: WiserforkKMNX local
Host port: 20480
Network interface: Intel(R) 82579V Gigabit Netvwork Connectio|
paths/

Dene browsing

© Schneider Electric 2021
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= spacelYak L:

¥ Spacaiyni.local

Linux PC

The utility called Avahi, can be downloaded here:

www.avahi.org

= akthl 1Pvd
= local

= _owhitpd,_tcp
OWFS (1-wire] Web

= wab Site
OWFS [L.wire) web

= _owsenser,_tep
CWFS [1wire) Sarver

= ‘Workstation
wburtugd [00:13:£7:28:35:85)

Service Type: _http,_tep

Service Name: OWFS [ 1-wire) Web

Domaln Name: local

interface: athd 1P

Address: ubuntu-2 local/192.168.0.58:51588
TXT Data: smply

& -
\C

\

Y.
()

ZeroConf
Browser

Android

The freely available app called ZeroConf Browser, can
be downloaded in Google Play.

ZeroConf Browser

€) L _DEVICE-INFO

© ' eoce

oﬁ File Transport Pro
© 7 Hreaur
Q ?' HTTP Server

=Y

The freely available app called Discovery bonjour
browser can be downloaded from the App Store.

iOS/Mac OS

For iPad install the iPhone/iPod version of the
utility.

A\

Web Server on spacelYnk

spacel¥nk.local:B0

192.168.0.5

TXTRecord

path =/

© Schneider Electric 2021
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4 Import KNX project from ETS
ETS3

In order to use Wiser for KNX with KNX TP UART/IP functionality and to program with
the other KNX bus devices, Wiser for KNX must be added into the ETS Connection
Manager. ETS programming through Wiser for KNX is available only when KNX IP
features are enabled.

{ii} Function Bus monitor is not included in the Wiser for KNX.

Extras — Options — Communication — Configure TR
interfaces Configured Connections Properies
: spacel Ynk Name: | '
Enter any Name for the connection. o e ame: | spacel¥nk
Senal PEING - COM4 Type: .KNKMMP -
1. Choose Type, and select KNXnet/IP from the ; :
[ standard cannection
drop-down menu.
Communication parameters
2. Press Rescan, and then select Wiser for KNX KMyénet/IP device:
from the drop-down. e progemeig mde e
spacelYnk [192.168.005) b
3. Press OK MAC adds. |0G:0054FF:8815 '
Name: spacelYnk
4.In the Options — Communication IP sdcress: |192.168.05
window, select the newly created interface as . I Pt [®71 | NATmode[]
Communication Interface from the drop-down. T TS [[KrixnetP Diagnosiic Wizard |
5. To test the communication with ETS, press Lok J[ conca ]
Test.
6. Make sure that the bus status is Online — press Uil 3
3= putton in ETS. | Database | Presentation | Stlaleg_l,l% Communication iTroubleshmling_ _
Select Communication Interface: [ Configure Interfaces... |
;spaceL‘f‘nk v
Test OK
[ Prompt when connecting
[ Prablem Analysis... ]
ok ) (caeet J (o ) [_reb
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ETS4

In order to use Wiser for KNX with KNX TP UART/IP functionality and to program with
the other KNX bus devices, Wiser for KNX must be added into the ETS Connection
Manager. ETS programming through Wiser for KNX is available only when KNX IP

features are enabled.

fiii Function Bus monitor is not included in the Wiser for KNX.

Settings — Communication

; A Ei fo S
. . . Cremrview. Pm:h Call;l-a;‘ Databaue Settingn K N x
Newly added Wiser for KNX will be discovered| ————— )
automatically if it is connected in the same network as | = seemon gz
. Commurscation o Erable automanic scan on senal ports.
the PC running ETS4 software. L
. . Selware Updaes o Use direct KNOG-IP connection if awalabie
1. Choose Select to move it to the Configured | = TR
connections. Impart / Expast Merten GmbH & Co. KG
Shameuts Configured conmections
2. Wiser for KNX KNX individual address and | %= A s Gk 6,
. . Labeels e momel¥nk - 101542026
mask can be set by pressing Local settings. Spa Il . 135525
MAL addness: OB 1BL 001 EAE
3. Select Use project connection if available o] I | I |
check box to make it a default project connection.
BB Intel{R} BISTOV Gagabet Network Connection (1) - 224.0.03.12
4.Select Use direct KNX-IP connection if T S D
available option for direct communication in IP
network. New Dalete ist
5. Press New to add Wiser for KNX manually.
6. Enter any Name for the device. Y Mew conprection - o
. P rii
7. SetIP address, Port, and NAT mode (if needed). o
Mame: homelYnk
8. Press OK to save changes. Type: [KNneta? =
9. To test the communication with ETS, press Communication paramclers
Test_ 1P address: 192.168.0. ]_d
Part: 3671 7] NAT mod
10. Press Apply changes for changes to take i
effect.
ok || cancel
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ETSS

In order to use Wiser for KNX with KNX TP UART/IP functionality and to program
with the other KNX bus devices, the device should be added into the ETS Connection
Manager. ETS programming through Wiser for KNX is available only when KNX IP
features are enabled.

fiii Function Bus monitor is not included by Wiser for KNX.

Bus — Connections — Interfaces [ |

If your Wiser for KNX is in the same network with
computer running ETS5, it is possible to discover the —
Wiser for KNX interface automatically. If your Wiser for
KNX is discovered, choose the interface by double-click
on item in Discovered Interfaces list. W

If your interface is not discovered, follow steps below: 2

1. Click green + icon next to the Configured
Interfaces.

2. Select IP Tunnelling.

3. Click New Connection (0.0.0.0:3671), which is - —
created in Configured Interfaces. T . e

4. In the setting tab on right-hand side set Name »w -
of your connection, Server (IP address of Wiser
for KNX) and Port.

5. Select the interface, which you have configured
in previous step.

6. To test the communication with ETS, press Test
in lower-right corner.

If test is OK, select the interface as active by double click
on item in list of Configured Interfaces.

7. Current Interface is set.

4.1 KNX specific configuration

See Configurator — Utilities — System — Network
— KNX connection for details.

When changes are done this icon appears in the top-
right corner.

Apply changes

This must be applied for changes to take effect.
Wiser for KNX will automatically reboot after
these changes are applied.
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5 Touch 3 visualization

Easy, fast and neat looking visualisation in fraction of time comparing with visualization
as described in chapter Visualization. As its name says it is perfect for touch screen
devices. Pre-made widgets covering all basic automation needs.

5.1 Touch config
Visualization structure can contain multiple floors. Floors can contain multiple rooms.

Rooms then can be filled with pre-made widgets or with the Widgets created in the
Widget creator. Actual position in structure is displayed in the bottom middle.

T — —

1th floor

Basement O 0

Add new floor

e e A 2 e

1TH FLOOR ~ solution All widgets Restrooms ADD NEW ROOM ICON

5.2 Adding widgets

Widgets can be added to the rooms by pressing AP0 NEWWIDGET jcon located at the
left bottom of the page. Custom Widget title and styles can be set for each widget.All
mandatory objects must be linked in order to show the widget in the visualization.

Settings "RGBW dimmer"

RGBW dimmer

General  Objects  Siyles

Title

E Settings "RGBW dimmer"

Settings "RGBW dimmer” Background

[ #mm v preset
Background
General  Obects  Styles
Tite color Width of border Border color

Red value object

0 Show widget on Main page. 0 Show widget on Floor page

51471 (HUE lamp 1RGB) x - [ setect coor v Detault v/ [Osekectcoor

Red status feedback value object O Rounded comers 0 Hide shadow

color 1 color2 color
S/42 (HUE lamp 2 RGB) - - [ srereer v Moo v W

Switch object 1+ Green status feedback value object colora Ccolor 5 Colors

Wl #meee v Weossso v | W00

value object "
Status feedback object 17 51413 (HUE lamp 3 RGB)

feedback value object

* symbol — mandatory object
** symbol — one of mandatory objects

When object contain Alert field it will generate Alert when field is filled and
alarm condition is met.
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5.3 Tools
Backup config — Touch visualization backup.
L1 Backup config
Restore — Touch visualization restore. * Restore backup
Settings — General setting of the Touch - e
3 Styles
Styles — General styles of visualization and widgets A

Clear all — Clear all settings for rooms, widgets and
styles

5.4 Touch application

Living room ~
Light Table Light Main Light Lamp Air condition Floor heating Sonos Music

20°C

Depeche mode

Socket PC, TV | Dimming light

®

FLOOR1 ~ Living room Guest room Bedroom 1 Bedroom 2 Garage Consumption Dashboard

,f

Menu — can be locked by pressing on = (icon will turn
vertically .

Floors — will show list of floors and rooms

Functions — showing groups of widgets according their &3 Fncios
function. "

S“ Floor heating
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6 Configurator’s Main Page

Configurator’s main page - top bar:

Wiser for KNX SC!‘G"II_EinV Neighbours: | Select neighbour ¥ | Language: | English v | Start page Logout

Neighbours - Switch to next Wiser for KNX in the same network. This selection
appears only if any other Wiser for KNXs or Wiser for KNXs are discovered.

Neighbours: | Select neighbour v |
Select neighbour
Solutionsdemeod (10.154.20.53)
homelYnk-2 (10.154.20.67)

Language - Switch language of the GUI to English, Bulgarian, Chinese, Czech,
Danish, Dutch, French, German, Greek, Italian, Portuguese, Russian, Spanish,
Turkish, Hungarian, Polish or Swedish.

Start page - Link to the Start page.

Logout — for secure logout.

Configurator’s main page - bottom bar:

Version: 2.6.0 CPU/IO: 0.02 0.06 0.01, Memory: 17%, KNX/TP: OK \_S_yncﬂj&dataj
Version: 2.6.0 - This is the actual firmware version of the Wiser for KNX.

CPU/IO: 0.43 0.60 0.69, Memory 14% - Load average numbers 0.43 0.60 0.69
represent averages over progressively longer periods of time (one, five and fifteen-
minute average). The lower number the better. If value 0.7 is overreached, color of
CPU/IO values is change to red.

Bridge traffic analogy to processes:

= Load of 1.00

AESS

BB * =~ Load of 1.70

fii} Inspect your running tasks if the load exceeds the level 0.70!

LED1 and LED2 may be also used for approximate load estimate. See Operating
instructions for details.

Used memory — Buf fered -Cached

Memory = minimum occupied memory in %).
Yy Yy

Total system memory
See System / Status / System status / Memory usage for details. Beware of Linux
terminology. Linux calls cached and buffered memory “used” even if it could be
understood as “free” for new applications.
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KNX/IP: Each time the Configurator is opened, the Wiser for KNX checks if the
KNX bus is connected. If not connected, then an error message appears stating that:
Scripting, visualization and other features will not work. Do you want to switch to KNX/
IP instead?

KNX connection emor *

L ] KHX/TP & not connected. Scrpting, veuakzation and other features will not work.
‘-{J Do you want to switch to KNX/TP mstead?

Yes Ho

Selected connection and its status are visible in the right bottom corner:
CPUJIO: 0.34 0,41 0.42, Memory: 11%, KNX/TP: ERROR Synt project data
KNX/TP error message indicate Wiser for KNX has no connection to the bus.

KNX interface has to be changed back to TP-UART once KNX bus is connected under
System — Network — KNX connection — Mode. KNX interface change must be
confirmed by rebooting Wiser for KNX (manually or pressing the button):

KNX statistics: This graph M—M—J'— shows load on KNX BUS. Click on graph
picture will open detailed KNX statistics.

ERE statistics = ¥
P TP Rl TP repeais TP RETE TP T

Ludt st L% & 131 [Tt

Lagt bowr 1396% b4 Ly TR LIE b

Torsl A ] R TR BT ]

= TP load = TP repeats

Sync project data: This button is useful after some bigger change in the project.
When pressed, project will be immediately saved to the microSD card.

Automatic synchronization is performed every 15 minutes only and all unsaved
changes and data may be lost.
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7 Utilities

Wiser for KNX sc"b’l{ﬁlqﬁ[’ Language: [English | Start page Logout

utilities Trendlogs  Scenes  Vis. structure

Import ESF file Import KNXPRO\ file Reset / clean-up Factory reset Date and time Install updates Backup Restore
5 ® = e iy
[T N B N7
General configuration Vis. configuration ‘ System

Figure 2: Utilities tab screenshot. Icons will move when window is resized.

7.1  Import ESF file

Imports the *.esf object file. It is essential to set correct

data types for imported objects. Existing objects will [  Import ESF file x
not be overwritten. Objects with the same name are ESF file: Ehnceaiiedl Mo file chosen

considered duplicates and might not be imported and (® Tt will be necessary to set comect data type for some imported objects.
marked as discarded. List of imported and discarded Existing objects will not be overwritten, Objects with the same name are
object is displayed after each import. Comment “ETS R SRR Rl g

import” will be displayed in Object comments for each | sewe || camca |

ETS imported object.

See chapter ”3 Import KNX project from ETS” for| ™=t :
Imported: 0/2/2, 0/2/3, 0/2/5, 0/2/6, 0/2/7, 0/2/8, Uj2/4

detalls Discarded: 0/0f1, 0/0/2, 0/0f3, 0/2(0, 0/2(1, 0f1]0, 0/1/1, 0/1/2, 071/3, 01/4, 0/1/5, 0/1/7,
0/1/8, 0/1/9, 0/1/10, 04112, 0/1/13, O/1/11, 0/1/14, O/1/6, 0/3/0, 043/1, 03/2, 0/3/3, 0/3/4,
0/3/5, 0/3/7, 0/3/8, 03[9, 0/3/10, 0/3/11, 03/6, OVS/0, 0/5/1, O/S(2, OY5f5, 0YS/3, 0/5/6, 0/5(7,
0/5/8, 0/5/4, 0410, OV4/1, 0/4f2, 0/4(3, 0/4/4, 04[5, V416, OVEND, Of6(1, 0V6/2, 0Y6/3, Of6S4,
0/6/5, 0/6/6, 0/6/7, 0/6/8, 0/6/9, 0/6/10, 0/6f11, 07 /0, O/7/1, O/7(2, Of7[3, OJ74, /7[5, O/7/6,
0f7/7, 0/7/8, 0/7/9, B/710, 0/7/11

7.2 Import KNXPROJ file
Imports the *.KNXPROJ file directly to the controller. | |import knxerofile X
Preserve structure of the project and DPTs of the group G [ Choose File | No flle chosen
addresses including automatic units and suffixes. B
Add objects without data type: [

Objects with the same name are considered duplicates
and might not be imported and marked as discarded.

i X . () Existing objects will not be overwritten. Objects with the same name are
Import allow add objects without data types defined and considered duplicates and might not get imported

adding structure level names to objects.

Add level names to objects: O

Save J Cancel J
Password protected *.knxproj files requests password
set in ETS. Without knowing correct password import —— =

process is not possible. Imported: 0/2/2, 0/2/3, 0/2/5, 0[2/6, 0/2/7, 0/2/8, 02/4

Discarded: 0/0f1, 0/0/2, 0/0f3, 0/2(0, 0/2(1, 0f1]0, 0/1/1, 0/1/2, 071/3, 01/4, 0/1/5, 0/1/7,
0/1/8, 0/1/9, 01110, 0/1/12, 0/1/13, /1711, 0/1/14, O/1/6, O/3/0, O¥3/1, 0/3/2, 0/3/(3, 0/3/4,

f 3f8, 0/3/9, O/3/10, 03711, /316, OYSH0, OS(1, 0/5(2, 0/5f5, 0f5(3, 0/5/6, 0/5/7,
O/5/8, 0/3/4, 0/4/0, 0/4/1, 0/4/2, 0/4(3, 0/4/4, 0/4(3, 0f4/6, OF6/0, O/6(1, 0/6(2, 063, 0/6/4,
0/6/5, 0/6/6, 0/6/7, 0/6/8, 0/6/9, 0/6/10, 0/6f11, 07 /0, O/7/1, O/7(2, Of7[3, OJ74, /7[5, O/7/6,
0f7/7, 0/7/8, 0/7/9, B/710, 0/7/11

oK
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7.3 Import neighbours

" Remote services x|

o) . . . Sanvce statu ’
& Single Wiser for KNX in the IP network Sonke et Enabled
Allow only exported objects
Impiort neighbours. Usemame remote
Ry Multiple spaceLYnks / Wiser for KNXs Password

) Leave password blank to keep it unchanged.

Remote services must be enabled on both devices for

object sharing. | ok ) concel | ‘
It allows importing the objects marked for export from

another sL/hL. System will ask for Remote password i

of the second device from which data will be exported. Neighbour device: homel Ynk-2 (10.154.20.24) ~

Remote password:
For remote access change the IP and password

according to your sL/hL settings i.e.:

https://remote:remote@192.168.0.10/scada- ) ool
remote?m=rss&r=alerts

ﬁl Export option must be activated for Objects to be
shared between sL/W4KNX. Enabling will make
those objects visible via BACnet and remote services
(XML/JSON).

7.4 Reset/ clean-up

Delete selected items from the Wiser for KNX. If you Reset [ dean-up %
select Objects, they will be deleted from the visualization Objedts:
part as well. Object logs:
i i i Include high priority logs:
@ Backup all important data before proceeding with i
Reset /clean-up. Logs:
Error logs:
Script storage:
Save Cancel
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7.5 Factory reset

Delete all configurations and reset to the factory default
settings. System settings will stay unchanged.

To perform HW factory reset, long press on the RESET
button located on the front side of the spaceLYnk device
(10 seconds press, release and press again for 10
seconds).

IP address after HW factory reset with HW button is
always 192.168.0.10.

Factory reset

=
)

When factory reset is performed by SW
button in the main menu:

* |IP address will stay unchanged

» Visualization, Apps, graphic and all data will be
erased.

* Device name will be reset to default (Wiser for
KNX).

*  KNX settings will be reset to default

 FTP and Nginx certificate will be deleted. FTP
password will be set to empty.

*  Lua scripts including planned and init commission
will be deleted.

For default IP address 192.168.0.10 with preserved
project press HW reset button for 10s. This feature is
helpful in case of forgotten or incorrectly set IP address.

Factory reset with hardware button is meant
ﬁl especially for situations where Wiser for KNX is
not accessible due to wrong settings.

Factory reset

x

<> Warning: factory reset wil delete everything, make sure you have backed up before doing

& 50.

Device wil reboot after reset is complete. Are you sure you want to proceed?

Yes No

ifo] .0 E\ .
o] =0 RESET

o @
™ @
Ax @

® cnD @
'

e 01+ @

e Do @

7.6 Install updates

For partial updates/patches or adding of pre-fabricated
solutions.

Install Wiser for KNX update file *.Imup. Wiser for KNX
will reboot after the successful update.

Install updates

Update package file:

SESRETERRTT LTSN INEPERSTYEEERIEAY

@ Make sure that update package can be installed for the version you are
using. Davice will reboot after successful update

Save Cancel

7.7 Restore

Restore

&

Restores configuration from backup. Maximal backup
size is 32 MB. Bigger project will not be restored.

@ If LED 1 is flashing red/green during restore data
are re-calculated. Do not switch off Wiser for
KNX until it is finished.

Restore

Backup file: Choose File | No file chosen

() Warning: maximum backup size is 32MB.
Current database, scripts and visualization will be deleted.
Device will reboot to complete system restore

Save Cancel

© Schneider Electric 2021

30




User Guide Wiser for KNX

7.8 Date and time

Network time protocol (NTP) is implemented. Along with
the internet connection, Wiser for KNX will automatically
update time from servers defined in Utilities/System/
Services/NTP client:

0.schneider.pool.ntp.org
1.schneider.pool.ntp.org
2.schneider.pool.ntp.org

3.schneider.pool.ntp.org
fii} It is important to select correct time zone.

If there is no internet connection, click on Get from the
system to adopt time from the PC.

First day of the week: starting day of the week

Latitude/Longitude: Lat/long coordinates of geographic
position of Wiser for KNX used for accurate calculation
of sunrise/sunset. When not set it is calculated from time
zone which may cause inaccurate sunset/sunrise time.

Exact geographic position can be easily found in Google
Maps, simply by left-clicking on your location.

Without power, Wiser for KNX will maintain time
and date settings only for a limited period of time
(app. 5 minutes).

Date and time X
Current: Tue Mar 14 07:29:41 2017
Time: 10 |5/ (30 |5 [39 | 5| |cetfrom system
Date: 14.03.2017 (3
Timezone: ' Europe/Paris N

(® Warning: NTP client is enabled, changing date and time manually is not

recommended
First day of the week: ® Monday Sunday
Latitude/Longitude: 48.864716 : 2.349014

e

(® Note: when left empty, latitude and longitude are taken from the current
timezone and may not fully match the actual location

Cancel

v}
Le Hive,
Schneider Electric

35 Rue Joseph Monier A =
82500 RueiFMaimaison, Francie @) ’
M § uEE =

7.9 Backup

Bac kup

&

Backup all the objects, trends, logs, scripts, icons,
images, backgrounds, visualization and KNX filter table
to the Project-device name-dd.mm.yyyy-hh.mm.tar.gz
file (actual spaceLYnk time and date is used when the
backup is generated).

Created backup file into the browser

Downloads folder.

is placed

File can be renamed to match project structure.
Maximum backup size is 32MB. Check the size
ﬁl of the backup once you create it. If it is bigger
than 32MB, you won’t be able to restore it.
System configuration, network settings, passwords or
KNX settings are not backed up. Filter table is backed
up.

Downloads Q i

Today

Project-spacel¥nk-2016.03.29-10.25 tar.qz
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7.10 General configuration

Interface language: Interface language (English,
Bulgarian, Chinese, Czech, Danish, Dutch, French,
German, Greek, Hungarian, Italian, Polish, Portuguese,
Russian, Spanish, Swedish and Turkish).

Automatic address range start: Newly added group
objects will start addressing from defined range.

Discover new objects: KNX object sniffer is enabled. If
YES is selected all new objects automatically appear in
the Objects list. Bus sniffer is enabled by default and it
is recommended to disable it when not used especially
if multiple Wiser for KNXs are connected in the same
network

Object log size: Count of object logs. (Maximum value
is 10000).

Default log policy: Log status for all objects or only for
checked objects can be selected.

Alert log size: Count of alerts logged. (Maximum value
is 5000).

Log size: Count of logs. (Maximum value is 5000).

Error log size: Count of errors logged. (Maximum value
is 5000).

Save object values in storage: Script storage is logged
and updated when object value is changed.

Code editor tab size: Pressing TAB in scripting editor
results in insertion of defined count of spaces.

General configuration *

Interface language: English et

Automatic address range start: 1/1f1
Discover new objects: No, bus sniffer disabled
Object log size: 5000

Default log policy: Log only selected objects

A x| S| K>S

Alert log size: 200
Log size: 200
Eror log size: 200
Code editor tab size: 2 B

b

@ « If log size is changed to a smaller value, excess logs will be deleted on next auto
clean-up (every 10 minutes)
« Log policy only affects new objects, cument per-object log settings are kept
unchanged
Warning: excessive object logging degrades performance

Cancel

Wiser for KNX keeps the log objects above the

limit for 15 minutes; after the time elapse, all
records above the limit will be cleared. It is necessary to
be aware while logging large amount of data in time.

A\

Excessive objects logging degrades Wiser for
KNX performance.
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7.11 Vis. configuration

PC/Tablet sidebar: [Show docked / Show as overlay /
Hide] Enable sidebar with list of plans in visualization
docked/with auto-hide option/ hidden.

PC/Tablet view: [Align plans to top left, no size limits /
Center plans, limit size /Center plans, enable auto-sizing
/ Center horizontally, auto size width]

ﬁ: Auto sizing works only in web browsers with Web
Kit engine (Chrome, Safari) and Firefox.

PC/Tablet page transition: [No transition / Flip X / Flip
Y / Shrink / Expand / Slide Up / Slide Down / Slide Left
/ Slide Right / Slide Up Big / Slide Down Big / Slide Left
Big / Slide Right Big] Selection of transition effect for
page changing in visualization.

PC/Tablet auto/size upscaling: Enable automatic
rescaling for multiple screen resolutions.

PC/Tablet background color: Common background
colour for visualization.

PC/Tablet background image: Common background
image for visualization.

Custom font: Common font for visualization.

Use dark theme: Inversion of colour, fonts, graphs and
controls to match dark palettes visualizations.

Enable swipe gesture: enables swipe gestures for use
with touch screen devices i.e. zooming with two fingers.

Hide Home button in Smartphone: Home button can
be hidden to avoid the possibility of leaving visualization
(kiosk mode)

Disable object click animation: disable icon animation
(useful for slower devices)

Dim inactive visualization after: ? minutes: Feature
to save energy of battery powered devices.

Dim inactive visualization after: ? minutes: Feature
to save energy of battery powered devices.

Dimming level?%: Brightness level of dimmed screen.

Show alerts in PC/Tablet: After triggering new alerts, it
will appear in PC/Tablet visualization.

Allow external access via iframe: Controller’s content
can be allowed to access via iframe. This option is by
default disabled.

Vis. configuration

PC/Tablet sidebar: Shaw as overlay (auto-hide)
PCfTablet view: Center plans, enable auto-sizing
PC/Tablet page transition: Mo transition

PC/Tablet auto-size upscaling: O

PC/Tablet background color: X |w
PC/Tablet background image:

Custom font:

Use dark theme:

(<

Enable swipe gesture:

Disable object click animation: ]

Hide Home button in Smartphone: [

Dim inactive visualization after: < minutes
Dimming level: 8 = %

Show alerts in visualization:

O
Allow external access via iframe: O

Save

Dark theme control an Gauge sample:

Alert sample:

The page at 10.154.20.25 says:
Alert: temperature is toe high 26°C

0K

Cancel
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8 System - quick menu

Click on arrow on the right side to open menu with most
used system settings.

System

& -

[ KNX connection

] Network settings

] Admin access

m Remote services

() Toggle device identification

{8} Remote connectivity

8.1 KNX connection

See chapter “3 Import KNX project from ETS” for
details.

E KNX connection
General 1P > Local filter
Mode
ACK all group telegrams
KNX address
KNX IP features
Multicast IP
Multicast TTL

Maximum telegrams in queus

TOS priority level (0 = no priority) 0

Backbone key (encryption)

Local > IP filter
TP-UART ~
IP Routing
IP Tunneling
IP Tunneling (NAT mode)

224.0.23.12

1

100

Enable only secure communication []

@ Setting Backbone key will enable encryption of reuting telegrams. Key must consist of 32
hexadecmal characters. Reception of nermal telegrams will still work. Tunneling and non-secure
routing is disabled if only secure communication is enabled.

(o)

8.2 Network settings

| See chapter “8.20 Network utilities” for details.

8.3 Admin access

Password settings for administrator account. Username
is admin by default. The login and password configuration
for User access is located in main menu.

" Admin access
Login
Current password
Mew password

Repeat password

admin

ok || cancel '|‘
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8.4 Remote services

For enabling/disabling remote access of Wiser for KNX
for maintenance, control and export purposes.

Service status — for change status of Remote services

Allow only exported objects — when ticked only objects
marked as exported are available for Remote services

Username — remote by default
Password — 8-20 characters
URL

Change the IP and password according to your Wiser for
KNX settings i.e.:

https://remote:remote@192.168.0.10/scada-
remote?m=rss&r=alerts

Request parameters

m — set the return value format

e json
e xml
* rss

r — requested function name
alerts — for 50 newest alerts
e alert alert text
e time alert time (UNIX timestamp)
e date alert date (RFC date)
errors — for 50 newest errors
e error error text
e script error script name
e time error time (UNIX timestamp)
e date error time (RFC date)
objects - list of return values of export
marked objects ordered by their update time
¢ address object address e.g. 1/1/1
* name object name e.g. My object
e data decoded object value e.g 42 or 01.01.2012
e datatype object datatype e.g. 1 or 5.001
e time object update time (UNIX timestamp)
e date object update time (RFC date)

¢ comment object comment e.g.
Second floor entry lights

tags optional array of object tags e.g. Light, Second
floor

grp executes one of grp functions:

fn function name, required

" Remote services x

Service status Enabled hi
Allow only exported objects
Username remaote
Password

@ Leave password blank to keep it unchanged.

oK | Cancel 'il

Examples:

Write boolean value to 1/1/2 you can use true or false,
aswellas1or0

https://remote:remote@192.168.0.10/scada-remote?m
=json&r=grp&fn=write&alias=1/1/2&value=true

Write value of 50 to 1/1/1

https://remote:remote@192.168.0.10/scada-remote?m
=json&r=grp&fn=write&alias=1/1/1&value=50

Explicit datatype setting to scale, send 50 to 1/1/1

https://remote:remote@192.168.0.10/scada-remote?m
=json&r=grp&fn=write&alias=1/1/1&value=50&datatype
=scale
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e getvalue returns current object value if found
e find return object info
e write send KNX bus group write telegram

e response send KNX bus group response
telegram

¢ read send KNX bus group read telegram

e update update local hL/sL object value without
KNX bus group write

e alias group address or name, required

e value new value to write, required for write /
response / update, except for time and date

time datatypes:
¢ day number (0-7), day of the week, optional
*  hour number (0-23)
*  minute number (0-59)

¢ second number (0-59)

date datatypes:
¢ day number (1-31)
¢ month number (1-12)

e year number (1990-2089)

datatype: optional for write / response / update, data
type is taken from the database if not specified:

bool, bit2, bit4, char, uint8, int8, uint16, int16, float16,
time, date, uint32, int32, float32, access string

8.5 Toggle device identification

Enable flashing of the signalisation LED2 red/green, for
easy identification of certain Wiser for KNX.

8.6 Remote connectivity

Enable/disable Remote connectivity possibility i.e. for Remote connectivity %

cloud connection. 'p Enable remote connectivity? Current state: enabled
“.

Disabled in default in Wiser for KNX.

Tes MNe Cancel
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9 System - service page

Click on System icon will open new page with system

. Systom  Metwork  Serdcos  Stats  Help et page Logout
settings.
9.1 Hostname

Change name of your Wiser for KNX for easy Fhtame 0
identification. It will be displayed in Neighbour list or in — p—

Backup file.

. () (e ]

9.2 Admin access

to clean the browser cache.

Downgrade of Wiser for KNX with firmware is not
possible.

During firmware upgrade the device will not respond,
because Wiser for KNX will reboot several times.

Upgrade can take up to 10 minutes (especially when lot
of trend is used in the project) LED1 is flashing red/green
during upgrade. Do not switch Wiser for KNX off until
LED1 stop flashing red/green.

Login admin by default " Admin access x|
Current password — enter current password S
New password — enter new password 8-20 characters s o
Rapeat password
Repeat password — repeat new password
[ox ][ concal
9.3 Upgrade firmware

System — Upgrade firmware is used to perform
complete upgrade of the system. ; .

Upgrade firmware X

After each upgrade, it is strongly recommended
Firmware file | Selectfile | Nofile selected

@) Hw: Wiser for KNX (i.MX28)
SW: 2.1.0
Warning: firmware downgrade is not supported.
1t will take about 5 minutes for upgrade to complete. All
config files will be kept unchangad. Do not unplug your
device while upgrade is in progress!

(Cox [ concel |,

9.4 System configuration backup and restore

System — Backup configuration Wiser for KNX makes
backup system configuration and generate backup file.

System — Restore configuration Wiser for KNX
makes restore system configuration from backuped file.

r - bl
Restore configuration x
File Choose File | sysconf-Dida...8.17.tar.

@ Device will reboot automatically after configuration has
been restored
=
b L )4

9.5 Reboot

By executing System — Reboot command, Wiser for
KNX will restart.
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9.6 Shutdown

By executing System — Shutdown command, Wiser
for KNX will shut down.

A\

It is strongly advised to shut down the system
before the unit is powered off, so that the
database can be saved securely. The system is

Important: The only way to switch Wiser for
KNX ON again is to disconnect and re-connect
power supply. Wiser for KNX can’t be switched

A\

ON remotely!
shutdown, when LED no. 1 stops blinking and LED 2 is
OFF.
9.7 Network
Interfaces neraces .
Ethernet interface is listed in the first tab. Traffic flowchart - NS L L
can be opened by using [ilils graph button on the right
side.
By clicking on the interface, the configuration window
appears.
Protocol — Specific protocol used for addressing. " Interface etho *
None — No protocol is used. e e ’
1P address 10.154.20.25
Static IP — Static IP address. By default, 192.168.0.10 Network mask 255.255.255.0
DHCP — Use DHCP protocol to get IP configuration. e ol
DINS server 1 10.154.20.1
Current IP —The IP address got from DHCP server. This T
field appears only if the IP address is given otherwise it s
is hidden.
Lok ][ cancel |
IP address — By default 192.168.0.10 - et il |
Network mask — Network mask. By default, is  Interface etho x
255.255.255.0 (/24) Protecel DHCP Y
Current IP 192.168.0.10
Gateway IP — Gateway IP address.
DNS server 1 192.168.0.1
DNS server 1 — Primary DNS server IP address. DNS server 2
DNS server 2 — Secondary DNS server IP address. s =
MTU — Maximum transmission unit, the largest size of
the packet which could be passed in the communication
protocol. (Default 1500).
oK ||| cancel |
Ethernet interface data put through graph - On the
main window of the Ethernet tab, if you click on the il Metwork usage for interface eth w O

button, a new window is opened. It draws a real-time
graph of the traffic flow passing the interface (both In
and Out). There is a possibility to switch the units of
measurement — bite/s or Byte/s and graph Auto Scale
follow or Up.

In 10 Kbps
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9.8 Routes
Routing table is a data table that lists the routes t0 a | routes x
particular network destination. It contains information | [, .. e = — S
about the topology immediately around it. System | .., T T e
routing table is located in Network — Routes menu. | |=ho 10.15420.0 0.0.0.0 255.255.255.0
The window is divided in two parts — Dynamic and | =t Fid LR HET
Static routes.
¢ Dynamic
List of self-learned network destinations and automatic
selection of the ‘best route’.
Interface — Interface name indicates the locally available
interface that is responsible for reaching the gateway.
Destination — Destination subnet IP address describes
together with Network mask the Network ID.
Gateway — Gateway IP address points to the gateway
through which the network can be reached.
Network mask — Network mask.
e Static
Manual entering of routes into the Wiser for KNX routing
table, they do not change automatically.
Interface — Interface name.
Destination — Destination IP address.
Gateway — Gateway IP address.
Network mask — Network mask.
Flags — Helps in troubleshooting your network problem,
see the attached coding table.
9.9 ARP table
Address Resolution Protocol table is listed in Network ARP table - x
— ARP table Interface [P address Mask MAC address Flags
. . . ethd 10.154.16.243 e:54:2d=00:dacd0 1
It is used for resolution of network layer addresses into otht 1045416249 T
ethd 10154201 00:07:7d:a708:2¢ 02

link layer addresses; it converts IP address to a physical
address.
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9.10 KNX connection

KNX specific configuration is located in Configurator
— Utilities — System — Network — KNX connection
window.

General

Mode - KNX connection mode. Wiser for KNX has TP-
UART interface by default built-in.

TP-UART - Twisted pair connection via black/red plug.
Transfer rate 9.6 kB/s.

EIBnet/ IP Tunneling — IP connection, is 1000x faster
than TP-UART. Wiser for KNX as a server. Unicast,
acknowledged data exchange, additional individual
address per tunneling connection.

.EIBnet/ IP Tunneling (NAT mode) — Network Address
Translation mode — Allows multiple devices to connect
to public network using the same public IPv4 address. It
modifies the IP address information in the IPv4 headers
while in transit across a traffic routing device.

EIBnet/IP Routing — Multicast, unacknowledged data
transfer. Wiser for KNX as a Line or Backbone Coupler.

ACK all group telegrams - If Wiser for KNX
communicates directly with another KNX device it must
acknowledge received telegrams. Unselect if Wiser for
KNX operates as a sniffer of group addresses only.

KNX address — KNX individual address of the device.

KNX IP features — Use this device with KNX IP features
for example, KNXnet/IP network configuration. If not
active, then all IP communication from KNX is blocked.

Multicast IP — Multicast IP address.

Multicast TTL Default value is 1; it allows
communication between different sub-networks.

Maximum telegrams in queue — Count of maximum
telegrams in the queue.

TOS priority level — priority of KNX telegrams from 0-7

Backbone key (encryption) — Backbone key for
decrypting secured telegrams for IP routing. Backbone
key can be exported from ETS software in Reports =>
Project Security.

Enable only secure communication - Tunnelling and
non-secure telegrams routing are disabled.

r
KNX connection X

General IP > Local filter Local > IP filter

Mode TP-UART i
ACK all group telegrams O

KNX address 15.15.255

KNX IP features O

Multicast IP 224.0.23.12

Multicast TTL 1

Maximum telegrams in queue 100

TOS priority level (0 = no priority) 0 v

Backbone key (encryption)
Enable only secure communication \:l

@ setting Backbone key will enable encryption of routing telegrams. Key must consist of 32
hexadecimal characters. Reception of normal telegrams will still work. Tunneling and non-secure
routing is disabled if only secure communication is enabled.

I OK Cancel
Project Security |P secure
This report includes security infe ion. Please keep it protected.
Backbone
T BDCDESEABEE2CBIAFE139ATFB2TORATE
Devices
Address Name Tool Key Authentication Code
g 1130 Spacelogic KNX IP Router DIN Rail GCB3DTODTCERAEI06CRTCT20283C6EC8  RIMGPHL

ol 1.1.1 KNxnet/IP tunneling interface
L 1.1.2 KNdnet/IP tunneling interface
wh 1.1.3 KNXnet/IP tunneling interface
ol 1.1.4 KMxXnet/1P tunneling interface
ek 1.1.5 KNxnet/1P winneling interface
s 1.1.6 KNxnet/IP tunneling interface
dh 1,1.7 KMxnet/I? tunneling interface

ok 1.1.8 KNXnet/IP tunneling interface

KNX connection b
General 1P > Local filter Local > IP filter
Made IP Routing o
KNX address 1.0.0
KMX IP features
Multicast IP 224.0.23.12
Multicast TTL 1
Maximum telegrams in queue 100
TOS priorty level (0 = no priority} | 0 A

kbone key {encryption)

Enable only secure communication ||

I e :

@ Setting Backbonekeyvill enable encryption of routing telegrams. Key must consist of 32
hexadecimal characters. Reception of normal telegrams will still work. Tunneling and non-secure

ox ) o)

routing is disabled if only secure communication is enabled.
@ Routing mode should be used in order to ensure
the group addresses are updated correctly.
Device will reboot after applying the changes.
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9.11 IP > Local filter

Filter accepts or drops received telegrams from the
defined KNX devices/physical addresses. All outgoing
telegrams are not filtered.

Apply filter to tunnelling — This filter was created
to provide enhanced functionality in comparison to
a standard KNX router. Defined filter can be applied
even to tunnelling mode now, by default it passes all
telegrams. This option relates to both directions (IP >
Local filter & Local > IP filter)

SRC policy [No filter / Accept selected individual
addresses / Drop selected individual addresses] — Policy
to apply to the list of source addresses.

Ind. address list — Lists individual or group addresses.
One address per line. Use * (e.g. 1.1.* or 1/1/*) to filter
all the addresses in the given line.

DST group policy

Destination group filter accepts or drops received
telegrams belonging to one group as 1/2/3 or subgroup
as 1/2/*. All outgoing telegrams are not filtered.

DST group filter [No filter / Accept selected individual
addresses / Drop selected individual addresses] — Policy
to apply to the list of destination group addresses.

Group address list — List of group addresses.

One address per line. Use *(e.g. 1/1/*) to filter all the
addresses in the given line.

work.

ﬁ: KNX [P features should be enabled for filters to

" KNX connection

General IP > Local filter
Apply filter to tunneling
SRC policy

Ind. address list

@ One address/range per line, Use *
DST group palicy

Group address list

@ One address/range per line. Usa *

Local > TP filter

No filtar A

{e.g. 1.1.%}to filter all addresses in the given line,

No filter v

{e.9. 1/1/*) to filter all addressas in the given line.

Note: by default Local > IP filter only applies to telegrams from TP connection, unless update

telegrams are also filtered,

Filtering lists are updated at once, changing policies requires restart.

ok [ camcel |
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9.12 Local > IP filter

KNX devices/physical addresses. All outgoing telegrams
are not filtered.

Filter accepts or drops received telegrams from the
defined ongoing telegrams are not filtered.

Apply filter to virtual objects — Virtual object serves for
internal data exchange inside Wiser for KNX (e.g. from
Modbus to Visualization). If command gr.update() is
used in LUA, then the group address is not written to TP,
but is written to IP only. If this option is ticked, the listed
groups are filtered (=not written) from IP and thus virtual.

SRC policy [No filter / Accept selected individual
addresses / Drop selected individual addresses] — Policy
to apply to the list of source addresses.

Ind. address list — List of individual addresses. One
address per line. Use * (for example, 1.1.* or 1/1/*) to
filter all addresses in the given line.

DST group policy — Destination group filter accepts or
drops the received telegrams belonging to one group as
1/2/3 or subgroup as 1/2/*. All outgoing telegrams are
not filtered.

DST group filter [No filter / Accept selected individual
addresses / Drop selected individual addresses] — Policy
to apply to the list of the destination group addresses.

Group address list — List of group addresses. One
address per line. Use *(e.g. 1/1/*) to filter all addresses
in the given line.

ﬁ: KNX IP features should be enabled for filters to
work. This applies to the incoming telegrams
only!

[ KNX connection x
General IP > Local filter Local > IP filter

Filter local update telegrams

SRC policy No filter v
Ind. address list

@ One address/range per line, Use * (e.g. 1.1,%) to filter all addresses in the given line,

DST group policy No filter v

Group address list

@ One address/range perline. Use * (2.9. 1/1/*) to filter all addressas in the given line.
Note: by default Local = IP filter only applies to telegrams from TP connection, unless update
telegrams are also filtered.
Filtering lists are updated at once, changing policies requires restart.

(oK [ cancal |

9.13 BACnet settings

See chapter “27.2 Wiser for KNX Configuration” for
more details.

See chapter “27.6 BACnet objects” for more details.

See chapter “27.7 BACnet COV settings” for more
details.
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9.14 NTP-client/server

Client status when enabled Wiser for KNX obtaining
data from up to four selected servers.

Network Time Protocol (clock synchronization) Servers
1-4

Define the server from which date and time is obtained.

Local server status when enabled Wiser for KNX can
serve as local NPT server for other Wiser for KNXs/
Wiser for KNXs or other devices.

A\

Reboot needed. Check availability of NTP server
with ping tool if needed.

" NTP (clock synchronization) x
Client status Enabled v
Server 1 0.schneider.pool.ntp.org
Server 2 1.schneider.pool.ntp.org
Server 3 2.schneider.pool.ntp.org
Server 4 3.schneider.pool.ntp.org

Local server status Disabled hd

: (Conesl | |

9.15 HTTP server

Allow use of additional ports both for HTTP and HTTPS.
Default HTTP port: 80, default HTTPS port: 443
Available HTTPS modes:

e HTTP and HTTPS enabled - both HTTP and HTTPS
communication is allowed

e HTTPS only, redirect HTTP to HTTPS - All
communication on HTTP ports will be redirected to
HTTPS

e HTTPS only, HTTP port is disabled - only secured
communication is enabled

ﬁl Reboot needed.

HTTP server x
Addi