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Legal Information

The information provided in this document contains general descriptions, technical
characteristics and/or recommendations related to products/solutions.

This document is not intended as a substitute for a detailed study or operational and
site-specific development or schematic plan. It is not to be used for determining
suitability or reliability of the products/solutions for specific user applications. It is the
duty of any such user to perform or have any professional expert of its choice
(integrator, specifier or the like) perform the appropriate and comprehensive risk
analysis, evaluation and testing of the products/solutions with respect to the relevant
specific application or use thereof.

The Schneider Electric brand and any trademarks of Schneider Electric SE and its
subsidiaries referred to in this document are the property of Schneider Electric SE or
its subsidiaries. All other brands may be trademarks of their respective owner.

This document and its content are protected under applicable copyright laws and
provided for informative use only. No part of this document may be reproduced or
transmitted in any form or by any means (electronic, mechanical, photocopying,
recording, or otherwise), for any purpose, without the prior written permission of
Schneider Electric.

Schneider Electric does not grant any right or license for commercial use of the
document or its content, except for a non-exclusive and personal license to consult it
on an "as is" basis.

Schneider Electric reserves the right to make changes or updates with respect to or in
the content of this document or the format thereof, at any time without notice.

To the extent permitted by applicable law, no responsibility or liability is
assumed by Schneider Electric and its subsidiaries for any errors or omissions
in the informational content of this document, as well as any non-intended use
or misuse of the content thereof.
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Safety Information

Safety Information

Important Information

Please Note

Read these instructions carefully, and look at the equipment to become familiar
with the device before trying to install, operate, service, or maintain it. The
following special messages may appear throughout this documentation or on the
equipment to warn of potential hazards or to call attention to information that
clarifies or simplifies a procedure.

The addition of this symbol to a “Danger” or “Warning” safety label indicates that an
electrical hazard exists which will result in personal injury if the instructions are not
followed.

hazards. Obey all safety messages that follow this symbol to avoid possible injury or
death.

A DANGER

DANGER indicates a hazardous situation which, if not avoided, will result in death or serious
injury.

2 This is the safety alert symbol. It is used to alert you to potential personal injury

A WARNING

WARNING indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

A CAUTION

CAUTION indicates a hazardous situation which, if not avoided, could result in minor or
moderate injury.

NOTICE

NOTICE is used to address practices not related to physical injury.

Electrical equipment should be installed, operated, serviced, and maintained only
by qualified personnel. No responsibility is assumed by Schneider Electric for any
consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction
and operation of electrical equipment and its installation, and has received safety
training to recognize and avoid the hazards involved.

EIO0000005412.01
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About the Document

Document Scope

Validity Note

This document describes the specifications, installation, operation, and
maintenance of Harmony BX1 with the product version (PV) 04 or above, which is
used in industrial or factory automation systems.

This document is intended for users who design systems, or install and maintain
components.

NOTE: You can identify the product version (PV) from the product label.

NOTICE

UNINTENDED PRODUCT USAGE

Check the product version in use and the Harmony BX1 User Guide for the
product version.

Failure to follow these instructions can result in equipment damage.

This documentation is valid for Harmony BX1 with the product version (PV) 04 or
above.

The characteristics of the products described in this document are intended to
match the characteristics that are available on www.se.com. As part of our
corporate strategy for constant improvement, we may revise the content over time
to enhance clarity and accuracy. If you see a difference between the
characteristics in this document and the characteristics on www.se.com, consider
www.se.com to contain the latest information.

Product Related Information

This product has been designed, developed and manufactured for use in industrial
or factory automation systems.

» The product is not appropriate for use with aircraft control devices, medical life-
support equipment, central trunk data transmission (communication) devices,
or nuclear power control devices, due to inherent requirements for extremely
high levels of safety and reliability.

* When using the product with transportation vehicles (trains, cars, and ships),
disaster and crime prevention devices, safety equipment, or medical devices
unrelated to life-support systems, use redundant and/or failsafe system
designs to ensure reliability and safety.

If the equipment is used in a manner not specified by the manufacturer, the
protection provided by the equipment may be impaired.

EIO0000005412.01
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About the Document

AADANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

* Remove all power from the device before removing any covers or elements
of the system, and prior to installing or removing any accessories, hardware,
or cables.

* Unplug the power cable from both this product and the power supply prior to
installing or removing the product.

» Always use a properly rated voltage sensing device to confirm power is off
where and when indicated.

* Replace and secure all covers or elements of the system before applying
power to this product.

» Use only the specified voltage when operating this product. This product is
designed to use 12 to 24 VVdc. Always check whether your device is DC
powered before applying power.

Failure to follow these instructions will result in death or serious injury.

Critical alarm indicators and system functions require independent and redundant
protection hardware and/or mechanical interlocks.

Please design a safety circuit external to this product so that the entire system
operates safely even if the external power supply or this product fails or
malfunctions.

* Interlocks and other circuits designed to interrupt or prevent equipment
operation (such as emergency stops, protective circuits, and opposing action
circuits) and circuits that prevent machine damage, such as positioning
mechanisms, should be constructed external to the product.

« The product stops operation when it detects an abnormality such as a
watchdog timer error. If an error occurs in the input/output control area, which
cannot be monitored, it may lead to unexpected input/output behavior.
Therefore, it is important to configure an external fail-safe circuit or
mechanism.

+ Problems with the relay or transistor in the output unit may cause the output to
remain either in the ON or OFF state. Install an external monitoring circuit for
output signals that may cause a serious accident.

Design the circuit so that power is supplied to the external device or load control
power supply connected to this product before it starts.

When you cycle power, wait at least 10 seconds after it has been turned off. If this
product is restarted too quickly, it may not operate correctly.

Do not create any switches on the touch panel that may cause personal injury,
property damage, or compromise the safety of the equipment. Design the system
so that controls for important operations are managed by devices other than this
product, or by independent hardware switches.

In the event the screen cannot be properly read, for example, if the backlight is not
functioning, it may be difficult or impossible to identify a function. Functions that
may present a hazard if not immediately executed, such as a fuel shut-off, must be
provided independently of this product.

EIO0000005412.01
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AWARNING

LOSS OF CONTROL

» The designer of any control scheme must consider the potential failure
modes of control paths and, for certain critical control functions, provide a
means to achieve a safe state during and after a path failure. Examples of
critical control functions are emergency stop and overtravel stop, power
outage and restart.

» Separate or redundant control paths must be provided for critical control
functions.

» System control paths may include communication links. Consideration must
be given to the implications of unanticipated transmission delays or failures
of the link.

» Observe all accident prevention regulations and local safety guidelines.

» Each implementation of this product must be individually and thoroughly
tested for proper operation before being placed into service.

« The machine control system design must take into account the possibility of
the backlight no longer functioning and the operator being unable to control
the machine, or making errors in the control of the machine.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

For additional information, refer to NEMA ICS 1.1 (latest edition), "Safety
Guidelines for the Application, Installation, and Maintenance of Solid State
Control" and to NEMA ICS 7.1 (latest edition), "Safety Standards for Construction
and Guide for Selection, Installation and Operation of Adjustable-Speed Drive
Systems" or their equivalent governing your particular location.

NOTE: This product is a highly configurable device and is not based on a
realtime operating system. Changes to the software and settings of the
following must be considered new implementations as discussed in the
previous warning messages. Examples of such changes include:

* Operating System
* Installed hardware
« Installed software

AWARNING

UNINTENDED EQUIPMENT OPERATION

» The application of this product requires expertise in the design and
programming of control systems. Only persons with such expertise should
be allowed to program, install, alter, and apply this product.

» Do not use this product as the only means of control for critical system
functions such as motor start/stop or power control.

» Do not use this equipment as the only notification device for critical alarms,
such as device overheating or overcurrent.

» Use only the software provided with this product. If you use other software,
please confirm the operation and safety before use.

» Follow all applicable safety standard, local regulations and directives.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

EIO0000005412.01
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AWARNING

EQUIPMENT DAMAGE

When powering off the product, use the shutdown command to properly shut
down the product.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

General Cybersecurity Information

In recent years, the growing number of networked machines and production plants
has seen a corresponding increase in the potential for cyber threats, such as
unauthorized access, data breaches, and operational disruptions. You must,
therefore, consider all possible cybersecurity measures to help protect assets and
systems against such threats.

To help keep your Schneider Electric products secure and protected, it is in your
best interest to implement the cybersecurity best practices as described in the
Cybersecurity Best Practices document.

Schneider Electric provides additional information and assistance:
» Subscribe to the Schneider Electric security newsletter.
+ Visit the Cybersecurity Support Portal web page to:

o Find Security Notifications.

o Report vulnerabilities and incidents.

» Visit the Schneider Electric Cybersecurity and Data Protection Posture web
page to:

o Access the cybersecurity posture.
o Learn more about cybersecurity in the cybersecurity academy.
o Explore the cybersecurity services from Schneider Electric.

Product Related Cybersecurity Information

Refer to Cybersecurity, page 33.

Environmental Data

For product compliance and environmental information, refer to the Schneider
Electric Environmental Data Program.

Related Documents

Title of documentation Reference number

Cybersecurity Best Practices Refer to General Cybersecurity Information,
page 8.

HMV/IPC Cybersecurity Guide EIO0000004948 (ENG)

8 EI00000005412.01
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About the Document for Product Version 04 or Above

You can download the manuals related to this product, such as the software
manual, from the Schneider Electric download center
(www.se.com/ww/en/download).

Information on Non-Inclusive or Insensitive Terminology

As a responsible, inclusive company, Schneider Electric is constantly updating its
communications and products that contain non-inclusive or insensitive
terminology. However, despite these efforts, our content may still contain terms
that are deemed inappropriate by some customers.

Trademarks

ARM, Cortex, and Cortex-A53 are registered trademarks of Arm Limited (or its
subsidiaries).

Debian is a registered trademark of Software in the Public Interest, Inc.

QR Code is a registered trademark of DENSO WAVE INCORPORATED in Japan
and other countries.

The terms HDMI, HDMI High-Definition Multimedia Interface, and the HDMI Logos
are trademarks or registered trademarks of HDMI Licensing Administrator, Inc.

Product names used in this manual may be the registered trademarks owned by
the respective proprietors.

EI00000005412.01 9


https://www.se.com/ww/en/download

for Product Version 04 or Above Overview
Overview
What’s in This Chapter
=T 10T 0] 0 1= 10
Package CONENTS ... ...couuuiiii e 10
Certifications and Standards ..o 10
Federal Communication Commission Radio Frequency Interference
StatemMeENt - FOr US A .o 12
Part Number
Series Part name Part number
Harmony BX1 HMIBX1AONDA HMIBX1AONDA

NOTE: This product has EcoStruxure Automation Expert Soft dPAC, HMI and
Archive pre-installed. The supported version is 24.0 or later. For the license
activation of the software, please refer to the EcoStruxure Automation Expert
documents on our website.

www.se.com/ww/en/download

LAN port settings to connect EcoStruxure Automation Expert Soft dPAC is as
follows:

LANZ2
IP address: 192.168.1.209
Subnet mask: 255.255.0.0

Package Contents

This product has been carefully packed with special attention to quality. However,
should you find anything damaged or missing, please contact your local distributor
immediately.

Verify all items listed here are present in your package:

A. Harmony BX1 x 1

Certifications and Standards

The certifications and standards listed below may include those that are not yet
acquired. Please check the product marking and the following URL for the latest
acquisition status.

www.se.com/ww/en/download

10
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Overview for Product Version 04 or Above

Agency Certifications

Underwriters Laboratories Inc., UL 61010-2-201 and CSA C22.2 N°61010-2-201,
for Industrial Control Equipment used in Ordinary Locations

Compliance Standards

Europe:

CE

» Directive 2014/30/EU (EMC)
UKCA

* Regulation SI 2016 No.1091
Australia:

+ RCM

Korea:

+ KC

Hazardous Substances

This product is designed to be compliant with the following environmental
regulations, even if the product may not fall directly in the scope of the regulation:

* RoHS, Directive 2011/65/EU and 2015/863/EU
* RoHS China, Standard GB/T 26572
* REACH regulation EC 1907/2006

End of Life (WEEE)

The product contains electronic boards. It must be disposed of in specific
treatment channels. The product contains cells and/or storage batteries which
must be collected and processed separately when they have run out and at the
end of product life (Directive 2012/19/EU).

Refer to Maintenance, page 37 when extracting cells and batteries from the
product. These batteries do not contain a weight percentage of heavy metals over
the threshold notified by European Battery Regulation 2023/1542.

KC Markings

I8 ALEALRINE
Ag 7|7 0| 7|7|= BFE(Ag) MAIAEV|7| 2 M
(HFE LESUTIAIA) | EOIRF £ AEAH= 0| M3 F2I5HA| 7]

Hlato, 712elo| 20| ALste %S
23 o2 g},
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Federal Communication Commission Radio Frequency
Interference Statement - For USA

FCC Radio Interference Information

This product has been tested and found to comply with the Federal
Communications Commission (FCC) limits for a Class A digital device, pursuant to
Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a commercial, industrial or business
environment. This product generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may
cause or be subject to interference with radio communications. To minimize the
possibility of electromagnetic interference in your application, observe the
following two rules:

+ Install and operate this product in such a manner that it does not radiate
sufficient electromagnetic energy to cause interference in nearby devices.

+ Install and test this product to ensure that the electromagnetic energy
generated by nearby devices does not interfere with the operation of this
product.

AWARNING

ELECTROMAGNETIC / RADIO INTERFERENCE, UNINTENDED
EQUIPMENT OPERATION

Check for electromagnetic and radio interference. If interference is detected,
take the following actions.

* Increase the distance between this product and the interfering equipment.
* Reorient this product and the interfering equipment.

* Reroute power and communication lines to this product and the interfering
equipment.

» Connect this product and the interfering equipment to different power
supplies.

+ Always use shielded cables when connecting this product to a peripheral
device or another computer.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this product.

12 EI00000005412.01
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Parts Ildentification and Functions
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1. DC power 7. Reset button*1"2
2. HDMI port 8. RS-232/422/485 port
3. USB 3.0 port 9. Micro SIM/Micro SD slot cover

4. Giga LAN port (LAN1: ETH1, LAN2: ETHO) 10. Antenna x 2
5. Indicators light 11. DIN rail adapter

6. CAN-FD port’3
*1 Use of reset button may lead to system reboot and may affect system
operation.
*2 To reboot the product, hold the button for four seconds.

*3 Not currently supported with the pre-installed version of EcoStruxure
Automation Expert Soft dPAC. For the usage of these interfaces, please contact
our customer support (www.se.com/support).

ACAUTION

UNINTENDED EQUIPMENT OPERATION

Do not use the reset button until it is necessary.

Failure to follow these instructions can result in injury or equipment
damage.

LED Indications (Indicators Light)

6O O3

50O 02

1O O
0sQO) Orwr

oS

ON The operation system is running.

OFF The operation system is not running or an error is detected.
PWR

ON Power is on.

OFF Power is off.

14 EIO0000005412.01
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Specifications

What’s in This Chapter

General SPeCifiCatioNS..........uuiiiiiiii
Functional Specifications ...........coooiiii i
Interface Specifications.............coiiiiiiiiii e,

General Specifications

Electrical Specifications

Rated input voltage 12...24 Vdc
Input voltage limits 9...36 Vdc
Power consumption 24 W

Environmental Specifications

Physical environment

Ambient air temperature

-20...70 °C (-4...158 °F)

Storage temperature

-40...80 °C (-40...176 °F)

Ambient air and storage humidity

10...95% RH (Non condensing)

Pollution degree

For indoor use in Pollution Degree 2 environment

Mechanical environment

Vibration resistance

IEC/EN 61131-2 compliant

5...9 Hz Single amplitude 3.5 mm (0.14 in)

9...150 Hz Fixed acceleration: 9.8 m/s2

X, Y, Z directions for 10 cycles (approximately 100
minutes)

Shock resistance

IEC/EN 61131-2 compliant
147 m/s2, X, Y, Z directions for 3 times

ACAUTION

case.

damage.

INOPERATIVE EQUIPMENT

* Do not operate or store the product where chemicals evaporate, or where
chemicals are present in the air. Chemicals refer to the following: A)
Corrosive chemicals: Acids, alkalines, liquids containing salt, B) Flammable
chemicals: Organic solvents.

« Do not allow water, liquids, metal, and wiring fragments to enter the panel

Failure to follow these instructions can result in injury or equipment

Structural Specifications

Grounding

Functional grounding: Grounding resistance of 100 Q or
less, 2 mm2 (AWG 14) or thicker wire, or your country's

applicable standard.

Cooling method

Natural air circulation

EIO0000005412.01
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External dimensions (W x H x D) 140.76 x 98.2 x 48 mm (5.54 x 3.86 x 1.89in)

Weight 0.95kg (2.1 Ib) or less

NOTICE

STORAGE AND OPERATION OUTSIDE OF SPECIFICATIONS

» Store this product in areas where temperatures are within the product's
specifications.

+ Do not restrict or block the product's ventilation slots.

Failure to follow these instructions can result in equipment damage.

Functional Specifications

Performance Specifications

Processor ARM® NXP i.MX8M Plus Quad-Core
Cortex®-A53 1.6 GHz Processor
Memory Onboard DDR4L 4 GB
Storage eMMC 32 GB™
Expansion slot glglt 1): Full-size mini PCle Connector x 1 (USB 2.0 and
e

Slot 2: Full-size mini PCle Connector x 1 (USB 2.0)

Real time clock RTC x 1, with 3 V CR2032 Lithium battery*2

Operating system Debian 12

*1 The eMMC where the operating system is installed has a write lifespan.
Although the eMMC is durable to handle data that is normally written in the
system, continual write operations such as data logging will accelerate the end of
the lifespan and lead to system failure. For continual write operations, such as
data logging, write to a micro SD card or USB device.

*2 The expected battery service life is 7 years; however the battery may die before
then. The battery is not user replaceable. Please contact your local distributor.

ACAUTION

STORAGE DEVICE DAMAGE AND DATA LOSS

Use a Micro SD card or a USB device for continual write operation such as data
logging.

Failure to follow these instructions can result in injury or equipment
damage.

Interface Specifications

Specifications

NOTE: Use only the SELV (Safety Extra-Low Voltage) circuit to connect the
serial, USB and Ethernet interfaces.

16 EI00000005412.01
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Serial port RS-232/422/485 switchable x 2 (non-isolated), Phoenix
Connector

Ethernet RJ-45 Gigabit Ethernet x 2

usB USB 3.0 Type Ax 2

CAN Bus CAN-FD x 2 CH, Phoenix Connector

Display HDMI x 1 (Output)

Power connector 2-Pin 3.81 mm Pitch Phoenix Connector

Micro SIM interface Micro SIM slot x 1

Micro SD interface Micro SD slot x 1

Interfaces

HDMI Port

The HDMI support port enables video output to an external display.
NOTE: Recommended HDMI cable length is no longer than 3 meters.

Connector HDMI 2.0a Type A

Resolution 720 x 480 pixels at 60 Hz, 1,280 x 720 pixels at 60 Hz,
1,920 x 1,080 pixels at 60 Hz, 1,920 x 1,080 pixels at
120 Hz, 3,840 x 2,160 pixels at 30 Hz

USB 3.0 Port

USB3.0

=
N—

The USB 3.0 is a Type A connector, and can also support USB mass storage.

Power supply voltage 5Vdc
Maximum current supplied 900 mA/port
Maximum transmission distance 3m

EI00000005412.01 17



for Product Version 04 or Above

Specifications

AWARNING

product.

EXPLOSION HAZARD

+ Do not disconnect equipment while the circuit is live or unless the area is
known to be free of ignitable concentrations.

* Remove power before attaching or detaching any connectors to or from this

+ Ensure that power, communication, and accessory connections do not place
excessive stress on the ports. Consider the vibration in the environment
when making this determination.

» Securely attach power, communication, and external accessory cables to
the panel or cabinet.

* Use only commercially available USB cables.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

Giga LAN Port (LAN1: ETH1, LAN2: ETHO)

The standard RJ-45 LAN jack is provided the connection to the Local Area
Network (LAN).

T, — e

LED

Function

Status

Yellow

Active status

ON: LAN link is established.
OFF: LAN link is not established.

Blink: Data received and transmitted.

Orange/Green

Link Speed status

Green ON: 100 Mbps

Orange ON: 1,000 Mbps

NOTE: LAN port settings to connect EcoStruxure Automation Expert Soft
dPAC is as follows:

LAN2

IP address: 192.168.1.209
Subnet mask: 255.255.255.0

CAN-FD Port

Provides two phoenix CAN Bus ports for external device connection.

aNS
T Z2NVO
oo

-

1 L NVO

aNS 4

=
=
=

=
=
=
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System name Position Pin No. Definition
can0 CAN1 1 H

2 L

3 GND
cani CAN2 1 H

2 L

3 GND

* CAN Bus Read/Write
» The two ports can be connected each other as below:

{CAN1 pin H _ CANZ2 pin H'

{CAN1 pin L »  CAN2pinlL

» The CAN-FD Port is connected to signals only. No external power load.

NOTE: This interface is not currently supported with the pre-installed version
of EcoStruxure Automation Expert Soft dPAC. For the usage of the interface,
please contact our customer support (www.se.com/support).

RS-232/422/485 Port

Provides two phoenix connectors for RS-232/422/485 interface.

The serial interface is not isolated. The SG (signal ground) and FG (frame ground)
terminals are connected inside this product.

A ADANGER

ELECTRIC SHOCK AND FIRE

When using the SG terminal to connect an external device to this product:
» Verify that a ground loop is not created when you set up the system.

< When the SG and FG on the external device are not isolated, connect the
product's SG to the SG on the external device.

* Connect the SG to a known reliable ground connection to reduce the risk of
damaging the circuit.

Failure to follow these instructions will result in death or serious injury.

ACAUTION

LOSS OF COMMUNICATION
* Do not put excessive stress on the communication ports of all connections.

» Securely attach communication cables to the panel wall or cabinet.

Failure to follow these instructions can result in injury or equipment
damage.

NOTE: Use within the rated current.

EIO0000005412.01 19
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Specifications

D N N N N D ~ -~ ~ ~
Sk z 2R 2 ZEE R
o] Y YT oo VR
BEFYP =z | | x X x x Z | | X x X x
O} x @  +~ O x o +~
Port 2 » <Port 1
RS-485 [ A A R S - B R B R
System name | Position Pin No. Definition
RS-232 RS-422 RS-485
/dev/ttym xcO | COM 1 - TX- 1 D-1
Port 1 (P1)
(CN4) 2 RXD1 TX+1 D+ 1
3 TXD1 RX+ 1 -
4 - RX-1 -
5 RTS1 - -
6 CTS1 - -
7 GND GND GND
/dev/ttym xc2 COM 1 - TX-2 D-2
Port 2 (P2)
(CNS5) 2 RXD2 TX+ 2 D+ 2
3 TXD2 RX+ 2 -
4 - RX- 2 -
5 RTS2 - -
6 CTS2 - -
7 GND GND GND
Micro SIM Siot
Micro SIM == |
IO T
User can insert the micro SIM card into the slot when using an LTE module via the
mini card slot.
NOTE: For the installation, refer to Micro SIM/Micro SD Card Installation,
page 30.
Micro SD Slot
Micro SD 4|

NOTE: For the installation, refer to Micro SIM/Micro SD Card Installation,

page 30.

20
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Antenna

ANT 1 ANT 2

O O

The two antenna configurations are Wi-fi, 4G or LTE.

6.5 0.1 |
0.26 +0.003

a
\

6.0 0.1
0.24 +0.003

mm
in

Mini PCle Slot

This product has two mini PCle slots. For the installation, refer to Mini PCle Card
Installation, page 31.
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Dimensions

98.2
3.87

LAN 2 LAN1  USB3.0 HDMI

48
1.89

A. Front
B. Bottom
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Installation and Wiring

What’s in This Chapter

Precautions for Building into an End-use Product...........cccoooiiiiiiiiiiiiiiineeeen, 23
Installation Requirements....... ..o 23
Installation of the Product..............cooiii 24
Wiring the POWEr SUPPIY ......iiiiii e 26
Micro SIM/Micro SD Card Installation..............coooiiiiiiiii e, 30
Mini PCle Card Installation..............ccoiiiiiiiii e 31

Precautions for Building into an End-use Product

Be aware of the following when building this product into an end-use product:

» The chassis of this product is not approved as an enclosure. When building
this product into an end-use product, be sure to use an enclosure that satisfies
standards as the end-use product's overall enclosure.

» Install this product in an enclosure with mechanical rigidity.

» This product is an open type device and not designed for outdoor use. UL
certification obtained is for indoor use only.

Installation Requirements

AADANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

» Install this product (an open-type device) in an industrial control panel or an
enclosure in the pollution degree 2 environment.

» Install this product indoor only.
Failure to follow these instructions will result in death or serious injury.

ACAUTION

RISK OF BURNING INJURY

Do not touch the product during operation.

Failure to follow these instructions can result in injury or equipment
damage.

EIO0000005412.01
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for Product Version 04 or Above Installation and Wiring

* Check that the ambient air temperature and the ambient humidity are within
their specified ranges in Environmental Specifications, page 15. When
installing this product in a cabinet or enclosure, the ambient air temperature is
the cabinet's or enclosure's internal and external temperature.

il

A. Internal temperature

B. External temperature

» Be sure that heat from surrounding equipment does not cause this product to
exceed its standard operating temperature.

» For easier maintenance, operation and improved ventilation, install this
product at least 100 mm (3.94 in) away from adjacent structures and other
equipment as shown in the following illustration:

mm
in
oy olx
Sles S
100 100 100
3.94 3.94 3.94
ox o
9]% 23

Installation of the Product

This product always requires a DIN rail to install to the panel or wall.
NOTE: Use the rail compatible with IEC 60715 TH35-7.5 for this product.
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AADANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

* Remove all power from the device before removing any covers or elements
of the system, and prior to installing or removing any accessories, hardware,
or cables.

* Unplug the power cable from both this product and the power supply prior to
installing or removing the product.

» Always use a properly rated voltage sensing device to confirm power is off
where and when indicated.

* Replace and secure all covers or elements of the system before applying
power to this product.

» Use only the specified voltage when operating this product. This product is
designed to use 12 to 24 Vdc. Always check whether your device is DC
powered before applying power.

Failure to follow these instructions will result in death or serious injury.

ACAUTION

RISK OF INJURY
Hold this product in place after removing from the DIN rail.

Failure to follow these instructions can result in injury or equipment
damage.

NOTICE

EQUIPMENT DAMAGE

Keep this product stabilized while you are installing on or removing from the DIN
rail.

Failure to follow these instructions can result in equipment damage.
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Installation and Wiring

Wiring the Power Supply

DC Power Cord Preparation

AADANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

* Remove all power from the device before removing any covers or elements
of the system, and prior to installing or removing any accessories, hardware,
or cables.

* Unplug the power cable from both this product and the power supply prior to
installing or removing the product.

+ Always use a properly rated voltage sensing device to confirm power is off
where and when indicated.

* Replace and secure all covers or elements of the system before applying
power to this product.

» Use only the specified voltage when operating this product. This product is
designed to use 12 to 24 VVdc. Always check whether your device is DC
powered before applying power.

+ Since this product is not equipped with a power switch, be sure to connect a
power switch to the power supply.

» Be sure to ground this product's FG terminal.

* Use copper wire rated for 105 °C (221 °F) or higher for DC power cord.

» Tighten the wire with a torque of 0.19 Nem (1.7 Ib-in) for DC power cord.

* Use the 14 to 28 AWG wire for DC power cord.

Failure to follow these instructions will result in death or serious injury.

NOTE: When the FG terminal is connected, be sure the wire is grounded. Not
grounding this product can result in excessive electromagnetic interference
(EMI).

* Make sure the ground wire is either the same or heavier gauge than the power
wires.
* Do not use aluminum wires in the power supply's power cord.

« Ifthe ends of the individual wires are not twisted correctly, the wires may
create a short circuit. When inserting a wire into the connector, hold down the
opening button and insert the wire while the internal spring is depressed.
Alternatively, you can crimp and insert either a pin terminal or ferrule terminal.

» The conductor type is solid or stranded wire.

» Use the SELV (Safety Extra-Low Voltage) circuit and LIM (Limited Energy)
circuit for DC input.

DC power cord

Recommended cross section 0.08...2.0 mm2 (28...14 AWG)

Conductor type Solid or stranded wire™

Conductor length

, 7.8
| 0.28...0.31

mm

in

*1 When using stranded wires, confirm the level of current supported by the wire.

26
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Grounding wire

Recommended cross section 2 mm?2 or more (14 AWG or greater)

o1’

A. ®4.3 mm (0.17 in) or more
B. 7.2mm (0.28 in) or less

Ring terminal size™

*1 To prevent a short circuit caused by loose screws, use a crimp-type terminal
with an insulating sleeve.

Connecting the DC Power Cord

DC Power Connector:

DC IN 12V~24V

@ﬁ@@
-+

Connection Wire
+ 12...24 Vdc
- 0Vdc

How to connect the DC Power Cord

1. Loosen the screw on the product's FG terminal, connect the grounding wire,
and tighten the screw.

NOTE: The necessary torque is 0.78 Nem (6.9 Ib-in).

DC IN 12V~24V !

Confirm the power cord is not connected to the power supply.
Crimp a pin terminal properly to the end of each power cable wire.

Push the opening button with a small and flat screwdriver to open the desired
pin hole.

EIO0000005412.01 27
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5. Insert each power cord wire into its corresponding hole. Release the opening
button to clamp the wire in place.

NOTE:
*  When using stranded wire, do not short with neighboring wires.

* When connecting with stranded wires, do not solder the stranded
wires.

6. Afterinserting the cord wires, insert the DC power connector into the power
connector on this product.

7. Affix the screws on both sides of the connector.
NOTE: The necessary torque is 0.3 Nem (2.7 Ib-in).

Power Supply Precautions

ADANGER

SHORT CIRCUIT, FIRE, OR UNINTENDED EQUIPMENT OPERATION

» Install and fasten this product in an installation panel or cabinet prior to
connecting power supply and communication lines.

« Securely attach power cables to an installation panel or cabinet.
» Avoid excessive force on the power cable.
Failure to follow these instructions will result in death or serious injury.

» This product's power cord should not be bundled with or kept close to main
circuit lines (high voltage, high current), power lines, or input/output lines, and
their various systems should be kept separate. When power lines cannot be
wired via a separate system, use shielded cables for input/output lines.

* Anindependent DC power supply is recommended for this product. (The DC
power supply should be located close to the product, with twisted pair cabling
as short as possible.)

+ Toincrease noise resistance, attach a ferrite core to the power cable.

Power Supply Connections

If the voltage variation is outside the prescribed range, connect a regulated power
supply.

(B)

1A OO ()

- e

A. Regulated power supply

o8}

. Twisted-pair cord
C. This product
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Grounding

Independent Grounding

Always ground the FG terminal. Be sure to separate this product from the FG of
other devices as shown below.

(A)
A. This product
B. Other equipment

C

I—-=a

Precautions

» Check that the grounding resistance is 100 Q or less.™

» The FG wire should have a cross sectional area 2 mm2 (AWG 14) or greater™.
Create the connection point as close to this product as possible, and make the
wire as short as possible. When using a long grounding wire, replace the thin
wire with a thicker wire, and place it in a duct.

» The SG (signal ground) and FG (frame ground) terminals are connected
internally in this product. When connecting the SG line to another device, be
sure that no ground loop is formed.

*1 Observe local codes and standards.

Common Grounding

Electromagnetic Interference (EMI) can be created if devices are improperly
grounded. EMI can cause loss of communication. If independent grounding is not
possible, use a common grounding point as shown in the configuration below. Do
not use any other configuration for common grounding.

Correct grounding

(A) (B)

A. This product
B. Other equipment
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Incorrect grounding

(A) (B)

A. This product
B. Other equipment

Micro SIM/Micro SD Card Installation

ACAUTION

STORAGE DEVICE DAMAGE AND DATA LOSS

* Remove all power before making any contact with an installed storage
device.

» Make sure you regularly back up the data since storage devices have a life
span and accidental data loss can occur at any time.

+ Confirm the storage device is correctly oriented before insertion.
+ Do not bend, drop, or strike the storage device.

+ Do not touch the storage device connectors.

» Do not disassemble or modify the storage device.

+ Keep the storage device dry.

Failure to follow these instructions can result in injury or equipment
damage.

1. Remove the screws attached to the cover.

I
I

ANT 1 ANT 2 Micro SIM &= |
Micro SD 4= i
I

I

A. Screw

2. Insert a micro SD card into the slot.

_Q
—®

A. Micro SIM slot
B. Micro SD slot
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3. Replace the cover and tighten the screws.
NOTE: The necessary torque is 0.49 Nem (4.34 Ib-in).

Mini PCle Card Installation

A ADANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

* Remove all power from the device before removing any covers or elements
of the system, and prior to installing or removing any accessories, hardware,
or cables.

* Unplug the power cable from both this product and the power supply prior to
installing or removing the product.

» Always use a properly rated voltage sensing device to confirm power is off
where and when indicated.

* Replace and secure all covers or elements of the system before applying
power to this product.

» Use only the specified voltage when operating this product. This product is
designed to use 12 to 24 Vdc. Always check whether your device is DC
powered before applying power.

Failure to follow these instructions will result in death or serious injury.

ACAUTION

EQUIPMENT DAMAGE

Do not touch the circuit board, parts or internal cables with hand or metal
objects, taking care to prevent electrostatic discharge and contamination of
foreign substances.

Failure to follow these instructions can result in injury or equipment
damage.

NOTICE

ELECTROSTATIC DISCHARGE

Take the necessary protective measures against electrostatic discharge, such
as wearing an anti-static wrist strap, before attempting to remove the cover.

Failure to follow these instructions can result in equipment damage.

NOTICE

BROKEN ENCLOSURE
Do not exert more torque than the amount specified.

Failure to follow these instructions can result in equipment damage.

1. Disconnect the power supply from the product.

2. Touch the housing or ground connection (not the power supply) to discharge
any electrostatic charge from your body.
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Installation and Wiring

3. Remove 10 screws of the product cover and remove the cover.

(© I ©

®

4. Insert a mini PCle card into the slot.

Ok oo |
®

2
HO
E 4D

o
20

P

B

]
8 o=
innl

1]
s = 3

o
B hag

cApamacacacana fanasapacacana

ﬁE‘

A. Slot 1 (supporting USB 2.0 and PCle signals)

B. Slot 2 (supporting only USB 2.0 signal)

5. After inserting the mini PCle card, replace the cover and tighten the screws.
NOTE: The necessary torque is 0.49 N°m (4.34 Ib-in).
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Cybersecurity

What’s in This Chapter

Cybersecurity GUIAEIINE..........ociue e e e 33

Cybersecurity Guideline

Use this product inside a secure industrial automation and control system. Total
protection of components (equipment/devices), systems, organizations, and
networks from cyber attack threats requires multi-layered cyber risk mitigation
measures, early detection of incidents, and appropriate response and recovery
plans when incidents occur. For more information about cybersecurity, refer to the
Harmony HMI/iPC Cybersecurity Guide.
https://www.se.com/ww/en/download/document/EIO0000004948/

AWARNING

POTENTIAL COMPROMISE OF SYSTEM AVAILABILITY, INTEGRITY, AND
CONFIDENTIALITY

+ Change default passwords at first use to help prevent unauthorized access
to device settings, controls and information.

» Disable unused ports/services and default accounts, where possible, to
minimize pathways for malicious attacks.

* Close the ports that are not going to be used.
« Disable or remove server services that are not going to be utilized.

» Place networked devices behind multiple layers of cyber defenses (such as
firewalls, network segmentation, and network intrusion detection and
protection).

» Set sticky bit on all world-writable directories.
* Restrict core dumps.
» Ensure the syslog service is running.

* Apply the latest updates and hotfixes to your Operating System and
software.

» Use cybersecurity best practices (for example: least privilege, separation of
duties) to help prevent unauthorized exposure, loss, modification of data and
logs, interruption of services, or unintended operation.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

NOTE: For more details and assistance on how to apply the latest updates
and hotfixes, please contact our customer support (www.se.com/support).

EIO0000005412.01 33
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First System Login

What’s in This Chapter

Login and Password Change .............oviiiiiiiiiiiiiiiii e 34
TEIMINAL .o e 34

Login and Password Change

When starting up the product, the screen asks you for a username and a
password to log into the system. Before powering up the product, connect a
monitor, a keyboard and mouse, then follow the on-screen instructions. The
default keyboard layout is the United States layout.

Username: eeadmin
Default password: EE@dmin1

In order to reduce the risks of unauthorized access, intrusion and infection of
malicious software, after logging into the system, change the password from the
default.

When changing the password, follow the following password policy:
» Passwords should have at least 12 characters.
« Passwords should not contain the username.

+ Passwords should include the four available character types: lowercase
letters, uppercase letters, numbers, and symbols. Symbols must include any
one of [!"#$%&'()*+,./;;<=>?2@\*_*{|}~-].

NOTE: It is not possible to retrieve a username and a password that has been
lost.

NOTICE

ACCESS LOSS

Store your devices's username and password information in a secure location.

Failure to follow these instructions can result in equipment damage.

Terminal

The following shows where the Terminal icon is placed.

1. Select the icon on the right.
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2. Select the Terminal icon.

Settings Terminal utilities
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System Recovery

What’s in This Chapter

System RECOVEIY TOO ......coeuuiiiiiiiii e 36

System Recovery Tool

If you need a system recovery file in case of system failure or to update the
operating system, contact our customer support (www.se.com/support).
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Maintenance

What’s in This Chapter

Regular ClEaning .........ooouuiiiiiiie e 37
Periodic Check POINES.........coouuiiiiiiii e 37
Replacingthe Battery ... 38

Regular Cleaning

Cleaning This Product

NOTICE

EQUIPMENT DAMAGE
» Power off this product before cleaning it.

* Do not use paint thinner, organic solvents, or a strong acid compound to
clean the unit.

Failure to follow these instructions can result in equipment damage.

When this product gets dirty, wipe with a soft, dry cloth or a soft cloth soaked in
only water and wrung tightly.

Periodic Check Points

Operation Environment

* |s the ambient air temperature within the allowable range? Refer to
Environmental Specifications, page 15.

* Is the ambient air humidity within the specified range? Refer to Environmental
Specifications, page 15.

When this product is inside a panel or cabinet, the ambient environment refers to
the interior of the panel or cabinet.

Electrical Specifications

Unit Disposal

» Is the input voltage appropriate? Refer to Electrical Specifications, page 15.

» Are all power cords and cables connected properly? Are there any loose
cables?

» Are all installation fasteners holding the unit securely?
* Are there scratches or traces of dirt on the installation gasket?

When disposing this product, dispose it in a manner appropriate to, and in
accordance with, your country's industrial machinery disposal/recycling standards.

EIO0000005412.01

37



for Product Version 04 or Above Maintenance

Replacing the Battery

AADANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

Do not replace the battery. Contact your local distributor when replacement is
required.

Failure to follow these instructions will result in death or serious injury.
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