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BZ2(5% DOCAO1 44EN MasterPact MTZ - MicroLogic X Control Unit - Firmware
Release Notes 1255 _EAUEKIFMER , 7 ARU{A) FEFN&3 Digital

Modules,
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Schneider Electric Cybersecurity Support Portal

Schneider Electric Cybersecurity Support Portal

B

153

Schneider Electric cybersecurity support portal #iA8Y Schneider Electric fREE
TRRHE.

Schneider Electric fREEETRRIE SELIES/N Schneider Electric F=5RF0ERFeRIM
RLeMRE , NMIAMBHNBRAER. ERIEREEHIRR.

Schneider Electric SHAAR. MENENME/NE (CERT) FIRF=FrE A&
£, BIRRATIRELERER , BRRIPRRZ 2.

Schneider Electric B9 MVF=5; CERT (CPCERT) (A= E18H A H S-SR
RAENRRENRREE AN ER,

%PCERT iiEMEX CERT, MUMAAR. FREENEZmER 2B
LO

Schneider Electric Cybersecurity Support Portal LAIEE

ZFH P RHLAITER
© BXFRNERERENER
© BRRMBLEFHRIER
- IR EIANE e B AR ERE
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BN IEAHRERZ EEIN

EIFE # IFE %O IFE fRS5=rE 3 RiliRkENRERER. SREdEE
A&, flin , EE A S5SNI ERTIFE.

fEI&F EIFE B IFE O 8E IFE RS20 , UHTH . BXESE
B, BERAENEXAFERE.
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Aid

REFRE:

AT ERBEABNZRIPNRESTUNANRZSIRE, RERKER T RIFE
RIER. ERRENEMEREZAHZENHIRSEXEE.

PSR
FEFHERRIAAS , B2 Bluetooth EERAYIGIUEMARISD .

B
Bluetooth Low Energy:

—FHEEFERIRAI A MR,

E
EIFE $&0:

BJ{it MasterPact MTZ $itHT{HTER BSISEECAIER A TL Ethernet 320, FIFBLGAELR |
FLUBIT LKW MR alHTEREE, EIFE #0O%0 EIFE FTPS IR 22950l SHEY
RTFETFAERhEES (RBAC) HlH,

F
FTP - ST{-{E4IN:

— s RHEE BEARTETT B NGRS AT ZE Y
FTPS - R {H-EMmIMY:

EREMEXHHERNY (FTP) BI—FIEK | BidZR£ERE (SSL) HithER:
(TLS) thilEZ HEmEE IR E R

°

H
HMI - AHLSRE:
EEUTREEANETRE , BERAIERAEREBEEHEREIRE.
HTTP - BB A EH NN
— I o 4RI R S IEHERY AR IR AT L& T
HTTPS - R2EXFERIMNY:

EEE Web £ (HTTP) —MTIK , BIRZEERE (SSL) BifthmER
£ (TLS) thilEEHEmEERNR R,

|
IEC 61850 {H¥X:

—MBATFILPRIBTMESMRFAINE. B FMNERETITE  ETUK
MDY , RRTSTFERERSE . RSN B EALERERE FIRE (IED) Hpk. XER
FEERRIZI—S , ATHUTSERMRIP. =4, WEFEENTRE.

IFE ##0O:

AEEE MasterPact MTZ Wri&es B T8 TE&28AY IFE Ethernet 0. FH
IAESR | AL LA MR ihalHERes. IFE B2MTIA IFE FTPS fRS328A95
EENEURTFETHBEAAEES] (RBAC) HlHl,
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IFE BRS338:

AIEZEIARLE— MasterPact MTZ W& 2SAY IFE Ethernet 32#4LARSS 28, FH
IAERR | ATLAEIS LAK M RI4E 5 e S 28,

IFM $&0:

IFM Modbus-SL $#O{# IMU BEEIEIZRIFZHI RS 485 B3174E& Modbus 48,
1 IMU EHREEBCH IFM EOF0MERAY Modbus ek,

IMU - Eg5EtERTT:

REREIAH ( MicroLogic BrifEATTaF=HIEATT ) FIFMEB ULP 1R (10 =1k ) i
Z2—METZORIRTEERFRAERERRETT (IMU),

IP- BEEXRIN:
P 3ttt AR TR BRIV REXRI ) B EXIATIR S
IT - (SRFEA:

RIEXBITH OT (IZEHA ) MERIRIEREFAE DML,

L
LAN - iZRa:
RIS BRI IT W4,

M

Modbus TCP/IP:
—piY , REEIRESE Ethernet IEZIRAUETAT TCP/IP Z EHR#E Fin/ik
SesEifl.

N

NFC - Near field communication:

BIE— LB,

o
OT - iEEHA:

BiEEWARERNEEF I EMIREAVEE RS , MR TId=H (1IC) K
R, OT BERRERRXEIT IT MENEIEEME,

P
PKI - 2 A& hE:

ARSI AR ERTES. ARSI SRR SRR
PE SemEMEANEISCME,

R
RBAC - BT R GRYAIDES:
—METRFRASTHESRMIRRAIE X B EED B ARHEFRI .

S

SCADA - Supervisory control and data acquisition:
z‘?‘giﬁ‘aiﬁiﬂéﬁﬂﬂﬁ KEFSFEMMIR BRI IR A FinfiE s X L R R &

\
7IN=/Uo
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T

TCP/IP - Transmission control protocol/Internet protocol:

RIE—EERTEERMETAIMN.

U
ULP i

ULP 2—fhiuiiEi stig , RIS IEIFIES. SEwrigesiEzal
Ethernet #[g} 10 #&85k, ULP LA 1 Mb/s BERE T{E , BPfEEDE.

Vv
VPN - R & R
M VPN L IGIERSMBEE R SEERIRI K T 22 T R EE,
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