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[NpaBoBas nHpopmauus

Toproeasi Mmapka Schneider Electric n nto6ble ToBapHble 3Haku Schneider Electric SE
N ee JOYEePHUX KOMMaHUN, yNoM1HaeMble B JAHHOM PYKOBOACTBE, ABMAKOTCA
cobcTBeHHOCTbIO KomnaHum Schneider Electric SE nnm ee goyepHux komnaHuii. Bce
ocTalnbHble TOProBble Mapky MOTyT ObITb TOBapHbIMW 3HAKaMy COOTBETCTBYHOLLMX
BnagenbueB. [JaHHOE PYKOBOACTBO U €ro COAEPKMMOE 3aLLMLLEHbl JENCTBYOLLMM
3aKoHo4aTenbCTBOM 00 aBTOPCKOM NMpaBe 1 NpeAoCTaBnsitoTCS TONbKO AN
MHGOPMALIMOHHBIX Lienewn. 3anpeLlaeTcs BOCNPOM3BOAUTE UK Nepedasarhb obyio
YacTb AaHHOro pyKkoBOACTBa B nobon dhopme unm nobbiMy cpeacTsamm (Bknoyas
3MNEKTPOHHbIE, MexaHn4yeckme, OOTOKONMMPOBaHWE, 3annch UK NHbIE) ANs NObIX
uenen 6e3 npeaBapuUTENbHOrO MMCbMEHHOIO pa3peLleHus komnanum Schneider
Electric.

Komnanwua Schneider Electric He npegocTaBnseT HUKakux Nnpae UNun NULEH3NN Ha
KOMMep4ecKoe UCMonb30BaHNe pyKOBOACTBA Wi ero COAEPXKNMOro, 3a
NCKIMIOYEHNEM HENCKMIOYNTENBHOW 1 NEPCOHANBHOWN NMLEH3UN Ha
KOHCYNbTUPOBaHUE NO HEMY Ha yCroBusIX "Kak ecTb".

YcTaHoBKa, aKcnnyartauusi, CEpBUCHOE N TEXHMYECKOE 06CnyxMBaHne obopynoBaHUs
Schneider Electric gomkHbl OCyLLIECTBNATLCS TONLKO KBaNMUUMPOBaHHbIM
nepcoHarnom.

MockonbKy cTaHAapThbl, cneunukauum U KOHCTPYKLMA NePUOANYECK N3MEHSIHOTCS,
MHpopMaumsl B JaHHOM PYKOBOACTBE MOXET ObITb M3MeHeHa 6e3 NpeaBapuTENbHOIO
yBeOOMMNEHNS.

B Ton cTeneHu, B KOTOPOW 3TO paspeLLeHo NPMMEHMMbIM 3aKOHOAATENbCTBOM,
komnaHusa Schneider Electric n ee godepHme kKOMNaHUM He HECYT OTBETCTBEHHOCTU
3a Nodble OLWMOBKM Unn ynyLleHns B MH(pOpMaLMOHHbBIX MaTepuanax unm
nocneacTeunsi, BO3HUKLLME B pe3ynbTaTe UCMofb30BaHUA coaepKallencs B
HacTosLLEeM JOKYMEHTE MHopMaLni.



OHepreTuyeckuin cepsep Com'X 210

UHdopmauuna

BaxHasa nHcdpopmauus

an/IMI/ITe BO BHUMaHUe

no TeXHukKe 6e3onacHoCTU

BHMMaTenNbHO NPOYTUTE AaHHOE PYKOBOACTBO U 03HAKOMbLTECH C 060pyaoBaHNEM
nepen yctaHoBKoW, paboToii, peMOHTOM Unu obenyxusaHvem. B gaHHoOM
pyKoBOACTBE NMb0o Ha 060pya0BaHUKN MOTYT ObITb CreayoLme cneynanbHble
coobLeHus, npegynpexaatoLme o NoTeHLMAaNnbLHOM 0OnacHOCTU UNn
yKasblBatoLlue Ha MHopMaLMIo, YTOYHAOLLYIO0 NMBOo ynpoLlatoLLyo
NCMonb30BaHue.

[JononHuTenbHble NpegynpexaatoLme aprbiki CMMBOIOB « ONacHOCTb» U
«[MpenynpexaeHne» ykasbiBaloT Ha OMAaCHOCTb NMOPAXEHUs! 3NIEKTPUYECKUM
TOKOM MNpU HECOBMIOAEHUN UHCTPYKLIMIA, YTO MOXKET NPUBECTM K TpaBMaM.

OT0 NpegynpexaatoLwmn cumon. Vicnonb3ayeTtca aAns npegynpexaeHms o
noTeHUnanbHOM oNacHOCTM Nony4deHus TpaBm. YTobbl nsbexarts TpaBM Mnm
neTanbHOro Ucxopa, BbINOMHANTE BCE yKa3aHWs MHCTPYKLUMIA No 6e3onacHocTwy,
ConpoBoOXaatoLine AaHHbIA CUMBOS.

AAOINACHO

ONMACHOCTDb ykasbiBaeT Ha HEM3BEXHYIO OMACHOCTb, KOTOpas B criyvyae
BO3HUKHOBEHVSI BNe4YeT 3a CO60M cepbesHble TpaBMbl UM CMepPTb.

HecoGniogeHne faHHbIX MHCTPYKLUMIA MOXKET NPUBECTY K NneTaribHOMY
McxoAy WU cepbe3HbIM TPaBMaM.

A OCTOPOXHO

NPEOYNPEXAOEHUE ykasbiBaeT Ha onacHyto cuTyaLuio, KoTopasi B criyvae
BO3HUKHOBEHWSI MOXET NMOBMeYb 3a CO60M Cepbe3Hble TpaBMbl UMK CMEPTh.

ABHWMAHUE

OCTOPOXHO yka3sblBaeT Ha onacHyo cuTyauuto, KotTopas B criyyae
BO3HUKHOBEHUSI MOXET MOBeYb 3a CO60M TpaBMbl NErkon Unn cpeaHewn
CTENEeHN TAXKECTW.

YeedomreHue

3AMEYAHUE ncnonb3yetcst ons toro, 4Tobbl 06paTtuTh BHUMaHME Ha
npvMepsbl, HE CBSI3aHHbIE C TPaBMaMMu.

OnekTpuyeckoe obopyaoBaHue AOMKHO yCTaHABNMBATLCH, MCMONb30BaTbCS,
PEMOHTUPOBATBLCS 1 0OCIYXMBATLCSA TONBKO KBANUULMPOBAHHbLIM NEPCOHAIOM.
Schneider Electric He HeceT OTBETCTBEHHOCTU 3a NOCNEACTBUSA, Bbi3BaHHbIE
nucnonb3oBaHMeM JaHHOro Matepuana. KsannuumpoBaHHbIn COTPYOHUK LOMMKEH
WUMETb HaBbIKN 1 3HAHWUS, OTHOCALLMNECS K KOHCTPYKLIMM, YCTAaHOBKE U
3Kcnnyataumm anekTpn4eckoro obopygoBaHusi, a Takke NponTn odyyeHne
TexHuke 6e3onacHoCTH, YTOObI yMETb pacno3HaBaTh 1 NpeaoTBpaLlaTh
COOTBETCTBYIOLLMUE ONAaCHbIE CUTyaLnN.
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YBeagomneHue

FCC

3710 yCTpONCTBO ObINIO MPOTECTUPOBAHO M NMPU3HAHO COOTBETCTBYOLLUM
orpaHnyeHusamM ansa umdpoBbiX YCTPOMCTB Knacca B B cooTBeTCTBUM C YacTblo 15
npasun ®epepanbHon kommccum ceasm (FCC). 3Tn orpaHuyeHns BBeAeHbl ANs
TOro, 4ToObl 06ECcne4YTb HEOOX0AMMYIO 3aLLMTY OT HEONAroNnpUSATHbBIX
BO34ENCTBUI NpU paboTe YCTPONCTBA B XKUIbIX MOMELLEHNSX. TO YCTPONCTBO
reHepupyeT, UCNOMb3YeT U MOXET U3NyyaTb PaanodacTOTHYHO SHEPTUIO U, ECIN He
YCTaHOBMNEHO U HE UCMONb3YETCH B COOTBETCTBUN C MHCTPYKLUAMU, MOXET
BbI3BaTb CEPbE3HbIE MOMEXM A1 paANOKOMMYHUKaUni. BmecTte ¢ Tem, Henb3s
rapaHTUpoBaTb OTCYTCTBUE ANEKTPUYECKUX NMOMEX B onpeaeneHHomn
anekTpuyeckomn cucteme. Ecnv gaHHoe yCTPOMCTBO He Bbi3bIBAET CePbE3HbIX
nomMex pagmo- Unu TenenpueMHUKY, YTO MOXHO ONpeaenuTb NPU BbIKMKYEHUN U
BKJTHOYEHMM YCTPOWCTBA, NONb30BATENO0 pEKOMEHAYeTCs NonpoboBaTh YCTPaAHNUTb
NOMEXW OQHOWN UM HECKONbKUMUN N3 CNeayoLWmX Mep:

*  NEepeopueEHTUPYNTE UMK NepecTaBbTe NPUEMHYIO aHTEHHY;
*  yBEMUYLTE PAcCTOSIHWE MEXAY YCTPONCTBOM U MPUEMHUKOM;

* nogknwo4unte yCTpOVICTBO K pO3eTKe uenu, K KOTOpOVI He NOoAKITIH4YeEH
NPUEMHUK;

o 06paT|/|Ter 3a NOMOLWbIO K annepy nnn onbiITHOMY paano- unun Tenemacrepy.

Monb3oBaTternb NpegynpexaneH, 4To Nbble M3MeHeHNst unu mogudmkaumm, He
ono6peHHble ABHbIM 06pa3om Schneider Electric, moryT npusectu k ytpate
nornb3oBaTernem npasa 3KcnnyaTnpoBaTb o6opygoBaHue.

[aHHoe undpoBoe ycTporcTeo otBedaeT TpedosaHmam CAN ICES-3 (B) /NMB-3
(B).
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Mepbl NpegocTopoXHOCTH OHepreTuyeckuii cepsep Com'X 210

Mepbl NpeaoCTOPOXXHOCTH

MoHTax, kabenbHble NOAKMIOYEHUS], UCTIbITAHUSA U 06CJ'Iy)KVIBaHVIe OOJTKHbI
npon3BoanTbCA B COOTBETCTBUM CO BCEMU MECTHLIMU U rOCYyapCTBEHHbIMA
Tpe6OBaHVIFIMVI B OTHOLLUEHUN INEKTPUYHECKNX pa60T.

AAOINACHO

OMACHOCTb NOPAXEHUA SNEKTPUHECKMM TOKOM, B3PbIBOM UJTU
BCMbILLKOM AYru

* Wcnonb3ynTe cCOOTBETCTBYIOLLME CPEACTBa NHAMBMAYanbHOW 3awnTtbl (CAN3)
1 cobntoganTe mepbl 6e30nacHOCTM Npu paboTe € ANeKTPUYECKNM
o6opyposaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLME
HauWOHarbHble CTaHaapThl.

*  BblkniounTe nogayvy NnuTaH1s K JaHHOMY YCTPOMCTBY M K 000pYyAOBaHMIO, B
KOTOPOE OHO YCTaHOBIEH, nepea paboTon Ha yCTPONCTBE NNn
obopyagoBaHuMm.

* Bcerpa I/ICI'IOJ'IbSyIZTe noaxoaswmnm gaTt4nk HOMMHaNBLHOroO HanpaxeHu4d,
YTOObI Y6eLI,VITbC‘i|, YTO NNTAHNE OTKITHOYEHO.

+ Ecnu He yka3aHo nHoe, cnegyeT paccmaTpuBaTh NUHUM CBA3M U kabenbHoe
NoAKINoYeHne BBOAA-BbIBOAA K HECKOINBbKUM YCTPOMCTBAM Kak onacHoe Ans
KU3HW.

* He gonyckaiTe npeBbilLeHUst BEPXHUX NPeaenoB napameTpoB YCTPOWCTBa.

+ [lepepn nogknoyYeHEM NUTaHKS K 3TOMY 060pYA0BaHMI0 YCTAaHOBUTE Ha
MeCTO BCe YCTPOMCTBA, ABepLibl U KPbILLKK.

Heco6niogeHne faHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NleTaribHOMY
ucxoay Uy cepbe3HbIM TPaBMaM.

AOCTOPOXHO

HELENNIEBOE UCMOJIb30OBAHUE OBOPYOOBAHUA

* He ncnonb3ynte nporpaMmHoe obecneyeHne B OTBETCTBEHHbIX CUCTEMAX
yrpaBneHns nnu 3awuTel, rae 6e30nacHOCTb NI0AEN UN MMYLLLECTBA
3aBUCUT OT PYHKLMOHMpPOoBaHus ynpasnstoulero MO.

* He ucnonb3yiite nporpammHoe obecneyeHne ans ynpaeneHns KpUTUYHbIMA
K BpeMeHU yHKLMSIMU, NMOCKONbKY 13-3a 3aepXKeK CBA3N BPeMS
WHMLManu3aLmmn ynpasnsoLwero AeNcTBms 1 Bpemsi ero hakTn4eckoro
BbIMOSIHEHMS MOTYT OTNM4YaTbCS.

* He ncnonbaynte nporpammHoe obecneyeHne Ans ynpaBneHns yaaneHHsIM
obopynoBaHueM 6e3 opraHnsaumm 3aLLMLLIEHHOTO YPOBHS AOCTYNa K HEMY U
0e3 BKINIoYEeHU 06bekTa COCTOSIHMSA ANs NpeaocTaBreHns o6paTHOM CBA3M
0 COCTOSIHUM YNPaBnsoOLLEro AENCTBUS.

HecoGniogeHne faHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NleTaribHOMY
ucxony, cepbe3HbIM TpaBMaM U1 NoBpexaeHuo o6opyaoBaHus.
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OHepreTuyeckuin cepsep Com'X 210 Mepbl NpegocToOpOXKHOCTH

AOCTOPOXHO

HETOYHbIE PE3YJIbTATbI JAHHbIX

*  W3berante HenpaBUITbHOW HACTPOWKM KOHGUIypaLumn NnporpamMmmMHOro
obecneyveHns, Tak Kak 3TO MOXET NMPUBECTU K HETOYHBLIM OTYETaM U (Mnn)
pesynbrataMm AaHHbIX.

* He ocHoBbIBalTE Bally ENCTBUS MO PEMOHTY UM OBCNY>KMBAHWUIO TONbKO
Ha COOOGLLIEHUSIX U MHpOpMaLMK, OTOBPaKaeMbIX NPOorpamMMHbIM
obecneyeHnem.

+ He nonaraiiTeck TOMNbKO Ha AaHHble, OTOBpaxaemble B OTYETaX
nporpaMmMHoro obecrneyeHusi, YTobbl onpeaenvTb, NPaBUIbHO NN
(bYHKLMOHMPYET cucTemMa 1 OTBEYaET NN OHA BCEM AENCTBYIOLLM
cTaHgapTam v TpeGoBaHuaM.

* He 3ameHsanTe gaHHbIMK, OTOOpaXxaeMbIiMU B NPOrpaMMHOM obecneveHun,
HapaboTaHHbIN OnbIT Ha paboyemM MmecTe nnm B 06CnyxmBaHum
obopynoBaHus.

HecobniopgeHue aTUX MHCTPYKLUIA MOXET NPUBECTU K CMEPTU, Cepbe3HOM
TpaBMe, NOBpeXaeHuo0 oGopyaoBaHUA unu 6e3Bo3BpaTHOMN NoTepe
OaHHbIX.

AOCTOPOXHO

NOTEHUWAINBbHAA YITPO3A AOCTYNHOCTU, LENTIOCTHOCTU U
KOH®UOEHUMANBHOCTU CUCTEMbI

* V3meHnTe naponu no ymonyaHuto s npefoTBpaLleHns
HecaHKLMOHUPOBAHHOIO A0CTYyNa K NapameTpam YCTPOMCTBA U ero AaHHbIM.

* Hackonbko BO3MOXHO, OTKIOYMTE Heuncnomnb3dyembie I'IOprI/CJ'Iy)K6bI n
YYETHbIE 3anncu no ymon4aHuio ana MmakCmmMmalsibHOro cokpatlleHuna
BO3MOXHbIX I'IyTeVI ana ocywecTBrieHUa aTak.

+ Pa3smeLllaiiTe ceTeBble YCTPOCTBA 38 HECKOMBKMMU YPOBHSAMM
Kmbep3awuTbl (TaKUMK Kak MeXXCeTeBble 3KpaHbl, CerMeHTauus CeTy,
cpencTea 0GHapYy)XeHUsI BTOPXEHWUIA B CETU U 3aLUMTbI OT HUX).

*  Wcnonb3yiiTe pekoMeHayeMbIE fyylLne NpakTUkn obecnedeHns
knbepbesonacHoCTM (Hanpumep, orpaHUYeHne NOSTHOMOYN,
pacnpegneneHne 06s3aHHOCTEN) C Lienblo NpegoTepaLLeHmst
HeCaHKLNOHNUPOBAHHOMO PacKpbITUSI, yTpaTbl UMW U3MEHEHMWS AAaHHbIX U
XypHanos, npepbiBaHus paboTbl cnyX6 Mnu Heueneeoro NCNonb30BaHWs
obopynoBaHus.

Heco6niopeHne AaHHbIX MHCTPYKLUA MOXET NPUBECTU K NeTanibHOMY
ucxoay, cepbe3HbIM TPaBMaM MU NOBPEXAEHUI0 060pyAOBaHUS.
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BeenexHne Com’X 210

OHepreTuyeckuii cepsep Com'X 210

BeegeHne Com’X 210

O630p npoaykra

ApxuTtekTypa

OHepreTnyeckuin cepeep Com’X 210 aBNsieTCA KOMNAKTHLIM aBTOMaTUYECKN
KOH(OMrypupyemMbIM perucTpaTtopomM AaHHbIX.

Com’X 210 cobupaet 1 XxpaHUT AaHHble NOTpebrneHns KOMMyHarnbHbIX pecypcoB
WAGES (Boga, Bo3ayX, ras, anekTpuyecTso 1 nap) 1 napameTpbl OKpYXatoLLein
cpenbl, Takue Kak Temneparypa, BnaxHocTb 1 ypoBHu CO2 B 3gaHunn. [laHHble
MOrYT HaJeXHO nepeaaBaTbCs B BUAe oTyeTa Ha cepBep 6a3bl AaHHbIX B
NHTepHeTe.

[aHHble roToBbl 4N 06paboTkM nocne nonyyeHns cepepom. [aHHble
oTobpaxaloTcs Kak Beb-CTpaHuLbl Yepes CepBUCHbIE NNaTgopmbl ynpasneHus
3Hepruen, npegocrtaensemMsle komnaHnen Schneider Electric, Takme kak
EcoStruxure™Energy Operation n EcoStruxure™ Facility Expert, ans nogoepxku
ONTMMM3aLMM ynpaBrneHns 3HeprosdPeKTUBHOCTLIO U 3aTpaTamMu.

Com’X 210 Takke obecneunBaet Npo3padHbIn UHTEPdENC MeXay CETAMM Ha
ocHoBe Ethernet u npomMblWNeHHbIMK yCcTponcTBaMn. 3T1a OyHKLMS LWM03a
noaaepXuBaeT NCMOoNb3oBaHKe NPorpaMMHOro obecneyveHns anst MOHUTOPUHIa C
Lenbto NonyyeHns 4octyna k MHopMaLmm oT YCTPONCTB ANns c6opa AaHHbIX,
aHanuay TeHOEHLUMI, yNpaBrneHnto cobbITUAMU, aHanmay 1 apyrum yHKUUSIM.

OT NpoCTOM N3MEPUTENBbHOM YCTAaHOBKM C OOHMM YCTPOMCTBOM A0 60MnbLumnx
nameputenbHbix cuctem, Com’X 210 cobumpaeT gaHHbIe OT NbbIX L30B8
nocnegosatensHon nuHum TCP/Modbus, cyeTunkoB nmnynscos, NPUBOA0B U
aHanoroBbIX AATYMKOB.

Ha gaHHoM n3obpaxkeHnn nokasaHbl BO3MOXHbIE BapuaHTbl apxutekTypbl Com’X
210:

B Ethernet or Wi-Fi LAN
Power-Monitoring . )
Expert or tgirdu) rty Modbus Serial Line

- i ammm
on-premisds ot

Schneider Electric
=== or third-party
== cloud services

—— Zigbee wireless

Ethernet or pr——

Wi-Fi LAN

Bm
= QAN )
O
o -
Zigb | 1 e

S ighee 3
o Wireless Meter o I Ethernet |

e Modbus TCP

P e

Aol sensors ‘
o il —
2 > \ L EL D) )
=1 L J 7 -
2 == I U
] = 1 )
(] — Modbus multi-meters Wireless
s - transmitters
Circuit-breakers

Analogue  Pulse energy meters
sensors

with 4-20 mA

or 010V

adaptor

_—-:————. 8 =& ﬁ

Water meters

2
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OHepreTuyeckuin cepsep Com'X 210 BeeneHne Com’X 210

OcHoBHble pyHKLUMU

Com’X 210 umeeT HECKONbKO OCHOBHbIX OCOOEHHOCTEN:
* aBTOMaTM4yeckoe obHapyXeHue NoAKMYeHHbIX ycTponcTB Modbus;

*  BO3MOXHOCTb MOAKINIOYEHUSA K 0BrNaqYHOMy XpaHUNULLY AaHHbIX TPEeMS
cnocobamu: cotoBas cBs3b, NpoBoaHon Ethernet unu Wi-Fi Ethernet;

» pgBa nopta Ethernet ans otgenenns coeamHeHWs BbieCTOsILLEN 06NayYHON
rnobanbHOM CeTn OT CETU NONEBOro YCTPOWCTBA;

* yeTblpe NoaaepxmnBaemMblx NPoOTokona nepegayv gaHHbix: HTTP, HTTPS,
FTP n SMTP ¢ ynpaBneHnemM npokcu-cepBepoM;

* XpaHeHune daHHbIX B cllyydae npepbiBaHNA CBA3U C BbILLECTOALLUM Y3I10M;

e 3KCMOPT AaHHbIX C COBCTBEHHBLIM NMOAKITIOYEHNEM K CEPBUCHBIM MriaTchopmam
Schneider Electric (Takum kak Energy Operation) n ¢ cosgaHuem .csv ¢hatina
ANs gpyrux cepsepos 6a3 AaHHbIX;

* doyHKUMOHanbHOCTb Wito3a ot Modbus TCP go Modbus RTU;
* HacTpoWKa Yyepes BCTPOEHHbIE BED-CTpaHNLbI;

* COBMECTMMOCTb C paboyewn cpedom aneKTpU4ecKnx pacnpegenmrenbHbiX
YCTPOWCTB (Temneparypa, anekTpoMarHuTHasi COBMECTUMOCTb);

* IoKarnbHOEe pe3epBMpOBaHNE NapamMeTPOB KOHUrypaumu;
+ ZigBee Pro ¢ patunkamn EM4300.

Schneider Electric Digital Service Platform

OHepreTnyecknin cepep MOXeT ObiTb cBsidaH ¢ Schneider Electric Digital Service
Platform.

OT1a nnardopma No3BoNseT Bam:

+ OcyluecTBNATb yaaneHHoe ynpasrieHMe 0GHOBNEHNEM MUKPONPOrpamMMHOro
obecneyeHus, ycTpaHeHNe HeucnpaBHOCTEN U HACTPOKKY NapameTpoB.

* Vcnonb3osatb SIM-kapTy € MOKPLITUEM MO BCEMY MUPY C MOMOLLIbIO OMLUK
EBXA-GPRS-SIM.

+ [lybnukoBaTtb cobpaHHble AaHHbIE HA CEPBUCHbIX NnaTtdopMax ynpaeneHus
aHeprmen Schneider Electric.

MpumeyaHue: Bmecto EBXA-GPRS-SIM pekomeHayeTcs ncnonb3oBatb
BHELLHW COTOBbIN MapLupyTM3aTop.

EcoStruxure™ Facility Expert

EcoStruxure™ Facility Expert no3sonsieT ocyLlecTBnsaTb ayTCOPCUMHI CUCTEM
yrnpaBneHns 3Hepruer n nx obcny>XnMBaHusi, CokpaLLas Balln N3OEPXKKA HA
SMEKTPO3HEPI IO U NOBLILLAS SKCMyaTaLUUOHHY0 3PEKTUBHOCTb OOHEKTOB.

EcoStruxure™ Facility Expert aTo o6nayHoe nporpaMmmMHoe NpuUnoXxeHue ot
Schneider Electric, npegHasHayeHHOe 4ns NoBbIWEHWS 3HEProadEKTUBHOCTY,
ynpaBrneHus akTmeamm n nx obcnyxumsanus. EcoStruxure™ Facility Expert
ncnonb3yeTcsa Ansa ManbiX ¥ CpeaHNX 06BbEKTOB B MPOMBILLIIEHHOCTU, PO3HUYHON
TOproerne, o6LeCTBEHHbIX 30aHnN U 06bekTax 30paBoOXpaHEHMS.

EcoStruxure™ Facility Expert npeanaraet cnegytowme yHKUNK:
» Tlopgepxka ycTponcTs cbopa AaHHbIX: UISMEPUTENN, LUMNIO3bl, JATYUKN.
+ O6nayHas nnatdopma Ans oTobpaxeHus AaHHbIX.
» KoHcynbraumoHHble ycnyrm oT akcnepTHbIX rpynn Schneider Electric.
» CeTb MeCTHbIX NapTHEPOB ANsi BHEAPEHUS pELLEHWN.

12
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BeeneHne Com’X 210 OHepreTuyeckuii cepsep Com'X 210

Power Monitoring Expert

Com'X MOXeT oTnpaBnaTh AaHHble B opmate carina 3Ha4eHni, pa3aeneHHbIX
3anaton (CSV) B agncnetyepckoe nporpaMmHoe obecneyeHne, Hanpumep, Power
Monitoring Expert (PME) unu ctopoHHee ancnetyepckoe [M0O.

PME sBnsieTcs nonHoyHKUMOHANBHBIM, MEXOMNepaLUMOHHbIM MacluTabupyembiMm
NporpaMMHbIM NAKETOM AN MPUINTOXKEHUI yNpaBneHnNs arneKTponMTaHneMm.
MporpammHoe obecneveHne cobupaeT u cucTemMaTusmpyeT AaHHbIe, NonyYyaemMble
OT 3NEKTPUYECKUX CETEN, U NPEeACTaBNAeT NX B BUAE coaepaTerbHON U
adppekTnBHOM MHOPMaLMK NOCPELCTBOM UHTYUTUBHO-MOHATHOIO BEO-
uHTepdenca. lenutecb nHdopmMaLmen ¢ KnoyYeBbIMU BOBNEYEHHBIMWU CTOPOHaMU
UNu B pamkax BCeW opraHmsauuun ansg CTMMynupoBaHuUsa U3MeHEeHUN,
NO3BONAOLLMX SKOHOMUTb LEHEXHbIE CpeacTBa.

AJononHuTenbHbIe pecypchbl

Y106kl HANTK 3TN N ApyrMe pecypcbl, 06paTUTECh K WWW.SE.COM U BbINONHUTE
nouck ans «Com’X».

DokymeHT CnpaBoYHbI HOMep (HoMepa)
WHcTpykumsa ans Com'X 5406AD002
5406AD005
5406AD006
gll—il\l;I)prKLWIﬂ nna EBXA-GPRS/EBXA-GPRS- 253537613
WNHcTpykums EBXA-WIFI 253537634
WHcTpykums ans Zigbee NHA2243500
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OHepreTuyeckuin cepsep Com'X 210 BbicTpoe Havyano pabotbi c Com’X 210

BbicTpoe Ha4yano pabotbl ¢ Com’X 210

OOGOwme cBeageHUA o ObLICTPOM Ha4varne padoThl

B aToi rnaBe onuncbiBaeTcs, Kak BbIMOMNHATL 0buwme 3agadm ¢ Com’X 210. bonee
NoAapoOHY MHpOPMALMIO CM. B yKa3aHHbIX MO CCbIfikaM pasfernax.

MpumeyaHume: Ybeautechb, 4to Com'X paboTaeT nog ynpasneHuem
nocrnegHen BepcMm MMKponporpaMmMHoro obecneyerus. [ns 3arpysku
nocregHen Bepcumn MMKponporpaMmmHoro obecnedeHms nepenguTe Ha Be6-
cant www.schneider-electric.com/en/download/.

BbICTPbIN 3anycK: HACTPOMKa U 3anycK perucTpaumm AaHHbIX

Hwxe onucaHbl 06Wme 3agaym, OTHOCALLMECS K 3aMyCKy perncTpaunm gaHHbIX.
Ons ny6nvkauum Ha KOHKpETHYto nratgopMy MoryT BbiTb A0GaBneHb Wwaru.

1. [dobaBbTe HMXecTosILMe YCTPOMCTBA Kak onucaHo B pasgene [JobaeneHve
HUKECTOSLLEro yCTponcTBa, CTp. 76. [JononHUTENbHbIE 3a4a4n
KOHdpUrypaumm ans Kaxgoro Tmna ycTponcTaa:

— YcTponcTsa, KOTOpble MOXHO NOAKIYATh K LIMpOoBbIM BXOAaM
— YcTponcTBa, KOTOPbIE MOXHO MOAKIHYUTE K aHarnoroBbIM BXogam
— ycTtponctea Modbus

— [lapameTpbl KOHUrypauum yctporctea Ethernet, ctp. 85

2. Bblibepute namepeHust ons perucrpaumm, kak onmcaHo B pasgene Boibop
N3MepeHni onsa perucrTpauum unu nyonukauum, ctp. 79.

3. OnpepgenvTte nHTEpBan permcTpauun, kak onucaHo B pasgene OnpeaeneHne
MHTEepBanoB perncTpauumm, ctTp. 52.

4. 3anycTuTte permcTpaumio JaHHbIX, Kak onncaHo B pa3gerne 3anyck
perncTpauum gaHHblx, cTp. 89.

BbICTPbIN 3anycK: 0630p BCTPOEHHbLIX AAaHHbIX

Bbl MOXeTe NPOCMOTPETb AaHHbIE B pearibHOM BPEMEHU 1 3aperncTpupoBaHHbIe
JaHHble Ha Com'X 210 6e3 Heob6X0ANMOCTU NOAKIHOYEHUS K XOCTOBOW
nnardopme. Hke ykasaHbl Wwarv ang npocMoTpa BCTPOEHHbIX OAHHbIX.

1. JobaBbTe HKeCTOsLWME YCTPOWUCTBA Kak onucaHo B pasgene [JobasneHne
HVKEeCTOSLLEro yCTponcTaa, cTp. 76. [lononHUTenbHble 3agayu
KOHpUrypauum ansa Kaxkaoro Tuna ycTpomcTsea:

— Yctponctea Modbus
— [lapameTpbl KOHUrypauum yctporictea Ethernet, ctp. 85

2. BbinonHute crneaytowue warv Ans npocmoTpa naHeny ynpasneHus
«OnekTpoaHeprus». MepeiauTe K Wwary 3 Ans NpocMoTpa AaHHbIX B
pearibHOM BpEMEHM.

— BblIbop namepenuin ong pernctpauum unu nyénukaumm, ctp. 79
— OnpegeneHne NHTepBanoB perucTpaumm gaHHbiX, cTp. 52
— Banyck pernctpaumm gaHHbix, cTp. 89

3. lMpocmoTp AaHHbIX, BbIOPAHHbBIX AS perncrpauum, B pearibHOM BPEMEHM:
MpocmoTp Tabnuusl usmepeHuin, cTp. 87
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BbicTpoe Hayano pabotsl ¢ Com’X 210 OHepreTuyeckuii cepsep Com'X 210

BbICTpbIN 3anycK: HaCTpoMKa nyonukaumm

LWaru, onncaHHble HKe, NpeACcTaBnsAaloT CBOAKY Onuuii nyonukaumu. MNMonHoe
onucaHve nybnukaumm no nnatopmam CM. B COOTBETCTBYIOLLMX pasaenax.

1. Bblbepute nnaTtopmy 1 4yacToTy nybnukaumu, kak onMcaHo B pasgerne
Bbi6op nnatdopMbl 1 YacToTsl nybnvkaumu, cTp. 45. Mo kaxgon nnatgopme
CM. criegytoLue CoOOTBETCTBYOLME 3a4a4u:

— [ns nopkntodeHus K 4OCTYNHOM no nognucke cnyxoe Schneider Electric
yepes Digital Service Platform (Hanpumep, k EcoStruxure Facility Expert),
cMm. pasgen [oantoveHue, cTp. 50.

— [nsa onumn akcnopTa .Csv MoXeTe 06paTtutbes k pasgeny ®opmat danna
akcnopta CSV, cTp. 49.

2. OnpepgennTte NpoTOKON Nepeaadun, kak onucaHo B pasgene OnpenenexHue
npoToKona nepegayn, cTp. 46.

3. BanycTtute nybnukaumio, Kak onnucaHo B pasgene 3anyck nyonvkauum, cTp.
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OHepreTuyeckuin cepsep Com'X 210 Hoctyn k uHTepdericy nonb3osartens Com’X 210

HOocTtyn K nHTepdency nonb3oBartena Com’X 210

NoanepxunBaemblie BeO-0pay3epbl

JocTyn K aHepreTM4eckomy cepBepy BO3MOXKEH C UCMONb30BaHNEM Pa3fNyHbIX
BeO-6pay3epos.

Bpay3sep Bepcus 6pay3epa
Microsoft Edge 42.0 n Bble
Internet Explorer IE9 v Bble
Firefox 20.0 n BbIWe
Chrome 24.0 v BbIWe

PekomeHayemble Be6-Opay3epbl

Ina MK pekomeHayeTcs ncnonb3osaTb Chrome.

Cnepytowme 6paysepbl peKOMEHAYIOTCA ANs nnaHweTHbIX [MK:

OnepaumoHHasa cuctema Bpay3sep

Windows 10 *  Microsoft Edge

Windows 8 * Internet Explorer
Firefox

i0S + Chrome
Safari

Android *  Chrome
Bpaysep Android

3anyck Com'X

Ina 3anycka Com'X Tpebyetcsa Bpemsi. [Nepen BbINonHeHNEM ntobbIxX AEACTBUN
nogoXxgute, Koraa 3aroputcd 3eneHbiM ULBETOM MHOMKATOP NUTaHUA.

Mocne 3anycka Com'X 60NbLIMHCTBO U3MEHEHWI KOHUrypauum 6yayt
BbINOMNHEHbI 6e3 Nepesarpysku.

Cny4au nepesarpy3ku

Mepesarpy3ka Com'X notpebyeTca B CrieayoLmxX cny4vasix:
* 0GHOBMEHe MMUKPOMNpPOrpamMmmMHOro obecneyeHus;
* BOCCTaHOBMEHME KOHUrypaLuu;

*  M3MeHeHUWe HacTpoek ceTu Ethernet mexay 2 KOMMYTUPYeMbIMUM NMopTamu 1 2
OTAENbHbIMW NopTamu;

» ycraHoBka GPRS vnnun 3G-mogema;
* yCTaHoBKa knio4a Zigbee;

HdocTtyn 4yepe3 nopt Ethernet c nomowbio Windows

Hoctyn k uHTepdency nonssosatens Com'X npu nomowm Windows 10 ans
nepBoHaYasribHON HACTPOWNKM.

KoHdpurypaumsa nopta 2 Ethernet Com'X no ymonyanuio — DHCP-cepgep.
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Hoctyn k nHTepdeiicy nonb3osartens Com’X 210 OHepreTuyeckuii cepsep Com'X 210

AOlIACHO

OMNACHOCTb MOPAXEHUA ANEKTPUYECKUM TOKOM, B3PbIBOM UJTN
BCMbILUKON AYTU

* OnekTpuyeckoe 0b6opyaoBaHNE OOMMKHO YCTaHABNUBATLCA M 06CNyXMBaTbCA
TONbKO KBaNUMULMPOBaHHbLIM NEPCOHANOM.

* Wcnonb3ynTe cCOOTBETCTBYIOLLME CPEACTBa NHAMBMAYanbHOW 3awntbl (CA3)
n cobniogarnTe Mepbl 6e3onacHoCcTv Npy paboTe C ANEKTPUHECKUM
o6opypoBaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLME
HaLMoHarbHble CTaHAapThI.

HecoGniogeHne faHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NeTarlbHOMY
ncxoAy WU cepbe3HbIM TPaBMaM.

YeedomrneHue
KOH®JMUKT IP-AOPECOB

He noacoeguHante Ethernet-nopt Com'X k nnokanbHOM CeTK, €Cnn OH
CKOH(pUIypmpoBaH Ha ncnonb3oBaHne DHCP-cepBepa.

HecobntogeHue aTUX UHCTPYKUUIA MOXET BbI3BaTb yXyALIeHUe CBA3WN.

1. OTknouNTE NOKanbHbIA KOMMNBIOTEP OT BCEX CETEN.

2. Mopkniounte Ethernet-kabenb oT NokanbHOro KOMMbLIOTEPa K NOPTY 2
Ethernet Ha Com’X.

3. Otkpowite NMpoBoaHMKk Windows Ha nokanbHOM KOMMbIOTEPE U HAXMUTE
CeTtb.

Com’X gormkeH NosiBUTLCA B CMMCKE YCTPONCTB.

4. Oeaxpgbl Haxmute Ha Com’X. B Be6-Opay3sepe no ymonyaHuto
aBTOMaTU4eCKM OTKPOETCS CTpaHuLLa BXoda B CUCTEMY.

MpumeyaHume: MNMpotokon HTTPS paspelueH no ymonyaHuio B
koHdurypauun Com'X. Com’X umeet aBTOMaTU4ECKN NOANUCAHHbIV
cepTndukaT 6esonacHocTu. NMoaToMy Npw NOAKIHOYEHUM K UHTEPdENCY
3HEpPreTnYecKoro cepeepa otobpaxaercsa coodLeHne o 6e3onacHoCTu.
Mepen npuHATUEM YOEOUTECH, YTO CBSI3b C AHEPreTUYECKNM CEPBEPOM
yCTaHOBIEHa.

5. BBeauTe nms nonb3osarens (Mo ymonyaHuio: admin) u napons (no
ymorn4yaHuto: admin).

MpumeyaHue: Vima nonb3oBaTtens U Naposib YyBCTBUTEMbHbI K PEMUCTPY.

6. Haxmute OK.

Bnuskue Tembl
* YcTpaHeHue HeuncnpaBHocte Com’X 210

» 3arpyska HOBOro ceptudmkara

OocTyn yepe3 nopT Ethernet c nomoublo Apyrnx onepaumMoHHbIX CUCTEM

Hoctyn k MHTepdency nonb3oBatensa Com'X ans nepBoHa4YanbHOM HACTPOWKM C
NOMOLLLbIO OMEPALMOHHBIX CUCTEM, OTINYHLIX OT Windows.

KoHcpurypauumsa nopta 2 Ethernet Com'X no ymonuanuio — DHCP-cepsep.
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OHepreTuyeckuin cepsep Com'X 210 Hoctyn k uHTepdericy nonb3osartens Com’X 210

AOIACHO

OMACHOCTb NOPAXEHUA ANEKTPUYECKUM TOKOM, B3PbIBOM UJTU
BCMbILIKON AYTU

+ OnekTpuyeckoe ob6opyaoBaHNE OOMKHO YCTaHABNNBATLCA U OBCNYXMBaATLCSA
TOSMbKO KBANUMULIMPOBAHHLIM NEPCOHANOM.

* Wcnonb3ynte cooTBETCTBYHOLLME CPEACTBa UHAMBUAYyanbHon 3awuTtbl (CN3)
1 cobrnitogarite Mmepbl 6e3onacHoOCTU Npu paboTe ¢ ANeKTPUYECKUM
obopynoBaHueM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLNE
HaLuuMoHarnbHble CTaHaapThI.

HecoGnioaeHne AaHHbIX MHCTPYKLMA MOXET NPUBECTU K NeTaribHOMy
Mcxoay UMM cepbe3HbIM TpaBMaM.

YeedomrneHue
KOH®IUKT IP-AOPECOB

He nogcoegunsante Ethernet-nopt Com'X k nokanbHOM ceTn, ecnm oH
CKOHMIypmpoBaH Ha ncnons3oBaHne DHCP-cepeepa.

HecobntopgeHue aTux MHCTPYKUUIA MOXET BbI3BaTb yXyALUeHUe CBA3N.

1. OTKMOYMTE NOoKanbHbIN KOMMNBIOTEP OT BCEX CETEMN.

2. TMopkniounTte Ethernet-kabenb OT NoKanbHOro KOMMbOTEPA K NOPTY 2
Ethernet Ha Com’X.

3. Otkpowite BeG-6pay3ep.

4. Beegute [10.25.1.1] B none agpeca n HaxmuTe BBoa.

MpumeyuaHume: MNMpotokon HTTPS paspelueH no ymonyaHuio B
KoHpurypauum Com'X. Com’X umeet aBToMaTU4E€CKN NOLNUCAHHbIV
ceptudukaT 6esonacHoctn. CnegosartenbHO, NPU NOAKMIOYEHUN K
nHTepgency Com'X otobpaxaetcsa coobLieHne o 6esonacHocTu. Nepen
npuHATMEM ybeaunTecs, 4To ¢BA3b ¢ Com'X ycTaHoBneHa.

5. Beegute nms nonbsosatens (no ymonyaHuto: admin) n napons (no
ymonyaHuio: admin).

I'Ipumeqal-me: Mmsa nonb3oBaTtensi 1 naporsb YyBCTBUTEIbHbI K PErnmcTpy.

6. HaxmuTte OK.

Bnuskue TeMbl

+ 3arpy3ska HOBOro cepTudukara

docTtyn 4yepe3 pexunm Touku goctyna Wi-Fi c nomowbio Windows

HocTyn k uHTepdency nonb3oBaTens aHepPreTM4eckoro cepeepa AOCTyNeH 13
Windows 4epes pexum Toukn goctyna Wi-Fi.
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Hoctyn k nHTepdeiicy nonb3osartens Com’X 210 OHepreTuyeckuii cepsep Com'X 210

AOlIACHO

OMNACHOCTb MOPAXEHUA ANEKTPUYECKUM TOKOM, B3PbIBOM UJTN
BCMbILUKON AYTU

* OnekTpuyeckoe 0b6opyaoBaHNE OOMMKHO YCTaHABNUBATLCA M 06CNyXMBaTbCA
TONbKO KBaNUMULMPOBaHHbLIM NEPCOHANOM.

* Wcnonb3ynTe cCOOTBETCTBYIOLLME CPEACTBa NHAMBMAYanbHOW 3awntbl (CA3)
n cobniogarnTe Mepbl 6e3onacHoCcTv Npy paboTe C ANEKTPUHECKUM
o6opypoBaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLME
HaLMoHarbHble CTaHAapThI.

HecoGniogeHne faHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NeTarlbHOMY
ncxoAy WU cepbe3HbIM TPaBMaM.

YeedomneHue
HENPEAHAMEPEHHOE BKITKOYEHUE OBOPYOOBAHUA

He 3akpbiBanTe ABepLy MeTannmyeckoro kopnyca npu ucrnons3osaHun USB-
kntoya Wi-Fi.

Hecob6nropgeHne AaHHbIX MHCTPYKLUA MOXET NPUBECTU K NOBPEXAEeHUI0
obopyaoBaHus.

1. Nogcoepunute USB-kntou Wi-Fi k nopty USB aHepreTnyeckoro cepsepa.

2. HaxmuTte kHonky Wi-Fi Ha aHepreTuyeckom cepBepe.
3aropuTtcsa 3eneHbin ceetoamog kHonkun Wi-Fi.

3. Ha nokanbHoM koMnbloTEPE NOoAKNIYMTECH K BECNPOBOAHOM CETH
3HEepreTUYecKoro cepeepa, ncnonbaysi okHo KoHdurypaums
6ecnpoBogHom cetn Windows.

4. Otkponte NpoeogHuk Windows Ha niokansHOM KOMMNbIOTEPE U HAXMUTE
CeTb. OHepreTMyYecknin cepBep OMKEH NOABUTLCS B CIUCKE YCTPOWCTB.

5. [Baxgbl HAXMUTE Ha IHEepreTU4ecKkn cepeep, 1 B Beb-bpaysepe no
YMOIN4YaHUo aBTOMaTU4eCKN OTKPOETCS CTPaHuULa BXoaa B CUCTEMY.

MpoTtokon HTTPS paspeLueH no ymonyaHuio B KOHuMrypaumm
3HepreTnYecKoro cepeepa. AHEPreTMYecKnii cepsep MMeeT aBToMaTU4eCKM
nognucaHHbl ceptudpmkat 6esonacHocTw. Mo3aToMy Npu NOAKMHYEHUN K
NHTEepdency aHepreTM4ecKoro cepeepa otobpaxaeTtcsa coobLieHne o
6esonacHocTu. Nepen npuHATUEM YBeanTech, YTO CBSA3b C AHEPreTUYECKNM
CepBEPOM YCTaHOBIIEHA.

6. BeegnTte ums nonb3oBarens (Mo ymonyaxuio: admin) n napornb (no
ymon4yaHuto: admin).

Nmsi nonb3oBaTens v Naporb YyBCTBUTENbHbI K PEFUCTPY.

7. Haxmute OK.

Bnuskue Tembl
* YcTpaHeHue HeucnpaBHocten Com’X 210

« 3arpyska HOBOro cepTudgukaTa

HdocTtyn 4yepe3 pexum Toukn gocrtyna Wi-Fi

Bbl MOXeTe NnonyunTb JOCTYN K UHTEPhency nonb3oBaTens 3HepreTu4ecKkoro
cepBepa ¢ NoMOoLLbLo pexnma Todkn goctyna Wi-Fi n B onepaumoHHbIX cuctemax,
oTnunyHbIX oT Windows 7/Vista.
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Bxop B cuctemy

AOIACHO

OMACHOCTb NOPAXEHUA ANEKTPUYECKUM TOKOM, B3PbIBOM UJTU
BCMbILIKON AYTU

+ OnekTpuyeckoe ob6opyaoBaHNE OOMKHO YCTaHABNNBATLCA U OBCNYXMBaATLCSA
TOSMbKO KBANUMULIMPOBAHHLIM NEPCOHANOM.

* Wcnonb3ynte cooTBETCTBYHOLLME CPEACTBa UHAMBUAYyanbHon 3awuTtbl (CN3)
1 cobrnitogarite Mmepbl 6e3onacHoOCTU Npu paboTe ¢ ANeKTPUYECKUM
obopynoBaHueM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLNE
HaLuuMoHarnbHble CTaHaapThI.

HecoGniogeHne AaHHbIX MHCTPYKLMIA MOXKET NPUBECTU K NleTarlbHOMY
ncxoay vnu cepbesHbIM TpaBMam.

YeedomrneHue

HENPEOHAMEPEHHOE BKNIOYEHME OBOPYOBAHUA

He 3akpbiBanTe ABepLy MeTannmMyeckoro kopnyca npu ucnons3osaHum USB-
kntova Wi-Fi.

Heco6niopgeHne AaHHbIX MHCTPYKLUIA MOXKET NPUBECTU K NOBPEXAEHUIO
obopyaoBaHus.

1. MoacoegnHute USB-kntod Wi-Fi k nopty USB aHepreTuyeckoro cepeepa.

2. HaxmuTte kHonky Wi-Fi Ha sHepreTudeckom cepsepe.
3aroputcs 3eneHbl ceeToamno kHonku Wi-Fi.

3. Ha nokanbHoM koMMbloTEPE NOAKNIOYUTECH K BECNPOBOAHON CETU
SHEepreTN4YecKoro cepeepa, Ucrnonb3ysi okHo KoHdurypauus
6ecnpoBogHou cetn Windows.

4. OtkponTte Gpay3sep.

5. Beegute [10.25.2.1] B none agpeca u HaxxmuTe BBopa.

MpoTtokon HTTPS pa3spelueH no yMonyaHuio B KOHdUrypauum
3HEPreTNYeCcKoro cepeepa. QHEPreTUHeCKUIn cepBep MMEET aBTOMATUYECKN
noAanucaHHbIn ceptudpmkat 6esonacHocTu. [No3ToMy Npy NOAKMIOYEHNN K
UHTepency sHepreTU4ecKkoro cepeepa otTobpaxaeTtcs coobLueHne o
©esonacHocTu. MNepen NpuHsaTUEM ybeauTech, YTO CBS3b C AHEPTETUHECKUM
CEpBEPOM yCTaHOBIEHA.

6. Beegute nms nonsbsosatens (nNo ymonyaHuto: admin) n napons (no
ymonyaHuto: admin).

Nms nonb3oBatens u naposb YyBCTBUTENbHbI K PETUCTPY.

7. Haxmute OK.

Bnuskue TeMbl

+ 3arpy3ska HOBOro cepTudukara

[nsa nonyyeHns goctyna K uHTepdency nonb3oBaTens 3HePreTM4eckoro cepeepa
HeobX0AMMO BbINOIHUTL BXOA B CUCTEMY.

Ecnn OTKPbITO HECKOJ1IbKO CE€AHCOB, ANA peaaKTupoBaHUA napamMmeTpoB MOXXHO
Mcnonb3oBaTb TOJIbKO I'IepBbIl7I ceaHc. CeaHcbl, OTKpPbITbl€ NOCIie nepBoro ceaHca,
OOCTYNHbI TONBKO OANA YTEeHUA.

1. BblibepuTe 53biK;
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Hoctyn k nHTepdeiicy nonb3osartens Com’X 210 OHepreTuyeckuii cepsep Com'X 210

2. BBeauTte M4 nonb3oBaTtens 1 naporsb.
MpumeyaHue: Vimsa nonb3oBaTtensi n Naposib YyBCTBUTENbHbI K PETUCTPY.

3. Haxmute Connect, 4yToObl BONTY Ha BEG-CTpaHWLy HACTPONKK
KoHdurypauum.

MpumeyaHume: MNpotokon HTTPS paspelueH no ymonyaHuio B KOHUrypawmu
Com'X. Com’X nmeet aBToMaTU4ECKN NognmcaHHbI ceptudmkar
©e3onacHocTn. CnegoBaTternbHO, Npy NoAKNoYeHnn kK nHtepdericy Com'X
oTobpaxaeTcsa coobLieHne o 6esonacHocTu. Nepen npuHATUEM ybeanTtecs,
41O cBA3b ¢ Com'X ycTaHoOBMEHa.

Bnuskue Tembl

» 3arpyska HOBOro ceptudmkara

MepBbIN BXOA B cUCTEMY

CnepynTte gaHHbIM MHCTPYKLUMAM NPy NepBOM BXoAe B UHTEPAENC Nonb3oBaTtensi.

Beb-cepBep sBNAETCA MHCTPYMEHTOM 1151 YUTEHWUS U 3anucu AaHHbIX. OH
KOHTPOIMPYET COCTOSIHNE CUCTEMbI C NMOMHbLIM AOCTYNOM KO BCEM AaHHbIM B
BaLleM NpunoxeHuu. MNpu NnepBom BXO4E B CUCTEMY Bbl MNONYYNTE HANMOMUHAHUE O
CMeHe napons 4ns NnpegoTBpaLleHnst HECaHKLMOHMPOBAHHOTO A0CTyna.

YeeodomneHue

HECAHKLUWOHWPOBAHHbBIV AOCTYN K OAHHbLIM
* CpoOYyHO CMEHNTE Naporib MO YMONYaHUIO Ha HOBbIN 6e30MacHbIN Naposb.

* He BbigaBanTe naponb NOCTOPOHHUM NULAM U MHOMY
HeKkBanuMuUuMpoBaHHOMY nepcoHany.

HecobntogeHne AaHHbIX UHCTPYKLMIA MOXET NPUBECTU K NOBPEXAEHUIO
obopyaoBaHus.

Maponb He JOMKEH PacnpoOCTPaHATLCS UMW BblAaBaTbCst MTOCTOPOHHMM NLLAM.
Maponkb He JOMKeH coaepXaTb NIUYHYI0 UMW O4EBUAHYIO MHpopMaLULO.

1. Bongute B cucteMy Kak agMUHUCTPATOP NO YMOMYaHWIO.
Mms nonb3osatens n naponb: admin

2. lMonHocTblo npoyTuTe JIMLEH3MOHHOE cornalleHune.

MpumeyaHue: Knonka MpuHaTb OygeT octaBaTbCs CEPON, NOKa Bbl HE
BbINOMHUTE MPOKPYTKY A0 KOHUA JIMLEH3MOHHOro cornatleHus ¢
nonb3oBaTernem.

3. MNpumunTe JIMLEH3MOHHOE cornalleHue.

4. BeguTte HOBbIN NAposib.
OH pormkeH cogepxartb:
+ 8 cumBonos
» 1 3armaBHas bykea
* 1 undpa
* 1 cneunanbHbI CUMBON

CwmeHa napons
Mocne nepBoro Bxoga B CUCTeEMY BaM n0Tpe6yeTc;| CMEeHWUTb Naporsb. Bbi 6y/:|,eTe

aBTOMaTUYECKM NepeHarnpasrieHbl Ha CTpaHWLLYy BBOAA UMEHW NOMb3oBaTens n
napons.

1. HaxmuTe Ha cCbifky MMeHM I'IOJ'IbSOBaTeJ'IFI/aD,MVIHVICTpaTOpa B 6aHHepe .
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Hoctyn k uHTepdericy nonb3osartens Com’X 210

2
3.
4
5

Beeaute TekyLwumn naponb.

BeeguTe HOBbIV Naponb.

MoaTBepanTe HOBbLIV Naposb.

HaxmuTte OK.

O630p MHTepdenca nonb3oBarTens

Beb-nHTepderic nonb3oBaTtens Nno3BondeT BBeCTU B akcnnyaTtaumo Com’X 210.

Ha naHHom nsobpaxeHun nokasaHa CTpyKkTypa nHtepderica:

A. BaHHep
| | B. CoctosHue wniosa
IF —_— = = = = = = = 'i IF = C. O6was nHpopmauus
01/09/2014 Data logging OFF  Available storage 1B admin | Register | Logout | About
00— Com'X 200 | D. OcHoBHble BKnagku
il el O ——
E. MoaBknagku
F. KomaHaHble KHOMKM
Site information Publication settings ~
Date/time settings Destination platform * | Energy Operation [~]
Data logging This s
o0— that y
m— to upd
Publication frequency * | Daily
Protocol * [ FTP =
Server * |ftp.energyoperation_schneider-electric.com
Port * |21
Authentication required ACH No
User login * |PS2-Sandbox1_EO
User password = |**=eee2*
Passive mode
Publication ID
You can register to Schneider-Electric web portal for easy registration and
management of your software licence.
Required field | Save changes Cancel

BaHHep B BepxHel YacTu BCex CTpaHuL, 0ToBpaxaeT CreayoLLy MHpopMaLmio:

CocTosiHne

Perwchauvm AaHHbIX. COCTOAHWE perucTpaunm gaHHbIX MOXHO
aKTUBMPOBATb Ha BKNaake Beoa B 3KcnnyaTauuio.

Mepuoanyeckas ny6nMKa|.|vm: COCTOAHNE r|y6nw<auvm OaHHbIX MOXHO
aKTMBMpoOBaTh Ha BKNaake Beoa B JKcnnyaTauuio.

OaHHbIX.

ﬂOCTyI‘IHaﬂ namMATb: NOKasblBaeT AOCTYNHYIO NaMATb ANA perncrtpaunmn

O6wasn nHopmauus

nonb3oBartens.

Ccbinka «1mMsi nonb3oBatens/adminy»: oTobpaxkaeT NOAKIMOYEHHOro

obecneyeHus.

O nporpamme: HaxmuUTe, YTOObI NOMNY4YUTb AOCTYN K MH(OPMaLMK No
Bawemy Com’X 210 n GPRS- unun 3G-moaemy (cepuitHbii Homep u MAC-
apgpec), noptam IPv4 Ethernet, agpecy IPv6 1 Bepcnsam nporpaMMHOro

Bbixoa: Ans Bbixoda n3 ceaHca paboTbl HaxmnTe Bbixop nnu 3akpoiite
Opay3sep. PexoMmeHayeTCs BbIMOMHUTL BbIXOA U3 CUCTEMbI YCTPOMCTBA
Com’X 210, ecnu oHO He ncnonb3yeTcs.

BpPEeMeHMU.

Bpewms: 0To6pa>KeHme BpeMeHU B COOTBETCTBUK C HaCTpOﬁKaMM AaTtbl n
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OHepreTuyeckuii cepsep Com'X 210

OcCHOBHbIe BKNagKu 1 noaBKnaaku

KomaHAaHble KHOMKKU

MukTorpammel

MoaBknagkm oTobpaxxatoT NogMEHI0 NoAa BbIbpaHHON OCHOBHOWN BKNagkon. Bol
MOXeTe caernaTb 3aknagkym B CBoem Opaysepe Ha Kaxayro NnoaBknagky Beo-

nHtepcenca Com’X 210.

OcHOBHbIe BKNaaku 1 NoABKNaakvM nogpobHO onucaHbl B pasaerne ¢
WH(popMaLMeln 0 BO3MOXHOCTSX YCTPOUCTBA.

KomaHaHble KHOMKM COOTBETCTBYIOT BbIOpaHHOM BKagke U nsmeHstorca. [laHHas
Tabnvua onucbiBaeT MHTEPdENCHbIE KHOMKM:

KHonka

DenctBue

COXpaHVITb U3MeHeHus

MoaTteepxaaeT nameHeHus. OTKMIOYEHA, €CIK:
*  HeT U3MeHeHuin Ha BeG-CTpaHuLe;

* 06s13aTenbHOE nore ocTaBeHo
HesanonHeHHbIM. [Mone BbigenseTcs
KpacCHbIM LIBETOM.

* B More BBeAEHbI HenoaxoasLne
cumBorbl. [None BbigenseTcs KpacHbIM

LIBETOM.
OTtmeHa OTMeHsieT n3aMeHeHuns Ans Bo3spara K
nocnefHMM COXpaHeHHbIM HacTporiKaMm.
MukTorpamma OnucaHue

YKa3bIBaeT, 4To MHopmMaLuus, Heobxoaumas
0N 3aBepLUEHUs HAaCTPOWKKN KOHAUrypauum
3HepreTM4ecKoro cepeepa v akTueauum
pernctpauum n nydnmkaumm AaHHbIX,
HeJOoCTYyNHa ANs BKNagKu.

Mons, NnomeYeHHble KPaCHON 3BE304KON, — 3TO
nons, obasarernbHble ANs 3anoHEHNS.

lMoka3biBaeT Nonb3oBaTens,
3aperMcTpUpPOBaHHOIO AMs TEKYLLEro ceaHca.

O

CopepuT MHdopMaLmio 0 KOHUrypaLuum B
OTKPbLITOM MEHIO.

Bnuskue Tembl

* Hactponka gatbl 1 BpemMeHu

PyHKUMUN nHTepcenca nonb3oBarTens

®yHKUMM MHTEepderica Nonb3oBaTens opraHM3oBaHbl B BUAE OCHOBHbIX BKMaAoK U

noaBKIagok.

OcHoBHas BKnagka

MoaBknagka

OnucaHue

HacTtpotikn

O6Lwue HacTPOMKMu

KoHdpurypupyet gaty n Bpemsl, HaCTPOIMKM CETU, HACTPOWKM MPOKCK-
cepBepa, napameTpbl Nybnunkaummn n HacTpowikv Touku goctyna Wi-

Fi.

HacTtpoiiku canTa

+  CopepXuT Ha3BaHWe obbekTa. JTO none Mcnonb3yeTcs
Energy Operation.

*  KoHdhurypupyet nHTEpBan peructpaumm AaHHbIX Ans KaXaoro
TNa U3MEpeHUs 1 ANsi NapaMeTpOoB OKPYXXatoLLein cpeabl.
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Hoctyn k uHTepdericy nonb3osartens Com’X 210

OcHOBHas BKnagka

MoaBknapka

OnucaHue

CeA3b

KoHdurypupyet nocneposatensHbin nopt Modbus, winios Modbus,
dunetp TCP/IP v gononHutensHble HacTpoviku Ethernet.
HacTponka v cosgaHue cetu ZigBee.

Be3onacHocTb

O6HoBnsieT cepTudmKat ;SSL 1 HACTPOMKN MEXCETEBOTO 3KpaHa.

HacTtpoiiku ycTponcts

KoHUryprpyeT apxmTekTypy U3MepeHuin U 4aHHble Ans
perucTpaumm 1 nyénukawumum.

Tabnuua nsmepeHun

OToGpaxaeT CHETYMKN C METAZaHHBIMU U AaHHLIMKW 4115
peructpauuu.

BBop B akcnnyaTtauuto

» [poBepsieT KOHUIypaLM CUCTEMBI.
«  3anyckaeT UM ocTaHaBNMBAET PEMMCTPaLMIO AaHHbIX.

« 3anyckaert, OCTaHaBNMBaET UMW TECTUPYET NyGnvkaumo
[OaHHbIX.

OunarHoctuka

CeTb

OTo6paxaeT AnarHoCTUYecke AaHHbIe, UCMONb3yeMble Ars
yCTpaHeHWs HernonaaokK ceTu.

Modbus

Mo3BonseT nonb3oBaTensM YATaTb AaHHbIE PErUCTPOB MOKanbHbIX
1 yaaneHHbix yctponcts Modbus, coeamHeHHbix ¢ Com’X 210.

YTteHune peructpos
ycTpoucTea

MosBonseT nonb3oBaTensaM YATaTb AaHHbIE PErMCTPOB MOKanbHbIX
1 yaaneHHbix yctponcts Modbus, coeamHeHHbix ¢ Com’X.

MpoBepka cBA3N

MpoBepsieT paboTocnocobHocTk cBs3n ycTpocTe Modbus,
CKOHpUrypmpoBaHHbIx Ha Com’X.

Monb3oBaTenbckas
oubnuoreka

+ CosgaHue moaenu nonb3oBaTenbCKOro yCTponcTBa, Mogenum
HOBOrO yCTpoWcTBa unu Ha 6ase cyLiecTsytoLLen
nonb3oBaTenbCKoM Moaenu B bubnunorteke.

*  VIameHeHue u yganeHne nonb3oBaTenbCKUX MoAenen.
*  VIMnopT 1 3KCMopT NONb30BaTENbCKUX MOAENEN.

TexHunuyeckoe OsCﬂy)KMBaHVIe

XKypHanbi

Moka3sbiBaeT Aaty, BpEMs U OnucaHue:
*  WU3MEHEHWUN B KOHpUrypauum;
*  OWMBOK, 0GHapPY>KEHHbIX BO BPEMS PEFMCTPaLUK;
*  LLAroB W COCTOSIHWA Ny6nvkauuu;
*  MpepbiBaHWS CBSA3U C U3MEPUTENbHLIMU YCTPONCTBaMK;
*  HeydauHbIX MOMbITOK BXOAA B CUCTEMY.

HacTpoitku cuctembl

» [MosBonsieT co3naTb pe3epBHYH KONWIO U BOCCTaHOBUTb
KoHdurypauumto Com’X 210.

*  AKTMBMPYET yaaneHHbln AOCTYN AN TEXHUYECKON NOAAEPKKU
Schneider Electric.

+  OGHoBnsieT MukponporpammHoe obecneveHne Com’'X 210.
+ [MosBonseT Bpy4Hyto nepesanyckats Com’X 210.

Co6bITus

» BepneHue xxypHana Bcex reHepupyeMbix paHee
onpeaeneHHbIX cCobbITUIA.

+ BepeHune xypHana Bcex paHee onpeaeneHHbIXx cobbITUi ANns
ny6nukauum.

Bnu3kune Tembl
* Hactponkm Com’X 210
e CBs3b Com’X 210

* Hactponkn yctporcts Com’X 210

+ Bsop B akcnnyatauuo Com’X 210

« [lonb3oBatenbckas bubnunoteka Com’X 210

e [OwnarHoctuka Com’X 210

+ O6cnyxmnBaHne Com’X 210
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BesonacHoctb Com’X 210

OHepreTuyeckuii cepsep Com'X 210

Be3onacHoctb Com’X 210

O630p cuctemMbl obecneyeHUs 6e30nNacHOCTU

Baw npoaykt Schneider Electric cHabxeH dyHKunsmmn obecrnevyeHuns
BesonacHocTK.

[aHHble pyHKLMM NOCTaBMAIOTCA B COCTOSIHAM MO YMOMYaHUIO U MOTYT ObITb
HaCTPOEeHbI B COOTBETCTBMM C BalLMMK TpebGoBaHusimu. Mpumnte BoO BHUMaHMe,
YTO OTKIOMEHNE NN MoanUKaLMS HACTPOEK AaHHbIX (PYHKLIMIA MOXET NOBMMUATb
Ha obLyto 6e3onacHOCTb YCTPOMUCTBA U, B OCOBEHHOCTU, CETU, KaK MO3UTUBHO, TaK
N HeraTuBHO. [Inst onTMManbHOro UCMnosb3oBaHNa yHKLUMI 6e3onacHocTH,
03HAKOMbLTECH C pEKOMeHAAUMAMU Mo 6e30nacHOCTU.

YcTpowncTBa caenaHbl NpoYHee AN yBENUYEHUS HaAEXHOCTU. OTO NOCTOSIHHbIV
npoLEecc, COCTOALLMIA N3 NpakTUK 6e3onacHon paspaboTku, BKITKOHYEHUS (OYHKLIMIA
©e30MacHOCTM U TECTMPOBAHMS B HaLLMX NlabopaTopusix 6e3onacHoCTu.
CnepoBaHue pekoMeHZaumsam no ysennyeHuto 6e3onacHoCT cCUCTeMbl SIBASIETCS
HeobxoanMbIM bakTopoM Anst yBenuyeHns 6e3onacHoCcTy.

Cwm. ctatbto Cybersecurity Hardening Best Practices (PekomeHgaumm no
ycuneHnuto knbepbesonacHocTH).

®dyHKUMKN 6Ge30nNacHOCTU Ballero ycTpomcTBaa

Tpeb6oBaHus K Naponam

HTTPS-coeauHeHune

Balue ycTponcTBo noctaBnseTca ¢ KOHPUrypupyemomn cuctemon 6e3onacHocTu,
KOTOPYHO Bbl MOXETE HAaCTPOUTb A1 3aLUMTbI OT HECAHKLMOHUPOBAHHOTO
KOHMIypupoBaHM1s BalLero yCTponcTBa 1 OCTyNa K ero AaHHbIM NOCPEeACTBOM
UHTepdenca Nonb3oBaTens UM CUCTEMbl CBA3M.

Com'X npegbsaBnsAeT KoMAMeKkcHble TpeboBaHMs K naponsm.

Mpu nepBoM BXoZe B CUCTEMY KaxKablVi NMOMb30BaTeNb NOMYYUT HANMOMUHAHWE O
CMeHe napons Ans npeaoTBpaLLeHNst HECaHKLIMOHMPOBAHHOIO A0OCTYNa K
NpunoXxeHuto. PekoMeHOyeTcsl HAaCTPOUTL PErYNSPHY0 CMEHy Naporns o
pacnmcaHutio.

Bnuskue Tembl

» [lepBbIn BXOA B cMCTEMY

CoeanHeHue ¢ Beb-cepeepom Com'X Mo yMOMYaHMIO OCyLLEECTBNSAETCS MO
npotokony HTTPS.

Com’X nmeeT caMoCTOATENbHO CreHepUpPOBaHHbIN cepTudukat 6esonacHocTu.
CnepoBaTenbHO, Npu NogkntoveHnn k nHtepgency Com'X otobpaxaercs
coobueHne o 6esonacHocTu. MNepeq npuHaTeM ybeanTtech, 4To ¢Ba3b ¢ Com'X
yCTaHOBMNeHa.

Mepeagpecaunst HTTPS BkntodeHa no ymonyaHuto. [1ns obecneveHuns
©e3onacHon ces3un mexay MK n Com’X pekomeHayeTcs OCTaBUTb 3Ty HACTPOIKY
BKITHO4EHHOWN.

Mpokcu-cepsep HTTPS nogaepxuBaerca Ha cTp. HacTpouku > O6wme
HacTpowku. Agpec 1 HOMep nopTa NPOKCK-cepBepa NpeaoCTaBNATCS
agMuHUCTpaTopom ceTu. JInbo Bbl MOXKETE MOCMOTPETL 3T 3HAYEHUS B
«Hactporikax cetn HTepHeT» MK, nogknio4eHHOro K nokarnbHOW ceTu.
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OHepreTuyeckuin cepsep Com'X 210 BesonacHoctb Com’X 210

Bnuskue Tembl
* Hactpoiku npokcu-cepsepa

+ 3arpy3ska HOBOro cepTudukara

Be3onacHbIN 3KCNOPT AaHHbIX

Vcnonb3oBaHne 6e3onacHOro npoTokona npu nyonmkauum xxypHanos AaHHbIX
No3BONSAET NPEAOTBPATUTL X NEPEXBAT U NOBPEXAEHNE.

Onuumn 6esonacHol Nyon1KkaumMmn AaHHbIX BKIOYaloT B cebs:

» [potokon HTTPS ans nybnvkaumm AaHHbIX B BUAe .Csv-anna unm npu
nybnukauun B Energy Operation.

»  SMTP c pexxumom 6e3onacHoro coegmHeHmsa TLS/SSL nnm STARTTLS npu
nyénukaumn .csv-cpanna no SMTP. Pexum no ymonyanuo — «Het».

» DSP (xoctoBasi nnatdopma Schneider Electric)

MnaTtdopma HazHa4YeHUs No yMoMnyYaHuo He ckoHdurypuposaHa. MNpu
nyonukaumm B MeCTONonoXeHne, otnnyHoe ot DSP, Heobxogmmo
CKOHUrypmpoBaTb NPOTOKON Ha cTpaHuue Hactponku > O6Lmne HaCTPOMKM >
My6nukauwus, a 3atem HacTporMKu aneKTPOHHOM MNOYTbI NPY UCMONb30BaHUN
SMTP.

Bnuskune Tembl
. Onpe/:l,eneHMe NpOTOKOJ1a nepenayn

*  KoHdurypuposaHue SMTP-cepeepa

YHpaBneHwe MeXceTeBbIM 3KpaHOM

YnpaBneHue MmexXceTeBbIM 3KPaHOM MO3BOMSIET BbIMOMHATL KOHPUIYpUPOBaHWE
[OCTYyNa K CEeTU.

Bbl MOXeTE KOHPUTYpUPOBaTh CreayoLmne 3NeMEHTbI:
+ Bkntoyatb unu BeIKMOYaTh NOPTHI.

» HactpaunBsatb Homepa noptoB Ansa uHtepdencos (Eth1, Eth2, WiFi, GPRS/
3G), 3a uckrnoveHneM ykasaHHoro B [lapamempax nopma.

+ BkniovaTb OOCTYN K CETU BbILLECTOSALUMX YCTPONCTB.
*  BkmoyaTe nonutrky GMOKMPOBKM yHETHOWM 3aMNMCK.

BbikntoyeHne Hencnonb3yeMbix MOPTOB (4TO onpeaenseTcs napameTpaMmm ceTu
Ha cTp. HacTpouku > O6wme HacTpouku > HacTponku ceTu) no3sonset
npenoTBpaTUTb HECAHKLVMOHMPOBAHHbIN 4OCTYN.

PaSPQLUVITb AOCTYynN K CeTu Bblillue

[aHHasa pyHKLMA NO3BONSET HUKECTOALLMM YCTPOMNCTBAM NOMyyaTb JOCTYN K
cepsepam (Hanpumep, DNS, SNTP u SMTP) BbilwecTosLLEN CETK.

[ocTtyn K ceTu BbiLWwe N0 YMONYaHUWIO BbIKNOYeH. PekomeHayeTcsa ocTaButb
OaHHY0 YHKLUMIO BbIKITIOYEHHOM, ECIN TOINbKO OHa He TpebyeTcst s
nyGnukaumm aHHbIX Uy OTIPaBKM COOBLLEHUI O COBLITUAX OT HUKECTOALLMX
KITMEHTOB.

NMonutuka 6NOKMPOBKM y4E€THOM 3anucu

®yYHKUMA BNOKMPOBKUN YYETHOIN 3anncu No3BonisieT 3abrokKMpoBaTh YYETHYIO
3anuck Nonb3oBaTens npu NPeBbILLEHUN 3a4aHHOTO YMUCNa HeyaaYHbIX MonbITOK
aBTOpU3aLuK 3a onpeaerneHHbIn nepuo BpeMmeHn. MoxKHO HacTpouTb
cregyoulee:

*  BkntounTb BNOKMPOBKY YYETHOM 3anucK - NONUTMKa BIIOKMPOBKM YHETHON
3anucy BKINoYEeHa no ymonyaxuio. Beibepute HeT, 4TOObI OTKMIOYMTE AaHHYO
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OHepreTuyeckuii cepsep Com'X 210

CBA3b

O6cnyxuBaHue

dyHKUM0. PekomeHayeTcs ocTaBUTb YHKLUIO OITOKMPOBKU YYETHOM 3anmcu
BKIMHOYEHHOM, YTOObI 3aLLNTUTL YCTPOUCTBO OT HECAHKLIMOHUPOBAHHOIO
gocryna.

+  CBbpocutb cHETUYMNK BNOKMPOBKM YHETHOW 3anncu (KONMYECTBO NOMbITOK) -
onpegensieT KONMYecTBO HeyAa4HbIX MOMbITOK aBTopu3aunm 4o 6rokMpoBKu
YYETHOW 3anmcy nonb3oBarens. 3HadeHre no ymondaHuo — 10 NonbITOK.

+ [NpopomkutensHOCTb BITOKMPOBKM YYETHOM 3anucy (MMHYT) - onpeaensiet
NPOAOMKUTENBHOCTL BIOKMPOBKM YHETHOM 3anMcK nonb3oBaTtens. 3HayeHne
Mo yMOM4YaHuio — 15 MUHYT.

Bbikno4yeHue NnonnTUKu 6.I'IOKI/IpOBKI/I yquHoﬁ 3anucum

MpumeyaHue: PekomeHayeTcs 0CTaBUTb PYHKLMIO BIIOKMPOBKM YYETHON
3anvcuy BKITFOYEHHON, YTOObI 3aLLMTUTL YCTPONCTBO OT
HeCaHKLMOHNPOBAaHHOIO AOCTyna.

Bnuskue Tembl

« [apameTpbl nopTa

Be3onacHocTb Ethernet

Com'X nogaepxuvBaeT ABe oTaenbHble ceTn Ethernet onst opraHusauum
N30MMpPOBaHHOM CETU YCTPONCTBA, ABYX OTAENbHbIX MHADPACTPYKTYPHBLIX OMOPHbIX
ceTen UM KOMMYTUPYEMOW CETH.

Be3onacHocTb 6ecnpoBogHOM ceTu

BesonacHocTb 6ecnpoBogHon cetn Com'X MoXeT ObITb 06ecneveHa ¢ NOMOLLLIO
WPA2 (pekomeHayetcst), WPA nnn WEP.

PunsTp Modbus TCP/IP

®dunetp Modbus TCP/IP koHTponupyer, ¢ kakux IP-agpecoB paspellueHa CBSA3b C
Com'X n HuxecToAwmMmM ycTporcTBamm ¢ nomoubto Modbus TCP/IP.

MwuHnMmmnsaums konmnyecTtsa IP-agpecos, KOTOpble MOTYT OCYLLECTBMAATL AOCTYM K
YCTPONCTBY CHWXXaEeT BEPOATHOCTb HECAHKLIMOHNPOBAHHbLIX BTOPXEHNNA.

Mo ymon4yaHuto gaHHas yHKUUA BbikNtodeHa. [Npu ee BKMOYEHUN Ha3HaYvyaeTcs
ypoBeHb goctyna YreHue ana noboro knneHta Modbus TCP/IP He 13
(PUNETPOBAHHOIO CNMCKa. YCTaHOBKa 3Ha4YeHMs nonsi [locTyn no yMonyaHuio Ha
HeT 6nokupyet Bce knueHTbl Modbus TCP/IP He 13 hnnsTpoBaHHOMO Crnvcka.

Ecnun no3sonser apxutekTypa Ballen CUCTEMbI, PEKOMEHAYETCS BKMYUTb 3Ty
DYHKLMIO.

Bnuskue Tembl

*  KoHdurypuposaHue cdunstpa Modbus TCP/IP

[ocTyn B peancHOM pexuMe BpeMeHW K XXypHarnam oGCrnyXuBaHUsi NO3BoNsieT
NPOBEPUTb Ha Hanuuue N3GbITOYHbLIX OTKIOHEHHbIX 3aMpPOCOB Ha AOCTYM K
cucTeMe, HeoXMaaHHbIX OGHOBMEHUIA MUKPOMPOrpamMMHOro obecrnedeHnst Unm
He3annaHMPOBaHHbLIX BOCCTaHOBIEHWI N3 PE3EPBHO KOMMUN.
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OHepreTuyeckuin cepsep Com'X 210 BesonacHoctb Com’X 210

Pe3epBHOe konupoBaHue KOH(pUrypaumm

PesepBHOe konupoBaHue KoHUrypaLmm no3BonsaeT BbINOMHUTL BOCCTAHOBIEHUE
HacTpoek Com'X 1 yCTPOWCTB.

MukponporpammHoe o6ecneyeHue

Monb3oBaTenu MoryT ycTaHaBnMBaThb TONbKO MUKpoNporpaMmMHoe obecnedeHme,
noanucaHHoe Schneider Electric.

YaaneHHbI [OCTYN U3 06NayYHbIX CryX6

Mo ymonyanuto yctponctso Com'X, nogkntodeHHoe k DSP, goctynHo
nocpeacTsoM YaaneHHoro nomotluHuka. Onunsa BknrovyeHue yaaneHHoro
[ocTyna U3 obnaka rno ymonyaHuio BktoveHa. B uensx 6esonacHocTu
PEKOMEHAYETCS BbIKNIOYMTL 3TY OMNLUIO U BKMOYATL €€, TONbKO Koraa Tpebyetcs
yOoaneHHbI 4OCTYN Ans TexHudeckon nogaepxkm Schneider Electric.
[ononHuTtenbHyo nHpopmaumio cm. B OTKOYEHME yaaneHHoro AocTyna 13
obnayHbIx cnyx6, cTp. 118.

Bnuskune Tembl

*  XypHanbl

+ CoxpaHeHue KoHurypaumm

+ BoccraHoBneHune KoHpurypawmm

+ OGHOBEHNE MUKPOMNPOrpaMmHoro obecneyeHus

PekomeHgaumm no KoHpUrypupoBaHuio (pyHKLMN 6e30nacHOCTHU

Hwxe npuegeHbl HekoTopble obLme pekoMeHgauny no KOHUrypupoBaHuio
dyHKLMI Be3onacHOCTM BaLLEero yCTpoMCTBa.

* He gobaensiTe nonb3oBartenewn, kpome Tex, KOTopblM TpebyeTca aocTyn, n
oueHuBalTe TpeboBaHWsi CBOEW CUCTEMBI Nepes NPefoCTaBneHneM
nornb3oBaTensiM 4OCTyna K Hambonee BaXHbIMWU CTPaHULAaM, HanpuMep, K
YnpaBneHuo MexceTeBbIM 3KpaHoM nnn Hactpoikam ycTpoucTea.

» OrpaHnyste uncno IP-agpecos, koTopble nmetoT goctyn kK Com’X.
* He ncnoneaynte ceptudukatsel SHAT.
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PekomeHayeMble NPaKTUKK ANA He3alWwM LEeHHbIX MPOTOKONOB

AOCTOPOXHO

NOTEHUMWAINbHAA YITPO3A OOCTYNHOCTU, LENOCTHOCTU U
KOH®UAEHUMAIIBHOCTU CUCTEMbI

*  VaMeHuTe naponuv no ymonyaHuio Ans npeaoTBpaLLeHnst

HEeCaHKUMOHNPOBAHHOIO AO0CTYyMNa K napamMmeTpam yCTpOVICTBa M ero gaHHbIM.

* Hackonbko BO3MOXHO, OTKNIOYUTE Heuncnonb3yemble I'IOprI/CJ'Iy)K6bI n
Yy4Y€eTHbl€ 3anncu nNo ymon4daHuio ana MmakCmMmMalibHOro CokpalleHnA
BO3MOXHbIX I'IyTel7I OnA oCyuwecTBleHnda aTak.

+ PasmeLlLaiiTe ceTeBble YCTPONCTBA 32 HECKONBbKMMMW YPOBHSIMU
KMbep3aLwmTbl (TaKMMK Kak MEXCETEBbIE SKPaHbI, CErMEHTaLUsS CETH,
cpefacTBa OOHapyXXeHUs BTOPXKEHUI B CETU U 3aLUUTbI OT HUX).

* Vicnonb3yiiTe pekomMmeHayemble nydiuve npakTukm obecneveHus
knbepbesonacHoCTM (Hanpumep, orpaHNYeHNe NOSTHOMOYNN,
pacnpeneneHune ob6s13aHHOCTE) C Lienbio NpeoTBpaLLeHUs
HeCcaHKLMOHMPOBAHHOIO PacKpbITKS, yTpaThl NN UBMEHEHUSI AHHbIX U
XKypHarnoB, npepbiBaHus paboTsl cnyx6 nnm HeLenesBoro MCnofb30BaHWs

obopynoBaHus.

Heco6niopgeHne AaHHbIX MUHCTPYKLUA MOXET NPUBECTU K NleTaribHOMY
ucxopy, cepbe3HbIM TPaBMaM U NOBpPeXAEHUI0 060pyA0BaHUS.

I'Ipumeqal-wle: B Tabnuue Huxe nepevncrieHbl pUCKn N pekomeHgyemble
NPaKTUKn And He3awnleHHbIX MPOTOKOJ10B. HacTtoaTtenbHo pekomeHayeTcA
cnenoBaTtb AaHHbIM pekoMeHaauuam.

He3awuieHHble NPOTOKONbI

Pucku

PekomMeHayeMble NpakTUKu

SMTP *  ¥Yrposa Bpe4oHOCHOro Onsa nyénukaumm:
no. *  [Ons nybnukaumm
*  HecaHKUMOHMPOBaHHbI ncnonb3ymnTe NPOTOKONN
[OCTYN K AAHHbIM. SMTP ¢ BKNOYEHHON
. 3awmTon SSL/TLS unn
Yrpo3a yTeuku AaHHbIX. SMART TLS.
+  Copepxumoe
coobLLeHnn
3MEeKTPOHHOW NOYTbI
nepenaeTcst OTKPbITbIM
TEKCTOM.
HTTP *  MexcavnToBoe [ns KOHUrYpUMpoBaHUs ceTu:

BbINOJSIHEHNE CLieHapueB.

*  Bwmewartenbctso B
npoueaypsbl
ayTeHTUUKaLnm n
ynpaBsrieHne ceaHcoM.

* Tloppenka MexcamToBbIX
3anpocoB.

. HecaHkunoHnpoBaHHoe
nspernedyeHune n
N3MEeHeHne AaHHbIX.

e Ortkntounte HTTP.

*  Bblbepute npoTtokon
HTTPS ans ceteBbix
NoaKMHYEHNI.

Ons nybnukauun:
¢ He Bbibupante HTTP.

* Bblbepute HTTPS c
ayTeHTUdUKaUnen.
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FTP Ataka FTP metooom Ons nyénukauuu:
nopGopa kriova. * He ucnorbayrite FTP.
AHanus nakeTos. - [ns nyGnukaunn
CnydwuHr-ataka. BblbepuTe Nnbo
YyeTHble faHHble gg;)ggﬁggu'lTeTﬁPS ¢
ggﬂzaoaamnﬂ MoryT 60 SMTP ¢
CKOMMPOMETUPOBaHBI, BSKSJ-'S;EQHOM 3;%2{%@
TaK Kak nepefaya TLs nm
OaHHbIX Npu :
aBTOpM3aLnmM
BbIMOMHSIETCS OTKPbITHIM
TEKCTOM.

Modbus TCP/IP MepexBaT coobLLEHWIA. [nsi cBA3M ¢ ycTporicTBamu

3axBaT MHopmaLmu.

BbinonHeHne
NMPOWU3BOSbHbIX KOMaHA.

HecaHKuMoHnpoBaHHbIE
nonb3oBaTenu MoryT
cobupaTtb 1 (1Unu)
BHOCUTb U3MEHEHUS B
KOHpurypaumio
YCTPOWCTB.

Modbus:

OrpaHuysTe AoCTyn K
CpeAcTBaMu CBA3N
Modbus ¢ nomoubto
yHKUUN punbTpa
Modbus TCP/IP.

OTKMOYMTE NOPThI
Modbus gns kaxgoro
Hencnonb3yemoro
CeTeBOro uHTepderica.
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Hactponkn Com’X 210

O630p HacTpoek

B aTom pasgene onucbiBaeTcs, Kak KoHurypmpoBaTb o6Lme HacTponkn Com’X.

AOCTOPOXHO

HETOYHbIE PE3YIbTATbI JAHHbLIX

M3berante HenpaBUNbHOW HACTPONKM KOHMIrypauum nporpaMmmHoOro
obecnevyeHuns, Tak kKak 3TO MOXET NPUBECTU K HETOYHbLIM OT4eTaM u (Mnu)
pesynbTatam AaHHbIX.

HecobnrogeHne 3aTUX MHCTPYKLIMA MOXET NPUBECTU K CMEepPTU, CEPbEe3HOM
TpaBMe, NoOBpexaeHuo o6opyaoBaHUA Unu 6e3Bo3BpaTHOM noTepe
AaHHbIX.

HacTtpouku gatbl ¥ BpeMeHu

MonBknagka HacTporku aatbl U BpeMeHU NO3BONsieT YCTaHOBUTL AaTy U BpeMS
no YacosoMy nosicy nocpeactesom SNTP nnu Bpy4Hyto.

HacTpounka aatbl n BpeMeHu

Mepep BktoueHmeM cnyx6 Schneider Electric Ha Com’X gata n Bpemsi A0MmKHbI
ObITb yCTaHOBMNEHbI HA TEKYLLME AaTy U BpeMs.

Digital Service Platform 6yayT nepesanuceiBatbcs niobble pyyYHble M3MEHEHUS
AaTbl U BpeMeHu. Bbl MoxeTe Tonbko pegakTuposatb YacoBou nosic.

Mpu ncnonb3oaHum Energy Operation pekomeHayeTcs BbIGpaTb YHacoBOW MOSIC
DST ansa obecneyeHuns ctabunbHO NpaBunbHoOW permctpaunm spemern Com’X.

[ns ycTaHOBKM AaTbl U BPEMEHMU:

1. Haxmute HacTpomnku > O6wume HacTporku > HacTtponku gaTbl 1
BpPEMEHM.

2. BbibepuTe cooTtBeTCTBYOWMN YacoBOM NOAC B PACKPbIBAOLLEMCS CrUCKE.
Ecnu BbiOpaHa BpemeHHas 3oHa DST, yackl OyoyT aBTOMaTUYeCKM
HacTpamBaTbCs Ha PEXMM NIETHEro BPEMEeHW;

3. BbIMNOMNHWTE OOHO U3 CNeayoLWmX OeNCTBUN:

a. Haxmute KHOMKY CerogHsa Ansa aBToMaTU4eCcKon YyCTaHOBKM AaTbl N
BpeMeEHN B COOTBETCTBUN C naTton n BpemMeHeM Ballero KomnbkTepa.

b. BpyuHyto BBeouTe oaty v Bpems B NOsiX AaTbl 1 BPEMEHW;

c. Bbibepute «[da» ans onumm NMogpepxka SNTP, 3atem BBeouTe agpec
cepBepa SNTP. (Mo ymondaHuto: pool.ntp.org).

4. Haxmute CoXpaHUTb U3MEHEHMUS.

Hactpouku cetun

Com'X obecneunBaeT HECKONMbKO NHTEPEENCOB NOAKIMIOYEHMS.
* Ethernet c aByms noptammn
* Wi-Fi
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Hactpowiku Com’X 210

*  GPRS unu 3G ans n3onnpoBaHHbIX MECT UITM MECT, I4e CUCTEMHbIN
agMUHUCTPATOP He paspeLuaeT JOCTYN K MHpPacTPyKType CETU.

HocTynHble MHTepdenchl onpeaensaoTcsi 060pyaoBaHNEM, NOAKIHOYAEMbIM K
Com'X: GPRS unn 3G-mogem nnn USB-kntou Wi-Fi.

Onuuun KoHUrypaumum cetu

Com'X ocHawaetcs aymsa noptamu Ethernet, a Takke pasbemom gns GPRS-
moaynsa unn USB-noptom anga 3G-mogema.

B paHHoM Tabnuue npeacrtaeneHsbl onumm koHdurypauumn cetn Com'X:

agpec ans obomx
nopToB)

MopT
Onuun MNopt Ethernet1 | Mopt Ethernet2 | wi-Fi GPRS/3G
Tonbko GPRS/ Hactponka Hactponka HacTponka My6nukauns
3G KOHGUrypaumm n | koHdurypaummu(!) | koHdurypaummn@ | gaHHbIX
cbop gaHHbIx(") 1 c6op AaHHbIX
GPRS/3G u HacTpolika koHdpurypaumm n cbop HacTtponka My6nukaums
KOMMyTMpyemasi | AaHHbIX KOH(purypauumn@ | naHHbIX
ceTb
Tonbko Wi-Fi Hactponka Hactpoika Hactponka -
KOHGurypaumm n | koHdurypaummn(!) | koHdUrypaumm,
c6op gaHHbIx(") 1 c6op AaHHbIX c60op gaHHbIX U
nyénukauus
Wi-Fin HacTpolika koHdpurypaumm n c6op Hactponka -
noAKIo4YeHHas AaHHbIX KOoHdpurypaumu,
ceTb c60p AaHHbIX U
nybnukauus
2 HacTtpoliika koHdurypauum, c6op Hactponka -
KOMMYTMPYeMbIX | AaHHBIX U nybnukauus KOHUrypaummn)
nopra (1 IP-

2 oTAenbHbIX
nopra (1 IP-
agpec ansi
Kaxkgoro nopTa)

Hactpoiika
KOHGUrypaumm un
nyénukauusi
AaHHbIX

Hactpoika
KOHGUrypaumm un
c60op AaHHbIX

Hactpoiika
KOHpurypaumn(2)

() MpeanoyTuTensLHOE UCMoNb3oBaHWeE AN AaHHOTO nopTa.

(2) NocTynHo Tonbko B pexume Toukn goctyna Wi-Fi.

MpumeyaHue: BMecTo yka3aHHbIX BblLLIE KOHUIypaLnsi pEKOMEHAYETCH
MCMNOMb30BaTh BHELLHWI COTOBbLIN poyTep.

C GPRS unu 3G-mogoemom

GPRS unu 3G-mogem ncnonb3yeTcsa aAng nyonukauum gaHHbIX.

Ecnu Bbl xoTnTe ncnone3osatb Ethernet ansa cbopa gaHHbIX, CKOHPUrYypupynTe
Com'X B HacTporkax GPRS/3G u kommyTupyemom cetu. B npotneHom crnyvae
Com'X gormkeH 6bITb CKoHGUrypupoBaH kak Tonbko GPRS/3G.

Ecnn Com'X ckoHdurypuposaH B pexxume Tonbko GPRS/3G, nopt Ethernet 2
AenicteyeT kak DHCP-cepsep. [JaHHbIN pexum no3sonseT nogkntodats MK gns

BbINOTHEHWS! KOH(UIYPUPOBaHUS.

MpumeyaHume: BMecTo ykasaHHbIX BbllLe KOHUrypauun pekomeHayercs
MCNONb30BaTh BHELLHUIN COTOBbIV poyTep.

Ecnun yctaHoBneH mogynb Wi-Fi, ero MOXXHO UCnonb3oBaTh 415 YCTaHOBKU
coeanHeHnus ¢ MK, nnaHweTtHbIM MK i cmapTdoHOM AN HAaCTPOWMKK
KOHdUrypauumn cuctemsl.
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Hactpoikn Com’X 210

OHepreTuyeckuii cepsep Com'X 210

C knroyom Wi-Fi

Onsa nybnukaumm gaHHbIX MOXHO ncnonb3oBaTthb kntod Wi-Fi. Ecnuv Bbl xoTnte
ucnonb3oatb Ethernet ona cbopa gaHHbIX, ckoHdUrypupyinte Com'X B
HacTpowikax Wi-Fi n kommyTunpyemon cetu. B npotMeBHOM criydyae Com'X gormkeH
KOHUrypupoBaTbca Kak «Tonbko Wi-Fix».

MpoBoaHou Ethernet

Ecnu B Com'X He ncnonbayetca GPRS/3G-mogem nnun mogyne Wi-Fi gns
nyénukaumm gaHHblx, ABa nopta Ethernet MOXXHO KOHUIYpMpPOBaTL OTAENBHO.

Bbi6op KOH¢pUrypaumm cetun

BbibepuTe noaxoasiLyto KOHUIypaLmio ceTn Ans CBOEN CUCTEMBI.
1. Haxxmute HacTponku > O6wwue HacTpomrku > Hactponku cetu.

2. BbibepuTte koHGUrypauuio ceTu B packpbiBatoLLiemcs cnucke Buibepute
KOHcurypauumio cetum.

3. MNpwn HeobxognmoCTK BBEAMTE NapaMeTpbl AN KaXAoro otobpaxaemoro
nHTepdenca nogknoveHns. CM. COOTBETCTBYIOLLME pasaens.

4. Haxmunte CoXpaHUTb U3MEHEHUSA.

5. OoxauTeck nepesarpy3kmn Com'X.

Mo 3aBepLUeHnN Nepe3arpy3kn UHANKATOP NUTaHNA 3aropaeTcs 3eNeHbIM
LIBETOM.

Bnuskue Tembl
* Hactponkun GPRS/3G
*  KoHdurypmpoBaHue gononHUTenNbHbIX HacTpoek Ethernet

*  KoHdurypmposaHue cetn Wi-Fi

Cny4yau nepesarpy3ku

MN3meHeHne HekoTopbIx HacTpoek Com'X MOXET MPMBECTM K aBTOMaTUYECKOA
nepesarpyske.

HavanbHasa KoHdurypauma cetu HoBas koHdurypaums cetn

2 oTAenbHbIX nopTta * 2 nepeknioyaeMbix nopta
*  GPRS/3G 1 2 koMMyTMpyeMbIxX nopTa
*  Wi-Fin 2 kommyTnpyembix nopra

Tonbko GPRS/3G * 2 nepekntoyaeMblx nopta
*  GPRS/3G n 2 koMMyTUpyeMbIx nopra
¢ Wi-Fiun 2 kommyTupyembix nopra

Tonbko Wi-Fi * 2 nepeknioyaeMbix nopta
*  GPRS/3G n 2 koMmyTupyeMmbIx nopra
*  Wi-Fi n 2 kommyTmpyembix nopta

2 nepekntoyaeMbIx nopta e 2 oTAenbHbIX nopta
¢ Tonbko GPRS/3G
¢ Tonbko Wi-Fi
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OHepreTuyeckuin cepsep Com'X 210 Hactpowiku Com’X 210

HavanbHas koHdurypaums cetn HoBas koHdurypaums cetn

GPRS/3G 1 2 kommyTupyembix nopta * 2 oTAenbHbIX MopTa
* Tonbko GPRS/3G
*  Tonbko Wi-Fi

Wi-Fi n 2 kommyTupyembix nopta * 2 oTAenbHbIX NopTa
+ Tonbko GPRS/3G
*  Tonbko Wi-Fi

MpumeuaHume: BmecTto koHpurypauun GPRS/3G pekomeHayeTtcs
MCMoNb30BaTb BHELLHUI COTOBBIV poyTep. [epedeHb pekomeHayeMbix 3G-
MoaemoB cM. B pasgene Hactponku GPRS/3G, cTp. 36.

Hactpouku nopta Ethernet

B Com'X nmeetcs aga nopta Ethernet.

MopTbl Ethernet MOXHO KOHUIYPUPOBATL B ABYX pPEXMMaX:

* Pexum nepekntoveHuns: aea nopta Ethernet nmetot ognHakosyto
KOHcpUMrypauuio.

*  Pexum BbILLECTOSLLErO/HMKECTOSILLErO yCTponcTea: ABa noprta Ethernet
KOHOUIrypupytoTCcsa OTAEMNbHO.

KoHdurypauusa B pexxmme nepekrnovyeHus

Ha naHHom n3obpaxeHun nokasaHa koHdurypauusa nopta Ethernet B pexuvme
nepeknioyeHns:

Wisk

EGX
Com'X
IP: 10.188.25.7 [F: 10168 258

B pexume nepekntoyeHus y obomx noptos Ethernet oguHakoBble HACTPONKN.
Mcnonb3oBaHue AByX NOPTOB 0bneryaetT MOHTaX NPOBOAKU:

*  OAMH NOPT MOXHO MNOACOEAMHUTL K MepeKnoYaTento B NoKanbHOM CeTu.
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Hactpoikn Com’X 210

OHepreTuyeckuii cepsep Com'X 210

*  OAVH MOPT MOXHO NCMONb30BaTh ANg nogkntodeHus MK ans BeinonHeHns
onepaumin KOHpUrypmMpoBaH1s Unu Ans NOAKMYEHNst ycTponcTea coopa
OaHHbIX fokaneHo ¢ noptom Ethernet.

KoHdurypauusa B pexmme BbiliecTosiLEero/Hmxecrosuiero
yCTpoMUCcTBa

Ha gaHHom n3obpaxxeHnn nokasaHa KoHdurypauus nopta Ethernet B pexxume
BbILLECTOALLErO/HMKECTOSLLEro YCTPOUCTBRA:!

Web

#

[UDDDQ_DDD [DDDDDDDD]
by DHCP Client PC
IP: 10.165.25.7 IP: 10.25.1.1 IP: 10.25.15
[ —1
Com'X EGX EGX EGX

IP: 10.26.1.2 IP:10.25.1.3 IP:10.25.1.4

B pexvme BbILLECTOSALLETO/HMKECTOSILLErO yCTponcTBa ABa nopta Ethernet nmetor
pasHble HaCTPOWKUN U PYHKLMOHUPYIOT HE3aBUCUMO:

¢ OAOWH MOopPT OOJKEH UCMOJ1b30BaTbCA ANA ny6nvn<au,vw| AaHHbIX.
¢ OAOWMH MOPT OOJMNKEH UCMOJ1b30BaTbCA ANA c6opa AaHHbIX.

MopT, ncnonb3ayemblt Ang nybnvkaumm gaHHbIx (eth1), MOXXHO KOHMrypupoBsatb
B pexxume knneHta DHCP unu B pexxume ctatuyeckoro agpeca IPv4. MNopr,
ncnonb3yembiv Ans céopa AaHHbix (eth2), MOXXHO kKOHGUIyprMpoBaTh B pexume
knueHta DHCP, ctatnuyeckoro agpeca IPv4 nnn DHCP-cepsepa.

HacTtpounku koHdurypauum Ethernet

Knuent DHCP: IP-agpec Com’X Ha3Ha4yaeTca aBTomatuyeckun. PekomeHagyetcs
nMeTb bmkenpoBaHHbi IP-agpec, HasHadaembin DSL-mogemom nnm
agMVWHUCTPaTOPOM CETH.

CraTtnueckum agpec IPv4: BBegute agpeca IP, macku nogcety v wio3a no
ymonyaHuto. Agpeca HasHavarTcss Com'X cMCTeMHbIM aaMUHUCTPATOPOM.

Bnuskue Tembl

* Hactponku agpeca IPv4

KoHdurypupoBaHue noptoB Ethernet

Bbl MOXeTe ckoHurypupoBaTtb nopthl Ethernet kak ABa oTAenbHbLIX NopTa.

1. Haxmute HacTpouku > Obwwme HacTpomku > Hactponku cetum.
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OHepreTuyeckuin cepsep Com'X 210

Hactpoikn Com’X 210

Hactponkn GPRS/3G

BbibepuTe none Bbibepute KOHUrypauuro cetu.

MpumeyaHue: Ecnn Bbl U3aMeHsAeTe KoHUrypauumio nopta Ethernet npu
BbIMOITHEHMM KOH(PUIyprpoBaHus Yepes nopT, Bbl OyaeTe OTKIMOYEHbI
yepes 6paysep. [1na npogomKeHNa HAaCTPOMKM KOHUrypauumn HadHute
HOBBbI CeaHC NPOCMOTpa.

BbibepuTe B packpbiBatoLweMcsi Cnucke 2 otaenbHbIx nopTa (1 IP-agpec
AN Kaxpaoro).

Beibepute KnneHt DHCP 1 CtaTtn4yecknn agpec IPv4 B packpbiBatoLiemcs
cnncke Pexxnm KoHdurypauum.

B packpbiBatoiemcst meHio KoHdurypauus Ethernet BBeante napametpenl B
nonax Koncdurypauusn cetn WAN (eth1) n Koncdurypauma cetn LAN
(eth2).

Mone CocTosiHne uHtepdeica cmenntcs Ha AKTUBHBIW (npu koppekTHoM
MOHTaxe).

. B packpbiBatowiemcs meHio ObLMe HaCTPOMKU CeTu BBeaMTe agpeca B

nonsix LWnto3 no ymon4yaHuuio, NMepBuiHbin DNS-cepBep 1, npu
HeobxoammocTn, BropuuHbii DNS-cepBep.

Agpeca HasHavatTcsd Com'X CMCTEMHBIM agMUHUCTPATOPOM.

. [ns BkNioYeHnsa peakumm Ha komaHay ping BbibepuTe [la Ha cTpaHuue

O6wme HacTpoiku cetn > OTBeTUTb Ha ping-3anpoc.
Mo ymonyaHuio hyHKLUMSA OTBETA Ha ping-3anpoc BbIKMoYeHa.

. Haxxmnte CoxpaHuTb U3MEHEeHUA.

HocTyn k coToBOM CBA3M MOXeT fobaenaTecs kK Com'X npu yctaHOBKe Moaema
Nno4 KPbILLKOW.

[aHHasa Tabnuua nokasbiBaeT HacTponkn GPRS/3G:

Toneko GPRS/3G

GPRS/3G 1 2 kommyTupyeMbix nopta Ethernet (oauH IP-agpec ans o6oux nopToB)

(jg)

P~

(ig)

N

~~
— llP: 10.25.1.1

-~

b
IP:10.25.1.3

Onumm ceT COTOBOW CBSI3N 3aBUCAT OT MNOAKITIOYEHHOIO MoAeMa.

36
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Hactpoikn Com’X 210

OHepreTuyeckuii cepsep Com'X 210

GPRS/3G/4G 6ecnpoBogHasi nepefada faHHbIX YyBCTBUTENbHbI K MECTHBIM
YCINOBUSIM OKpY)KatoLLle cpefbl, TakMM Kak noroga, 4OCTYNHOCTb CETU U Apyrue
yctponctea GPRS/3G/4G. B cnyyae nnoxow CBA3M Bbl MOXETE MOHECTU
MOBbILLEHHbIE pacXofbl Ha CBA3b.

3G-moaembl

MepeuncneHHble Hke 3G-MoaeMbl ObINN NCMbITaHbl HA COBMECTUMOCTb C
Com’X. TexHuyeckne xapakTepuUCTUKN 1 yKasaHWs MO YCTaHOBKE KaXxaoro mogema
CM. B JOKYMEHTALMN U3rOTOBUTENS.

UsrotoButenn/mogens AHTEeHHa MpumeyaHue

MultiTech (rCell) BHewHas * PekomeHnayetcs
* [oakntoyaetcsa Ethernet-kabenem.

* Mopem gomkeH ycTaHaBnMBaTbcs Ha
kopryce. CM. MHCTPYKLUUM U3TOTOBUTENS MO
yCTaHoBKe.

Digi Routers BHelHas * PekomeHgyetcs
* [Mogkntoyaetcs Ethernet-kabenem.

+  MopeMm JomkeH ycTaHaBnMBaThbCs Ha
koprnyce. CM. UHCTPYKLMM U3rOTOBUTENS NO
yCTaHOBKe.

MOXA (OnCell) BHelwHAs * PekomeHpgyetcs
* [Moakntoyaetca Ethernet-kabenem.

*  MopeM JomkeH ycTaHaBNMBaTLCS Ha
kopnyce. CM. MHCTPYKLMW U3rOTOBUTENS MO
YCTaHOBKE.

eTIC BHewwHss * PekomeHgyetcs
* Toakntoyaetcs Ethernet-kabenem.

. Mogem gonxeH yCTaHaBnMMBaTbCA Ha
Kopnyce. Cwm. WHCTPYKUUN U3roTOBUTENA NO
YCTaHOBKe.

Bnuskune Temsbl
*  KoHdurypuposaHue HacTpoek goctyn ¢ EBXA-GPRS nnun 3G-mogemom

»  KoHdurypuposaHue HacTpoek goctyna ¢ SIM-kapton EBXA-GPRS

YcTtaHoBKa 3G-Mmogema B Com'X

B Com'X MoxHo ycTaHoBUTE 3G-MoaeM.

AOIACHO

OMNACHOCTb MOPAXEHUA ANEKTPUYECKUM TOKOM, B3PLIBOM UJTN
BCMbILWKOM AYTU

» OnekTpuyeckoe obopynoBaHNE AOMKHO YCTaHABNUBATLCS Y 0BCNYXMBaTLCA
TOMbKO KBaANUMULMPOBaHHbLIM NEPCOHANOM.

* Wcnonb3yiTe COOTBETCTBYIOLLUNE CPeACTBa MHAMBUAYaNbHOW 3awwnTbl (CU3)
n cobnoparte mepbl 6e3onacHoOCTU Npu paboTe C ANEeKTPUYECKUM
o6opynosaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYIOLLME
HaLUMoHamnbHble CTaHOapThI.

HecobntogeHne AaHHbIX UHCTPYKLUUIA MOXET NPUBECTU K NleTallbHOMY
ucxopy UNu cepbe3HbIM TPaBMaM.

1. Bbikntounte Com’X.
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OHepreTuyeckuin cepsep Com'X 210 Hactpoikn Com’X 210

2. OtkponTte nepeaHtoto asepuy Com'X.

3. MopcoegnHute 3G-moaem.

— Mogewmebl, yctaHaBnmBaemble BHYTpU Com’X, NOAKN0YATCS K
BHyTpeHHeMy USB-nopTy.

— [na nogkntoveHusa 3G-moaemMa, KOTopbIvi He YCTaHaBNMBaETCHa BHYTPU
Com'X, oTnomuTe 3arnyLuky, YTobbl Co3aaTb OTBEPCTME ANS BbiBOAA
kabens, a 3atemM nogcoeanHuTe kabens mogema K BHyTpeHHemy USB-
nopTy.

4. 3akponTte geepuy Com'X, kak Moka3aHoO BbiLLE.

5. Bkntounte Com’X. CBeTtogmogHbii MHaukatop «becnpoBoaHom Mogem»
3amuraet ansi nogTBepXaeHns 0bHapyXeHnss mogema.
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Hactpoikn Com’X 210

OHepreTuyeckuii cepsep Com'X 210

Hactpouku Wi-Fi

KoHdurypupoBaHue HacTpoek goctyna ¢ SIM-kapton EBXA-
GPRS

SIM-kapTy EBXA GPRS MOXHO ucnonb3oBaTh TOMbKO Ansi Nybnvkaumm gaHHbIX,
ecnu Bbl 3kcrnopTupyeTe AaHHble B Digital Service Platform.

SIM-kapTa BcTpoeHa B mogem GPRS. Hactpoiku Takoro mogema GPRS
3apatotcss Com’X.

Ccbinka EBXA-GPRS-SIM gomkHa 6bITh BbibpaHa anst gaHHoro mogema GPRS.

Choose your network configuration * | GPRS only 5 )

Do you have a GPRS modem reference EBXA-GPRS-SIM? | EBXA GPRS SIM

MpumeyaHue: Bmecto EBXA-GPRS-SIM pekomeHayeTcs ncnonb3oBaTtb
BHELUHWI cOTOBbIN poyTep. MNepeveHb pekomeHayembix 3G-MOAEMOB CM. B
pasgene Hactpovikn GPRS/3G, ctp. 36.

KoHdurypupoBaHue HacTpoek goctyn ¢ EBXA-GPRS nnu 3G-
MoaeMoM

Mpun ncnonesoeaHun EBXA-GPRS unu 3G-mogema notpebyeTcsl BbIMONMHUTD
KOHUrypupoBaHMe HacTpoek AocTyna.

yctaHoBute SIM-kapTy B MogeMm GPRS, kak onucaHo B MHCTpyKuun EBXA-GPRS/
EBXA-GPRS-SIM, Ne 253537613; Npu ncnons3oanum 3G ycrtaHosute SIM-
kapTy B 3G-MoaeM, Kak ONUCaHO B MHCTPYKLIMM U3TOTOBUTENS.

Ina mogema EBXA-GPRS/3G TpebyeTtcs:
*  MuHK SIM-kapTta Tuna 2FF.
*  TapuHbIn NnaH ¢ Tpadukom He meHee 1 MB/mecsu No KOHTPaKTy CBA3MN.

BmecTe cTtaHgapTHon SIM-kapTbl pekoMeHayeTcs MCrnonb3oBaTh HagexHyto SIM-
kapTy M2M.

MpumeuaHue: Bmecto EBXA-GPRS pekomeHayeTcsa Mcnonb3oBaTb BHELWHWNA
coToBbIl poyTep. lNepeveHb pekomeHayemMbix 3G-MOAEMOB CM. B pasgene
Hactponkn GPRS/3G, cTp. 36.

1. Haxmunte HacTponku > O6Lwune HacTporku > HacTtponku ceTu.
2. Boibepute EBXA-GPRS/3G.

3. Beeante APN, umsa nonb3oBatens, naponb 1 PIN-koa, npenocraesnsemble
NnpoBanaepoM yCnyr CBsI3u.

4. Haxmunte CoxpaHUTb U3MEHEHUA.

Mpumeyanume: PIN-kog 1 naponb SIM-kapTbl HEBO3MOXHO M3MEHUTL Ha
3HepreTN4eCcKoM cepaepe.

[aHHasa Tabnuua nokasbiBaeT HacTponkn Wi-Fi:
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Hactpoikn Com’X 210

Wi-Fi n 2 kommyTupyemsbix nopta Ethernet (ogun IP-agpec ans

Tonbko Wi-Fi

o6ounx nopToB)

((frs))
l DB'

| ((rr)) .

L
i

()

llP: 10.25.1.1

i
([

%
350
B |

kt(udu

L
$

i

io
{sssoe|
L

Ucnonb3ynte nopt USB anga BpemeHHOro goctyna, Hanpumep, 4toobl
KoHdurypupoBatb Com’X.

[nsa noctosiHHOro ncnonb3oBannsa USB-kntod Wi-Fi gormkeH 6bITb 3akpensieH ¢
BHELLUHEN CTOPOHbI koprniyca no npudnHe AMC. Schneider Electric npegnaraer
npuvHaganexHocTn Ansa kpenneHuna knova Wi-Fi ¢ BHelLHen CTOpoHbI kopnyca.

YeedomrneHue

HELUENEBOE UCMNOJIb3OBAHUE OBOPYOOBAHUA
He octasnsaute kntod Wi-Fi BHYTpy MeTannuyeckoro kopnyca.

HecoGnioaeHne AaHHbIX MHCTPYKLMUA MOXKET NPUBECTU K MOBPEXKAEHUIO

o6opyaoBaHuA.

Com’X He gonyckaeT ABYXTOYEYHbIX COEAUHEHUI C APYTMMU NOMEBbIMU
yctporctBamu Wi-Fi. Tpadpumk Wi-Fi ynpasnsetca nidpactpykrypon Wi-Fi
obbekTa.

Bnuskue Tembl

* Hactponku Toukn goctyna Wi-Fi

KoHdurypupoBaHue cetun Wi-Fi

Bbl MOXeTe BbINONHATE KOHPUrypuposaHue becnposogHon cetn Com'X.

1. HaxmuTte HacTtponku > O6Lwme HacTpomku > HacTtpownku ceTu.

40
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Hactpoikn Com’X 210

OHepreTuyeckuii cepsep Com'X 210

2. Bbibepute Tonbko Wi-Fi unu Wi-Fi n 2 kommyTupyembix nopta (cetb ¢ 1
IP-agpecom) B BeinagatoLLem cnvcke Buibepute koHdUrypaumio cetu.

MpumeyaHwme: Schneider Electric pekomeHayeT ncnons3opatb WPA2.
3. Haxmwute Beibpats cetb Wi-Fi B packpbiBatowemcsi meHto Hactporikun Wi-Fi.

4. Haxmute OBHOBWTL CNIMCOK CETEN, YTOBLI CKaHNPOBATL BCE AOCTYMHLIE CETU
Wi-Fi.

5. Bblbepute HyxHyto ceTb Wi-Fi. BBeguTe kntoy B none Krntou 6e3onacHocTw,
€CN KIToY He NOSAIBMNSIETCH aBTOMaTUYECKM.

6. Bbibepute Opyroe, ecnu HyxxHas ceTb Wi-Fi He nosiBnsieTca aBTomMaTuyeckn
B cnncke ceten Wi-Fi. Beegute SSID u knitou B none Kntoy 6e3onacHocTu.

7. Haxmute CoxpaHUTb U3MEHEeHUs.

BbinonHeHne AMarHOCTUKMU ceTun

MO>KHO BbINOMHUTL ANArHOCTUKY CETU U COEAMHEHUSI C CEPBEPOM.
1. Nepengute B Hactponku > O6wme HacTporku > HacTtponku ceTtu.

2. B meHio CeTb AMArHOCTUKU HaXXMUTE 3anyCTUTb AUArHOCTUKY.

OTKpOGTCﬂ HoBO€ OkHO CeTb ANArHOCTUKM, B KOTOpPOM 0T06pa)KaIOTCFI xoa
BbIMNOJIHEHNA U COCTOAHUNE ONAarHOCTUYECKNUX NPOBEPOK.

3. Haxmute HayaTtb Aonsa 3anycka guarHOCTUKM ceTu unm 3akpbiTb, YTOObI
BbITM U3 OKHa CeTb ANArHOCTUKMW.

HacTpounku npokcu-cepBepa

B HeKkoTOpbIX CLeHapusiX UCMONb30BaHUS HEOBXOAMMO CKOHUIYpUpoBaTh
HaCTPOWKM NpoKcu-cepBepa cetn MHTepHeT B Com'X.

* ecnu Bbl ucnonbayete npotokonsl HTTP unn HTTPS, n

* ecnv agMuUHUCTPaTop CETU BBEN B AENCTBUE NPOKCU-cepeep cetn MHTepHeT
B BaLLEeW nokKarbHOM CeTU.

KoHdurypupoBaHue HacTpoek NpoKcu-cepeepa

Mpv HEOGXOAMMOCTU Bbl MOXETE CKOHUIYpUpoBaTb HACTPONKN MHTEepHET
MpoKcu-cepeepa.

AJpec 1 Homep nopTa NPOKCU-cepBepa NPEAOCTaBNSATCA agMUHUCTPATOPOM
ceTu. JInbo Bbl MOXETE NOCMOTPETL 3TK 3HadeHus B HacTponkax cetn UHTepHeT
MK, nogknto4YeHHOro K oKkaribHOW CEeTH.

1. HaxmuTte HacTponku > O6wume HacTpomrku > HacTtponkn npokcu-
cepBepa.

2. BbibepuTe none Hactponku npokcu-cepeepa HTTP unu Hactpoiku
npokcu-cepepa HTTPS.

3. BbibepuTe chnaxok B none Bknountb noanepxky npokcu-cepsepa HTTP.

4. BBepguTe agpec u NopT NpoKcK-cepBepa B nonsx Agpec npokcu-cepeepa 1
MopT npokcu-cepBepa.

5. Ecnwn Tpebyetcsa ayTeHTUdMKaLusa Ha Npokcu-cepeepe, BbibepuTte da ans
Mpokcu-cepBep TpebyeT ayTeHTUUKALMK 1 BBEAUTE MMS NOMb30BaTENS
1 naporb A58 NPOKCU-cepaepa.

6. Haxmnte CoxpaHUTb NU3MEHEHUA.
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Nony4yeHune 3Ha4YeHUN NPOKCU-cepBepa

Bbl MOXeTe NpoCcMOTPETHL NapameTpbl MPOKCU-cepBepa ceoen cetu B Internet
Explorer.

Ha gaHHOM n3obpaxxeHun nokasaH MHTepdenc s nonyYeHns 3Ha4eHUM NPOKCH-
cepsepa 13 Internet Explorer:

o A. Bknagka
«lMogkntoveHns»

|
Internet Optians. | P |

1
General | Seaurity | Privacy | Content| Connectons [programs | Advanced|

B. Hactponku
nokanbHou ceTn

&l 7o setup an Intemet connecton, dic sety [ = I
d& == P Local Area Network (LAN) Settings = (LAN)
Dicp and Vrtual Private Network settings Automatic configuration
e e e e e e Toerata C. lMpokcu-cepeep
Add. use of manual setings, mafic configuration.
= = et c agpecomM n
Add VPN...
[7] Use automatic configuration script |'|0pTOM
Choase Settngs f you need to configure 2 proxy —— i
server for s cormection.
_ Use a proxy server for your LAN (These settings wil not apply to
& Never dial a connection 7] ot o VPN conmections). m < ial
Dialwhenever a network cormection’s not present G
Dol whenever o net Addesm: [prowymmcon] Port: [ 80
Always dal my default connection
CoTTTT [7]Bypass proxy server forlocal addresses
Local Area Netiork (LAN) settings
B
LAN Settings do not apply to dial-up connections. LAN settings
Choose Setings above for dia-up settngs.

1. Bbibepute meHio UHCTPYMEHTBI.
BbibepuTe B packpbiBatowemcsi cnnucke Hactponku cetu UHTepHerT.
BbibepuTe Bknagky MopgknioveHus.

HaxxmuTe kHomnky HacTpomnkun nokanbHom ceTu.

o M w0

CuunTainiTe 3Ha4eHns NpoKcu-cepeepa B okHe HacTponKku nokanbHOM ceTun
(LAN).

6. CkonupynTe Te e 3Ha4yeHus B HAacCTpoKkn npokcu-cepsepa Com'X.

YnpaBneHne KOHTaKTOM

YnpaBneHne KOHTaKTOM MO3BOSIET CO34aTh CNMCOK aapecoB Ansa nybnvkauum
AaHHbIX Yepe3 SMP unu ans oTnpaBky COOOLLEHNIA S7IEKTPOHHOM NOYTbI NpU
HacTynneHnn cobbITUi, ykadaHHbIX B NMonb3oBaTeNbCKOM COOLITUM.

Mepepn oTnpaBkon COOBLLIEHMIA MPU HACTYNIIEHUN COBLITUMIN HEO0OX0AMMO co3aaTh
XOT4 Obl OOWH KOHTaKT.

YeedomneHue
HAPYWEHUWE KOHOUAOEHUMAINTBHOCTU OAHHBIX

ObecneumBanTte cobniogeHne permoHanbHbIX HOPMaTUBHBLIX TpeboBaHW No
3aluTe AaHHbIX NPU UCMONb30OBaHUM NepCcoHarbHbIX AaHHbIX U aapecoB
3NEKTPOHHON MNOYThI.

HeBbinonHeHWe AaHHbIX YKa3aHU MOXET NOBJieYb CO CO6OM nony4yeHue
npeTeH3un, HacTynfeHne oTBETCTBEHHOCTU UNu WiTpadHble CaHKUUM 3a
HecobnoaeHne NPUMEHUMbIX HOPMaTUBHbIX TPeGOBaHUI MO 3awuTe
AaHHbIX.

Co3paHue KoHTaKTa

Bbl MOXeTe co3gaTb KOHTaKT.

1. Haxmute HacTpomkn > O6ime HacTponkn > YnpaBrieHUe KOHTaKTaMu.
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2. Beeante Umsa n Agpec an. noyTbl, a 3aTeM Haxxmute Enter unu +.
KoHTakT OyaeT nobaeneH B CNUCOK.

3. Haxmute CoxpaHuUTb CNMCOK NosyyaTenemn.

KoHTakTbl Tenepb AOCTYMHbI ANS cnegyowmx OyHKUNA:
* Hactpownkn ny6nukauum gnsa nyénukauymm no SMTP.

+ Tonb3oBaTenbcKoe cCoOBbLITUE AJ1S1 HACTPOMKN OTMNPaBKN COOOLLEHNI
3NEKTPOHHOW NOYTLI NPU HACTYNNeHUU COBbITUIA.

Y106kl yOanuTb KOHTaKT, HaxkMuTe X HanpoTUB MMeHU, a 3aTeM CoXpaHUTb
CMUCOK nony4artenen.

Bnuskue Tembl
* Hactpoinku cobbiTuin

» KoHdurypmposaHue npoTtokona nepegayun SMTP
HacTponkun aneKTpoHHOM NouThI

HacTponkn anekTpoOHHOM NOYThI NO3BOSIAIOT BbINOMHATL KOHPUIYpMPOBaHME
coeauHeHusa ¢ SMTP-cepeepom anga nybnukauum .csv-cparina no SMTP.

YeedomneHue
HAPYWEHWE KOHOPUOEHUMWAJTIBHOCTU OAHHbBIX

ObecneunBarite cobniogeHne pernoHanbHbIX HOPMaTUBHBIX TpeboBaHUi No
3aluTe JaHHbIX NPU NCMNOMb30BaHNN NEPCOHANbHBIX JAHHbIX U agpecoB
3NEKTPOHHOW NOYTHI.

HeBbinonHeHMe faHHbIX yKa3aHUW MOXET NOBMe4Yb CO cOboM nonyvyeHue
npeTeH3un, HacTynfeHne OTBETCTBEHHOCTU UNM WTpadHble CaHKLUM 3a
Hecob6naeHMe NPUMEHUMbIX HOPMaTUMBHbIX TPeboBaHUM NO 3awmTe
OaHHbIX.

Cnyx6a aneKTpoOHHOM NOYTbI

HacTpolike koHurypaumo Com'X gnsi oTnpaBKX 3NEKTPOHHbBIX MUCEM,
neproamyeckor nyénukauum AaHHbIX 1 yBeAOMIIEHUS NONb30BaTens 0 COObITUSX.

MpumeyaHue: ObpaTuTech K CETEBOMY aAMUHUCTPATOPY, YTOObI ONpeaeniTb
npaBunbHble NOPTbI AN noaknodeHus ¢ T-cnucteme, nokanbHOM ceTn
VIHTepHeTy, a Takke NpaBUIIbHOMY CEpBEPY 3NEKTPOHHON MOYTHI.

2
MTA
[email server as
shown inweb page)
e
— [
Com® 210/510

MuUA

(Email Client)
SMTP Protocol

POP3 or IM AP Protocol
*  Com’X oTnpaBnseT 3NeKTPOHHbIE NMCbMa Ha HACTPOEHHbI NOYTOBbLIN
cepBep/MTA (areHT nepecbifikm coobLleHuin) no npoTokony SMTP.

* MTA nepecbinaet coobLeHns no4ToBomy knmeHTy MDA (areHT gocTaBku
noyThl).
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* MDA gocraBnsieT areKTpoHHYHo noyTy knneHTy/MUA (MoYToBbI areHT
nonb3oBaTens) no nportokony POP3 nnu IMAP.

PekomeHpauus

*  YT06bI 06ECNEeUnTb 3aLLMLLEHHYI0 JOCTaBKY ANEKTPOHHOM NoYTbl 40 MTA 1
MCMNonb30BaTh CYLLECTBYOLLME MEXaHN3Mbl 6e30nacHON Nepefayn AaHHbIX,
Heobxoammo 06HOBUTL MuKponporpammy Com'X 0o nocnegHern 4OCTYMHON
Bepcun. OgHaKo 3TO He rapaHTMpyeT NOMHYI0 COBMECTUMOCTb C NocrneaHemn
Bepcuen crnyxbbl 3NeKTPOHHOW NOYTLI MHTEPHET-MpOBanaepa.

» Schneider Electric pekomeHayeT ncnonb3oBaTh fOKanbHbIN CEPBEP
3MEKTPOHHON NOYThI (BMECTO YCNYT MHTEPHET-MOCTaBLUMKOB) CO CTabMIbHOWM
1 YETKOMW NOonuUTMKON 6e30nacHOCTK, KOTOpasi MONHOCTLIO onpegensetca UT-
OoTAEeNoM KIneHTa.

» Schneider Electric HacToaTeNbHO pekoOMeHAYET NCMNOb30BaTb NPOTOKOSbI
«TLS/SSL» unu « STARTTLS» ansa obecneyeHns 6esonacHoro coeguHeHnst
mexagy Com’X n SMTP-cepsepom. BapuaHT «HeT» npeaHasHayeH
WCKIIOYNTENBHO A1 COBMECTMMOCTM co cTapbiMn SMTP-cepsepamu.

MpumeyvaHue: M3berante ncnonb3oBaHus pexmma 6esonacHoctn «Het».
He pekomeHayeTcst ucnonb3oBaTh pexum 6esonacHocTn «HeTy,
MOCKONbKY OH He obecneynsaeT 6e3onacHyto nepegavy AaHHbIX.

*  Kaxabl NoCTaBLUWK YCNYr 3NEeKTPOHHOW NoYTkl B IHTepHeTe nmeet
COBCTBEHHYIO NONUTUKY 6€30NacHOCTU N MEXaHU3MbI 3aLLMUTbI JAaHHbIX A4St
NpoBepKN penyTaunm oTnpaBnTens, 0bHapyXeHus1 Cnam-CoobLLEeHUA U T. A.

KondurypuposaHme SMTP-cepBepa

Bbl MOXeTe BbINONHATL KOHPUrypuposaHue SMTP-cepsepa Com'X.

NMPUMEYAHUE: SMTP He saBnsieTcs 3alUMLLIEHHBIM MPOTOKOSIOM, TaK Kak UMeHa
nonb3oBaTens 1 Naponu nepeaarTcsi OTKPbITbIM TEKCTOM. Schneider Electric
HaCTOSATENBHO pekoMeHAyeT ncnonb3osate SMTP ¢ pexvmom 3aLuTbl
coeguHenus TLS/SSL unu STARTTLS. JononHUTenbHyo nHopMaLmio o
puyckax, CBA3aHHbIX C He3aLULLEHHLIMY MPOTOKONaMu, U peKkoMeHayeMbIX
OencTeua cM. B PekomeHaaumm no KoHpUrypmpoBaHuio yHKLmMI 6esonacHocTy,
cTp. 28.

YeedomneHue

HECAHKLMOHUPOBAHHbIA OCTYN

WNcnonesynte SMTP Tonbko ¢ 6e3onacHbiM pexxmumMom nogknodenunsa TLS/SSL
unn STARTTLS

HecobntopeHue AaHHbIX UHCTPYKLUUIA MOXET NPUBECTU K NOBPEXAEHUIO
o6opyaoBaHuA.

KoHdpurypuposaHne SMTP-cepsepa:

1. HaxmuTte HacTtpomnku > O6wwue HacTpomku > HacTponku anekTpoHHOM
nouThl, a 3aTeM HaxmuTe [la, YToObl BKNIOYUTL nogkntoveHne k SMTP-
cepsepy.

MpumeyaHune: BiknodeHne nogknoveHns brnokmpyet nybnmkaumio
yepe3 SMTP unu otnpaBKy COObITUI MO 3NEKTPOHHOW MoYTE.

2. Beegute agpec cepBepa (NONHOCTbIO onpeaeneHHoe JOMeHHoe uMs, |P-
afipec 1M nms xocTa).

3. Brbibepute Pexum 6e3onacHocTu coeanHeHus: Het, TLS/SSL vnu
STARTTLS.

MpumeyaHume: Schneider Electric HacTosiTensHO pekoMmeHayeT
ncnone3osatb SMTP ¢ pexxumom 3awmtbl coeanHeHnsa TLS/SSL nnn
STARTTLS.
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My6nukaumna

4. BBegute ncxogsawmm nopt goctasku B none Mopt cepepa. [1o ymonyaHuio
yKasblBaeTcs NopT BblOpaHHOro pexunma 6e3onacHoCTun.

5. Ecnu SMTP-cepBep TpebyeT ayTeHTUmrKaumm, Bbibepute Oa B none
«TpebyeTcsa aBTopm3auusi». BBeanTte nmsa none3osartensi n naposeb.

6. BBeawuTte agpec otnpaBuTENS AMEKTPOHHOM NoyThl B none OT. 3aBoackas
HacTponKa nmeert crneyownii popmat: Com' X [model] SiteName
[mocnenume Tpu unbper mac-anpecal @schneider-electric.com.

MpumeyvaHue: YkasaHHbI B none OT agpec A0mMKeH ABNATLCS
OENCTBUTENbHbLIM apecoM 3IIEKTPOHHOM NouThkl. B npoTnBHOM cnyyae
COOBLLIEHNSA ANEKTPOHHOM NOYTbI MOryT ObITh HE OCTaBMNEHbI.

7. BblbepuTe A3bIK aNEKTPOHHOWN NOYThI
8. HaxmuTe CoXpaHUTb U3MEHEHUS.

9. BBeauTte OelCTBUTENbHLIN agpec ANeKTPOHHOM NoYdThl B none Aapec
nonyyartens ons TecTa, a 3ateMm HaxmuTe OTNnpaBUTL TECTOBOE
3NEeKTPOHHOE NUCbMO.

Y6enutech, 4To TeCTOBOE coobLLeHMe nonyyeHo. [JaHHoe cooblieHne byaeT
OTnpaBreHo Ha A3blke, YCTAHOBNEHHOM ANA TEKYLLEro ceaHca Bxoaa, a He Ha
A3blke, BbIGPaHHOM BblLLE.

Ecnn Heobxoanmo, BeINOMHUTE KOHUIrypupoBaHue nybnukauum .csv Yepes
SMTP Ha nogeknagke NMyénukauma. [Ins HACTPOWMKM OTNPaBKM COOBLLEHNI
ANEKTPOHHOW NMOYThI NPU HAaCcTynneHnn cobbiTun, cMm. pasgen CoobITUus.

I'Iepequb npoBepeHHbIX cepBepoB CM. B JOKyMEHTaL UK K BbIMYyCKY 0obHOBNEHMS
MUKponporpamMmmHoro obecneyeHus.

Bnuskue Tembl

* Hactponkn cobbiTun

Wcnonb3ynte noaeknagky Mybnukauusa, 4tobbl BbIGpaTh nnatgopmy, Ha
KOTOpPYIO OTNPaBnsitoTCS 3aperncTpMpoBaHHble AaHHbIE.

Com'X MoXeT nybrnmkoBaTb AaHHble Ha TpU pasnmyHble nnatgopmbl Schneider
Electric (cepBepbl 6a3bl 4aHHbIX):

» Energy Operation
+ Digital Service Platform (DSP)
» CS8V akcnopt

Com'X akcnopTupyeT AaHHble B NpaBunbHOM dopmate cdhanna cornacHo
BbIOpaHHOW nnatdopmMe. 3aTtem AaHHbIE MOXHO aHann3vMpoBaTh B CEpPBUCE, Ha
KOTOPbIV Bbl NOAMMCAHbI.

Moanucka Ha nnatdopmy Energy Operation nnu DSP gomkHa 6bITb HacTpoeHa ¢
nomoLubto npeactaeutens Schneider Electric nepen HacTporikon NMnatdopmbl
Ha3Ha4yeHnsa Com'X.

Insa nyénmkaumm B DSP Bbl 4OMmMKHbI BKNIOYMTL cny0bl Schneider Electric Ha cTp.
HacTtpownku > O6wme HacTponku > Cnyx6bl Schneider Electric.

C nomoubio pyHkumn Akenopt CSV Com'X akcnopTupyeT AaHHbIe Ha BaLl
cobCTBEHHBIV cepBep 6a3bl 4aHHbIX B dopmaTte dhanna .Csv.

Bbi6op nnatdopMbl U YacTOThI NyGnMKauum

WNcnonbayite nogeknaaky Mybnukauus, 4Tobbl BbIGpaTh NnaTcopMy, Ha KOTOpYIo
OTNPaBnsATCS 3apPErMCTPUPOBaHHBIE AaHHbIE U C KaKO YaCTOTOW.

1. HaxmuTte HacTtponku > O6wwme HacTporku > Myo6nukauus.
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2. BbibepuTe B packpbiBatoLieMmcs crivcke MnaTtcgpopma HasHavYeHuUs.

3. BbibepuTe, kak YacTo byayT OTNpaBnATLCA AaHHbIE, B pacKpbiBaloLLEMCS
cnucke YacrtoTta ny6nukauum:
— BExeHepenbHo: BbIGepUTE A€Hb HEaenu.
— ExepgHeBHo: gaHHble otnpaenstoTcs B 1:00 HOYM NO MECTHOMY BPEMEHM.

— [ns 6onee BbICOKOW YacTOTbI BpeMS NyGnukauumn paccymTbiBaeTcs ot
0:00 Houn. Hanpumep, ecnu BoiopaHo Kaxable 2 yaca, AaHHble
otnpaenstotes B 0:00, 2:00, 4:00 n T.4. Ecnu BeibpaHo Kaxxable 3 yaca,
AaHHble otnpaenstoTes B 0:00, 3:00, 6:00 n T.4.

4. Haxmute CoXpaHUTb UBMEHEHMUS.

MepBas nybnunkauus BbINOMHAETCH B NEPBbIN Yac, KOTOPbIA COOTBETCTBYET
BblIOpaHHOW YacToTe NOBTOPEHMA Nocre 3agayn 3anyck nyonukauum.
Hanpumep, ecnu BoibpaHo Kaxable 2 yaca v nybnvkauus sanyckaetcs

B 9:45, T0 nepBas nybnukaums seinonHsetcsa B 10:00.

Mpumeuanue: DSP nossutcs B packpbiBatowemcs cnucke Mnatdopma
Ha3Ha4YeHUA TombKO nocrne BktoveHust cryx6 Schneider Electric.

Bnuskue TeMbl

+ Bsopg B akcnnyartaumio Com’X 210

Onpep,eneH ne NpoToKosia nepegayun

Ona 9KCNopTa AaHHbIX MOTryT UCNONb30BaTb pa3finyHble NMPOTOKOIbI.

MpoTokonbl B packpbiBatowemcs cnvcke MpoTokon BapbupyoTCs B 3aBUCUMOCTU
OT BbiGpaHHol NNaTdopMmbl, Kak NnokasaHo B aHHOW Tabnuue:

nomepmwaaeMble

Mnatdopmbl NMPOTOKOSbI Nepeaayun ®dopmart canna
Energy Operation « FTP XML

« HTTPuHTTPS
Digital Service Platform AsTomatuuecku onpegensertca | EWS

Com'X

OkcnopTt CSV « FTP Csv

« HTTPuHTTPS

+  SMTP

KoHdurypupoBaHue npotokona nepenauv FTP

Bbl moxeTe ckoHdurypuposatb FTP kak npoTtokon nepegayun annos ans
nyénukaumm.

NMPUMEYAHUE: FTP He sBnseTca 3amLLeHHbIM NPOTOKOSOM, Tak Kak Ms
nonbL30BaTens 1 Naposb NepenarTcsa OTKPbITbIM TEKCTOM. B uenax 6esonacHocTn
Schneider Electric HacTosTeNbHO pekoMeHAYeT NCMNOMb30BaTh TOMNBKO MPOTOKON
HTTPS. Cm. PekomeHgauumn no KOHQUrypupoBaHuio yHKLMA 6e30nacHOCTH,
CTp. 28 ANs Nony4eHns AoMoNHUTENbHOW MHAOPMaLMN O pUCKax, CBA3aHHBIX C
He3alUULLEeHHbIMU NPOTOKONaMK1, N peKoMeHAyeMbIX NpakTuKax.

1. HaxmuTte Hactponku > O6wme HacTporku > Myb6nukaums.
2. BbibepuTe B packpbiBatoLiemcs crnivcke MnaTtcgpopma HasHavYeHus.
3. Bbibepute FTP B packpbiBatoiemcs cnuncke NMpotokon.

4. BBeauTe agpec cepBepa, NepeaaroLLero AaHHble, B norne Cepsep.

Appec cepsepa ansa Energy Operation 3anonHseTcst asTomatmnyecku. He
N3MeHsITe agpec cepeepa.
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5. BBeauTte ncxogawmmn nopt goctasku B none MoprT.
3aBOACKON HACTPONKON ABNSIETCA 3HaYeHme 21.

6. BuibepuTte Oa B none TpebyeTcAa aBTOpU3auma aAng nodor nnatgopmsbl,
Tpebyowen asTopusaumm, Hanpumep, Energy Operation.

7. BBeguTte ums nonb3oBaTens u naporsb.

Insa nnatdopm Schneider Electric, aTa nHdopmauusa npegoctaBnseTcs ¢
O0roBOpoOM noAanuckn. [ns npegocTtaBneHns aTon MHpopMauum CBSXXMTECH C
npeacraesutenem Schneider Electric.

8. Ona CSV BeBeguTe MHdOpMaLuio O KaTanore 4ns yaaneHHoro cepsepa B
none Karanor.

9. Haxmute CoxpaHUTb U3MEHEHMUS.

KoHdurypupoBaHue npotokosnoB nepeaa4ym HTTP n HTTPS

Bbl moxeTe ckoHgurypuposate HTTP unu HTTPS kak npoTokorbl nepegayn
hannos gnsi nyonukaumm.

NMPUMEYAHMUE: NMpotokon HTTP He siBnsieTcsa 3awmLeHHbIM NPOTOKOSIOM, Tak
Kak MMs Nonb3oBaTens 1 naponb NepeaarTcs OTKPbIThIM TekcToM. Schneider
Electric HacToATENbHO pEKOMEHAYET UCNONb30BaThb TONbKO NpoTokon HTTPS. B
uensax 6esonacHoctu otknounte HTTP ang Bcex nHtepderico. Cum.
PekomeHgauunm no kKoHUrypupoBaHuio gyHKUnin 6esonacHocTun, cTp. 28 Ans
nonyyYeHns 4ONOMHUTENBHON MHpopMaLUmK O puckax, CBA3aHHbIX C
He3alULLEHHbIMY MPOTOKONAaMM, U pEKOMEHAYEeMbIX NMpakTUKax.

3ameyvaHus no ceptudpmkaty ansa HTTPS:

* Bbl MmoxeTe 06ecneunTb 3awmuTy coeanHeHms HTTP ¢ Bawmm cepBepom no
TexHonormn TLS/SSL.

» Kak un B cnyyae Beb-6pay3epa, NOYTOBLIV ALLMK NPeABapUTENbHO
3arpy»aeTcs Co BCEMU IMaBHbIMU LIEHTpamMu cepTudukaumm no gaHHbIM Ha
OaTy BbiNycka MUKponporpamMmmHoro obecnevenus. Schneider Electric
npegnaraet oOHOBMNEHUE CNUCKa LEHTPOB cepTudmkaumm BMecTe ¢
0BOHOBNEHNSIMM MUKPOMPOrpamMmMHOro obecneveHuns.

OT0 03HauvaerT, 4To cepTudmkaTbl Bawero cepeepa HTTPS gormkHbl 6bITb
Bbl4aHbl O4HUM U3 OBEPEHHbIX LLIEHTPOB CEPTUUKALIMM NMOYTOBOIO SLLMKA.
BbisicHuTe y Bawwen IT-cnyx0bl, COOTBETCTBYET N cepTudmkaTt cepsepa
HTTPS atomy npaeuny. Ecnu HeT, Bbl MoXeTe Bblbpatb HTTP.

1. Haxmute Hactponku > O6wwme HacTpouku > Nybnukauus.
BbibepuTe B packpbiBatoemcs cnucke Mnatdopma HasHayeHuUs.

Bbibepute HTTP unu HTTPS B packpbiBatoLiemcs cnvcke MpoTokon.

AN

BeeauTe agpec cepsepa, nepeaaroLLero AaHHble, B none Cepsep.

Appec cepsepa ansa Energy Operation 3anonHsaeTcs asTomatuyecku. He
n3MeHsITe agpec cepBepa ans aton nnatgopmel.

5. Beepgute ucxogsawmimn nopt goctaeku B none Mopr.
3aBogckown HacTpolkon siensietca 3HadeHne 80 ansa HTTP n 443 ona HTTPS.

6. BbibepuTte [a B none Tpebyetcsa aBTopu3aumsa ang nodor nnatgopmsl,
TpebytoLlen aBTopusaumm, Hanpmumep, Energy Operation.
7. BeeagwnTe MMsa nonb3oBartensi U naponsb.

Ins nnatdopm Schneider Electric, aTa nHdopmaumsa npegoctaenseTcs ¢
[JOroBOpoM nognuckn. [lns npeaoctaBneHns 3Ton MHopMaLnn CBSKUTECH C
npegctasutenem Schneider Electric.

MMs nonb3oBatens 1 naposb YyBCTBUTENbHbI K PETUCTPY.
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8. B none MapLwpyT BBEAuUTE NyTb K CLIEHAPUIO CEPBEPA, BbINONHAEMOMY BEO-
cepBepom, korga Com'X oTnpaBnsieT gaHHbIe Ha Be6-cepBep.

3OTO norne yxe 3anofnHeHo cuMmBornom /. He nsameHsnte ato 3aHaveHune, korga B
KayecTBe nnatdopmbl Bbibupaetca Energy Operation.

9. B 3aBucumocTu oT agMUHUCTpaTopa BaLlen cetu nnbo:

— BBeauTe nma danna, kotopoe Beb-cepeep OyaeT Mcnonb3oBaTh B none
HasBaHue nons (Tonsko ana CSV), nubo

— UCnonb3yinTe 3aBOACKY0 HacTponky datafile1.

10. HaxxmuTte CoxpaHUTb NU3MEHEHMUS.

Bnuskune Tembl

* LUeHTpbl cepTndmkaumm
KoHdurypupoBaHue npotokona nepegaim SMTP

MpoTtokon SMTP goctyneH Tonbko Ans akcnopta CSV-cannos. SMTP He
SIBNAETCA 3aLUULLEHHBIM MPOTOKONIOM. [JONONMHUTENBbHYI MHAOPMAaLNIO O pUcKax,
CBSA3aHHbIX C HE3aLUMLLIEHHBIMU MPOTOKONaMU, N peKoOMeHayeMbIX JENCTBUSI CM. B
PekomeHgaLmm no KOHOUrypupoBaHuio doyHKumun 6esonacHocTu, cTp. 28.

YeedomneHue
HAPYWEHUWE KOHOUWOEHUMANTBHOCTU OAHHBIX

ObecneuymBanTe cobniogeHne permoHanbHbIX HOPMaTUBHBLIX TPeOoBaHMI No
3aLLUmTe JaHHbIX MPU UCNOMb30BaHMU NEPCOHANbHLIX AaHHbIX U aApecoB
SMEKTPOHHOMN MOYTbI.

HeBbinonHeHWe AaHHbIX YKa3aHUA MOXET NOBJieYb CO COGOM nonyyeHue
npeTeH3vu7|, HacTtynieHune oTBeTCTBEHHOCTU Unun LIJTpaCbeIe CaHKLUMU 3a
HecobnoaeHne NPUMEHUMbIX HOPMATUBHbLIX TPe6GoBaHUI MO 3awuTe
OaHHbIX.

[nsa oTnpaeku dhanna gaHHbIX NO S71EKTPOHHOM NnoyTe no npoTtokony SMTP:
1. Haxmute Hactponku > O6wwme HacTpomku > Mybnukauus.

2. BblbepuTe B packpbiBatoLemcs cncke MnaTtcgopma HasHaYeHUSA MyHKT
«3kenopT CSV».

Beibepute SMTP B packpbiBatoemcs cnucke Mportokon.
Beeaute agpec cepsepa, nepegaroLlero gaHHele, B none Cepsep.
Beeaute ncxogawmin nopt gocrtaskuy B norne Mopr.

[nsa napametpa TpebyeTca aBTopu3sauus Boibepute 3HayeHne Aa.

N o o &~ o

Beeaute nmsa nonb3oBartens u napornb Ana AoCtyna B CUCTEMY.

OTa MHdopmaunsa NpeaocTaBnseTcsi C 4OroBOPOM nognuckn. [ns nonyvyeHus
3TON MHopmaLmm obpatuTecsb K MECTHOMY nNpeactasutento UT.

I'Ipumeqal-me: Mmsa nonb3oBaTtens u naposib YyBCTBUTEJTIbHbI K PETUCTPY.

8. B none C appeca BBegnTe agpec aneKTPOHHOW NOYThI OTNpaBuTens.

3aBO,CI,CKaﬂ HaCTpOVIKa anda C-)J'IeKTpOHHOVI noYTbl ComX [model ] _SiteName_
[mocyenuuve Tpu uubpel mac-anpeca] @schneider-electric.com.

9. B none Ha agpec BBeanTe agpeca aneKkTPpoOHHOW NOYTLI Nonyyarenei.
Paspgenute agpeca TO4Kon ¢ 3anaTom (;).

10. HaxmuTe CoXxpaHMTb U3MEHEHUS.
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JkcnopTupyemble daiinbl apXUBUPYIOTCA AN YMEHbLUEHUs pasvepa
[IOKYMEHTOB, BIIOXEHHbIX B 3IEKTPOHHOE CoobLIeHNe.

Bnuskue Tembl

» Co3gaHune KoHTakTa

»  KoHdurypuposaHne SMTP-cepBepa

HacTpounkun ngeHtndukaumm nyonumkaumm

HacTtporiku ngeHtudmkaumm nyonukaumm gnst Energy Operation.

Operation.

Mone/kHonka Onwucanue
NpeHT. koa OTOT HOMep SBNAETCH YHMKanbHbIM naeHTudmkatopom obbekta Ansa 6asbl
nybénukauum AaHHbIX Energy Operation. OH ncnonb3ayetcs Ans co3aaHnsa obbekta B Energy

OTOT MAEHT. koA aBToMaTnyeckn renepupyetcs Com’X.

Co3faaTb MOEHT.
Koa HOBOM
nyGnukauumu

OTa KHonka reHepupyeT HoBbIli Homep ID nybnuvkaumu. Monb3ynTech aToM
KHOMKOW BCSIKUIA pa3, Koraa Bbl MOBTOPHO MCTONb3yeTe:

¢ Com’X ans HoBoro o6bekTa;
*  Tekyulyto koHurypaumio Com'X Ha fpyrom obbekTe.

Popmart c¢panna akcnoprta CSV

[lns kaXxxgoro yctponcTea eCTb OA4MH 3KCMOPTUPYEMbIN hann.

SkcnopTupyemble annbl HAXOOATCA B cneaytoLlem opMmaTte UMeHU: Vivsa
ycTporcTea JlaTa&epeMa.csv, [Ae ma ycTporcTBaa - 3T0 UMS, AaHHOEe
NOAYMHEHHOMY YCTPONCTBY. [laTa 1 BpeMsi [obaBnsitoTCsa K UMeHn danna B
cneaywowem dpopmaTe; IrrrMMONUUMMCC.

Hanpumep:

*  Wmga ycTponcTBa: 3manme 1 YCTPOMCTBO Ha BBOIE
» [artaun Bpems: 20130218115216

JKCrnopTUpyeMbI dhain HasbiBaeTcs 3oaumne 1 YCTPOMCTBO HA BBOOE
20130218115216.csv 1 bbin akcnoptnpoBaH 18 pespansa 2013 r. B 11:52:16.

B cnepytoweit Tabnuue npuBoaaTcs NogpobHble CBEAEHUS O KaX a0 CTpoke
ganna CSV ¢ npymepom AaHHbIX:

Ctpoka HaHHble B hopmaTte CSV OnucaHue

1 [Umsa wntosa,SN wnto3a,lP-agpec wno3a,MAC-agpec 3Ta CTpoKa CoAepXUT 3arofnoBky CTONOLOB Ans
wnto3a,vst yctponctea,flokaneHbii ID ycTporictea, M MHdOopMaunm B CTpoke 2.

Tvna yctponctea,VHTepBan pernctpaumm,MiHTepsans B
XPOHOMOrM4yeckom nopsiake]

2 [ComX210_F930BS8, 3Ta cTpoka coaepxuT nHgpopmaumio o Com’X 210 n
DN13045SBX10091,10.195.23.45,00:80:67:F9:30:B8, perucTpMpyemMomM yCTpOnCTBe.
COMX_008067F930B8_1,Pecypc-1,PM810,

PM810,30,6,23227,157.198.184.116,3naHne 1 YcTponcTeo
Ha Bxoge,3,CM4000,15]

3 3Ta cTpoka ocTaBreHa nycTou. -

4 [...ID BenuuuHbl 1, ID BenuumHbl 2, ID BenuumHbl 3] OTa cTpoKa coaepXuT 3aronoBku ctonbuos ans ID BenvymH
(1) B cTpoke 5. MNMepBble 3 3anaTble UCNONb3yHTCA AN
pa3meTku B TabnM4yHOM pefakTope.

5 [...1617,1621,1625] [aHHas cTpoka cogepxuT ID BennunH perncTpupyemMbix
3HaYEHUN.

6 3Ta cTpoka ocTaBrneHa nycTou. -

7 [Ownbka,Cmellenre ot UTC (MuHyTbl),JlokanbHas otmeTka | [laHHas cTpoka COAepXUT 3arofnoBKv CTONGLOB Ans

BpemeHu,MNonHasa anektpoaHeprus (kBA/4),AkTnBHas
anekTpoaHeprus (kBT/4),PeakTnBHas anekTpoaHeprus
(kBAP/)]

PErucTpUpyeMbIX JaHHbIX B CTPOKAX 8 U1 BbILLE.

DOCAO0036RU-15
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CTpoka OaHHble B ¢popmaTe CSV OnucaHue

8 n Bblwe [0,-300,2008-10-09 [aHHaa cTpoka CoaepXXUT 3aperncTpmupoBaHHbIE AaHHbIE.
14:15:00,1400738,219,1201962.707,647069.906,15]

[0,-300,2008-10-09
14:20:00,1400758,260,1201980.725,647078.602,15]

[0,-300,2008-10-09
14:25:00,1400778,198,1201998.661,647087.233,15]

(1) ID Tembl — 3TO YMCroBas ccbinka Ha perncTpmpyemoe rnokasaHue. Vmsa, HasHavyaemoe Anst BENUYMHbI, MOXET pasnn4yaTbCqa B
3aBUCUMOCTU OT yCTpOI7ICTBa 1 a3blka. ID BeNWMYmHBbI ncnonb3yeTca Anda VI,CI,eHTVICbVIKaLI,I/II/I NoKa3aHnAa He3aBUuCUMO OT yCTpOVICTBa N A3blKa.

NMoaknroyveHune Digital Service Platform

Ons nybnukaunm B DSP Bbl AomkHbI BKIIOUUTE cny»x0bl Schneider Electric Ha cTp.
HacTtpowku > O6wme HacTpouku > Cnyx6bl Schneider Electric.

Crartyc kaxgoro nogkntoveHus k Digital Service Platform nogresepxaaetcs
3eneHow ranoykom (ecrnv BKIKOYEHO) UM CepbiM LBETOM (€CMKY BbIKITHOYEHO).
KpacHas ranodyka o3Hayaet npobnemy ¢ onpeaeneHHbIM COCTOSTHUEM
nogkntoyeHms. CyliecTByeT TpU COCTOAHUSA NOAKITHOYEHNS:

MHuumanmsauus — BbiNonHeHa nHnumanusauus areHta DSP.
AyTeHTUdUKaLns — npousseneHa ayteHTudrkaumsa nogknoveHms k DSP.

MogkntoveHne — nogkntoyeHne kK DSP BbINONHEHO, YCTPOMCTBO
NOEHTMOMLUMPOBAHO yaaneHHoM NnaTtgopMOoNn.

MpumeyaHue: ViameHeHus coctoaHus cnyx6 Schneider Electric
PErMCTpUPYIOTCH B XXypHanax obcnyxmBaHus.

Mpu ucnons3oBaHmu nogkntodeHms DSP aBTomaTnyecku 3anyckaroTcs
0BHOBNEHMA MUKpONporpaMMHoro obecneyeHusi. Ecnv TpebyeTcsa ucnonb3oBarb
nnatdgopmy DSP B ycnoeusix 6onee megneHHoro GPRS-coeanHeHus,
pekoMeHayeTcsi 06GHOBUTL MUKponporpaMmmHoe obecneyeHme.

Bnuskue TeMbl

» OGHoBEHNE MMKpoNporpaMmHoro obecnedeHus Yepes DSP
BkntoyeHue cnyx6 Schneider Electric

Ons skntoveHus cnyx6 Schneider Electric:
1. Tpun HeobxogmmocTu ckoHUrypupyte Hactporku npokcu-cepeepa.
2. Haxmute HacTtponku > O6wme HacTponku > Cnyx6bl Schneider Electric.
3. B pasgene «KoHdurypauusa» Haxmute Oa.
4. Haxmute CoxpaHMTb U3MEHEHUSA.

Bce Tpu MHAMKaTOpa COCTOSAHWUA CTaHyT 3eneHbIMu. [ocne BKMoYeHns
coeauHeHusi ¢ DSP Takke GyaeT oToGpaxeHo noaTeepxaaoLLee coobLleHe.

MpumeyaHue: MNepuoanyeckn BeINOMHAETCH CUHXPOHM3aLUMS HACTPOEHHbIX
AaTbl U BpEMeHU, KoTopble 0ToBpakatoTcs Nocne aBToMaTUYeckoro
BbIMOMHEHWs KOMaHAbl CUHXPOHU3aLUMKN BpeMeHn Ha DSP.

OTtknroyeHune cnyx6 Schneider Electric

Ins otkntoveHuns cnyx6 Schneider Electric:
1. HaxmuTte Hactpomnku > O6wume HacTpomku > Cnyx6bl Schneider Electric.

2. B pasgene «KoHdurypauma» Haxmute HeT.
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HacTpounku Touku

3. Haxmute CoxpaHUTb U3MEHEeHMUS.

Bce Tpu MHamkaTopa CoCTosiHWUA CTaHyT cepbiMu. Mocne BbIKMoYeH s
coeanHeHusa ¢ DSP takke bynet otobpakeHo noaTeepaatoLLee coobLueHme.

poctyna Wi-Fi

Kntou USB Wi-Fi MOXXHO Mcnonb3oBaTh B KA4ECTBE BPEMEHHOIO CPEACTBA CBA3N
BO Bpems ha3bl BBOAA B SKCMIyaTauuio.

Mo3BonsieT Mcnonb3oBaTb HOYTOYK MNu NaHweTHbIn MK anga KoHdurypmupoBaHms
Com’X.

B aTom cny4dae yctaHaBnuBaeTcs npsmas ceasb Mexagy Com'X 1 HoyTOyKom mnu
nnaHweTtHbIM MK. Com'X dyHKUMOHNpPYET Kak Todka goctyna Wi-Fi.

Hoctyn Wi-Fi moxeT ObiTb fo6aeneH B Com'X npu nomowum kntoyva Wi-Fi USB,
YCTaHOBIEHHOTO MO KPbILLKOW Uinn Ha nepegHen naHenu. PekomeHayetcs
ucnonb3oBaTe USB Ha nepegHen naHenu, Tak Kak MoXHO OyaeT nerko n3eneyb
kntoy USB nocrne BbINOMHEHMS KOHUIypaumn.

YcraHoBka kntova USB Wi-Fi HenocpeacTtseHHo B nopt Com'X gonyckaercs
TOMbKO A8 BPEMEHHOIO NOAKMYEHMS K ToUKe AOCTyna AN KOHurypauuu.

AkTnBaumusa Touku poctyna Wi-Fi

OTtknroueHue Wi-Fi

Bkl MoxeTe ckoHurypuposatb knod USB Wi-Fi ans ucnonssoBaHus B kayecTse
BPEMEHHOrO cpefcTBa CBSA3M BO BpeMsi ha3bl BBOAA B IKCMyaTauuio.

1. Haxmute Hactponku > O6wwme HacTpomkm > HacTpomku Touku goctyna
Wi-Fi.

2. Haxmute Aa, yTobbl BkNntounTtb TouKy goctyna Wi-Fi.

3. BbibepuTe 4nuTensHOCTL B pacKpbiBaoLWEeMCs CncKe
MpoaomkuTenbHOCTL ceaHca (Mo yMmon4aHuio: 1 yac).

4. Haxmunte CoXpaHUTb U3MEHEHUS.

Ecnu MpoponmkntenbHOCTb CeaHca N3MEHSIETCS BO BPEMsI ceaHca TOYKM
poctyna Wi-Fi, 3To usmeHeHune yuntbiBaeTcsa Npu cnegyoLlen aktmsauum
ceaHca.

OTa HacTpolika TOMNbKO BKITHOYAET PEXUM TOYKM gocTyna. YTobbl HayaTb

ceaHc pexwuma Tovkun goctyna Wi-Fi, Haxxmute kHonky Wi-Fi —Il
pacnonoxeHHyto B6rnmsm nopta USB Ha nepeaHen Yactn. 3aroputcs
3eneHbln cBeTogmop kHonkn Wi-Fi.

Bnuskune Temsbl
+ [Hoctyn vyepes pexum Todku goctyna Wi-Fi ¢ nomorybio Windows

» [Hoctyn yepes pexum Todkm goctyna Wi-Fi

Bbl MoxeTe 3aBepwnTb ceaHc Toukn goctyna Wi-Fi.

1. Haxmute kHonky Wi-Fi Ha nepeaHei naHenn Com’X.

CeeToamogHbIn nHamkatop kHonkn Wi-Fi 3amuraet opaHxeBbIM, a ceaHc
Toukun goctyna Wi-Fi byget 3aBepLueH.
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UHdopmaumnsa o6 oobekTe

Mone Umsa o6bekTa, KOTOPOE NOSABMSIETCS B PACKPLIBAIOLLEMCS MEHIO
MHdopmaums 06 06bekTe, NCNONb3yeTcs pasHbiMU NaTtopmMamu Kak nMsi
obbekTa.

Bce n3MepeHnAa Ha3Ha4arkoTCA Ha 3TO pacnorioXeHne obbekTa.

Energy Operation: napametp UmMs o6bekTa ucrnonb3yeTcs Ans co3naHus UMeHu
MecTonornoxeHnst obbekTa, KOTopoe NosiIBNsieTcs B cpede nnatgopmbl Energy
Operation.

KoHdurypupoBaHue nigopmaumm o6 ooekre

Bbl MOXeTe M3MeHUTb UMs obbekTa.
1. HaxmuTte HacTtpomnku > HacTtponkn o6bekta > UHdopmaumsa 06 obbekTe.

2. BBeauTte nmsi MECTOMONOXEHNS obbekTa.

MpumeyaHue: Vivsi oGbekTa He JOMKHO coaepxaTb criedytoLime
CUMBOIbI: “/:*?<>|. B Ha4yane unm B KOHLIE UMEHUN 0ObEKTa He
JonyckaeTcs ucnons3oBaHue npobena.

3. Haxmute CoxpaHUTb U3MEHEeHUs.

Perucrtpauusa paHHbIX

Com’X MOXeT perMcTpupoBaTh AaHHble B NpeaonpeaesieHHbIX MHTepBanax.

MHTepBan perucrpaumm MOXeT 3a4aBaTbCs AN KaX40ro Thna KoMMyHanbHoro
pecypca, Harnpumep, arneKkTpMYecTsa, Bodbl N rasa. Kaxgoe yCTpoicTBO MOXET
NpeacTaBnsATh OTYET TOMbLKO Mo OAHOMY TUMY KOMMYHaIbHOIO pecypca.

OnpeaeneHne UHTepPBanoB perucTpauumn gaHHbIX

Be3onacHocCTb

Mpw BbIGOPE MHTEpPBana perncTpaummn 1 Yucna BENUYUH Ans PerncTpaumm BaxHO
YUYUTbIBATb, CKOMNbKO AAaHHbIX PErMCTPUPYETCS NO BCEM YCTPOMCTBAM.

Pernctpaums cnuwkom 60nbLIOro Ymcna BENMYUH Ha MHTEPBa MOXET NOBNUATb
Ha nokasaTtenu pabotel Com'X, BKMoYas yxyalweHne BpeMeHn OTKNuka Beb-
CTpaHuLbl M NPONYLLEHHbIE MHTEPBATTbI PETMCTPaLNN.

Hanpumep, Anst nHTepBanoB pernctpaumm MeHee 5 MMHYT pekomeHayeTcs
perncTpupoBatb He 6onee 8 yCcTponcTs ¢ 06LUM YMcnom BenuymH He 6onee 50.

1. HaxmuTte HacTtponku > HacTponkn o6bekTa > Peructpauusi QaHHbIX.

2. BbibepuTe CBOIO CTpaHy.

I'Ipumeqal-wle: |_|pl4 9TOM 6y,El,yT aBTOMaTU4€eCKN HACTPOEHbI MHTEpBarbl
perncTpaunn aaHHbIX And pa3HbiX MPOAYKTOB B CTPpaHe. [aHHble
MHTepBarbl TakKXXe MOXHO peaKTupoBaTb NO OTAENTbHOCTH.

3. Haxmute CoxpaHUTb U3MEHEeHUs.

Bbl MOXXeTe KOHpUryprpoBaTb MEXXCETEBOM 3KPaH, 3arpy»atb cepTudukar,
NpeAoCTaBNEHHbIN BalMM CETEBBIM aAMUHUCTPATOPOM, M yNpaBnsaTh
nepeagpecaunen HTTPS.

Ha Bknagke BeszonacHocTb OTOBpaXKatoTCA HACTPOMKN MEXCETEBOIO IKpaHa
Com'X, a Takke MCnorb3yemblii B AaHHbI MOMEHT cepTudmrkat 6e3onacHoOCTH
HTTPS.
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Yn paBrieHne MmexcetTeBbiM 3KPaHOM

MapameTpbl nopTa

YnpaBneHue mexceTeBbIM 3KPaHOM MO3BOJISIET BKIOYATL U OTKMOYATb NOPThI
YCTPOMCTBA, a Takke KOHUIypupoBaTb HOMepa NopPTOB AN1S1 KaX4oro
WHTepdeica, 3a UCKMHYEHNEM OTAENBHO OFOBOPEHHOTO.

Bnuskue Tembl

» PacnpegeneHue peructpos Modbus

* BbIGop nsmepeHun ansa permctpauumn unm nyénukauum

Hwxe npvBegeHbl HACTPOWKK ONuMK YnpaBneHue MexceTeBbIM 3KPaHOM Mo
YMOMNUYaHUo ANs KaXaoro NpoToKoma no Kaxaomy MHTepdeincy.

Ethernet 1 Ethernet 2 Wi-Fi GPRS/3G
HTTP 80, BkntoyeHo 80, BkntoyeHo 80, BkntoyeHo 80, BeikntoyeHo
HTTPS 443, BkntoveHo(!) | 443, BknioveHo(!) | 443, BknioveHo 443, BbiknioveHo
Modbus TCP 502, BoikmtoyeHo | 502, BkntoyeHo 502, BkntoyeHo 502, BbikntoveHo

(1) OBHOBMNEHNE HEBO3MOXHO.

MpumeyaHue: Cm. PekomeHgaumm no KOHOUIypupoBaHuio yHKLNIA
BesonacHocTu, CcTp. 28 Ana nonyvyeHnsa AONONHUTENbLHOM UHopMaLnm o
puckax, CBSI3aHHbIX C HE3aLMLLEHHBIMM NPOTOKONaMu, U PEKOMEHAYEMbIX

npakTukax.

HocTyn K ceTu BbIWECTOALWMX YCTPOUCTB

Bbl MOXeTe BKMOUNTL 0O0CTyn K CETU BblLLUECTOALLNX yCTpOVICTB Ha CTpaHuue
YI'IpaBﬂeHVIe MeXceTeBbIM 3KPpaHOM.

[aHHasa dyHKUMSA NO3BOMNSET HUKECTOSALLMM YCTPONCTBaM NofnyyaTtb JOCTYN K
cepepam (Hanpumep, DNS, SNTP 1 SMTP) BbiwecToswen cetu.

B Tabnuue Hmxe ykasaHbl MHTepPENC HUXKECTOSLLEro YCTPOUCTBa (0TKyAa
HanpaeneHo coobLeHre) N MHTeEPdENC BbILLECTOSLLENO YCTPONCTBA, Kyaa
HanpasneHo coobLleHre, B 3aBUCMOCTM OT MapamMeTpOB Ballen CETU.

MapameTpbl ceTn

Hwuxectos iee yCTpOﬁCTBO
(oTkyna)

BbILIJe(:TOHI.I.l,ee yCTPOVICTBO
(kyna)

Tonbko GPRS/3G Mopt Ethernet 2 GPRS/3G
GPRS/3G un kommyTupyemas —_— —_
ceTb

Tonbko Wi-Fi MopTt Ethernet 2 Wi-Fi

Wi-Fi n kommyTupyemas cetb

2 koMMyTUpyeMbIx nopTa (1 1P-
appec Ans obonx NopToB)

[ocTyn Kk ceTu BbILLECTOSILLMX YCTPOWCTB OTCYTCTBYET

2 otaenbHbIx nopta (1 IP-
afpec Ans Kaxaoro nopra)

Mopt Ethernet 2

MopT Ethernet 1

Hanpumep, ecnun Com'X HacTpoeH Ha UCMonb30oBaHWE ABYX OTAEMNbHbIX MOPTOB
Ethernet, To yctpoincTtso IFE, nogknioyeHHoe Huxe Com'X k nopty Ethernet 2
MOXET OTNPaBATb COOOLLEHMS 3NeKTPOHHOM NoYTbl EcoStruxure™ Facility Expert

yepes nopt Ethernet 1.

[ocTyn K ceTu BbILLECTOALLMX YCTPOMUCTB NO YMOMYaHUIO BbiKoYeH. Ecrnn oH
BKIMIOYEH, TO AOCTYN OCYLLECTBNSETCA B COOTBETCTBMM C KOHUTypaLMen ceTn Ha

cTp. HacTpoiiku cetn.
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KoHdurypupoBaHue HacTpoeKk MexceTeBOro aKpaHa

Bbl MOXeTE BbINONHATL KOH(*)I/IprMpOBaHI/Ie HaCTpPOEK MeXCeTeBOro aKkpaHa.

Mpumeyvanue: HTTP n Modbus He aBnsaoTCA 3alUmLLEeHHbIMU MPOTOKONaMMU.
Schneider Electric HacTosiTeNnbHO pekoMeHAYET NCMNOMNb30BaTh TOMbKO
npotokon HTTPS. B uensx 6esonacHocTu oTkntounte noptel HTTP u Modbus
Ons kaxgoro nHtepdperica. Ecnn tpebyetca goctyn yepes Modbus, Schneider
Electric HacToATenbLHO pekoMeHayeT UCNONb30BaTh OYHKLUMIO hunbTpaLmm
IP-agpecoB Modbus B kauecTBe AONONHUTENBHOM MEpPbI 3aLUUTLI.

1. Haxmute Hactpomkm > BesonacHocTb > YnpaBneHue MexceTeBbIM
3aKpaHoM. KoHurypupyite kaxabli uHTepdenc no NpoToKony cornacHo
AOCTYMHbIM BblLLEYKAa3aHHbIM OMUMSM.

MpumeyaHue: Pegaktupyemble HOMepa NOPTOB MOXHO HAacTpauBaTb Ha
3Ha4YeHMe Mo YMOn4aHuo unm Ha nbon Homep nopTa Beiwe 1023,

2. B kadecTtBe BapuaHTa, HaxmMuTe 3HaYE€HUA MO YMONMYaHUI0, YTOObI
BEPHYTBCS K HACTPOWKAM MO YMOMYaHMIO.

3. HaxmuTte CoxpaHUTb MU3BMEHEHUS.

OTtknroyeHune cnyx6 DPWS u SSH

Cnyx6bl DPWS 1 SSH no ymonuaHuto BkntodeHsl. Cnyxo6on DPWS
ncnonb3yeTcs onpeaerneHHbl NopT ansg obHapyxeHua Com'X, a cnyxba SSH
ncnonb3yeT onpeaeneHHbIi NopT ANd yAaneHHoro 4ocTyna cny06bl TEXHUYECKON
noaaepxkn Schneider Electric. B uensix 6esonacHocT pekomeHayeTcs
BbIKIMOYNTb 3T CMYX0bl, yCTAHOBMB MX NapameTpbl Ha HeT, n BknovaTh nx
TONbKO NPy HEOBXOAMMOCTN.

Mpumeyanwme: Ecnu cnyxx6a DPWS BbikntoveHa, yctponctso Com'X He
MOXeT ObITb 06HapYXeHO Apyrummn ycTponcteamu. lNepen BeiknoyYeHnem
cnyx6bl DPWS pekomeHgyetcs 3anucatb IP-agpec Com'X.

YT106b!I OTKNIOYMTL cny6b6l DPWS 1 SSH:
1. Bblbepute HacTpoiku>YnpaBneHue mexceTeBbiM 3KpaHOM>CnyxO0bl.
2. Bbibepute HeT, 4Tobbl OTKNIOUNTL Cnyx0y DPWS.
3. Bbibepute HeT, 4to6bI OTKNIOUNTE Cy)0y SSH.
4

. Haxxmnte CoxpaHuTb U3MEHEeHUSA.

OTKnouYeHMe KHOMKK copoca napons

Ecnn Com'X yctaHoBneH B 06LLECTBEHHOM MeCTe, MOXHO OTKITHUNTb (DYHKLNIO
cbpoca napons Ans KHomnku «Pe3epBHOE KONMpOoBaHMEY.

KHonka «Pe3epBHoe konupoBaHue» ("I) pacnonoxeHa Ha nepeaHen CTopoHe
yCTpPOMNCTBA.

Ecnu Bbl yTpaTute naponb agMMHUCTpaTopa no ymondaHuto, 6yageTt Heobxogumo
BbINOMHUTbL 3aBoAcKol cbpoc HacTpoek Com'X ans cbpoca napons Ha napornb No
yMorn4aHuio. 3To NpuBeSET K NOTEPe BCEX 3apErMCTPUPOBaHHBIX AaHHbIX,
YYeTHbIX 3anucen nonb3oBaTenen n KOHpUrypaummn.

YeedomneHue

NAPOJIb HE NOANEXWUT BOCCTAHOBJIEHUIO

3annwunTe ceBegeHus 0 MMEeHN NoNbL3oBaTenNs napone and gocrtyna K
yCTpOIZCTBy N XpaHuTte nx B ©Ge3onacHOM MecTe.

HecobniogeHue aTux YKaSaHMﬁ MOXeT NpuBeCTU K noTtepe AaHHbIX.

Mepepn oTkNIOYEHNEM KHOMKM copoca napons pekoMeHAYETCA COXPaHnUTb
pes3epBHY0 KOMMI0 KOHUrypauumm.
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1. Haxmute HacTpomnku > Be3onacHocTb > YnpaBrieHue MeXceTeBbIM
3KpaHoOM.

2. HaxmunTe PaspewmTb c6poc napons agMMHUCTPATOpPa MO YMOMYaHUIo.
3. HaxmunTe HeT, 4ToBbl OTKMHOYMTE KHOMKY COpoca napornsi.

4. Haxmute CoxpaHUTb U3MEHEHUS.

MonuTtuka 6]10KVIpOBKVI yquHOVI 3anucum

®PyHKUMSA BIOKMPOBKN YHETHOW 3anncu NO3BoMsET 3abnokMpoBaTh y4ETHYIO
3anucb Nonb3oBaTens Npu NPeBbILLEHUN 3a4aHHOTO YMCa HeyaayuHbIX MOMbITOK
aBTOpu3auumM 3a onpeaeneHHbIn nepuog speMeru. Mo ymonyaHuio gaHHas
DYHKLMSA BKITIOYEHA.

MO>HO HacTpoUTb criedytoLuee:

*  BkmounTb GNOKMPOBKY YYETHOW 3anucK - MONNTMKA BIIOKMPOBKN YYETHOM
3anucu BKIKo4eHa no ymon4daHuio. Beibepute Het, 4To6bl OTKMIOUNTE JAHHYIO
dyHKUMI0. PekomeHayeTca ocTaBuTb (OYHKLMIO BrTOKMPOBKU YHETHOW 3anmcu
BKITHOYEHHOM, YTOObI 3aLLNTUTb YCTPOUCTBO OT HECAHKLMOHNUPOBAHHOTO
aocrtyna.

* COpocuTb CHETUMK BNOKMPOBKM YHETHOW 3anmcu (KONMYECTBO MOMbITOK) -
onpepensieT KonM4YecTBO HeyAaYHbIX NOMbITOK aBTOpU3aLmMmn 4o 6roKMpoBKM
y4eTHOM 3anmcy nonb3osarend. 3HadeHue no ymon4daHuio — 10 NonbIToK.

*  [pogomknTenbHOCTL BIIOKMPOBKU YYETHOM 3anncu (MUHYT) - onpeaensieT
NPOJOIMKUTENBHOCTL BITOKMPOBKK YYETHOI 3anucu nosnb3oBarensi. 3HadeHne
no yMon4yaHumo — 15 MuUHyT.

HacTponka nonuTukn 6y1I0KMPOBKN YY4ETHOM 3anncu

[ns HacTpowku NonUTUKM BrOKMPOBKN YHETHOW 3anucu:
1. Mepengute B YnpaBneHne MexceTeBbIM 3KPaHOM.
2. HaxmuTe Monutuka 6MoKMpPOBKU y4eTHOWN 3anucu.
3. Beegute 3HayeHne COpPOCUTBL CHETUUK BITOKMPOBKU YHETHON 3anucu.
4

Haxmnte CoxpaHUTb U3MEHEHUS.

BbikntoyeHue NnonnTUKu 6]10KI/IpOBKI/I yquHoﬁ 3anucum

MPUMEYAHUE. PekomeHayeTcsi OCTaBUTb (OYHKLMIO BITOKMPOBKM YYETHON
3anucu BKIMOYEHHON, YTOObI 3aLUNTUTL YCTPOUCTBO OT HECAHKLIMOHUPOBAHHOMO
gocrtyna.

1. Mepengute B YnpaBneHue mexcetTeBbIM 3KPaHOM.

2. HaxmuTe Monutuka 6110KMPOBKU YHETHON 3anucu.

3. Beeaute HeT, 4TOObI BLIKNIOYNTL MONUTUKY BNOKMPOBKM YYETHON 3anuncu.
4

Haxmute CoXpaHUTb M3MEHEHMUSI.

O630p npeaynpexaeHns

MpepynpexaeHne no3BonsieT otobpaxatb coobLleHre, NpegocTeperarLee ot
HEeCaHKLMOHMPOBAHHOMO UCNOMNb30BaHUS 1 MHOPMUpPYIOLLIEE aBTOPU30BAHHbIX
none3oBaTenen 06 obsa3aHHOCTU Ucnonb3oBaTb Com’X no HasHadveHuto. Mo
yMonyaHuio aHHasa yHKUMS BolkntodeHa. Korga dyHKUMS BKITOYEHa,
nonb3oBaTenb MOXET NeperTn Ha cTpaHuly Bxoga Com'X Tonbko nocne
cornacusi C yCrioBMsiMmn v NosioXXeHUsIMn, otobpaxaemMbIMy B NPeAYNPEXAEHUN.

MoxxHo HaCTpOUTb cneagyrulee:
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+  BknounTb NpeaynpexneHue — No3BosisieT BKIOYMTb NpeaynpexaeHue,
nokasblBaemoe Nnonb3oBaTensamM nepes BXoAoM B cuctemy. Mo ymonyaHuio
BbIKIl04eHo. Mocne BKoYeHns oTo6pasnTcs nore Ans BBoga TekcTa

npeaynpexaeHns.

+ TekcT npegynpexaeHnsi — 34ecb MOXHO BBECTU TEKCT COOOLLEHNS,
npegocTeperanLwero oT HeCaHKLMOHVPOBAHHOIO NCMONb30BaHNUS U
WHopMUpYytoLLIEe aBTOPM3OBaHHbIX Nornb3oBaTtenen 06 0693aHHOCTU
ucnonb3oBaTe Com’X no HasHaveHwuto. [Jonyckaetcsi He 6onee 4000 3HaKoB.
Ecnu BBecTtu TekcT anuHo 6onee 4000 3HakoB, TO OH ByaeT oTobpaxeH
KpacHbIM LBETOM, a kHornka CoxpaHuTb uaMmeHeHus Byoet HeqoCTynHa.

+ [lo yMon4aHuto — MO3BOSISIET BEPHYTLCS K HACTPOMKaM M0 YMOMYaHMIO.
MpepynpexaeHue GyaeT BLIKMIOYEHO, a Nore Ans BBoAa TeKcTa
npeaynpexaeHnst — CKpbITO.

KoHdurypupoBaHue HacTpoek npeaynpexaeHus

[nsi KOHMIypupoBaHMSA HAaCTPOEK NPeaynNpPeXaeHNsI:
1. MNepengnte B HacTpoiku > YnpaBneHne MeXceTeBbiM 3KPaHOM.
2. HaxmuTte HacTpourku npeaynpexaeHus.
3. Haxmute Oa, 4Tobbl BKNIOUYNTE NpeaynpexaeHue.
4. BBeanTe TEKCT NpeaynpexaeHns.
5

. Haxmute CoxpaHUTb M3MeHeHuUs.

OTKnIoYeHMe HacTpoekK NpeaynpexneHns

[nsa OTKNtoYEeHNA HAaCTPOEK NPeAYNPEXAEHNS:
1. MNepengnte B HacTponku > YnpaBneHnMe MexceTeBbIM 3KPaHOM.
2. HaxmuTe HacTtpounku npegynpexaeHus.
3. Haxmute Mo ymonuyaHuto, 4TOObI BbIKMOUNTE NpeaynpexaeHue.

4. Haxmute CoXpaHUTb UBMEHEHUS.

Ceptudumkarol

Ha gaHHowm cTpaHuLe Bbl MOXETE 03HAaKOMUTLCS C cepTudmkaTtom 6esonacHoCTm
HTTPS, 3arpyauntb ceptudukart, NpeaoCcTaBneHHbIN BallM CETEBLIM
agMuHucTpaTopom, Ha Com'X, a Takke cOpOCUTbL HACTPOMKN Ha 3aBOACKUE MO
YMOMYaHMo.

3arpy3ka HoBoro ceptucgukara

Bbl MOXeTe ycTaHOBUTL Ha CBOE YCTPOMCTBO HoBbIM HTTPS-cepTtudmkar.

Mepepn ycTaHOBKOW HOBOrO cepTudumKaTa pekoMeHayeTCsi co3haTb pe3epBHYIo
Konuto Bawlen koHurypaumm. Ytobel 06HOBUTL cepTudmnkat HTTPS:

1. HaxmuTte Hactpomnku > Be3sonacHocTb > CepTudukathbl.
2. HaxmuTe BHYTpU TEKCTOBOIO Grioka YcTaHOBUTL HOBbIN cepTUdMKar.
3. B bpay3sepe BbiOepuTe Bawl pain *.pem, 3atem Haxmnte OTKPbITb.

4. HaxmuTe YcTtaHOBUTL. CBegeHusi 06 yctaHOBNeHHOM cepTudukarte
0OHOBNAOTCS, YTOObI 0TOOPa3nTb HOBbLIN CepTUdUKAT.

YT0oObI yoanuTb TekyLmii cepTudmkaTt u HacTpomuTb Com'X o6paTHO Ha 3aBOACKOM
cepTudmkaT no ymondaHui, Haxmute Cépoc.
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Mepeagpecauusa HTTPS

Mepeappecauna HTTPS nossonseT Bam 3awututb coeauHeHne mexay MK
n Com'X, 1 BKItoYeHa Mo yMos4aHuio.

YeedomrneHue

HECAHKLMOHUPOBAHHbLIA OCTYN

He oTkntovante nepeagpecaumto HTTPS, ecnu B Baluer nokanbHOM ceTn
nmeeTcs KoHduaeHUmansHas unm YactHas uHdopmaums.

HecobntoaeHne AaHHbIX UHCTPYKLMIA MOXET NPUBECTU K NOBPEXAEHUIO
obopyaoBaHus.

Schneider Electric pekomeHgyeT ncnons3osatb nepeagpecauuio HTTPS.
OrtkntodeHune nepeagpecaumm HTTPS oTknioyaeT nposepky 6e30nacHOCTY B
BaLleM Opay3epe U CHKAET yPOBEHb 3aLLMThl BaLLEN NIOKaNbHON CETH.

HacTtpouku cobbiTni

CobbITnA NnpeacTaensoT cobon 3apaHee onpeaerneHHbIe U Nornb3oBaTeNbCckne
cobbITHSA, KOTOPbIE MOXHO OTNpaBnaTb B EcoStruxure™ Facility Expert.

Monb3oBaTenbCckmne CoObITUS MOXHO TakKxke OTnpaBnATb No SﬂeKTpOHHOﬁ noyre.

Mepen koHdMrypuposaHmem cobbituin ans EcoStruxure™ Facility Expert
CBSXUTECH co cnyxbon nogaepxkun EcoStruxure™ Facility Expert, 4Tobbl
NoATBEPANTL AOCTYNHOCTb COBbITUIA. [Ing oTnpasku cobbiTun B EcoStruxure™
Facility Expert nocpegcteom DSPBbI [OmkHbI BKMOUMTL criy6bl Schneider
ElectricHa cTp. HacTpoikn > O6wwme HacTponkun > Cnyx6bl Schneider
Electric.

UToOb! BKNIOUMTL/BLIKMIOYNTE 3apaHee onpeaeneHHbIe U nonb3oBaTensckme
cobbiTus, HaxxmmuTe HacTpomnkn > CobbiTua > HacTpoiku cobbIiTun.

3apaHee onpeaeneHHble COObITUSA

3apaHee onpeaeneHHble cOObLITUA onpeaerneHsl B Com'X ons 3awuTHbIX
yCTponcTB. BkntoueHune onuun 3apaHee onpeaeneHHbie COObITUA NO3BONSET
nonb3oBaTenam Faciliy Expert otnpaBnatb cBeaeHust o cobbituax nsa Com'X B
Faciliy Expert.

Baw naptHep Schneider Electric nomoxeT BbIsBUTE, Kakum ob6pazom
NCNonb30BaTh AaHHble COObITUA AN CUrHanu3auum 0 COCTOSIHUSIX,
npeLwecTBYOLNX aBapUMHOMY OCTaHOBY, aHanu3a aBapuiiHble OCTaHOBbI U
NNaHNPOBaHNS PErynsapHOro TEXHNYECKOro 0BCNy>XMBaHMS.

3apaHee onpeaeneHHble COObLITUA HENb3A peakTUPoBaTb UNN YOansaThb C
Com’X.

YT06bI BKIMIOUMTL/BLIKIIOUYNTL 3apaHee onpeaerieHHble CoBbITUS, HaAXMUTE
HacTtpownkn > CobbiTusa > HacTponku cobbITU.

Monb3oBaTenbCcKoe cobbiTHUe

Monb3oBaTenbckoe coObITUE NO3BOSAKT C MOMOLLbIO CpeacTsa ansi
MOCTPOEHMST COOLITUIA NepeTackuBaHMEM ONPEAENUTL YCIoBUS COOLITUS Ans
noboro ycTpoicTea.

CobbITHEe COCTOUT 13 CrieayrLmnX arIeMeHTOB-0T0KOB 13 MEHIO CpecTBa AJ1s
NOCTPOEHMUSI COOLITUIA.
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AnemeHT-6n0K

OnucaHue

CobbiTne

Bnok-koHTenHep Ans ycnosuin cobbiTus, AeNCTBUIA 1 NONS «yPOBEHb
Cepbe3HOCTU».

YcnoBus cobbiTus

» Mopor: 3anaiTe 3Ha4YeHye nopora, Npy KOTOPOM MPOUCXOONUT
cobbiTHe.

+ CpabarbiBaHue/OTKIOYEHUE: 3a4alTe 3Ha4YeHre, NPy KOTOPOM
npoucxoauT cobbiTue (cpabaTtbiBaHue), U 3HaYeHve, NPpU KOTOPOM
cobbITe bonee He aKTMBHO (OTKMIOYEHME). Vicnonb3yiiTe AaHHbINA
TMN ANs NpegoTBpaLLeHns NTOXHbIX cpabaTbiBaHWUN COObITUS.

° TNornyeckoe: cosgaHne cobbITUSA, eCnn NOrMYecKni napametp
MEHAET 3Ha4yeHue, ABNAeTCA NUCTUHHbLIM UINK NOXHbIM; Hanpumep,
€CNnun COCTOsIHNE «ABTOMATUYECKMI BbIKMOYaTENb Pa3OMKHYT»
ABNAETCA UCTUHHbIM.

*  WN: nossonsietr KOMGUHMPOBATL A0 TPEX YCMOBUI B pamMKax O4HOro
cobbITuSA.

Yctpowictea

BbibepuTe yCTPONCTBO M BENUUMHY, BbI3bIBaIOLLYHO HACTYMNNEHWE
cobbITusl. Hanpumep, «nomny4vatb yBEAOMIEHWE, ECMU NMOKa3aHus
Temneparypbl TemnepartypHoro aatunka Pt100 npeBbiwatoT 26°Cy.

YcTponcTeo AomkHO 6biTe noakmtodeHo k Com'X B HacTpoikax

YyCTPOWCTBA.

3HaueHune .

[Moporosoe 3HayeHne ans Bbl6paHHOl7I BENUYNHbI.

KOHTaKT Ars oTrpaBku COOBLLEHNS ANEKTPOHHOM NOYTLI Npu
HacTynseHnn cobbITus.

Oencteus .

OTnpaBuTbL NUcbMo: Com'X oTnNpaBnseT coobLLeHe 3N1eKTPOHHOM
NnoYThl yKazaHHOMY MOry4aTento npyu HaCTyNNeHNN yCrnoBuii
cobbITUS.

Komy EcoStruxure™ Facility Expert: Bbl MOXeTe BBECTU TEKCT B
bnoke «[encTerey, HaNnpMMep, onucaHme CobbITUS.
PekomeHayeTcs ncnonb3oBaTh TAKOM e UMW aHanornyHbIA TEKCT
kak B none «Mms cobbitusi» B8 Com’X.

Co3aaHue nonb30BaTeribCKOro coobITUNA

Mcnonb3yiTe cpeacTBo AN NOCTPOeHUst cobbITUIA NepeTackuBaHneM, YTobbl
ONpeaenuTb YCroBMsl HAaCTYNIEHNs cobbITMS Ans Moboro yCTpoiicTaa.

Mepen Hayanom paboThbl:

*  Bbl 4OMXKHbI ObITb 3HAKOMBbI C nepevyHem perncTpos yCTpOIZCTBa n nx

3Ha4YeHNAaAMN.

» BkniounTe nonb3oBaTensckue cobbiTus Ha cTp. Hactponku > CobbiTus >
HacTpoWkn cobbiTun.

« [Mnsa OTnpaBKu coobLeHus SJ'IeKTpOHHOIZ NoYThbl NpU HaCTynneHnn cobbITusA
HeobX0AMMO BKINIOYUTb Cﬂy)K6y SﬂeKTpOHHOVI NoYThbl B HaCTpOﬁKaX
3ne|<1'pom-|oﬁ noyTbl 1 406aBUTbL HE MEHEE OHOro KOHTaKTa Ha CTpaHuue
ynpaBneHMe KOHTaKTOM.
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AOCTOPOXHO

HETOYHbIE PE3YINbTATbI JAHHbIX

*  WN3berante HenpaBUITbHOW HACTPOWMKM KOHGUIypaLumn NporpammMHOro
obecneyeHunss, Tak Kak 3TO MOXKET MPUBECTU K HETOYHBIM OTYETaM U (M)
pesynbsrataM JaHHbIX.

* He ocHoBbIBalTe Balwm ENCTBUS NO PEMOHTY UM 0BCNYXMBaHWUIO TOMbKO
Ha coobLLIeHNsIX U MHpopMaLnK, OTOBpaXXaeMblX NPOrpamMmmMHbIM
obecneyeHunem.

» He nonaraiTeck TOMNbKO Ha AaHHble, OTobpaxaemble B oTYeTax
nporpaMmMHoOro obecneyeHnsl, YTo6bl ONpeaenuTb, MPaBUbHO 1K
(PYHKUMOHMPYET cucTema U OTBEYaET N OHA BCEM AENCTBYIOLLMM
cTaHaapTam v TpeGoBaHuaAM.

* He 3ameHsnTe gaHHbIMK, OTOOpaXxaeMbIiMK B NPOrpaMMHOM obecrneveHuu,
HapaboTaHHbIN ONbIT Ha paboyem mecTe nnm B 0BCnyxmBaHum
obopynoBaHus.

HecobniogeHue aTUX MHCTPYKLUIN MOXET MPUBECTU K CMEPTU, CEPbE3HOMN
TpaBMe, NoBpexaeHUto 06opyaoBaHUA unu 6e3Bo3BpaTHON NnoTtepe
OaHHbIX.

1. Haxmute HacTpomnku > CobbiTua > Nonb3oBaTenbcKoe cobbiTue, a
3aTem HaxmnTe HoBoe nonb3oBaTenbcKoe cobbiTUue.

OTob6pa3nTtcs cpeacTBo A5t NOCTPOEHUS COBbITUN.

2. B MeHIo cpeacTBa ans NOCTPOEHUs CoObITUIN HaxxmnTe Tunbl cOBLITUN, a
3aTeM nepeTaLumTe 3eneHbln 6rok cobbiTua B paboyyto obnacTb.

3. Bbibepute Cepbe3HocTb cobbiTusA: «HeT», «Hnskasa (onoselleHme)» nnm
«Bbicokas (owmbka)».

MpumevaHue: [1ns nonb3osatenen EcoStruxure™ Facility Expert naHHoe
rone cCOOTBETCTBYET YPOBHIO cepbe3HocTu B EcoStruxure™ Facility
Expert.

4. HaxmunTe YcnoBusi cobbITUSA B MEHIO cpeacTBa AN NoCTPOeHUs CoBbITUIA, a
3aTeM nepetawuTe GroK YCrioBuiA B Nore «Koraay, rnoka oHo He
3aUKCMPYETCS B HY)XXHOM MECTE.

Custom Event

Custom Event
Severty

when

‘ - Select a Device - - || - Select a Topic - 0

Custom Event

Severity

when
‘ - Select a Device - || - Select a Topic - + : DI

Severity

when

l - Select a Device - || - Select a Topic - + 0

5. Onpegenute YcnoBusi COObITUA.
a. BbibepuTe ycTpONCTBO M BENNYNHY.

b. Onsa nornyeckoro cobbITus Bb|6epre lorn4yeckoe
3Ha4YeHne: NsMeHuIoCb, NCTUHa UITN JTOXb.

c. Ansa cobbiTns TMNa «nNopory unu «cpabaTtbiBaHWe/OTKNIOYEHNEY
BblbepuTe onepatop (=, < Unu >) 1 BBeAMTE 3Ha4YeHne cpabaTbiBaHWS.
Ecnu npumeHnmo, BBeanTe 3HaYeHne OTKIIOYEHWS.

6. Ecnny cobbiTusa bonee ogHoro ycnosusi, fobaBbTe elle 40 ABYX YCITOBUW,
Kak onmcaHo Bblwe. O6beanHUTE HECKOMNBKO YCNOBUIA NTOrMYecKkMM Br1okom
«N».

MpumeyaHume: [1ns kaxgoro ycnosus B CoObbITUM HEO6Xx04MMO BbiOpaTh
O[HO U TO e YCTPOWCTBO.

7. Haxmute B MeHI0 cpecTsa Ansi NOCTpoeHus cobbiTui flencTeus u
nepetawmTte 6nok gencteus B obnactb «YTO caoenatby.

8. HeVICFIOJ'Ib3yeMbIe 6Gnoku nepertawmTe B KOP3NHY B HXXHEM MPaBOM Yyriy.

9. BBeauTte nms, 3aTeM HaXXMnUTe COXpaHVITb U3MEeHEeHUA.
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MpumeyaHune: PekoMeHOyeMble NPaKTUKN CO3AaHNA N peaakTMPOBaHNUS
nonb3oBaTenbCkuUX cCoOObITUI, KOTOpble ByayT oTnpasneHsb! B Facility Expert,
CM. B pyKOBOACTBe No BBOAY B akcnnyataumo Facility Expert.

PenaKTVI poBaHuWue Unun yaarseHume nosfib3oBaTtesyibCKoro coobITUA
Bbl MOXeTe n3amMeHATb v yaansite cobbiTvs 13 Nonb3oBaTenbCcKkon
OnoNMoTEeKN COOLITUN.
1. HaxmuTte Hactpomnku > CobbiTusa > Nonb3oBaTenbckoe cobbiTue.
2. Haxmute nmsi cobbiTus.

3. Jlubo oTpenakTupyrite 6rnok cobbiTnst n HaxmmTe CoXpaHUTb N3MEHEHUSA,
nnéo HaxxmuTe YaanuTb, 4To6bl yaanutb cobbiTve 13 Nonb3oBaTenbCcKon
6ubnuorekn cobbITUN.

Bnuskue TeMbl

* YcTpaHeHue HencnpasHocTen Com’X 210

KonupoBaHue coObiTus

MoHo co3gaTtb HOBOE COObITME Ha OCHOBE CYLLECTBYIOLLETO.
1. HaxmuTte HacTtpomnku > CobbiTusa > NMonb3oBaTenbCcKkoe cobbiTHe.
2. HaxmuTe nmsa cyLiecTByHLLEro COObITHS.

3. HaxmuTte 3eneHbin 6rnok cobbiTsi B paboyen obnactu, a 3aTem HaxMmnTe
CTRL+C.

4. HaxmuTte OTMeHa, 4Tobbl BepHYTLCA B Monb3oBaTenbCKyo 6Mbnmoteky
COObITUN.

5. Haxmute HoBoe nonb3oBaTenbCcKoe coObITUE.

6. HaxmuTe BHyTpM paboyeli obnactu, a 3atem Haxkmute CTRL+V.
Briok cobbiTnst OyaeT BcTaeneH B paboyyto obnactb.

7. OTpepakTUpynTe YyCTPOMUCTBO, BENNYMNHY UMM 3HAYEHUS], @ 3aTEM HaXMUTE
CoXpaHUTb U3MEHEeHMUs.
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CBsa3b Com’X 210

HacTpounku agpeca IPv4

Com'X nogaepxnuBaeT Tpu pasnmyHbIX paboyumx pexuma ans HasHavyeHus |P-
agpeca.

MopnepxmBaeMble peXUMBI:
* Crarudeckun IPv4
*  Knnent DHCP
+ DHCP-cepgep

HacTtpounku ctatnyeckux IP-agpecos

B Com'X Bbl MmoxeTe onpenenutb agpeca IPv4 nitepdperica Ethernet, macky
MOACETU U LUSO3 MO YMOSYaHMIO.

OTU HacTPOWKM JOMKHbI BbITb COrnacoBaHbl C NONMTUKON ceTn Beb-canTa.
Heobxoammo cBsA3aTbCs C CUCTEMHBIM aAMUHUCTPATOPOM BebG-caiiTa, YTobbI
npefocTaBUTb 3Ty MHOPMaUWIO.

HacTtpouka hukcmpoBaHHoro agpeca B kayectBe DHCP-knueHTa

Bbl MoxeTe HacTpouTb Com'X, 4ToBbl y Hero 6bin dmnkcnposaHHbin DHCP-agpec,
koraa oH siBnsetca DHCP-knneHToM.

Bbl MoxeTe HacTpouTb KoHdurypauuio Com'X, ytobbl agpec IPv4 aBTomaTnyeckn
Ha3Hadanca DHCP-cepeepoM. CUCTEMHOMY agMUHUCTPATOPY 06beKkTa MOXHO
nopy4uTb ckoHurypuposate DHCP-cepBep, 4TOBbl cucTeMaTnyeckn HasHadvaTb
oauvHakoBbI agpec IPv4 Com’'X.

1. CoobwwTe nokaneHomy IT-meHemxkepy MAC-agpec nopta Ethernet 1 Com'X.

AZpec MOXHO HalTU Ha 3TUKETKE Ha NepeaHel NaHenm ycTporucTea Unn Ha
cTtpaHuue O nporpamme.

2. Mopyuute IT-meHepxepy NpegocTaBnTb PUKCMPOBaHHLIN agpec IPv4, 4Tobbl
Com’X Bcerga HasHa4arncsa ognHakoBbin IP-agpec.

IP-agpec gomkeH npegoctaensaTbes | T-meHeaxepom.

3. 3anuwwute agpec IPv4:

* Ha aTukeTke, noctaensemon ¢ Com’X. [laHHYIO 3TMKETY MOXHO HaKNenTb
NoJA KPbILLKOW.

4. Y6egutecsb, uto IT-meHexep gobdasnn Com'X Ha DHCP-cepsep.

Takke MOXHO BOWTM B CUCTEMY BBOAOM B aApeCHOI CTpoke Opaysepa IP-agpeca,
npegocTtasneHHoro I T-meHegkepoM.

Ha gaHHom n3obpaxeHunn nokaszaH MAC-agpec, ykasaHHbIn Ha aTukeTke Com'X:
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Schreider Electric SA
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Schaeider

Bnu3kune Tembl

* Bbibop KoHGUrypauum cetu

DHCP-cepBep yepe3 nopt Ethernet

Bbl MoxeTe HacTpouTb koHurypaumto Com'X, 4tobbl oH HasHayan IP-agpeca
Ons cetu.

B atom cnydyae Com'X koHburypupyet ceon nntepdenc Ethernet Eth2 ¢ IP-
agpecom 10.25.1.1.

Com’X Takke 3anyckaeT BHyTpeHHU DHCP-cepeep. OH no3BonsieT Bam
aBTOMaTn4eckn HasHadaTb |IP-agpec, cormacoBaHHbIV ¢ BallMM COBCTBEHHbLIM
appecom, Ans NobbiX yCTPONCTB, NOAKIMIOYEHHbIX K TON Xe CETU U
CKOHUIypupoBaHHbIX Anst paboTbl B kavecTBe knneHtos DHCP.

IP-agpeca, HazHavyeHHble Com'X, HaxogaTea B nogcetn 10.25.1.0/24 (HaumHas ¢
10.25.1.65, 10.25.1.66, n 1. 4.). Com’X He uMeeT BO3MOXXHOCTEN MapLUpyTM3aumm.
B pesynbrarte atim DHCP-cepBepoMm He nocbinatoTes Hy LLUnio3 no ymonyaHuio,
H1 CepBep AOMEHHbIX UMEH.

HeobxooumMo cBsi3aTbCsl C CUCTEMHBIM aAMUHUCTPATOPOM 06beKTa, YTOObI
noaTBEpAnNTb, UTO CETb, B KOTOPOW noakntoyveH nHtepdenc Eth2 Com'X:

* OTAeneHa oT OCTanbHOM YacTu ceT 0b6beKTa;
* He Hapywaert paboty gpyroro DHCP-cepBepa.

DHCP-cepBep yepe3 Wi-Fi

Korga k Com'X nogkntoyeH knod Wi-Fi, Bbl MOXeTe HaCTpOUTb KOHpmrypaumio
Com'X Tak, 4ToObl OH co3gaBan Touky goctyna Wi-Fi.

B Takom cnyyae Com'X cosgaet cetb Wi-Fi ¢ naeHtudmkaropom SSID ¢ Tem xe
nmeHewm, 4yto 'y Com'X, Ho 6e3 kakoro-nmbo orpaHmyeHus goctyna (6es
ayteHTudpmkaumm WEP n WPA) B atom pexnme. Com'X koHpUrypmpyeT cBoi
nHTepdgenc Wi-Fi c IP-agpecom 10.25.2.1.

Com’X Tarke 3anyckaeT BHyTpeHHUn DHCP-cepsep Ha atom nHtepdence Wi-Fi.
OH nossonsieT BaM aBTOMaTN4Yeckn HasHayatb IP-agpec, cornacoBaHHbIN €
BaLMM cOBCTBEHHBLIM agpecoM, Ans nobbix yctponct Wi-Fi,
CKOHOUTypUpOBaHHbIX Ansi paboTbl B kayecTBe knneHtos DHCP.

IP-agpeca, HazHavyeHHble Com'X, HaxoaaTcea B noacetn 10.25.2.0/24 (HaumHas ¢
10.25.2.65, 10.25.2.66, u 7. A.). Com’X He uMeeT BO3MOXHOCTEN MapLLpyTU3aLmu.
B pesynbrarte atm DHCP-cepBepom He nocbinatTcs Hu LLUnto3 no ymonyanuio,
HK CepBep AOMEHHbIX UMEH.
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YnaneHHbIV AOCTyn ¢ onepaunMoHHbiMu cuctemamm Windows

Bbl MoXeTe nonyuntb yaaneHHsln goctyn k Com'X, ucnonbsys IP-agpec nog
Windows XP.

HeobxogumMo nonpocuTb CUCTEMHOIO aAMUHUCTPATOpPa NPUCBOUTL
dumkcmpoBaHHbIN IP-agpec, 4Tobbl Com’X NOCTOAHHO MMen oanHaKoBbIln IP-
agpec.

B OC Windows Com'X goctyneH 13 NposogHuka Windows npu nogkntodeHun MK
B TOM Xe nokanbHon cetun. He HyHO 3HaTh IP-agpec.

Bnuskue Tembl

+ [Joctyn yepes nopt Ethernet c nomowybio Windows

HOoctyn Kk Modbus TCP

o3 Modbus TCP

Com'X ogHoBpemeHHO gencTByeT Kak w3 Modbus TCP u kak ycTponcTBo
Modbus nyTem ncnonb3osaHus BcTpoeHHoro cepsepa Modbus TCP.

MpumeyaHue: Modbus He aBRseTCA 3alUmLLEeHHbIM NpoTokonom. OTk4YuTe
noptbl Modbus B uensax 6esonacHoctu. Ecnu Tpebyetca goctyn yepes
Modbus, Schneider Electric HacToaTenbHO pekoMeHAYeT NCMNonb3oBaTh
dyHKumo chunsTpaumm IP-agpecos Modbus B kavecTBe 4ONOMHUTENBHON
Mepbl 3aLUThI.

Com'X genictryert kak wnto3 Modbus ans npoBogHbIX nnmn 6ecnpoBoAHbIX
coeaunHeHuin Ethernet ot BiiwecToswero MK k yctponcteam Ethernet n nonesbim
WHCTPYMEHTaM B HUXKECTOSLLIEeN ceTn. Ta BO3MOXHOCTb NMO3BONSET
nonb3oBaTento NokanbHOro uny obnayHoro NPorpaMMHoOro obecneyeHns ans
MOHWUTOPWHIa NOMy4nTb JOCTYN K MHOPMAaLMM OT YCTPONCTB ANa cbopa AaHHbIX,
OTCNEeXVBaHWNA TEHASHUMIN, aHannsa n apyrmx dyHKUMN.

[ocTyn K BHYyTpeHHeMy nogunHeHHoMy yctpouctBy Modbus

BHyTpeHHuIn cepeep Modbus TCP no3sonsieT cuntbiBaTb 3HAYEHUS LUAPOBLIX U
aHanorosbix Bxogos Com'X nocpectBoM pasnuyHbix pernctpos Modbus. O1u
perncTpbl MOXXHO CHMTBIBaTL C MOMOLLLIO NoAg4YMHEHHOro ycTponctea Modbus ID
255.

Mocne Toro kak Bbl ckoHdurypupyete Bxoabl Com'X Ha Bknagke HacTponku
YCTPOMCTBA, 3HadeHusa ByayT 4OCTYNHbI Yepes Wto3. 3HadeHns permcTpoB Ansg
BESTNYMH, BbIOPAHHbIX ANs perncTpaLmmn, MOXHO Takke NPOCMOTPETL Ha BKIagKe
Tabnuua nsmepeHun.

BHyTpeHHuI cepsep Modbus TCP akTuBmpyeTcs, korga BktoYeHa pyHKums
cBsa3n Modbus TCP/IP B pa3gene YnpaBneHue MexceTeBbiM 3KPaHOM.

ConyTcTBylOLlEe NnporpaMmmMHoe obecne4vyeHue ¢ pyHkumen cepsepa Modbus TCP/IP

Hoctyn Kk HWxecTosALwmMM ycTporicTBaMm Modbus MOXeT ocyLLecTBRATLECA OT
BbiwecToswero MK, paboTatoLero ¢ nporpaMmHbIM o6ecrnevyeHnem.
PekomeHagyemoe nporpammHoe obecneveHne, npegnaraemoe Schneider Electric,
BKITHOYaET:

» TlporpammHoe obecneveHne Remote Setting Utility ans Masterpact un
Compact NSX

+ [MporpammHoe o6ecneveHune EcoStruxure™ Power Monitoring Expert.
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Bnuskue TeMbl

* YnpaBrneHue MexceTeBbiM 3KpaHOM

* Pacnpegenenue peructpos Modbus

* Bbibop nsmepeHui onsa perucrpawmm unu nyénukauum

HacTtpouku wnro3a Modbus

HacTtpowku wnro3a Modbus no3sonsoT agantMpoBaTb HACTPONKM CETU K BaLLUM

0co6bIM ycnoBusiM paboTbl.

YkasaHHble napameTpbl NpUMeHsIoTCsA Anst o6omx noptos Ethernet.

MocnepoBaTenbHbLIN NOPT

HacTtpoiika

OnucaHue

Onuuu

Pexum nepepaun

Mcnonb3ayeTcs, 4Tobbl ykasaTb,
Kak JaHHble nepefatTcs no
nocnegosatensHoMy
COEAMNHEHMIO.

RTU, ASCII

Mo ymonuanuio: RTU

MpoaneHue nay3sbl (MC)

MosBonsieT NnpoanuTs nayay,
ucnosnb3yemyto ans
0603Ha4YeHns KoHLa nakeTa
Modbus RTU, B gononHeHue kK
cumsonam 3.5,
YCTaHOBIEHHbIM CTaHAAPTOM.

0-10mc

Mo ymonyaHuio: 5 mc

3agepkka mexay kagpamu
(mc)

OnpeuenﬂeT MWHUMarnbHoe
BpemMa nay3bl Mexay KOHLOM
nony4yeHHOro oreeTa u
Ha4asrioMm HOBOIO 3anpoca Ha
nocnenoBaTenibHON NUHUK.

0, 10, 20, 30, 40, 50, 60, 70,
80, 90, 100

Mo ymonyanuio: 50 mc

OXWAAHNS COeaNHEHNsE
cepsepa

CepBep TCP/IP
Hactpoika Onucaxue Onuun
BkntoueHne BpemeHun Bkntoyaet Tavimep, Oa, Het

3aKpbIBaOLLMIA coeaNHEHNE
Modbus TCP/IP no ncrevexum
yKa3aHHOro nepuoga BpeMeHu
oXuaaHus.

Mo ymonyanuio: Het

Bpems oxumaaHns coeqmHeHms
cepBepa

[MpomexyTok BpeMeHu, no
NCTEYEHNM KOTOPOTrO
coeanHenne TCP/IP
3aKpblBaeTcs.

1 - 65535 cekyHa

BkrntoyeHne npokcu-cepeepa
Modbus TCP/IP

MNapameTp, onpegensaowmin,
OyayT nu coobueHnss Modbus
TCP/IP oT yaaneHHbIX
KINMEHTOB OTMNPaBNATLCS
yOaneHHbIM yCTpoicTBam
Modbus TCP/IP,
onpeaeneHHsiM B Com’X.

Oa, Het

Mo ymonyanuto: fa

BkntoyeHune
nocnenoBatenbHbIX Nepeaay
naHHbIX Modbus

[NpsiMble curHansl,
nonyyeHHble Modbus,
nepeaaroT coobLLeHns
NOAYMHEHHBIM YCTPOWCTBAM,
noAcoeaNHEHHbIM K
riokarnibHoMy
nocrnenoBaTernibHOMY NopTy.

Oa, Het

Mo ymonyanuio: Het
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Knuent TCP/IP

HacTtpoiika

OnucaHue

Onuuun

Tavim-ayT coeuHeHus
KnueHTa (CekyHabl)

Mepvop BpemeHu, B TeyeHne
koToporo Com'X 6yget

1—-10 cekyHa

oXuaaTb OTBETa yaarneHHoro Mo ymonuaHumio: 2
yctpowictea Modbus TCP/IP Ha
3anpoc coeauHeHns Modbus
TCP/IP, "HULUMMPOBAHHbIN

Com'X.

Tanm-ayT coobueHns knneHTa | lMNeproa Bpemenu, B TeyeHune
(cexyHapl) koToporo Com'X 6ynet

1—-20 cekyHa
oXvaaTb OTBETa yAaneHHoro Mo ymonuaHuio: 3
yctpovictea Modbus TCP/IP Ha
3anpoc Modbus TCP/IP,
MHUUUMpoBaHHbIN Com'X.

KoHdurypupoBaHue wnro3a Modbus

Bbl MOXeTe BbINONHATE KOHUrypupoBaHue napameTpos wrnto3a Modbus Com'X.

YeedomreHue

YXYALWEHHASA NPON3BOAUTENBHOCTb CETHU

M3meHATb gononHUTenbHble HAacTpoKrkK Wwito3a Modbus gOmKHbI TONBKO
KBanmduumpoBaHHbIe COTPYAHMKU. [ogoBHbIE N3MEHEHWST OOIMKHbI
NPON3BOANTLCA TOSLKO MOCINE 03HAKOMITEHUS C AOMONMHUTENbHBIMMU
HacTporkamu wnto3a Modbus 1 Npy NOSTHOM UX MOHUMaHWUN.

HeBbInonHeHue AaHHbIX VIHCprKLIVIﬁ MOXeT yXyalWwunTb
npou3BoAUTENIbHOCTb CeTHU.

. Haxxmnte Hactpownku > Ceasb > LLnto3 Modbus.

BbibepuTe Heobxogumbin Pexxum nepeaayum, NMpoaneHuve naysbl 1
3apepxKKy mexay Kagpamu s nocregosaternibHoro nopra.

Bbibepute Oa nnn Het ansa dyHkunin BknroyeHne BpemeHu oxnaaHus
coeanHeHuA cepBepa, BknroueHne npokcu-cepsepa Modbus TCP/IP n
BkrntoyeHue nocnenoBartenbHbIX Nepeaay aaHHbIXx Modbus ans
cepsepa TCP/IP.

Beegute BpeMﬂ oXnaaHua coeanHeHuA cepBepa B CeKyHAax, ecin
BKITHOYEHO.

BbibepuTte Heobxoaumble 3HaveHus knueHta TCP/IP ana dyHkuun Tanm-ayT
coeAnHeHUA KnueHTa n TanM-ayT COOOLIEHUs KNUeHTa.

. Haxxmnte CoxpaHuTb N3MeHeHwUs.

HacTtpounku nokansHoro ID un ID ycTtpoucts

YT106bI BHELWHWI knneHT Modbus TCP/IP mor nony4ntb 4OCTYN K YyCTPOWCTBY,
nopgkntodeHHomy kK Com'X, y Kakgoro yCTponcTBa SOSMKEH ObiTb YHUKaNbHbINA |D
unu NokanbHbiN ID. JlokanbHbIN ID aBTOMaTUYECKM NPUCBaANBaETCA Npu
CO3aHnN KaXxgoro yCTporcTBa U ceda3biBaeTcs ¢ UAeHT. KogoM NnoaYNHEHHOT O
ycTpoucTBa.

MaeHT. kog nogYMHEeHHOro yCTpoWcTBa — 3T0 NGO

ckoHdmrypmpoBaHHbein Modbus ID ntoboro ycTponcTea, NOLKITHYEHHOTO K
nocnegosatensHomy nopty RS485;

nnbo ckoHdurypuposaHHbii Modbus ID nogkntoveHHoro yctponctso Modbus
TCP/IP;

nnbo ID, ncnonesyemoliii wiitodom Modbus TCP/IP, yepes koTopbin
YCTPOWCTBO NOAKIIO4EHO K ceTn Ethernet.
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Bbl MmoxeTe nameHuTb JlokanbHbIM ID Ha cTpaHuue HacTponkn > CBA3b >
Lnto3 Modbus > UgeHTudmrkaTopbl ycTponcTB. JlokanbHbIn ID fomkeH 6biTb
YHUKanbHbIM Y MOXXET MEHSTLCS, TOSIbKO ECIN PErMCTPaLUs AaHHbIX OTKIOYEHA
Anst 0GHOBNSIEMOro YCTPOWCTBA.

Ha cTpaHuue YcTponcTBa Takke COaepXXUTCA Creayolime cBeaeHuns no
KaXXgoMmy 13 yCTPOWCTB:

* WpeHT. Kog NOAYMHEHHOrO YCTPOMUCTBA

+ ToaknroueHune: «llocnegosaTtensHbIn NOPT», IP-agpec Ansa yaaneHHbIX
ycTpouncTs unm ZigBee ID.

+ Twun yctponcTBa, kak onpeaeneHo B Hactponkax yctponcTs

Bnuskue TeMbl

+ 3anyck permctpauumn gaHHbIX

KoHdurypuposanue cpunsrpa Modbus TCP/IP

OT1a dhyHKUMS NO3BONSET aAMUHUCTPATOPY Co3aaBaTth 6enblin CMMCOK U Ha3Ha4vaTb
ypoBeHb goctyna IP-agpecos k Com'X 1 ero HMXecTosaLLmUM YCTPOMNCTBaM.

Mpu ee BKNOYEHMN Ha3Ha4YaeTCsl ypoBeHb focTyna YteHue ansi nioboro knueHTa
Modbus TCP/IP He 13 pnnsTpoBaHHOIO CNMCcKa. YCTaHOBKA 3Ha4YE€HUs Mons
[ocTtyn no ymonuaHuto Ha HeT 6nokupyet Bce knneHTbl Modbus TCP/IP He B
PUNETPOBAHHOM CMHCKE.

1. HaxmuTe Hactponku > CBsasb > Punstp Modbus TCP/IP.
2. Haxmute Oa ans BknoyveHus dunstpa.

3. B konoHke benbiin cnucok BBeanTe IP-agpec, Ans KOToporo Bbl XOTUTE
BKNHOYNTb PUNBTP.

MpumeyaHme: NycToe okTeTHOE Nnorne obpabaTbiBaeTcs Kak
crneumanbHbIn cuMBon. [ycTble NoNst AOMKHbI HAYMHATBCS C MAaALIero
oKTeTa 1 BbITb cocegHMMU. B criyyasax npoTnBopeuns npumMeHsieTcs
cambli OrpaHu4MBaloLLMn PUNLTP.

4. BbibepuTte ypoBeHb goctyna: Her, YteHue unu MonHbIn.

5. o xenaHunio MOXHO OoTpedakTMpoBaTth [locTyn no ymonyaHuio: YteHue
unun Her.

6. Haxmute CoxpaHUTb U3MEHEeHMUS.

NMocnepoBartenbHbIM NopT Modbus

CraHgapT nocnegoBaTtenbHOM nepepayn gaHHbix RS-485 aBnserca
NPOMbILUNEHHbIM CTaHAAPTOM.

Mpu npaBUNbHON HAaCTPOKKe KOHUIYpaLUmM MOXeT ObiTb CHUXKEHA BEPOATHOCTb
ownbok Nnepegayvn gaxe B cpee C 3NeKTpUYEeCKMMIN BO3MYLLEHNSMA. B aTom
pasferne onvcbiBalOTCsl CBOMCTBA NOCNEAOBATENbHOM NIMHUK Nepeaayn AaHHbIX B
nokansHon cetn Modbus/RS-485 nop ynpasneHnem Com’X.

Hactpounkn nocnepgoBaTtenbHoro nopta Modbus

Com’X aBnseTcs BegyLuM yCTPOMCTBOM nocneaosatensHon nuHun Modbus. Bee
Apyrue yCTponCTBa, NoACcOoeAMHEHHbIE K 3TON NOCneaoBaTeNlbHON NNHUN, LOIDKHbI
KOHMrypupoBatbCs Kak BegomMble yctponctea Modbus.

HacTtporiku nogYnMHEHHOro YCTPOMCTBA, Takne Kak CKOPOCTb NepeAayun AaHHbIX
B 604ax, YeTHOCTb VU KONIM4eCTBO CTONOBbLIX OMTOB JOMKHbI COOTBETCTBOBATH
Com’X. 3T HacTpoKKM 3agatTcH C MOMOLLbIO NepeHero AMCnes Kaxaoro
YyCTpOWCTBA.
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B oaHHoI Tabnvue onvcbiBaloTCsl HACTPOWKK nNocnenoBartenbHoro nopta Modbus:

Mone

OnucaHue

Onuun

CkopocTb
nepegauu B
6opax

OnpepensieT ckopocTb
nocnenoBaTerbHON NMMHUKN nepefayn
JaHHbIX.

1200, 4800, 9600, 19200, 38400,
57600 1 115200 60a.("

3aBofcKol HacTpoKKo ABnsieTcs
3Ha4yeHne19200 ans cooTBETCTBUSA
3HaueHusiM obopyaoBaHust Schneider
Electric. Bonbluas 4acTb CTOPOHHETO
o6opynosaHus Modbus
NOAAEPKMBAET 3TY CKOPOCTb
nepegayv B 6ogax.

YeTHOCTb

OnpepgensieT KOHTPOrbHbIN pa3psa
4YeTHOCTU NepefaBaeMbix 6anToB.

*  HeyeTHbIN (2)
*  YeTHbIn
*  HeT

3aB0OACKON HACTPOWKON ABNSETCA
3Ha4YeHne HeYeTHbIN oNns
COOTBETCTBUS 3HAYEHMAM
obopynosaHust Schneider Electric.
Bonbluas YacTb CTOPOHHErO
o6opynosaHus Modbus
noaaepKMBaeT 3Ty HaCTPOVIKY
YETHOCTH.

Yucno
CTOMOBbIX
6utoB

OnpepgenseT Yicno cTonoBbix 6UTOB,
nepegaBaemMbix Mexay 2 6anTamu.

1unm 2

3aB0OACKON HACTPOWKON ABNSETCH
3Ha4YeHne1 ans cooTBETCTBUS
3HaveHusim ob6opyaoBaHus Schneider
Electric. Bonbluas 4actb CTOPOHHErO
o6opynosaHusa Modbus
noaAepXMBaeT 3TO YUCHO CTOMOBBIX
pa3psa0B.

Tanm-ayT

Onpegenset Bpemsa oxuagaHua Com'X
nepeg reHepauuen owmbkm ons
HeBbINonHeHHoro 3anpoca Modbus.

100 - 10000 mc

3aB0OACKON HACTPOWKON ABNSETCH
3Ha4yeHne1000 Mc onsi COOTBETCTBUS
3HaveHusim obopyaosaHus Schneider
Electric.

ConpoTuBneHue
OKOHEYHOro
pe3uctopa

MmeeT 3HayeHne 120 Om.

[a vnn Het

ConpoTnBNeHne OKOHEYHOTO
pesuncTopa AorMKHO aKTMBMPOBATLCS,
ecnm Com'X pacnonaraeTcsi B KOHLEe
wnHbl Modbus. HeBbinonHeHne atoro
npaBsuna MOXeT NPUBECTU K
npepbIBaHUIO CBA3MN.

Monsapusauusa
JINHUKN
nocneposa-
TernbHoOMn
nepeaayun

MmeeT 3HayeHne 510 Om.

[a wnn Het

PekomeHpayetcs, 4ToObl BegyLlee
YCTPONCTBO BbIMOMHSAMO
nonsipusaumio nuHun. Hrukakoe
Opyroe BegoMoe yCTPOWCTBO He
[OIMKHO NnoaaepXxuBaTb
conpoTuBneHnsa nonapusaunn nmMHUn
UV aKTUBUPOBATb COMPOTUBNEHMUS
nonsipmM3aummn nocnegoBarternibHOn
NAHWK.

(1) Bbicokoe 3HaueHue CKOpOCTU nepenayun B 6opax cHmkaet BpemMa peakuunmn, HO MOXeT ObITb
bonee YyBCTBUTESTbHbIM K BO3MYLLEHUAM. B cnyyae BOSMyLLl,eHI/IVI npoBepbTe NoftHoe
CONPOTUBIIEHNE Ha NOCneaoBaTeNbHOW NMMHUN Nepea CHXEHEM CKOPOCTU nepedaydv B 6opax.

(2) HacTpowikv YETHOCTM UN HEYETHOCTU aKTUBMPYIOT MPOBEPKY LIENMOCTHOCTH 6anToB, Npu KOTOPOW
MoXeT ObITb 0OBHapyxeHa owmbka nepegaqn Ha 6aToBOM ypoBHe. Ha 3ToM ypoBHE OTCyTCTBYeT
npenMyLLeCTBO UCNONb30BaHUsS 3Tou npoBepku: Npotokon Modbus npegycmartpusaeT npoBepky
KOHTponbHon cymmbl CRC, koTopas nogaepxmBaeT LeflocTHOCTb Bcero kaapa Modbus.

KoHdurypupoBaHue HacTpoek nocrniegoBaTtenbHoro nopta Modbus

Bbl MOXeTe BbINOMHATL KOH(PUIypUpOBaHUE HACTPOEK NOCNeAoBaTeNbLHOro nopTa
Modbus Ha Com’X.
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YeedomneHue
YXYALWEHHAA NMPOU3BOOUTENBHOCTb CETU

N3meHaTb gononHuTensHble HacTporku wn3a Modbus AomkHbI TOMBKO
KBannuunpoBaHHbIe COTPYAHMKN. [10g06HbIE N3MEHEHUS LOIKHbI
NPON3BOANTLCS TONLKO NMOCIE 03HAKOMITEHUS C AOMOSNTHUTENbHBIMU
HacTpowkamu wno3a Modbus 1 npu NONHOM NX NOHUMaHUWK.

HeBbInonHeHne AaHHbIX MHCprKLIMﬁ MOXeT yXyauwunTb
npon3BoauUTeNibHOCTb CeTu.

1. HaxmuTte Hactponku > CBsa3b > lNocnegoBartenbHbin noptT Modbus.

2. BbibepuTe Tpebyemoe 3Ha4YeHVe B packpbiBatoleMcs cnmcke CKOpocTb
nepegaym B 60pax.

3. BbibepuTe TpebyemMoe 3HaveHne B pacKkpbiBaroLLEeMCsi cnucke YeTHOCTb.

4. BbiGepuTe TpebyeMoe 3HaYeHne B packpbiBatoleMcs cnvicke KonuvectBo
CTONOBbIX GUTOB.

5. Bbibepute Tpebyemoe 3HaveHne B packpbiBatoLLemcs cnucke Tanm-ayT.

6. Bbibepute [la B none ConpoTuBneHne OKOHEYHOro pe3ucropa npu
OKOHLIEBAHWUW LUVHBI.

7. Boibepute Oa B none Monsipusaumsa nuHUM nocrnenoBaTenibHON
nepeaayu, eCrv HMKakoe Apyroe ycTpomucTBO B NIMHWN HE co3faeT
nonapusaumio.

8. Haxmute CoxpaHUTb NU3MEHEHMUS.

dononHuTtenbHble HacTponku Ethernet

DononHutenbHble HacTpouku Ethernet nossonsoT Bam agantupoBatb
HaCTPOWKM CETU K BaLLMM OCOObLIM YCIOBMAM paboThbl.

YkasaHHble napameTpbl IpUMeHsIoTCS Ans o6omx noptos Ethernet.

Hactpoiika Onucaxue Onuum
Bpems Onpepnenser Yncno poyTepos, Yepes KoTopble 1 —255 nepexonos
CYLLLeCTBOBaHMWSA MoxeT npovitn naket TCP go Toro, kKak oH

cbpacbiBaeTcs. Mo ymonuaxutio: 60

nepexonos

BkntounTb nogaepxky | Keepalive-cooblueHne nepegaetcs ons Oa vnu Het
npotokona TCP npoBepku paboTartoLLero kaHana nepegayn

mexgy yctporicteom Com'X 1 ero Mo ymonuaxuio: fa

NOAKNMKYEeHHbIM XOCTOM Unun Anga
npenoTepalleHnsa paspbiBa 3TOro KaHana

nepegavu.

Bpewms Mpowealwee Bpems mexay ABYMs 1—7200 cekyHa
nocnenoBatenbHbIMY NOBTOPHBLIMU NepeaadYammn
keepalive-coobLueHus, ecrnv KBUTUPOBaHWE Mo ymonuauio: 30
npeablayLien nepegayn He nNosyveHo. CeKyHa

KoHdurypupoBaHue gononHutenbHbIX HacTpoek Ethernet

Bbl MOXeTe HacTpanBaTb NO CBOEMY YCMOTPEHMUIO HACTPOMKN CETU B 3aBUCMMOCTH
OT Ballel cpeabl. OTO AenaeTcs NyTeM KOHpUrypMpoBaHus AONOMHUTENBbHbIX
HacTpoek Ethernet.
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YeeodomneHue
YXYOLWWEHHAA NTPOU3BOOUTENBHOCTb CETU

M3meHaTb gononHuTenbHble HacTponkn Ethernet gomkHbI TonbKo
KBannuumnpoBaHHble COTpyaHMKU. [1ogoBHbIE N3MEHEHMS OOIMKHbI
NPOM3BOANTLCS TOIbKO NMOCIE 03HAKOMITEHUS C AOMOSNHUTENbHBIMMA
HacTpovikamu Ethernet n npu nonHomM nx NOHMMaHuu.

HeBbinonHeHue AaHHbIX VIHCprKLIMﬁ MOXeT yXyaWwunTb
npoun3BoaAnTesNIbHOCTb CeTun.

1. HaxmuTte Hactpownkn > CBa3b > [lononHuUTenbHble HacTponku Ethernet.
2. Beegnte Bpems cyllecTBOBaHuUS.

3. NMopaepxka npotokona TCP BkntoveHa No yMonyaHuio.
— BBeguTte Bpema «keepalivey, nnbo
— Haxmute HeTt, utoObI oTKH0UMTL onuuio Mopaepxka nporokona TCP.

4. Haxmute CoxpaHUTb U3MEHEHUS.

YToO6bI BEPHYTb 3HA4Y€HUA NO YMOJTHaHUIO, HAXXMUTEe Mo YMOM4aHUHo.

Hactpouku cetun ZigBee
B Com'X moxHo fobaeutb Ao 20 yctponcTs ZigBee (Konnyectso JonNyCTUMbIX
ycTpouncTB ZigBee onpenenserca annapaTHbiM kniovom EBXA-USB-Zigbee).

ZigBee — aT0 6ecnpoBoaHoON ceTeBow cTaHAapT AN AUCTAHLMOHHOIO
ynpaBneHns gatynmkamu.

Bnuskue Tembl

» OGHapyxeHue ycTpowncTs ZigBee
NepBoHayanbHoe co3naHue cetu ZigBee

Schneider Electric npegocraBnseT npyHagnexHoCTy AN KpenneHns Knova
ZigBee c BHelwHel ctopoHbl kopnyca. MIPUMEYAHMUE. MNepen yctaHoBkon nnm
n3BrevYeHmeM annapaTHoro knoya Zigbee Heobxoanmo BbIKMOYUTE NUTaHUE
Com'X.

JononHuTensHyo UHopmaumio cM. B HCTpykummn ansa Zigbee. BeinonHute
OaHHyI0 npoueaypy, ecnu cetb ZigBee eLle HM pady He co3gaBanachk s Com’X.

YeeodomneHue
HELEJNIEBOE UCMNOJIb3OBAHUE OBOPYOOBAHUA

He yctanaBnusanTe knitod ZigBee BHyTpy Kopryca unu wkada npu
ncnonb3oBaHNM NapameTpa «Bbicokas MOLWHOCTL Nepeaayny.

HecobntogeHune AaHHbIX UHCTPYKLMIA MOXET NMPUBECTU K NOBPEXAEHUIO
obopyaoBaHus.

1. Bbikntounte Com’X.

2. BcraBbte kntov ZigBee B oguH 13 USB-noptos Com'X unu nogcoeamHnTte ero
k Com'X ¢ nomoubto USB-yanuHutens.
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3. Bkntounte Com'X n goxantech, Noka ero CBETOANOAHLIN MHAMKATOP NUTaHMWS
3aropuTcsi 3eMneHbIM.

MpumeyvaHume: MukponporpaMmmHoe obecneyeHne ZigBee
pasBepTbiBaETCHA C MUKponporpammMHbiM obecnedeHmnem Com'X. Com'X
aBTOMAaTU4eCKM BbINOMHSAET 0OHOBNEHME MUKPOMPOrpamMmMHOro
obecneyeHns Npu BbIXo4e HOBOW BEPCUM.

4. BeinonHute Bxog B Com’X, a 3atem Bblbepute HacTponku > CBaA3b >
HacTtpowku ZigBee.

OTtobpasnTca akpaH Hactponku ZigBee.
5. B none AktuBupoBathb ZigBee BbibepuTe Oa.

6. (He obsizatenbHo) B none KaHnan BbiGepuTe kaHan ZigBee. Ecnv ocTaBnTb
3Ha4YeHne JaHHOoro napameTpa kak —, To Com'X BbINOMHUT CKaHMpPOBaHME
BCEX JOCTYMHbIX KaHarNoB 1 aBTOMaTU4eCKnN BbIGEPET KaHan ans ceTn
ZigBee. Kak npaBuno, BbIbnpaeTcsa kaHan ¢ caMbIM CUMbHBIM CUTHAIOM.

7. B none MowHoCTb nepega4m BbIGepnTE OANH U3 CNEAYIOWNX NapaMeTpoB;:

— CTaHgapTHas MOLWHOCTL: Bbibepnte gaHHbI napamMmeTp, Koraa Kiou
ZigBee n Bce ycTpoicTtBa ZigBee HaxogaTca B ogHOM LuKady.

— Bbicokas mowHOCTL: Bhibepnte AaHHbIN BapuaHT, ecniv knod ZigBee
nogkntoyveH k Com'X yepes USB-ygnuHutens. Bam 6yaet Heobxogumo
noaTBepanTb, YTO KNtod ZigBee HaxoguTcs 3a npegenamu wkaga. Ytoobl
nogTBepanTb, HaxmuTe OK.

8. Haxmute CoxpaHUTb U3MEeHEeHUs.

Hactpoiika 3aHMmMaeT okono 60 cekyHa. lNocne 3anycka cetu B nosie CoctosiHne
ZigBee ykasblBaeTCs, YTO CETb rOTOBA K UCNOSb30BaHMWIO, a8 CBETOANOAHBLIN
nHAnKaTop Ha kntoye ZigBee muraet 3eneHbiMm.

Tenepb MOXHO Ucnonb3oBaTh OYHKLMIO 0OHapyxeHus ZigBee ansa nogknioyeHms
YCTPOWNCTB K CETU.

Bnuskune Tembl

» OOGHapyxeHue ycTponcTs ZigBee

OcTtaHoB u nepe3anyck cetu ZigBee

VMcnonb3ynTe gaHHyo npolenypy Ang octaHoBa U nepesanycka cetn ZigBee ans
N3MEHeHNs HacTPOeK CeTU UKW BbINOMHEHUS paboT Mo 06CnyXnBaHuio.

1. BeinonHute Bxog B Com’X, a 3atem Bbi6epuTte HacTponku > CBaA3b >
HacTtpowku ZigBee.

OTtobpasnTtcsa akpaH Hactponku ZigBee.
2. B noneAktuBupoBatb ZigBee BbiGepute HeT, a 3atem Haxmute
CoxpaHuUTb NU3MEHEeHMUS.

B none coctosiHug ZigBee Bynet ykasaHo, 4TO CeTb He onpefeneHa. Tenepb
MOXXHO BbINOMNHATbL paboTbl N0 06CNYXMBAHMIO UM U3MEHSATb HACTPOMNKM
cetu.

3. B none AktuBupoBaTtb ZigBee BbibepuTe Aa.
4. B none Co3spatb HoBYyo ceTb ZigBee ocTaBbTe 3HadeHne Her.

5. B none MowHocTb nepega4m Bbibepute 0aMH U3 creayowmx napaMeTpoB:

— CraHpapTHas MowWHoOCTb: BuibepuTe AaHHbIM NapameTp, Koraa KoY
ZigBee u Bce ycTpoicTea ZigBee HaxogaTca B 04HOM LUKaddy.

— Bbicokasi MoWwHOCTL: Bbibepute AaHHbIN BapuaHT, ecniv knod ZigBee
nogkntoyeH k Com'X uepes USB-yanuHutens. Bam 6yaet Heobxoammo
noaTBepanTb, YTO KNtod ZigBee HaxoguTcs 3a npeaenamu wkaga. Ytoobl
nogTeepanTb, HaxmuTe OK.
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6.

Haxmute COXpaHVITb U3MEeHeHuUs.

HacTpovika 3aHMMaeT HecKornbko cekyHA. NMocne 3anycka ceTu B norne
cocTosiHuA ZigBee ykasbIBaeTCsl, YTO CETb rOTOBA K MCNOMNb30BaHUIO, a
CBETOAMOAHBIN MHOUKATOP Ha Kkntode ZigBee muraeT 3eneHbIM.

NMoBTOpHOE co3naHue cetu ZigBee

Wcnonb3ynte aaHHyio npouenypy Ans M3aMeHeHus KaHanos B ceTn ZigBee,
KoTopas yXe bbina cozgaHa gns Com’X.

MNpwv BbINONHEHMW AaHHOW NpoLedypbl Bce 000pyaoBaHWe, NOAKMIYEHHOE K CETU
ZigBee, otkntovaetcs. Heobxoammo ncnonb3oBatb MYHKLMIO OBHapYyXeHUs
ZigBee ons noBTOPHOrO NOAKMOYEHUST YCTPONCTB K CETU.

1.

BoinonHute Bxog B Com’X, a 3atem Bbibepunte Hactponkn > CBA3b >
Hactpownku ZigBee.

OTtobpasnTtcsa akpaH Hactporiku ZigBee.

B noneAkTuBupoBaTthb ZigBee BbibepuTe HeT, a 3atem HaxxmuTe
CoxpaHUTb U3MEHEeHMUA.

B none coctosiHns ZigBee Gynet ykasaHo, 4TO CeTb He onpegeneHa. Tenepb
MO>XHO BbINOJTHATb pa60Tb| no O6CJ‘Iy)KVIBaHI/Il0 NUInn N3AMeHATb HaCTpOI7IKI/I
ceTu.

B none AktuBupoBaTtb ZigBee Bbibepute da.
B none Co3aatb HoBYO ceTb ZigBee BuiGepuTte [a.

BeinonHute npouenypy Hacmpoliku cemu ZigBee ¢ wara 6 0o koHua, 4Tobbl
3aBEPLUNTb HACTPOWIKY.

Bnuskue Tembl

Hactpouiku cetu ZigBee

OGHapyxeHue ycTpowncTs ZigBee
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Hactpouku yctponcts Com’X 210

O6G30p HaAcTpoOEK ycTponucTea

WHTepderic HacTpoirku ycTponcTBa onpeaensiet yCTPOoUCTBa, NOOKITHOYEHHbIE K
3HepreTMYecKoMy cepsepy, Hanpumep, wto3bl Ethernet, cuetunkn Modbus,
CYETUYUKN MMMYNbCOB UM aHanoroBble AaT4KKU.

AOCTOPOXHO

HETOYHbIE PE3YIIbTATbI AAHHbIX

WN3beravite HenpaBnNbHOW HACTPOMKN KOHCpUTypaLmMm NPOrpaMMHOro
obecneyeHus, Tak Kak 3TO MOXET NPUBECTU K HETOYHbIM OTYETaM U (Urn)
pesynbrataMm AaHHbIX.

HecoGniogeHne faHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NleTaribHOMY
ucxopy, cepbe3HbIM TPaBMaM UIM NOBpPeXAEeHUI0 060PyAOBaHMUS.

Com’X nopgaepxvBaet oo 64 yctponcts. lNogaepxmeaemble Com'X ycTponctea
OonuncaHbl B NPUMeEYaHusX K BbIMyCcKy MUKponporpaMMHoro obecrneyeHus. Bl
TaKkKe MoXeTe co3aaTb NONb3oBaTeNbCKME MOAENW, OCHOBAHHbIE Ha TUNax
nonb3oBaTenbCKMX mogernen, obasneHHbIX Bo Bknagky Monb3oBarenbckas
o6ubnuoreka.

Ha naHHom nsobpaxeHun nokasaH uHtepdgenc Hacrtpoinkm yctpomcrtea:

| A. [peBOBUOHOE MEHIO
‘ YCTPONCTB

B. XapaktepucTtuku
yCcTpoWncTBa

° C. OTkNtoYeHHbIE
ycTpoWncTea

cmao
(slave )

D. KomaHaHble KHOMKM

5} oo

ApeBoBUAHOE MEHIO YCTPOUCTB

[peBoBNOHOE MEHIO YCTPONCTB NPEACTaBIISAET apXUTEKTYPY CBA3EN YCTAHOBKM.
Com’X Bcerga CTOUT B BEpXHEN 4YacTu Aepesa. YCTPoONCTBa rpynnmpyoTcst No ux
MHTepdencam nogknodeHus: noptel Ethernet, nopt Modbus, undposbie Bxoabl 1
aHarnoroBble BXOAbI.

[nsa umdpoBbIX M aHanNoroBbix BXOAO0B KaXK4oe YyCTPOWCTBO NOKa3biBaeT CBOe
Mmsa 1 Homep Bxoda, K KOTOPOMY OHO NOAKITHOYEHO.

MHorokaHarbHble BbIXOAbl OCHOBHOIO CHETYMKA (Hanpumep, umMnynbscbl KB/,
KBAP/4) MOryT nogkntovaTbCs K HECKOMbKUM LnpoBbIM BXOAaM.

Ona wnio3a nocnegoeartensHon NuHum Modbus TCP/Modbus kaxxgoe ycTponcTeo
nokasbiBaeT cBoe HassaHue 1 cBoli MAeHT. koa NOAYUMHEHHOro yCTPOUCTBA.

HaxmuTe yCcTponcTBO, YTOGLI 0TOBPa3nTL ero XxapakTePUCTUKM Ha BKNaaKe
OcCHOBHble CBOMCTBa.
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OTKNIOYEeHHbIE YyCTPOMUCTBA

B o701 06nacTy NokasbIBalTCA YCTPOMCTBA, HE NOAKIIOYEHHbIE K YCTaHOBKe.
N3mepeHunsi OT 3TUX YCTPOMCTB HE PErMCTPUPYHOTCS B XKypHare.

XapakTepuCTUKKU yCTPOMNCTBA

KomaHAaHble KHOMKKU

[ns BbIOpaHHOro ycTpoiicTBa 3Ta 06r1acTb NO3BOSISIET BaM:

* onpenenuTb HEKOTOPblE METafaHHbIe, TakMe Kak uMmsl, pmanyeckoe
MeCTOMNOMNOXEHUE, a AN CHETUMKA NPOAYKT, UCMOSb30BaHUE 3HEPTUM U
KOHTpONMpyeMas 30Ha B 30aHuu;

*  HacTpOWUTb UM N3MEHUTb HAaCTPOWKM, Takne Kak: BEC MMMyrbca A8 cHeTYMKA
UMMYNbCOB, MAEHT. KO NOAYUHEHHOIO YCTpoMCcTBa Ass cyetynka Modbus,
IP-agpec ons wn3a n usmMepeHusi, peructpupyemsle 1 nybnmkyemoie B
BblOpaHHYIO XOCTOBYHO NnaTtqopmy;

¢ noaknkw4aTtb U OTKMKYaTb HMXKeCToALLne yCTpOVICTBa B pacKpbiBaOLWKNXCA
Crnunckax, ecnm Bbl6paHHoe YCTPOIZCTBO 3TO AonycCKaeT. Kaxabivi Tmn
noaKnK4YeHna nmeeTt CBor COﬁCTBeHHYIO obnactb. B cnincke nepe4uncrieHbl
TOJTbKO yCTpOIZCTBa, KOTOPbI€ MOXHO MOAKIMIOYUTb K 3TOMY TUNy.

[aHHas Tabnuua onucbiBaeT UHTEPENCHBIE KHOMKN:

KHonka

DenctBue

KoadpcpmumeHT rotoBHOCTH

HanTtu noakniouyeHHble

3anyckaeT obHapyxeHue

Bkntovaetcs, koraa BbibpaHbl

ycTpoucTBa yctpovicte Modbus u Com'X unu wnto3 Ethernet.
aBTOMaTUYECKN HaxoauT
NOAKMIOYEHHbIE HKEeCTosILLmne
yCcTpoWucTBa.

Ypanutb YnanseT BbibpaHHoe Bkntovaetcs, koraa BbIopaHo

YCTPOWCTBO.

Ypanset unu nepemeLuaert
NOAKIIOYEHHbBIE HKECTOSALLME
ycTponcTea B obnactu
OTKNOYEHHbIe YCTPOMCTBA.

YCTPOWCTBO.

COXpaHMTb U3MeHeHusa

MoaTeepxaaeT UBMeHeHUs.

OTkntoyeHa, ecnu:

*  HEeT U3MeHeHui Ha Beb-
CTpaHuue;

. obsi3aTenbHble nons
OCTaBlEHbI
He3anosnHeHHbIMK. TN
nonsa BblaenaTcAa
KpacHbIM LIBETOM.

* B OIe BBEAEHbI
Henoaxogsime
CUMBOnbI. ATO none
BbIAENSAETCSA KpaCHbIM

LiBETOM.
OTMeHUTL OTMeHSET M3MEHEHMSA 4Ns -

BO3Bpara K nocnegHnm

COXpPaHEHHbIM HacTpoKaMm.
3ameHuTb [Mo3BonseT BbINOMHUTL 3aMeHy | —

YCTpOWCTBA Ha Apyroe.

OcHOBHbLIe cBOMUCTBaA

Bce ycTtpoicTtea umetoT nHtepdericel OCHoBHble cBoMcTBa 1 KoHTponupyemasi

30Ha.
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OcHOBHbIe CBOUCTBa

KoHTponupyemas 30Ha

Bce ycTpoicTea umeroT Habop 0bLLMX CBONCTB, KOTOPbIE BKIOYAKOT TUM,
Ha3BaHMe, KOMMeHTapWUM, NPOAYKT 1 pacnosiokeHne yCTporucTBa.

B naHHoM Tabnmue npencraBneHbl OCHOBHbIE XapakTtepucTukn Com'X:

Mone Onucanue KommenTapun
Tun CooTBETCTBYET TUMY BbIOPaHHOIO OT0 None aBTOMaTUYECKM
yCTpONCTBA. HasHavyaetcs Com'X 1 He MoxeT
6bITb M3MEHEHO.

Nmsi CoOTBETCTBYET MMEHM YCTPONCTBA. | OTO None He A0MKHO coaepXaTb
crnegyloLme cuMBONbI: /:*?< >| unn
npoGen.

KomMmmeHTapwui [No3BonseT BBeCTH -

AOMNOSTHUTENBHYIO MHPopMaLMIO.

MpopykT CoOTBETCTBYET TUMY NU3MEPEHUIA. OTO none [OCTYMHO TOMbBKO ANs
CYETYMKOB UMW [aT4MKOB.
MHTepBan peructpaumu
n3MepeHuin 3agaercs B
COOTBETCTBUM CO 3HAYEHMEM,
yKasaHHbIM B pasfene
«Peructpaumns gaHHbIx».

PacnonoxeHnve Onpepenser, rae usnyecku Hanpumep:

ycTponcTea yCTaHOBIEHO YCTPONCTBO. . MaBHbI

pacnpenenuTenbHbIn WUT
HU3KOro HanpsXXeHua ansa
QJTIEKTPUYECKOro cHeT4ymka

. KOTeNnbHOE nomelleHne ans
ra3oBoro cyeTymka

*  HapyXHbI ceBepHbIn hacag
AnNs TemMnepaTtypHoro
aaryvka

VM4 ycTporcTBa CBA3aHO C U3MepeHnemM Ang cosgaHusa cyetyunka B Energy
Operation. Hanpumep, nuamepeHune aktmsHowm aHeprim ans PM3250 nog
Ha3BaHMEM BenTuiiaumsa Q01 co3daeT CHETUMK BenTrmiaumua Q01

AKTVBHaA 3HepPIuA.

Mpumeyanue: Energy Operation nonyyaert aty nHopmaumo ot Com'X ans
C034aHNsa U3MepUTENIbHON apXNTEKTYpPbl 0ObEKTA.

KoHTponupyemasi 3oHa NO3BOMSET ONpeaennTb 30HY 34aHUs, U3MepseMyto
CYETUYMKOM Unn aaTunkomMm. OBbEKT MOXKET COCTOATb N3 HECKOMNbKUX 30aHUN.
Kaxxgoe 3gaHmne MoXeT UMETb HECKONbKO aTaxen. KaxabIi aTaXk MOXET COCTOATb
N3 HECKONbKUX 30H. Tonornorus oGbekTa onpeaensieTcs BBeAEHNEM 3HaYEHUN B
nonsax 3aaHue, dTax, 1 30Ha.

lMone Ucnonb3oBaHMe NomoraeT NaeHTUOULNPOBaTL YCTPOUCTBO BO BKNagke
Ta6bnuua namepeHunin. MoxHo UCNonb3oBaTh 3apaHee 3agaHHOe UMS Unu
YCTaHOBUTb CBOE COOCTBEHHOE.

YUTtoObl BBECTU HaMEHOBaHWe 3Taxa, cHavana HY>XHO BBECTU HanMeHoBaHune
30aHus. Ytobbl BBECTM HAMMEHOBAHWUE 30HbI, CHa4Yana HY>XHO BBECTU
HanMeHoBaHME aTaxa.

Mpumep: KoHTponupyemas 30Ha

OTOT NpMMep ONMCLIBAET, Kak ONPeaenuTb Ha3BaHNE 30aHNA, STaXEN, 30H, U
NPUMEHEHNE CYETHMKOB N AATYMKOB 00bEeKTa, COCTOSALLEro U3 2 3gaHui:

74

DOCAOQ036RU-15




Hactponku yctporicte Com’X 210

OHepreTuyeckuii cepsep Com'X 210

Building B

Site
Building A
M1
Elogr 1
[T
M1 M5
East est

M14

AN

m =

M15 M16

[aHHas Tabnuua nokasbiBaeT NpMMEPbl HAMMEHOBaHUSA A1 pasHbIX Nonen
packpbiBatoLLerocs meHio KoHTponupyemasi obnacrb:

KoHTponupyemas obnactb
Pacnonoxe-
Cuyetumk/ Hue
[aTyuK ycTponcTBa 3naHue Atax 30Ha MNpumeHeHune
M1 MaBHbIN 3naHue A - - OcHoBHoe
pacnpenenu- namepuTenb-
TeNbHbIN WNT Hoe
YCTPOWCTBO
M2 MmaBHbIN 3paHve A 1-n - Cy6cyeTymk
pacnpenenu-
TENbHbIA WNUT
M3 MmaBHbIN 3paHve A 2- - Cybcyetunk
pacnpenenu-
TenNbHbIA WNUT
M4 Pacnpegenn- | 3gaHue A 1-i BocTtok OcBelleHne
TenbHbIA WNT
1
M5 Pacnpepenun- | 3gaHne A 1-n 3anag OcselyeHne
TenbHbIA WNUT
1
M6 Pacnpepenun- | 3gaHne A 1-n BocTok BeHTunauua
TenbHbIA WUT
1
M7 Pacnpegenn- | 3gaHue A 1-i 3anapg BeHTtunsums
TenbHbIA WUT
1
M8 Pacnpepenu- | 3gaHne A 2-n BocTok OcselueHne
TenbHbIA WNUT
2
M9 Pacnpepenu- | 3gaHue A 2- 3anag OcselueHne
TenbHbIA WNT
2
M10 Pacnpegenu- | 3pgaHue A 2-1 BocTtok BeHTunsums
TenbHbIA WNT
2
M11 Pacnpegenu- | 3paHue A 2-n 3anapg BeHTunauus
TenbHbIA WNUT
2
M12 KoTenbHoe 3aaHve A - - OTtonnexuve
nomMelleHne
M13 BHe 3paHne A - - OcHoBHoe
noMeLleHns namepuTenb-
Hoe
YCTPOWCTBO
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[JobaBrneHne HMXKeCTOALLEro yCTpomcTea

KoHTponupyemas obnactb

Pacnonoxe-
CueTtumnk/ HUue
[aTtuynk ycTpoucTBa 3paHue Atax 30Ha MpumeHeHune
Temn1 HapyxHbI 3paHne A BHe - Mpoune
CEeBEpHbIN nomMeLLeHns
dacag
M14 MaBHbIN 3naHve B - - OcHoBHOe
pacnpenenu- n3mepuTesb-
TenbHbIA LWNUT Hoe
YCTPOWCTBO
M15 KotenbHoe 3panue B - - OTtonnexne
nomMeLleHne
M16 BHe 3paHne B - - OcHoBHOE
nomMeLLeHns n3mepuTtenb-
Hoe
YCTPOWCTBO
Temn2 HapyxHbii 3paxve B Bre - Mpoune
CEeBEpHbIN nomMeLLeHns
dacag

Bnuskune Tembl

*  Peructpauus naHHbIx

[obaBrneHne HmkecToALWMX yCTporcTB B Com’X.

1. HaxxmuTe ocHOBHyt0 Bkragky HacTponkm ycTponucrea.

2. B ApeBOBMOHOM MEHIO YCTPOWCTB HAXXMUTE Ha BbILLECTOSILLIEE YCTPONCTBO, K
KOTOPOMY MOAKMHOYAETCS HUXKeCTosILLee YCTPOMCTRO.

Hanpumep, Bbibepute Com'X ansa nogknoveHus yctpornctea k Com'X.

3. Haxmute packpbiBawLeeCA MEHKO, KOTOPOE COOTBETCTBYET TUNY

nogKto4aemMoro ycTpomcTea:

— PackpbiBatoeecs meHio LincppoBblie n aHanoroBble BXoAbl 4115
YCTPOWCTB, NOAKMYaeEMbIX K LMpoBbIM M aHanoroebiM Bxogam Com'X,

HanpumMmep, CHETHUKN NMNYNbCOB U aHarnoroBblie AaTHUKN.

— packpbiBatoweecs meHto NocnepoBartenbHoe coeauHeHne Modbus
ans ycrponctaa Modbus. Modbus MOXHO Takke aBTOMaTMyeCcKu
0BHapYX1Tb C MOMOLLbIO KHOMKM HanTu noaknioveHHbIe yCTPOMCTBa.

— PackpbiBatoweecs meHto Ethernet ons wnio3sa nocnegoBaTensHOM NNHUN
Modbus TCP/Modbus nnu yctporictaa ¢ nogaepxkon npotokona IP.

4. Bbibepute Co3paTb HOBOe YCTPOMCTBO B pacKpbIBaoLLEMCS CNINCKe
YctponcTBo.

5. BbibepuTe TMN co3gaBaemMoro yCTpOMCTBa B pacKpbiBatoLeMcsi cnucke Tun
ycTpoucTtBa.

MpumeyaHue: B cnucke nepeyncneHsl TONbKO YCTPONCTBA, KOTOPbIE
MOXHO MOAKINIOYMTL K 3TOMY UHTepdeincy. lNocne cosgaHmsa ycTponcTea
Bbl MOXXETE U3MEHUTb TUM YCTPONCTBA.

6. HactpowTte koHGurypauuto yctponctea. CM. pasaensl, KOTopble

COOTBETCTBYIOT KaTeropumuum yCTpOI7ICTBa.

7. Haxmute Co3aatb, 1 yCTPONCTBO NOABUTCS B APEBOBNAHOM MEHIO
YCTPONCTB.

76

DOCAOQ036RU-15



Hactponku yctporicte Com’X 210 OHepreTuyeckuii cepsep Com'X 210

Bnuskue Tembl

*  O6HapyXeHne NOAKMYEHHbLIX YCTPONCTB

NU3meHeHMe ycTpoucTBa

Bbl MOXeTe BbINONMHATE U3MEHEHME HACTPOEK YCTPONCTBA.
1. HaxmuTe ocHoBHyl0 Bknaaky Hactponku yctponctsa.
2. HaxmuTe ycTpOMCTBO B APEBOBMAHOM MEHIO YCTPOWNCTB.
3. VameHunTe HacTpoliku B TpebyeMOM pacKpbiBaKOLLEMCS MEHHO.
4

Haxmunte CoxpaHUTb U3MEHeHuUs.

MpumeyvaHue: Tun yCTPOUCTBA HENb3S M3MEHUTb. Ecnn ycTponcTBo
HenpaBUIbHO CKOHMUIYyPUPOBaHO, yaanuTe ero 1 cosganTe HOBOE
YCTPOWCTBO.

OTKno4YeHUe ycTpoucTea

CnepyiTe gaHHoM npoueaype Anst OTKIOYEHMS yCTPONCTBA OT BbILLECTOSALENO
YCTPOWCTBA.

[Mocne oTKMNoYeHNs YCTPOMCTBO He NOosBNSAETCS Ha Bknaake Tabnuua
M3MepeHun. ilamepeHne OT 3TOro yCTPOMCTBA He OTMNPABNSAETCS B XOCTOBYHO
nnatgopmy. YCTPOMNCTBO Npu 3TOM AOCTYMNHO BO BKNaake [JaHHble B pearbHOM
BPEMEHM.

1. HaxmuTe ocHOBHYO BKnaaky HacTpomku ycTponcTBa.
2. BbibepuTe ncxogHoe yCcTporucTBO B APEBOBMAHOM MEHIO YCTPONCTB.

3. Bblbepute MNogknioyeHHbIe YCTPOUCTBA OTCYTCTBYHOT B PACKpbIBalOLLLEMCS
cnucke MopKNOYEHO K.

YCTPONCTBO NOSABUTCSA B pacKpbIBalOLLEMCS MEHIO YCTPOUCTBA He
noAKno4YeHbl BHU3Y APEBOBMAHOMO MEHIO YCTPOWCTB.

4. Haxmunte CoxpaHUTb U3MEHEHUSA.

NoBTOpHOE NoAKMK4YeHNe YyCTPOMNCTBA
Bbl MOXeTE BbINOMHWUTE NOBTOPHOE NOAKIMOYEHME YCTPONCTBA OT BbILLECTOSILLErO
YCTPOWCTBA.
1. HaxmuTe ocHOBHYO BKnaaky HacTpomku ycTponcTBa.

2. B opeBOBUOHOM MEHIO YCTPOMCTB HAXMUTE Ha BbILLECTOSILLIEE YCTPONCTBO, K
KOTOPOMY JOMKHO NOAKMOYaTbCA HMKECTOSLLEE YCTPONCTBO.

Hanpuwmep, Bbibepute Com'X Ansi NOBTOPHOTO NOAKMIOYEHUS HUXKECTOSALLETO
yctpoincTtea k Com'X.

3. B packpbiBatowiemMcsi meHto LincbpoBbie n aHanoroBble BxoAbl BbiGepuTe
YCTPOWCTBO, MOBTOPHO MOAKITIO4YaeMoe Ha Tpebyemom LumdpoBom BXoge.

4. Haxmute CoxpaHUTb U3MEHEHUSA.

3ameHa ycTpoucTBa

Bbl MokeTe BbINOMHWTL 3aMeHY CyLLECTBYIOLLIEro YCTPOCTBa APYrM
YCTPOWCTBOM aHasIorM4yHoro Tmna.
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OHepreTuyeckuin cepsep Com'X 210

HacTpoiiku yctporicte Com’X 210

OTa npoueaypa MOXET MCMONb30BaTbCS AN 3aMeHbl CTaHAaPTHOro YCTPOMCTBA
Nonb30BaTENbCKNUM YCTPONCTBOM 6€3 NOTepM CBOMCTB OPUrMHANbLHOro
YyCTPOMNCTBA.

1.
2.

HaxmuTte ocHoBHyto Bknagky HacTpoiku ycTpoicTBa.

B ApeBoBMAHOM MEHIO YCTPONCTB HAXXMUTE Ha BbILLECTOSILLEE YCTPOUCTBO, K
KOTOPOMY JOMMKHO MOAKIMoYaThCst 3aMeHAEMOE YCTPONCTBO.

Hanpuwmep, Bbibepute Com'X s 3ameHbl yCTPONCTBA, MOAKMHOYEHHOIO K
Com'X.

HaxxmuTe packpbiBaroLeecsi MEHI0, KOTOPOE COOTBETCTBYET TUMY
3aMeHsIeMoro yCTponcTea:

— PackpbiBatoLieecs MeHto LincbpoBblie n aHanoroBble BxoAbl Ansi
YCTPOWCTB, NOAKITYaeMbIX K LMdpoBbIM 1 aHanoroebiM Bxogam Com'X,
HanpuMep, CYETUYMNKM NMMNYNBCOB UITM aHaNoroBble AATUYUKK.

— PackpbiBatowweecs meHto NMocnepoBaTtensHoe coeanHeHne Modbus
Aans yctpovictea Modbus. Modbus MOXHO Takke aBTOMaTU4YeCKM
0BHapyX1Tb C NOMOLLIbIO KHONKM HanTn noakntoyYeHHbIe yCTpoOMCTBa.

— PackpbiBatoweecsa meHio Ethernet gns yctponctsa Modbus TCP/
Modbus.

— ZigBee: 3ameHa yctponcTtsa ZigBee 3anyckaeT yHKUMIO 06HapyxeHns
ycTporicTB ZigBee. OBHapyxeHne ocTaHaBNMBaETCH, Kak ToNbko byaeT
HangeHo nepsoe ycTponcTteo ZigBee. Ecnv pagom gpyr ¢ Apyrom
pacnonoXeHbl HECKONbKO yCcTponcTB ZigBee, To nepBoe obHapyxeHHoe
yCTponcTBO ZigBee MoxeT ObITb He TeM, KOTOpoe BaM TpebyeTcs. B atom
crny4yae noBTOpuTe Npoueaypy.

BbibepuTe yCTpOMNCTBO, KOTOPOE XOTUTE 3aMEHUTb. BbibepnTe ycTpoNCTBO Ha
3aMeHy, KOTOpoe MMeeT Takon xe (Mnu NogobHbIN) TN U nogaepXxmeaeTt
Takue e nybnvkyemble AaHHbIE U3MEPEHWI, KaK OPUrMHaNbHOE YCTPOMCTBO.

HaxxmunTe 3ameHUTb BHN3Y OCHOBHOM BKnagkm HacTponku ycTponcTBa.
OTkpblBaeTCHA ANanoroBoe oKHO 3aMeHUTb YCTPOMCTBO.

B gmanoroBom okHe 3aMeHUTb YCTPOMCTBO BbiOEpuTE TUM YCTPOWCTBA Ha
3aMeHy U HaXXmMnTe 3aMeHUTb.

Koraa Bbl 3aMeHsieTe CyLLecTBYOLLEE YCTPONCTBO, Ars YCTPOMCTBA Ha
3ameHy bynet otobpaxaTtbca UMa npegplayLlero ycTponcTea, ecriv Bbl He
oTpenakTupyeTe umsi.

Mpn HeobxogmMmocTn oTpedakTupynTe UMa n gpyrme HacTporku ans
YCTPONCTBA Ha 3aMeHy, 3aTeM HaxxmuTe CoOXpaHUTb U3MEHEHUS BHN3Y
OCHOBHOW Bknaaku Hactpowku yctponuctaa.

Bnuskue TeMbl

OGHapyXeHune NoaKIMYEeHHbIX YCTPONCTB

O6HapyxeHue yctponcTs ZigBee

YpaneHue ycTponcTBea

Bbl MmoxeTe ygansTe yctporictea us Com’X.

1.

Haxmunte ocHoBHYyt0 Bknaaky Hactpowku yctporcTBa.

2. BbibepuTe ygansemoe yCTpONCTBO B APEBOBUAHOM MEHIO YCTPONCTB.

Mpumevanue: MNMpu yoaneHuu yctponcTs ZigBee He aeakTuBmpyinTte cetb
ZigBee. He BbinonHsinTe nepesanyck Com'X, noka ycTponcTso Zigbee He
yaanuoch 13 cetn. B atom moxHo yb6eamTeca npy nomoLLm
nHdopMaumMu B xypHane obcnyxvmBaHus.

3. Haxmute YganuTb, 4ToObI NOATBEPANTL YOANEHME YCTPONCTBA.
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U3mepeHue n metagaHHble, 3KCMOPTUPYEMbIEe HAa XOCTOBYHO
nnatcgpopmy

CocraB SQKCNOpPTUPYyEeMbIX OaHHbIX 3aBUCUT OT XOCTOBOW I'IJ'IaTq}OprI.

U3mepeHue n . Digital Service
MeTapaHHble Energy Operation CSV akcnopr. Platform

ID noTtpebuTens - - -

Mms obbekTa X X X

Mwmsa ycTporictea

BbiGpaHHoe X X
n3mepeHue
MpoaykT X - X

MapameTpbl KOHTPONUPYEMOW 30HbI

3naHne X - X
Orax X - X
3oHa X - X
MpumeneHve X - X

BbiGop namepeHun ana peructpaumm unu nyonmkaumm

Mpw BbIGOPE MHTEPBana perncTpaummn n Yucna BENUYMH Ans pervcTpaumm BaxHO
YUYUTbIBATb, CKOMNbKO AaHHbIX PEFMCTPUPYETCS N0 BCEM YCTPONCTBAM.

Perucrpaums cnviikoM 60nbLLIOro Yucna BernvyuH Ha MHTepBan MoXeT NOBNUSATb
Ha nokasatenu pabotbl Com'X, BkNtoyas yxyaLleHne BpeMeHu OTKnKa Beb-
CTpaHuLbl M NpoNyLEHHbIE MHTEepBanbl pernctpaunn. Hanpumep, ans
WHTEepPBAanoB perMcTpaumm meHee 5 MUHYT peKOMeHOYeTCs PErMCTPMPOBaTh He
Honee 8 ycTponcTB ¢ 00OLWMM Yncnom BenmymH He Bonee 50.

1. HaxmuTe ocHOBHYO BKNaaky HacTpomku ycTponcTBa.

2. HaxmuTe CYETUYUK Unum gaTyumk B ApEBOBUAHOM MEHIO YCTPOMNCTB.

3. HaxmuTe ocHOBHyt0 Bknaaky Tabnuua usmepeHui.

4. BblbepuTe chnaxok B none Perncrpauus ons permcTpupyemoro namepeHus.
5

. Bbibepute cdnaxxok Onyb6nukoBaTtb, YTOObI OTNPaBUTb JAHHbIE B
BbIBpaHHyto nnatgopmMy nybnukaumm (ornuMoHarnbHo).

6. Haxmute CoXpaHUTb U3MEHEHMUS.

Bnuskune Tembl
* YnpaBneHue MeXCceTeBbIM 3KPaHOM
* PacnpegeneHnue peructpos Modbus

* Bbl6op nnatopmbl M YacToTbl NyGnukaumm

3aBoacKue HaCTPOMKK B Tabnuue naMepeHMn ycTponcTea

HekoTopble nsmeHeHus BbiopaHbl B Tabnvue namepeHuii ycTpoictea no

YMONYaHUIo.
Tun ycTtponcTBa U3mepeHue
CyeTymK UMnynLCcoB *  WHpekc unkna
KoHTakTop/umnynbcHoe pene *  CocrosiHne
*  Yucno pabounx yacos

DOCAOQ036RU-15 79



OHepreTuyeckuin cepsep Com'X 210

HacTtpornku yctporicte Com’X 210

Twun ycTpouncTBa

N3mepeHune

OneKTPUYECKUNI CHETUMK y4eTa NoTpebneHus *  AkTuBHas aHeprus

. PeaktuBHas aHeprua

|/|3MepVITeJ'Ib MOLLHOCTU

. AKTMBHas Heprua
. PeaktuBHas aHeprua

TemnepaTypHbIil AaT4uk conpotusnenus (RTD) | Temnepatypa

AHanorosble gatumkn 0—10 B / 4-20 mA

AHanorosoe 3Ha4yeHne

3Ha4ykm npeaynpexaeHnsa Tabnuubl UamepeHnmn

Ecnu nameHeHue He ygaetcs nony4unTb ¢ ycTponctea, Com'X oTobpaxaeT 3Ha4oK

npeaynpexaeHust.

MukTorpamma

OnucaHue

3TOT 3HaK NokasbIBaeT, YTO HUKAKOro Nn3MepeHna He MoXXeT ObITb

nony4eHo oT 3Toro yCTpOﬁCTBa.

BcTpoeHHble CHEeTYNKN UMNYNbCOB

BCTpoeHHbIe CHETHYUKN NMMNyINbCOoB obnagatot onpeneneHHbIMn

XapakTepucTukm namepeHumn

XapaKTepucTUkamu N3amepeHuit.

nmnynbcoB Schneider Electric:

[aHHas Tabnuua onuckiBaeTt XapaKTepPUCTUKAN M3MepeHMl7I BCTPOEHHOro cHeT4YnKa

Mone

OnucaHue

KommeHTapumn

Mogknio4veHo K

Otobpaxaert BbllLecTOsILLEE
YCTPOWCTBO 1 HOMEpP
LncpoBOro BXoAa, K KOTopomy
NOAKIMOYEHO YCTPONCTBO.
Homep uudposoro Bxoga
MOXHO M3MeHUTb. B cnvcke
nepeyncrneHbl TONbKO
OOCTYNHblE LUPOBbLIE BXOAbI
BbILLECTOSLLEro YCTPOWUCTBA.

YCTpONCTBO MOXHO
OTKMIOYUTD, BbIOpaB
MopgknioyeHHbIe yCTpoUcTBa
OTCYTCTBYIOT B CNCke
BbILLECTOSILLENO YCTPOWUCTBA.
W3 aToro cnvcka MoXHO
NepeKnoYNTLCSA C OQHOMO
BbILLECTOSLLEro yCTPOWCTBA Ha
apyroe.

Bec umnynbca

CyeTunK aKTUBHOW 3HEprum
yBenu4mBaeT nokasaHve Ha
3TO 3HaYeHWe Kaxabivi pas,
Korga NnpuUHUMaeTCs UMMYMbC.
Cnncok orpaHnunBaertcs
3HaYeHUsIMN, KOTopbIe
COOTBETCTBYIOT BbIGpPaHHOMY
TUMY CHeTYMKa.

3HayeHve Hemnb3s U3MEHUTb,
€Cn UMeeTCs1 TONMbKO OAWH
BO3MOXHbIiA BEC MMNynbCa,
HanpyMep CO CHETYUKOM
iEM2000T.(1)

CMmelleHue

YcTaHaBnvMBaeT cMeLleHmne
0N aKTUBHOW 3HEPTUN.
3HayeHne MOXET ObITb
NONOXUTENbHBLIM UK
oTpULaTEeNbHbLIM.

[Mo3BonseT 3anycTuTb CHETYMK
CO 3Ha4YeHneMm, KoTopoe MOXHO
CYMUTbIBATb Ha aucnnee
CYeTuHuMKa.

BepxHuit gnanasoH

Onpepenser, Koraa cHeTYnK
aKTUBHOW 3Heprumn
cbpacbiBaeTcs Ha HOMb.

CueTumk cbpacbiBaeTcs Ha
HOMb, KOrAa AocTuraet
BBE[IEHHOIO 3HAYEeHWs1.

() [ins nony4YeHns OOMNOSHATENBHON UHGOPMAaLMK CM. CrieLmanbHyo AOKYMEHTaLMIo AN cHeTYmKa

nMnynbCcoB.
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Tabnuua namepeHun

AkTnBHas QHEPrma paccymnTbiBaeTcAa B COOTBETCTBUN C YyacToTon NPUHATBLIX
MMMNyInbCOB.

Monb3oBaTeNbCKUN CHETUYUK mnvmnynbcoB

Bbl MOXeTe 4O0aBUTL CHETUMK MMnNyrnbCcoB, KOTOprVI OCHOBaH Ha
Nosib30BaTESNIbCKON MOAENN CHETUMKA MMnynbCoB.

Mepen nobaBneHnem NoONbL30BaTENLCKOrO YCTPONCTBA CHavYana HeobxoamMmo
co3aaTb Nonb3oBaTeNbCKyo Mofenb Bo Bknagke Monb3oBaTenbckas
ounbnuoTeka.

Bnuskue Tembl

* [lonb3oBaTenbckne mogenu

TemnepaTypHble JaTYNKN CONPOTUBIEHUS

Com'X nogaepXxnBaet TeMnepaTtypHble 4aT4YMKu CONnpOTUBIIEHNUA,
noacoegunHeHHble K ero aHanoroBsbiM BXxoaam.

XapakTepuCTUKN U3MepeHUn

TemnepaTtypHble aatyunkm conpotuenennst Pt100/Pt1000 (RTD) — aTo gatumku,
ncnornb3yemble AN UBMEPEHUSI TEeMNepaTypbl CONOCTaBNEHNEM CONPOTUBIEHNS
anemeHTa RTD ¢ Temnepatypon.

RTD MoXxHO noakntoyaTb TONbKO K aHanoroBbiM Bxogam Com’X.
IunanasoH Temnepatyp o1 -50 °C (-58 °F) no +104 °C (219 °F).

Mpwn nogkntoyeHnn gatumka RTD k Com'X HeT cneumanbHbiX napameTpoB Anst
KOHMrypupoBaHusi.

Tabnuua namepeHun

Mo ymonuaHuio TemnepaTypa peructpupyerca u nybrnmkyeTcs B XOCTOBYHO
nnatdopmy.

Nonb3oBaTenbCKUe aHanoroBble YCTPOUCTBA
Bbl MoxeTe 4obaBWTbL aHanNoroBoe yCTPOMCTBO, KOTOPOE OCHOBAHO Ha
Nonb30BaTENbLCKON MOAENM aHanoroBoro yCTponcTaa.

Mepen nobaBneHvem NoNb30BaTENLCKOrO YCTPOMUCTBA CHavYana Heobxoammo
co3aaTh Nonb3oBaTeNbCKyo MoAdenb Bo Bkraake Monb3oBaTenbckas
oubnuoTteka.

Bnuskue Tembl

* [lonb3oBartenbckne mogenu

OOGOHapyxeHne NoAKIYEeHHbIX YCTPOUCTB

C nomoubto doyHKUMM ob6HapyxeHus Modbus Com'X moxeT obHapyxuBaTb
YCTPOWCTBA, NOKanNbHO NOAKIYEHHbIE K UX nocnenoBatensHoMy nopty Modbus
N HUWXKecToAWwmMM ycTpocTBam Modbus TCP unu wnto3am nocnegoBaTenbHON
nnHum Modbus.
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HacTtpornku yctporicte Com’X 210

Haxxmunte ocHoBHYt0 Bknagky HacTpowkun yctponcTBa.

Haxmnte Com'X B ApEBOBMAHOM MEHIO YCTPOWUCTB. VinNn HaXxmuTe LLIMo3 B
APEBOBUOHOM MEHIO YCTPOWCTB A1s OOHapY>XEHUS TONbKO HUXECTOSILLNX
YCTPOWCTB, NOAKMOYEHHbIX K LUNI03Y, Taknx kak EGX.

HaxmuTte HanTtn noaknioyeHHbIe YCTPONCTBA, YTOObLI OTKPbITH OKHO

OGHapyxeHue.

BeeguTte MuH. ngeHT. Kog NOAYMHEHHOro ycTporucTBa 1 Makc. uaeHT. Kkog
noA4YMHEHHOro yCTpoMcTBa.

[wnana3soH no ymonyaHuto ot 1 go 10, gManasoH JONYCTUMbIX 3HA4YEeHUM oT 1

[0 247.

Haxmunte 3anyck ang obHapy>xeHns yCTpONCTB.

OOGHapyXeHHble YCTPOMCTBa NoKa3bIBaOTCS B cnucke B okHe OBHapyxeHue
Modbus. Haxxmute OCcTaHOBUTbL, €CNU Bbl XOTUTE OCTAHOBUTb NpoLEecc

OGHapyxeHue.

OTmeHuTe BbIGOp TEX YCTPOWCTB, KOTOPbIE HE XOTUTE [06ABNATL, 3aTEM

HaxmuTe Co3aaTth.

OkHo O6HapyxeHue Modbus 3akpoeTcs, n Bce 0bHapy»XeHHble YCTPOoNCTBa
NnosiBSITCS B A PEBOBMAHOM MEHIO YCTPONCTB criegytomum obpasom:

* Ecnu yctponcTeo 6b1510 co30aHO0 C NCMOMNb30BaHNEM BCTPOEHHON
Moaenu, nporpamMmma aBToMmaTu4eCckn CBA3bIBaAET yCTpOI7ICTBO C
COOTBETCTBYIOLLIEN MOAENBIO.

* Ecnu yctponcTeo 661110 co3gaHo 13 Nonb30BaTeNbCKON MOAENN,
koTopas Obina gobaBneHa B Nonb3oBaTenbCKyo GubnmoTeky,
nporpamma cBa3blBaeT YCTPONCTBO C NePBOV MOAENbIO B CIMCKE
nonb3oBaTeNbCKNX YCTPONCTB. B 3TOM crnyyae Bam Heobxoanmo
BblIBpaTb COOTBETCTBYIOLLYIO NOMb30BATENLCKYO MOAENb ANS
YyCTPOWCTBA B CNM1CKE TUNOB YCTPONCTB.

Bnuskue TeMbl

O6GHapyxeHue ycTponcTs ZigBee

M3meHeHune ycTponcTea

CocTtosiHne o6HapyxeHHoro yctpouctea Modbus

O6Hapy>|<eHHb|e yCTpOIZCTBa MOryT MUMETb Pa3iinyHble COCTOAHUA.

CoobLeHune

OnucaHue

OK

YcTpoiicto 0bHapyxeHo 1 nogaepxusaercs Com'X.

3TO YCTPOMCTBO yXKe NOAKITHYEHO

YcTpoiicTo 0bHapyxeHo 13 npeabigyLiero okHa O6HapyxeHue
Modbus nnu nocpenctesom pyyHoro BBoga. OHO nogaepxmBaercs
Com’X.

HeunsBecTHOe ycTponcTBO

YcTporcTBo 06HapyxeHo, HO OHO He nogaepxuaetcad Com’X. 310
NPONCXOANT, ECIN YCTPOMCTBO ABNAETCH MONb30BATENLCKUM
YCTPONCTBOM, U HVKaKMNX MOMb30BaTeNbCKUX MOAENEN He CO3AAHO B
MNonb3oBaTenbckon 6ubnuoreke.

YcTponcTBa He OGHapyXeHbl

Hukakoe ycTponcTBO He nogkntoveHo k atomy agpecy Modbus (ID
BEOOMOrO YCTPONCTBA).

Py4yHoe pob6aBneHue yctpouctea Modbus

Yctponctea Modbus, KOTopble HE NOAKITHOYEHbI, HE MOTYT ObITb 0GHapPYXXeHbI, HO
OHM MOryT O6aBNATLCHA BPYYHYHO C MOMOLLbIO CrieaytoLen npoueaypbl.

Bbl moxeTe fobaBuTb b0 BCTpoeHHoe ycTponcTeo Modbus, nméo
nonb3oBaTenbckoe ycrponctso Modbus, koTopoe Bbl paHee co3ganu BO BKNaake
Monb3oBaTenbcKasa 6ubnuoTekxa.
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OHepreTuyeckuii cepsep Com'X 210

U3amepeHus cueTy

1. HaxmuTe ocHOBHYO BKnaaky HacTpomku ycTponcTBa.

2. BbibepuTe BbILLECTOSILLEE YCTPOMUCTBO C NOCNefoBaTeNbHbIM MOPTOM
Modbus B ApeBOBUAHOM MEHIO YCTPONCTB.

Hanpumep, Heobxogumo BbibpaTb Com'X AN NOAKNIOYEHMS YCTPONCTBA
Modbus k Com'X.

3. BbibepuTe packpbiBatoLeecs MeHo NocnegoBaTtenbHoe coeguHEHUe
Modbus. HaxmuTe Ha 3aronoBok, 4Tobbl pacLUMPUTL packpbiBaloLLEecs
meHio MNocnepoBatensHoe coeanHeHne Modbus.

4. HaxmunTte Co3paaTb HOBOE YCTPOMNCTBO B pPacKpbIBatOLLEMCS CMIUCKE
YcTponcTBo.

5. Bblbepute Tun ycTpomMcTBa B pacKpbiBaoLLLEMCH CrIUCKE.

MpumeyvaHue: B cnucke nepeyncneHsbl TOMbKO YCTPOMUCTBA, KOTopble
MO>XHO MOAKNIOYMTL K nocneagoBatensHoMy nopty Modbus.

6. Begute UpeHT. Kog NogYMHEHHOIO YCTPOMCTBA B PACKPbIBaOLLEMCS
meHo KoHdurypauums.

7. Haxmute Co3paTb, U YCTPONCTBO MNOABUTCH B 4PEBOBUOHOM MEHIO
YCTPOWCTB.

Bnuskue Tembl

*  OcHOBHblE CBOICTBA

mnka Modbus

Com'X nsenekaet 4OCTynNHblEe n3MepeHmns co cdeTunkos Modbus Schneider
Electric.

JocTynHble nsmepeHus:
* CyMMapHas akTUBHas 3Heprus;
* aKTMBHas aHeprusa Ha dasy;
* CyMMapHas peaKkTMBHas SHeprus;
* peakTuBHas dHeprus Ha gasy;
* CyMMapHas nonHasi aHeprus;
* aKTUBHas 3Heprus;
* peakTMBHas MOLLHOCTb;
* nonHasi MOLLHOCTb;
* HanpsbkeHus drasa-Hentpans;
* HanpshkeHus asa-casa;
* TOKM pasbl U HEenTpanu;
*  YyacToTa;
*  KO3hDPULMEHT MOLLHOCTU;
*  MOMHbIN KO3 MULNEHT rAPMOHUIK.

JononHuTenbHbIe NU3MepeHns ANA BCTPOEHHbIX yCTpOVICTB

[ns gononHUTENbHBIX U3MEPEHUN BaM HEOBXOAMMO cO30aTh HOBYHO MOAENb
YyCTPOMCTBa Ha OCHOBE CYLLECTBYIOLLIEro BCTPOEHHOTO YCTPONCTBA U 3aTeMm
HacTpouTb ero nog Balm NoTpedHocTn. CM. NNCT AaHHbIX KOHKPETHOIO CYETYMKa,
4yTOGbLI ONpenenuTb, kakne pernctpol Modbus cooTtBeTcTByOT TpEBYEMOMY
N3MepeHuio.
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Bnuskue TeMbl
« Co3gaHue nonb3oBaTenbCKOM MOAENN

+ 3ameHa ycTpoKcTBa

NMoaknro4veHune yctponcTsB K npuemMHuky Modbus WT4200

MpuemHuk Modbus WT4200 npenctaenseT cobon nHTepdenc mexay Com'X n
paguonepegatdnkamm WT4200.

Kaxabl nepegatymk paccmarpumsaetcs npnemiukom Modbus WT4200 kak
oTAernbHbIN KaHarn.

Mepen pobaeneHnem npuemHmka Modbus WT4200 B cnucok yctponcts Com'X u
NOAKMOYEHMS NEepefaTYNKOB HEOOXOAMMO BhINOMHUTL KOHPUIYpUpOBaHUe
npuemHuka Modbus WT4200. KoHdurypaunen WT4200 onpegensercs, Ha kakon
KaHan gobasnseTcs Kaxabln N3 npueMHnkoB. CM. Pykogodcmeo rionib3o8amersi
b6ecriposodHbix paduoycmpolicme danbHel cesizu PowerlLogic cepuu WT4100 /
WT4200 pnsi nony4eHus MHdhopmauum o NporpaMMmnpoBaHnmn 6ecnpoBOHOMO
npueMHuKa.

AOCTOPOXHO

HETOYHbIE PE3YJIbTATbI JAHHbIX

KoHndurypauusa Com'X gomkHa COOTBETCTBOBATL KOHAUrypaLumum npuemMHmnka
Modbus WT4200.

HecobniogeHue gaHHbIX MHCprKLII/Iﬁ MOXeT NPpUBeCTU K netaribHOMy
uncxoay, cepbe3HbiM TpaBMaM U NnoBpexaeHuro oGopyp.OBava.

1. HaxxmuTe OCHOBHytO BKagky HacTponkn ycTponucTea.
2. Haxmute WT4200 B opeBOBMOHOM MEHIO YCTPONCTB.

3. B packpbiBatoemcs meHio Kanan Beibepute kaHan (C1, C2, u 1.4.), K
KOTOPOMY OOSIKHO MoAKNIoYaTbCsl YCTPOMCTBO. HaXkmuTe Ha 3aronosok,
4YTOObI pacwmpuTb 06NacTb KaHana.

4. BbiGepute Co3gaTb HOBOE YCTPOMCTBO B COOTBETCTBYIOLLEM
pacKpbIBaloLLEMCS CMCKe LM pOoBbIX BXOOOB.

5. BbibepuTe TUN cO34aBaeMOoro yCTPOMCTBA B PACKPbIBAOLLEMCS CIIMCKE.

B cnucke nepeyncrieHbl TONbKO YCTPOMCTBA, KOTOPbLIE MOXHO NOAKITHOYUTD K
3TOMY MHTepdericy. Bam MoxeT noHagobuTbcsa co3faTh CBoe COOCTBEHHOE
nornb3oBaTenbCKoe YCTPOUCTBO.

6. HactpowTte koHGurypauuto yctponctea. CM. pasaensl, KOTopble
COOTBETCTBYIOT ONpPeAEeNeHHON KaTeropumn yCTponcTBa.

7. Haxmute Co3paTb, U YCTPONCTBO NOABUTCH B JPEBOBUOHOM MEHIO
ycTporicts nocne WT4200.

Bnuskue TeMbl

* [lonb3oBaTenbckasa budbnuoreka Com’X 210

NMoaknro4veHue yctponctB K Smartlink

Smartlink Modbus 1 Smartlink SI-B aBnatotca mogyneHbIMKU MHTEepdencamm
CUCTEMBI CBSA3W, UCNONb3YyeMbIMY AN yAANEeHHOro N3MepeHUsl, KOHTPONS U1
yrnpaBneHnst OCHOBHbLIMU (PYHKLIMSIMW OOHOTO UMM HECKOSbKMX
pacnpegenuTenbHbIx Wkadgos. MHTepdencel Smartlink npegnaratoT HECKOMBKO
LMdPOBbLIX KAHANOB 1 NOAAEPKUBAIOT ABa LMPPOBLIX BXO4A U 04MH LA POBOW
Bbixod. Modbus Smartlink nogaepxvBaeTt ognHHaauaTtb LMGPOBLIX KaHanos. SI-B
Smartlink nogaepxneaet ceMb LIMPOBbLIX KAHAMNOB.
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Mepepn cospaHmem yctporictBa Smartlink B Com'X pekomeHayeTcs

CKOHbUrypmpoBaTh BXoAbl ycTponcTea Smartlink ¢ nomoLsio Be6-nHTepdenca

nHcTpymeHTa EcoStruxure Power Commission.

1. HaxmuTe ocHOBHYO BKnaaky HacTpomku ycTpoucTBa.

2. BbibepuTte co3gaHHoe paHee ycTponctso Smartlink B ApeBOBUOHOM MEHIO

YCTPOWCTB.
3. UWenkHnte «rapmoLuky» KaHan, K KOTOpon NOAKNo4YEHO YCTPONCTBO.

4. UlenkHnTe BbiNagaoLwLmi CNUCOK ANns Bxoga 1 unu Bxoga 2 B NyHKTE
Yctpouctea.

MpumeyaHwme: Bxog oanH o603HadeH kak CX_I1, a Bxog 2 — kak CX_I12,

roe X — HOMeEpP KaHana.

5. BbibepnTe Co3pgaTb HOBOE YCTPOWCTBO B PACKpbIBaOLLEMCS CrMCKe AJ1s

BbIOpaHHOro BXoAa.

6. Bb|6ep|/|Te TN co3gaBaemMoro yCTpOIZCTBa B pacKpbiBatoLLeMCA Crncke.

MpumeyvaHue: B cnucke nepeyncneHsbl TOMbKO YCTPOMUCTBA, KOTopble
MO>XXHO MOAKINIOUYMTb K 3TOMY MHTEpdhency: CYUETUNKM UMNYNBCOB,
CYEeTYMKN NOTPeBbneHns, KOHTaKTOpPbI, UMNYIbLCHbIE pene Schneider

Electric n BcnomorateneHble ycTponcTtea Acti 9. Bel MmoxeTe cosaaTtb cBoe

nonb3oBaTernbCKkoe YCTPONCTBO, ECMU Ero HET B CNNCKE.
Cnepytowme BcniomoraTenbHble ycTporictsa Acti 9 ncnonbaytot oba

KaHanbHbIX BXoAa 1 AoMKHbl ObITb co3fgaHbl Ha Bxoae 1: Acti9 OFSD24,
Acti9 OF24, Acti9 SD24, Acti9 Reflex iC60, Acti9 RCA iC60, Acti9 iIACT24

n Acti 9 iIATL24.
7. HacTtpownTte KoHGUrypaumo yCTponcTBa.

8. HaxmuTe Co3paThb, 1 YCTPOWCTBO NOSIBATCS B APEBOBUOHOM MEHIO
ycTponcTB nocrie Smartlink.

MpumeyaHue: [1Ns npaBunbHOM Nepeaayn 1 oTobpakeHNs 3Ha4YeHNI
KoHdurypauus guandeckoro yctporctea Smartlink 1 yctponcrea,
co3gaHHoro B Com’X, gomxkHel coBnagats. Ecnn Ha cTpaHuue Tabnuua
M3MepeHUn 3Ha4eHns 0TobpaXatoTCs Kak «- - », 9TO roBopuT 06 owmnbke
CBS131 1 O TOM, YTO KOH(PMrypaumm He coBnagatoT. OTO MPUMEHMMO K
cyeTynkam nmnynecoB Acti 9 n nogknovaemMbiM BCrioMoraTensHbIM
yCTpoKncTBaMm.

BcTpoeHHble ycTpoucTBa Ethernet

Bbl MoXeTe gobaBnsiTb BCTPOeHHbIE ycTponcTBa Ethernet B ceoto cuctemy.

B cucteme Bbl MOXeTe 400aBUTh criegytowme yCTpoUCTBa:

¢ Modbus TCP/IP k wrnto3am nocnegoBartenbHom NnHumM Modbus. OTu Wwinto3bl

ncrnonb3yoTcs Ans cbopa AaHHbIX OT NOCnenoBaTeNbHbIX YCTPOUCTB.
« cyetumnkn Modbus TCP/IP;

* Tonb3oatenbckue Modbus TCP/IP k wnto3y nocnegoBaTenbHON NIMHAN,
ncnonb3yemMomy anst cbopa gaHHbIX OT NocnefoBaTenbHbIX YCTPOWCTB.

Mpumeyanume: [Ing cbopa gaHHbIX OT cyeTymka cepun PM800 ¢ nnaton

Ethernet n ncnonssosaHunsa atoro PM800 B kayecTBe LLNO3a BaM HEOOXOANUMO

HasHa4nTb 2 yCTPOMCTBA: cHeTYMK (Hanpumep, PM850ECC) u wnto3
(wno3PMB8ECC Modbus).

MapameTpbl KOH(Urypauum yctpouctsa Ethernet

Onga yctporicts Ethernet, nogknioveHHbIx kK Com’X, meeTcs psag napameTpos.

[aHHas Tabnuvua nokasbIiBaeT, Kak KoHUrypupoBaTb ycTporcTea Ethernet:
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Mone OnucaHue
XocTt Onpepnenset IP-agpec ycTponcTsa.
Mopt Onpepnensiet Homep nopTta

502 ucnoneayetcsa ans Modbus.

MpeHT. kog [aet agpec Tonbko Ansa cyeTynkoB unm yctponcts Modbus TCP.
NoAYNHEHHOTO

ycTpovicTea

JlokanbHbIv ID Aapec ans ncnonb3oBaHWs Npy JOCTyNe K AaHHbIM C YCTPONCTBa OT

BHeLUHero knueHTa. JlokanbHbi ID gomkeH ObiTb YHUKaNbHBIM.

MapameTp KOHUrypaumnm MOXHO OTKIOYaThb, TOMbKO ECNU perncTpaums
AaHHbIX OTKIoYeHa Anst 06HOBNSIEMOro YCTPOMCTBA.

Bnuskue TeMbl

3anyC|< perncTtpaunn AaHHbIX

NMonb3oBaTtenbckue yctpouctasa Ethernet

Bbl MmoxeTe gobasuTb ycTponctso Ethernet, kotopoe ocHoBaHo Ha
nonb3oBaTenbckon mogenun Ethernet.

Mepen nobaeneHMem Nonb3oBaTeNbCKOro YCTPOMCTBA CHaYana HeobxoamMmMo
co3gaTb Norb30oBaTenbCKyo Mogenb Bo Bknaake MNonb3oBaTenbckasn
ounonuoreka.

OOGHapyxeHue ycTtpouctB ZigBee

®yHKUMA 06HapyXeHus ycTponcTs ZigBee nossonsetr Com'X obHapyxuBatb
ycTpouncTtea ZigBee, Haxogsawmecs B 30He OEeNCTBUIS.

He Bknovante dyHKUMIO 0BHapyxeHust yctponcTts ZigBee Ha Heckonbkux Com'X
opHoBpeMeHHo. Ecnin y Bac aBe unu 6onee cetu ZigBee ¢ BKMOYEHHON
dyHKUMen obHapy>xeHUs YCTPOMCTB, TO ycTponcTtea ZigBee OyayT ycTaHOBNEHLI B
3TUX CETAX CNyYyanHbiM 0b6pa3omMm.

1.

2
3
4.
5

Haxmnte Com'X B ApeBOBMAHOM MEHIO YCTPOWUCTB.

Haxmnte OBGHapyXeHune yCTPOMCTBA, YTOOb! OTKPbITL OKHO OBGHapykeHue.
BeibepuTte npoTtokon cBasu ZigBee.

BeeauTe Bpems TanM-ayTa (B MUHYTaXx).

HaxwmunTe 3anyck ans oGHapy»XeHusi yCTPOWCTB.

[ns obHapyxeHus yctponcTs ZigBee Bam Takxe NoTpebyeTcs BKMOYUTL
pexum obHapyXeHWNs Ha pasnuyHbIX yCTPOUCTBaX.

O6HapyxeHHble YCTPOMCTBa NoKa3bIBalOTCS B cnucke B okHe OGHapyxeHue
ZigBee. Haxxmute OcTaHOBUTbL, €CNY Bbl XOTUTE OCTAHOBUTL NpoLiecc
obHapyxeHus ycTporcTB ZigBee.

3akpouTe okHO «OBHapyxeHue ZigBeey.

Bce obHapyXeHHble YCTPOMCTBaA NOABSTCS B 4PEBOBUOHOM MEHIO YCTPOMCTB.
Mpu co3pgaHnn KaXxxaoro yCTponcTBa eMy npuceamnBaeTcs fokarnbHbin ID. Bbl
MOXeTe U3MeHUTb NokanbHbIN ID Ha cTpaHuue HacTponku > CBAsb >
W3 Modbus > UgeHTudmrkaTopbl yCTPOMCTB.

Bnuskue TeMbl

HacTtpoiiku cetu ZigBee
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UamepeHna Com'X 210

NMpocmoTp Tabnuubl U3MepeHnn

Bknagka Tabnuua namepeHui no3eossieT NPOCMOTPETb BCE N3MEPUTESNbHbIE
YCTPOWCTBA M AATYMKN CUCTEMbI, KOTOPbIE UCMOSb3YHTCA ANA pernctTpauum
JdaHHbIX. Bo Bknaake Tabnuua uamepeHui npucyTCTBYIOT TOMbKO AaHHbIE,
BblGpaHHble ANs perMcTpaumm.

1. HaxmuTe ocHoBHYtO Bknaaky Tabnuua namepeHumn.

2. BbibepuTte TpebyeMble namepuTenbHble YCTPOMCTBA B norne dunstp
MpoAaykr:
— Haxwmute Bee, 4tobbl 0TOO6Pa3nTb BCe NPOAYKTLI OQHOBPEMEHHO.
— HaxmunTte Het, 4TOGbI CKPbITE BCE MPOAYKTHI OOQHOBPEMEHHO.

— YcTaHoBUTE COOTBETCTBYIOLLMI hNaxokK, YTOObI MPOCMOTPETL BCE
N3MepeHnst 4aHHOTO NpoayKTa.

— CHvMUWTE COOTBETCTBYIOLLUIA (OraxoK, YTOObI CKPbITb BCE N3MEpPEHUs
AaHHOro npoaykTa.
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OHepreTuyeckuin cepsep Com'X 210 Beop B akcnnyatauyuto Com’X 210

BBopa B akcnnyatauno Com’X 210

O6G30p BBOAA B IKCnnyaTayuuio

Ha Bknagke Beoa B JKcnnyaTauyuro MOXHO npocmMmaTtpuBaTtb yBegoMITIEHUA O
KOHCbI/IpraLI,VII/I M BBOOUTb B 3KCNlyaTauuto pasfimyHble (i)yHKLI,I/II/I.

Beopg B akcnnyartawuio No3BonsieT Bam
* Y6eanTbcs, 4TO HAacTpoKa KOHpMrypaLmm 3aBepLueHa.
+ 3anyckaTb Unv ocTaHaBNUBaTb PermcTpaLmio JaHHbIX.

» OTtnpaBnaTb apxuTekTypy namepenun B Energy Operation. 3ta onuus
OOCTynHa, Tonbko ecnu Energy Operation BeibpaHa B kayecTBe nnatopmbl
ans nyénvkauumn.

+  JKCrnopTUPOBaTb 3apPerncTpPMpPOBaHHbIE AaHHbIe BPYYHYIO Ha BbIGpaHHyo
XOCTOBYIO NraTgopmy.

+ 3anyckaTb nepuoamyeckyto nybrnmkaumio AaHHbIX Ha BbIBPaHHYO XOCTOBYHO
nnatcopmy.

UHTepdpeinc BBOAa B akcnnyaTauuio

Mcnonb3yiTe nHTepdeiic BBoda B 9KCMyaTaLuio ANs Hayana peructpaumm un
nyenukauum OaHHbIX.

[JaHHasa Tabnuvua nokasbiBaeT Nnons Ans BBoAa B KCMyaTaLmio:

Mone OnucaHue

YBegomneHus [MokasbiBaeT cocTosiHMe npoLecca HaCTPOMKK KOHd)VIpraLI,MVI.

Ecnu nponyuieHsl kakne-nn6o nonsi, obsisatensbHble Ans
3anornHeHUs!, NNy NapaMmeTpbl, 0TOBGpaxaeTcs Cebinka Ha
COOTBETCTBYIOLLYHO BKMaaKy. HaxxmuTte cebinky Ans nepeagpecaumm
Ha BKNagky.

PeFI/ICTpaLlVISI AaHHbIX MokasbiBaeT KHOMKY A4 3anycka permcrtpaunn gaHHbIX. KHonka
OTKINK4YeHa, ecnu.

*  HacTpoWkKa KOHUrypaumm He 3aBepLUeHa;
*  HeT BbIOpaHHbIX AaHHbIX ANS perncTpauum.

Tononorusa(") OTnpaBnsieT apxuTekTypy namepeHuii Ha Energy Operation. 31o
co3faeT nepapxuio usmepeHuii B Energy Operation. 3ta onuus
[ocCTynHa, Tonbko ecnu Energy Operation BeibpaHa B kavyecTBe
nnatgopmbl 4nst nyénukaumm.

Ecnu Bbl He oTnpaBnsieTe Tononoruto B Energy Operation, Bce
n3MepeHus NosBATCA Nof o6bEKTOM NoA Ha3BaHWeM Site
Newmeters.

My6nukauns [Mo3BonsieT Bam 3KCMOPTMPOBATL 3aperMcTpMpoBaHHbIe AaHHbIE
BPYYHYIO Ha XOCTOBYIO NnaTcopmy.

MaHenb cocTosiHWSA Moka3blBaeT NnocnefoBaTenbHbIe LWark C COOTBETCTBYOLLUM
COCTOsIHMEM, KOFfa 3anyckaeTtcs nybnvkauus: ot cosaaHus danna
AaHHbIX [0 Nepefaymn gaiina Ha cepeep 6asbl AaHHbIX.

Ecnu Bo Bpems nybnmkaumm Bo3HukaeT owmbka, obpatutech k
XypHanam obcnyxuBaHus.

(1) Ecnu Bbl n3meHsieTe Tononoruto Com'X nnu meHsiete koHdurypaumio Com'X, gobasnss
HEKOTOPbIE 3HAYEHUSI UBMEPEHUS UM U3MEPUTENbHbIE YCTPOMCTBA Nocrne nepeon nybnukauum, He
ucnonb3yiTe kKHonky OTnpaBuTb Tononoru. CBsSXXUTECh C MECTHON CnyX60o TeXHUYeCckon
nopgaepxkn Schneider Electric.
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Bnuskue Tembl

*  JKypHanbl

3anyckK peructpauum gaHHbIX
UTo6bI 3HEpreTMyYecKnii cepBep permcTpupoBarn gaHHble, HEO0OXO4MMO BKMHOUNTD
permcTpaumio AaHHbIX.

MNepepn perncTpaumen gaHHbIX Bbl 4OSMKHbI:
* 3aBepwunTb HAacCTPOMKy koHdurypaumm Com'’X;
*  CKOHUrypnpoBaTb YCTPONCTBA, KOTOPble AOMMKHbI PETMCTPUPOBATL AaHHbIE;
+ BbIbpaThb AaHHbIe ANd perucTpaumu.

1. HaxmuTte BBopa B akcnnyarauuio > Perncrpaums AaHHbIX.

2. HaxmuTe 3anyck perucrpaumm gaHHbIX.
OTobpaxatoTca AaTa u BpeMs, KOraa Hadanacb perncrpauus.

YUT06bI OTKMIOYNTL perMcTpaumio AaHHbIX, HaxXMUTe BBog B akcnnyaTauuio >
Peructpaums gaHHbIX > OcTaHOBKa perncTpauumn AaHHbIX.

3anyckK nyonukauum
My6nukaums no3BonseT C ykasaHHOW NEPUOANYHOCTLIO OTMPAaBIATb AaHHbIE Ha
XOCTOBYIO nnaTcopmy.

Ecnu paHHble nybnukytotca B Energy Operation, Bam Heo6xoamMmMo oTnpaBuTb
Tononoruo B Energy Operation.

Mocne Toro, kak Bbl CKOHPUIypUpOBaru yCTPOUCTBa A NyGnukauun:

1. Haxmute kHonky MyGnukaums Bpy4Hyto, YTOGb! OTNPaBUTb AaHHbIE Ha
XOCTOBYHO MnaTgopmy.

2. HaxmuTte kHONKy HayaTb nepuoanyeckyro nyonukaumto, 4tobbl oTnpaButb
[AaHHble Ha XOCTOBYI0 NNaTdopMy COrfacHo NepMoanyHOCTM, 3a4aHHON B
Hactpownkax ny6nukauun.
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Nonb3oBaTenbcKkaa omonmoreka Com’X 210

NMonb3oBaTenbCcKkue moaenu

Com'X nogaepXXmnBaeTt UCMoJib30BaHUE MOJ1b30BATENTbCKUX Moaenen.

Monb3oBaTtenbckas MoAernb — 370 Ntobas Moaernb, OTNNYHas OT BCTPOEHHOM
mMoaenu ot Schneider Electric. [Ins ncnonb3oBaHusi NonNb3oBaTeNbCKOM Moaenu
HeobxoaMMOo cHavana co3gaTth Nonb30BaTeNbCKy Moaens. [Nonb3oBarensckas
MOAENb MOXET ObITb:

* OCHOBaHa Ha cyulecTtBytoLlen mogenu Schneider Electric;
* OCHOBaHa Ha NpeaBapuTENbHO CO34aHHOW NONb30BaTeNbCKON MOAENN;
* COBEpLLUEHHO HOBOW MOAENbIO.

Ecnu nonb3oBaTtenbckas MoAerb OCHOBaHa Ha yXKe CyLLeCTBYOLENn Moaenm
Schneider Electricunu npegBaputenbHo co3agaHHOWM NONMbL30BaTENLCKON MOAENN,
TO HOBasi MOAEenNb HacreayeT XxapakTepucTukn 6a3oBo Mogernu, Ha KOTOPOW OHa
OCHOBaHa. [lepeHoc xapakTepu1CcTrK ynpoLaeT 3agayvy co3gaHus HoOBOM
nonb3oBaTenbCKOM MOAENN, TaK Kak Ansi ee co3aaHMs BaM He0OX0ANMO TOMbKO
000aBnNATL UMW pefakTMpoBaTh XapaKTePUCTUKK, YHUKaSbHbIE ANst HOBOM
Nnonb30BaTENbCKON MOAENN.

Co3paHue nonb3oBaTesibCKON Moaenu

[Ina ncnonb3oBaHWs Nosb30BaTeNbCKoN MOAEenM HeobXoaMMOo CHavarna co3aaTb
Nonb30BaTenbCKyo MOAErb.

1. HaxmwuTe ocHoBHy'0 Bknaaky Monb3oBaTenbckas 6ubnuoreka.

2. Haxmute +Co3aaTthb B 1€BOV HWXXHEN YaCTW CTPaHULbI.
OTKpbIBaeTCA AManoroBoe okHo Co3aaTb NONb3oBaTeNbCKY Moaenb.

3. BBepgute cneaytowime HaCTPOWKK:

Mone Hactponka

Bbibpatb TN Mmogenu BbibepuTe TMN Mogenu u3 cnucka. AToT BbIGOp onpegensieT
CTPYKTYpY CBOWCTB HOBOW MOMb30BaTENbCKON MOAEN!.

CosgaTb mogenb BbiGepurTe 0OCHOBY ANst HOBOW NONb30BaTENbLCKOW MOAENMU:
*  HoBasi;

* HaocHoBe mogenu Schneider Electric;

*  Ha OCHOBE MoNb30BaTENbLCKON MOAENM.

<6a30BbIli TN MOAenu> Ecnu Bbl cozfgaeTe HOBYIO MNONb30BATENbCKYIO MOAENb HA OCHOBE
cyuiecTBytoLen mogenu Schneider Electric unu
nosib30BaTENbCKOW MOAENU, BbIGEPUTE CYLLIECTBYHOLLYIO MOAENb,
Ha KoTopon 6a3npyeTcs HoBas Mogenb.

HassaHne mogenu BeeguTe Has3BaHWe HOBOW MOfb30BaTENLCKON MOAENY Unn
npMMUTE Ha3BaHWe No YMOMYaHNIO

3HayeHve npoaykTa no BbibepriTe KOMMyHanbHbIN PECype Mo YMOMYaHWio Ans HOBOW
YMONYaHuio mogenu.

3HayeHne BbibepuTe 3HauYeHne no ymonyaHuio Ans crnocoba
MCMonb30BaHWs No 1CNonb30BaHUst HOBOW MOAENN.

YMOMYaHuio

4. Haxmute Co3pathb.

[nanoroBoe OKHO 3aKpbIBAETCSH; OTKPLIBAETCH CTPaHULA XapaKTePUCTUK
CO34aHHOW NOb30BaTENbLCKOM MOAENW AN HACTPONKN HaYarbHON
KOHdhUrypaumm.
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M3meHeHMe nonb3oBaTeibCKOU Moaenu

Bbl MOXXeTe U3MEHUTb HACTPOWKM CYLLECTBYIOLLIEV NOMb30BaTeNbCKOM Modeny.
1. HaxmuTe ocHoBHYt0 Bkagky Monb3oBaTenbckasa 6ubnuoreka.

2. OTobGpa3nTca Cnmcok cyLecTByoWwmMx mogernen. Jinbo:

— Haxmute Mopgenu B nepese HaBurauum, YTobbl 0TOOPa3nTbL CIMCOK BCEX
mogenen, nndo

— Haxmute Mogenu, 3atem <Tun mogenu> (,El,]'lﬂ TuUna moaenu, KOTopyto
Bbl XOTUTE VI3MeHI/ITb), 4yTOObI 0T06p83VITb CNNCoK mopernen BbI6paHHOFO
TMna.

3. Haxmute Ha mogenb B cnucke, KOTOPYH XOTUTE N3MEHUTb.

4. BbINonHUTE peaakTupoBaHue KOHUIypUpyeMbIX CBONCTB A5t BbiIOpaHHOM
mMogernu.

5. Haxmute CoxpaHuUTb U3MEHEeHUs.

YaaneHue nonb3oBaTenbCKOW Mmoaenu

Bbl moxeTe yAannTbe Mogerb TONbKO B TOM CllyYae, eClii Ha OCHOBaHUK aTon
MoAdeNnn He co3aaHbl HUKakKue yCTpOIZCTBa.

1. HaxmuTe ocHoBHyt0 Bknaaky NMonb3oBaTenbckaa bubnuoreka.

2. OTo6pa3nTca Cnmcok cyllecTsyoLwmMx mogenen. Jinbo:

— Haxmute Mopgenu B gepese HaBurauum, Ytobbl 0TOBPa3nTbL CNMCOK BCEX
mogenemn, nnoo

— Haxmute Mogenm, a 3atem <Tun mogenu> (oNs TMNa MOAENU, KOTOPYHO
Bbl XOTUTE yAanuTb), 4Tobbl 0TOOPA3NTbL CNMCOK MoAernen BbiIbpaHHOro
TMna.

3. BbinonHuTe ogHo 13 crniegyowmx gencreui. Jnbo:
— QNS yAaneHus ogHoW MOAENY HaXMUTE Ha NuKTorpaMmy yaaneHus (8 )
B psgy AN MOAEenu, KOTOpyo XoTuTe yaanuTb, nnbo

— Ona yaaneHuna HEeCKOJbKUX MOAenen nocrTaBbTe raryiovky pAag0om C
MoaenamMmun, KOTopble Bbl XOTUTE yOannTb, 3aTeEM HaXMUTe Yoanutb.

Mogaenb yaansietcsl, koraa Bbl nogaeTe koMaHAy yaaneHust. Mosensetcs
OKHO C OTCYTCTBUEM COOOGLLIEHWIA 1 C 3aNPOCOM NOATBEPAUTL KOMaHAY
yOoaneHus.

AKkcnopTuUpoBaHMe O4HOMN MU HECKOSTbKUX NONb30BaTeNbCKUX Moaesnen

Bbl MOXeTe 3KCNopTMPOBaThL NoJb30BaTENLCKUE MOAENM.
1. HaxmuTe ocHoBHy'0 Bknaaky Monb3oBaTtenbckas 6ubnuoreka.

2. lMepewnanTe K Mogenu, KOTOPYIO Bbl XOTUTE 3KCMOPTMpPOBaTh. JInbo:

— Haxmute Mogenu B fepeBe HaBurauun, 4Tobbl 0TOGPa3nTb CNINCOK BCEX
mMogenen, nnoo

— Haxmute Mopgenu, 3atem Tun mogenu (4na MoAenu, KOTOPYIO XOTUTe
3KCMOPTMPOBATh).

3. BbinonHuTe ogHO K3 criegyowmx genctani. Jlnbo:

— [ONs 9KCropTa OAHOM MOAENM HaXMUTe Ha nukTorpammy dkcnopT (& ) B
psay Ans MoAenu, KOTOPYo XOTUTE IKCNOopPTMPOBaTh, NMMBo

— AnA 3KcnopTta HEeCKONbKNX MoAernen nocTaBbTe rano4ky paoom c
MoAenAMN, KOTOpble XOTUTE SKCNOPTUPOBAaTb, 3aTEM HAXMUTE 3KCI'IOpT.

OkcnopTupoBaHHasa MoAenb yNakoBbIBaeTCH B .zip-thann 1 oTnpaBnsaercs B
nanky 4 3arpysku no ymMonyaHuio Bawuero 6paysepa.
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MMmnopTupoBaHue ogHOM UM HECKOMbLKUX NOMb30BaTeNnbLCKUX Moaernen

Bbl moxeTe MMMOPTUPOBAThb Nornb3oBaTernbCkne Moaesnu.

1.
2.

Haxmute OCHOBHYHO BKJ1agKy Monb3oBaTenbcKas 6ubnuoTeka.

Haxmnte UMnoprT.
OTkpblBaeTCA ONanoroBoe OKHO MMNopTa Moaenen.

Haxmunte O630p. OTKpbIBAETCS OUANoroBoe okHo OTKPbITh.

B amanorosom okHe OTKpbITb nepengute n BoibepmTte Nomnb30BaTeNbCKY0
MoZaesnb U Modenu A UMMNopTa, 3aTeM HaxxmnTe OTKPbITb.

B ananorosom okHe UMnopTupoBaTtb Moaenu Haxmute UMnopr.

Mo 3aBepLUeHNK NpoLlecca MMnopTa HaxkMuTe 3akpbIThb.

MmMnopTupoBaHHasa Mogenb 1M Mogenu nosensTcsa B bubnmoteke
MNonb3oBaTenbckas 6ubnuoTeka Nog COOTBETCTBYOLNM TUNOM
YyCTpOWCTBa.

Nonb3oBaTenbckue yctponcrtsa Modbus

Com’X MOXeT Takke CBA3bIBATbCSA C MOObIM CTOPOHHUM ycTponcTteoM Modbus.
YcTtponcteo Modbus Takoro Tuna HasblBaeTCs Nosib30BaTENbLCKUM NOgYNHEHHBIM
YyCTPOMCTBOM nocriegoBatensHon nuHum Modbus.

Com’X MOXeT CBS3bIBaTbCS C NOMb30BaTENbCKUM NOAYNHEHHBIM YCTPONCTBOM
nocnegosatensHon nHMnM Modbus gByms cnocobamu:

HanpsiMyto C UCMOSb30BaHMEM COOCTBEHHOIO NOCeA0BaTENbHOMO MNOPTa;
yepes W3 nocnegosarensHon nuHMm ModbusTCP/Modbus.

Co3aaHue nonb3oBaTeNnbCKOro noguYMHeHHoro ycrtpouctea Modbus

Bbl MOXXeTe CkOHUIypmnpOoBaThL 3HEPreTUYECKUI cepBep Ansa obecnevyeHns cBasm
C nonb3oBaTternbCknMm NoAYNHEHHbIM yCTpOVICTBOM B I'IOCJ'IeLI,OBaTeJ'IbHOVI JTMHUA
Modbus.

1.
2.

HaxmuTte ocHoBHyto Bknagky Monb3oBaTenbckaa 6ubnuoreka.

Haxxmute +Co3aaTb B NTIEBON HMXKHEN YacTu CTPaHULbI.

OTKprBaeTCH ananoroeoe okHo Co3paThb nonb30BaTesIbCKYy MmoAerb.
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OHepreTuyeckuii cepsep Com'X 210

3. Beegute crneayrowime HaCTPOMKU:

MNone

HacTtponka

Beibpatb TMN mopenu

Bbibepute Modbus RTU nnun Modbus TCP.

Cosnatb Moaenb

BbiGepurTe 0OCHOBY Arlst HOBOW NOMb30BaTENLCKON MOAENU:
*  HOBasi;
¢ Ha ocHoBe mogenu Schneider Electric;
*  Ha OCHOBE MNoNb30BaTEeNbCKON Moaenu.

<6a30BbIi TUMN MOAEnu>

Ecnu Bbl co3naete HOBYHO NONb30BaTENbLCKYO MOAESNb HAa OCHOBE
cyuiecTBytoLLen mogenu Schneider Electric nunu
nonb30BaTENbCKON MOAENM, BbIGEPUTE CYLLIECTBYHOLLYHO MOAENb,
Ha koTopow 6asmpyeTcst HoBasi MoAenb.

HassaHne mogenu

BBeauTe Ha3BaHWe HOBOW NOMNb30BaTENbCKOW MOAENN UK
NpUMUTE Ha3BaHMe Mo yMoN4yaHuio lloquMHEHHOE YCTPOMCTBO
Modbus RTU_custom WK [IoguMHeHHOe yCTPOUCTBO CeTU
Modbus TCP_custom.

3HaueHve npogykTa rno

Bbi6epuTe KOMMYyHanbHbIA PECYPC MO YMOMYaHUIo A5t HOBOW

ymonyaHuo mMoaenu.

3HayeHve BblﬁepMTe 3Ha4yeHne No ymon4aHuwo ana cnocoba
ncnonb3oBaHUA Nno MCMONb30BaHMS HOBOW MOAENM.

ymonyaHuo

4. Haxmute Co3paTtb.

[nanoroBoe OKHO 3aKpbIBAETCS; OTKPbIBAETCSA CTPaHMLA XapaKTepUCTUK
CO30aHHOW NONb30BaTENBCKON MOAENW ANsl HACTPOWKM HaYansHON

KOHpurypaumm.

OnpepeneHne nonb3oBaTesibCKOro noguyMHeHHoro ycrpomcrtsa Modbus

Mocne co3gaHnsa Moaenu Nonb3oBaTeNnbCKOro Nog4YMHeHHoro yerponctea Modbus
Heob6xoaMMo 3aBepLINTL ee onpeaerneHune Bo Bknagke Nonb3oBatenbckas

oubnunoTteka.

[nsa paHHoOM npoueaypbl HEO
Moaenu.

©Xx0QMMO Hanu4yne co3aaHHOW Nob30BaTENbCKOM

1. Bb|6ep|/|Te HOBYO MOA€eNb B peBOBMOHOM MEHHK MOAENeNn, 3aTeM HaXMUTe
pacKkpbiBaoLweecda MEHIO NMoaunHeHHOE yCTpOﬁCTBO.

2. BbibepuTe NopsigoK CUMTBbIBAHUS B packpbiBatoLlemcs cnmicke NMopsagok

crnegoBaHusi 6anToB.

OTa HacTpolika onvcbIBaeT NOPSIAOK PEMMCTPOB, KOTOPbIN AOMKEH
ncnonb3oBaTbCs, kKorga nepemeHHasi popmartumpyetcs ¢ 6onee yem 1

PerncTpom.

MpumeyaHue: Nopsigok cnegoBaHnst 6anToB 3aBUCUT OT YCTPONCTBA U
JorxeH BblbnpaTbes B HacTponkax Com'X. Hanpumep, PM700 - ato
obpaTHbI nopsgok 6arnTtos, a PM800 - aTo npsiMoi nopsiaok 6anTos.

HacTtpoiika nopsagka

cnepoBaHusi 6alToB He NCMONb3YeTCs, eCrnu

nepemMeHHble opmaTupytoTes ¢ 16-6UTHBIMK permcTpamu.

3. HaxmuTte HoBbIn Kagp.
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Mpumepbl perncTpa Nnonb3oBaTeNIbCKOro BE4OMOro
ycTtpouctBa Modbus

Homep YreHue/ Macuwr.

Peructp peructpa 3anuchb MHOXUTENb EauHuua ®opmar MuTepBan OnucaHune

1037 1 Y x1 kBT INT +/-0...32767 CymmapHas
aKTMBHas
MOLLHOCTb

1041 1 Y x1 KBAP INT +/-0...32767 CymmapHas
peakTuBHas
MOLLHOCTb

1049 1 Y x1000 Het INT —1000...1000 CyMMapHblii
ko3 prumeHT
MOLLHOCTM

1054 1 Y x10 My INT 0...4000 Yacrtora
cUCTEMBI

Mpu YTEeHUN JOKyMEHTaLMM Ha YCTPOWCTBO NpeacTaBnsaeTcs, YTo Bce
nepemMeHHble MOXXHO CYMTBIBATL C 1 KagpoMm perncTpoB (kog dyHkuun 03),
HauunHas ¢ pernctpa 1037 u 3akaHumBas peructpom 1054 (otcuet = 18).

MocTpekBuauntbl: MNMepenaute k pasgeny «CosgaHune kagpa Modbus» ons
onpegeneHns HOBOro Kagpa.

CospaHue kagpa Modbus

Ons yny4dweHna npon3BoanTeNIbHOCTU MOXXHO MNPUBA3aTb HECKOJTbKO
nepemMeHHbIX K O4HOMY Kagpy.

B npotokone Modbus o6meH gaHHbIX onucbiBaeTcs kagpamu. Kagp asnsietcs
3anpocoM Ha NpoYTeHMEe MaccuBa nocrefoBaTerbHbIX NepeMeHHbIX. Heckonbko
KaapoB MOryT ObITb He0BX0aUMbI 4N1s 4OCTYNa KO BCEM NEePEMEHHbLIM
ycTponcTBa. YTobbl NOBLICMTL MPOU3BOAUTENBHOCTbL, YMEHBLUNTE KONIMYECTBO
Ka[pOB HamnoXeHNEeM HECKONbKUX NepeMEHHbIX Ha OOUH U TOT e Kaap.
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1. MNpwu HaxxaTun Ha HoBbIN Kagp NOSIBNSETCA HOBasi CTPOKa C HAacTponKamu rno

yMOM4YaHuo.
Model name* |Modbus RTU_Custom
Default value of commodity* | Electricity
Default value of usage* | Main meter
~
Endianness* | BigEndian
Function code Starting address Item count Slave offset
FCO03: Read holding registers v |0 | 10 | Number v|0 Edit frame Remove frame
New frame 0 e 0 0 G
Mo3u-
ums WUms OnucaHue Onuun
A Koga dpyHKumm YkasblBaeT TUnbl « FCO01: o06mMOTKM
3anpocoB Ha YTEHue, (MaccuB BbIXOAHbIX
KOTOPbI MOXET UM BHYTPEHHUX
BbIMOSHATL 6uToB)
3HepreTM4eckuii cepeep. - FCO2: aucKkpeTHbiiA
Bxop (maccuB
BXOAHbIX OMTOB)

*  FCO03: peructpbl
XpaHeHus (MaccuB
BbIXOAHbIX Unn 16-
BUTHbIX BHYTPEHHUX
perucTpoB)

* FCO04: BxoaHble
perucTpsbl (Maccus
16-BUTHBIX BXOAHbIX
perucTpos)

B HavanbHbi agpec Yka3blBaeT agpec. 0-65535(1)

C CueT nosuuui YKkasblBaeT yncno * 1-1000 gns koga
3MEeMEeHTOB, KOTOpble dyHkuun FCO1 mnu
COOEepPXUT Kaap. FC02

* 1-125 gnsa koga
dpyHkuun FCO3 mnu
FC04

D Homep YkasbiBaeT Tvn * bynesa
MHOpMauun, koTopas nepemeHHas ans
oTobpakaeTcs Ha koga dyHkumm FCO1
[aHHOM Kagpe. unn FC02

* bynesa
nepemeHHas 4ns
koga dyHkummn FC03
unu FC04

E PepaktnpoBatb kagp OnucbiBaeT NnepemMeHHble | —

OaHHOro Kagpa.

(MUmeeTCA cMelLeHne Mexay HOMEPOM 1 aapecoMm peructpa. Homepa permctpos MOXHO
HaWTV B AOKYMEHTaLMW Ha yCTPONCTBO.

2. To 3aBepLueHn fobaBneHus 1 KOHPUrypMpoBaH1sa HacTpoek kagpa
HaxXmMuTe CoXpaHUTb U3MEHEHUS.

Co3paHue nepemMeHHbIXx Modbus

B pamkax onpegeneHuns nonb3oBaTenbCKoro BegomMoro ycrponctea Modbus Bam
notpebyertcsa HacTponTb nepeMeHHble Modbus, cunTeiBaemMble kagpom Modbus.
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1. Haxmute PepgakTupoBaThb Kaap.
MosiBnsieTca ouanoroBoe OKHO, KOTOPOe NO3BOMAET BaM HACTPOUTb Kaxayto

nepemMeHHyto.

Digital frame item description

Function code
Name Format stIRoisten Factor Offset Invalid value Unit
address
Active Power || INT16 |0 1 0 0x800| kw ¥ || Remove item
New item
oK
| I ! Ll T

2. Haxmute HoBasi no3numua ans cosgaHust HOBOM NepeMeHHON 1 3anonHuTe
pasnu4yHble nons:

Mone Onucanue KommenTapui

Nmsa v eguHnua Mo3BonsieT BbIGpaTh MSA Bbl MoxeTe BbIOpaTh

n3MepeHns nepeMeHHON 13 CNncka UMeH. «Monb3oBaTtenbckoe» B
MmMsa nepemeHHon onpegenseT pacKpbIBaloLLEMCS CrIUCKE 1
[OCTYMHbIE BApUaHTbI eauHULL BBECTU HOBYH TEKCTOBYHO CTPOKY
N3MepeHusi. Ons nons UMeHn 1 nons

eaVHULbI U3MEPEHUSI.

dopmat Yka3sblBaeT hbopmaTt 4aHHOro [ocTynHbl pa3nuyHble hopmarThl,
yucna. Kak onmcaHo B Tabnuue Huxe.

MepBbIt agpec YkasblBaeT nepBbIi HOMEpP Homep peructpa gomkeH

peructpa perucTpa. OTHOCMTbLCS K AnanasoHy Kagpa.

Ecnn chopmart cogepxut 6onee 1
pernctpa, HacTpoka NpoBeEpPSET,
4TOObI NOCNEeaHWIA perncTp,
MCMOMb3yeMblIii NpY 3TOM
N3MepeHnn, Haxoauncs BHyTPU
COAEepPXKNMOro Kaapa.

KoadpdpumumeHT Otobpaxaemoe nsamepeHue = OTobpaxaemoe nsMepeHue - aTo
(nepenaBaemMoe 3Ha4eHue X 3HayeHue, NokasbIBaemoe B
KoadpprUnEHT) + cMeLLeHue. Tabnuuax usmepeHui.

I'Iepep,aBaemoe 3Ha4yeHune - 3To
n3mepeHue, BblNnosiIHEHHOE
CHETYUNKOM.

CwmelleHne

HepencteutensHoe | YkasblBaeT, 4To nepegasaemoe -
3HayeHne 3HaYeHne He1IeNCTBUTENbHOE.

3. o 3aBeplieHnn fobaBneHns 1 KOHOUrypupoBaHusa HaCcTPoeK Kagpa
HaxxmuTe OK, 4TOGbI 3aKpbITb AMaNoOroBOe OKHO, 3aTeM HaXMUTe
CoxpaHUTb U3MEHEHMUS.

Tabnuua onucbiBaeT AOCTYNHbIE hopmaThI:

Wcnonb3oBaTtb
HaCTPOWKY
«Mopspok
MuHumanbHoe | Makcumanb- cnepoBaHusA
®opmat OnucaHue 3HavyeHue Hoe 3HayeHue 6anToB»
INT16 1 peructp co -32768 32767 Het
3HaKOBbIM
LienbIM YUCIIOM
UINT16 1 perucTp ¢ 0 65535 Het
NONOXUTENb-
HbIM Lenbim
ymcnom
INT32 2 perucrtpa co -2147483648 2147483647 Oa
3HaKOBbLIM
LenbimM Yucnom
UINT32 2 peructpa ¢ 0 4294967295 Oa
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MNonb3oBaTtenbckas 6ubnuoteka Com’X 210

OHepreTuyeckuii cepsep Com'X 210

®dopmart

OnucaHue

MuHumanbHoe
3Ha4yeHue

Makcumanb-
HOe 3Ha4yeHue

Ucnonb3oBaTtb
HaCTPOWMKY
«Mopspok
cnepoBaHuA
6anToB»

nonoXxuTenb-
HbIM LenbiM
4Ymcnom

FLOAT32

2 peructpa co
3HAKOBbIM
3Ha4YeHneM C
nnasatoLlen
TOYKOW,
KOAMPOBAHHbLIM
cornacHo
cTaHpapty
IEEE754

-1E-10

+1E-10

Oa

UINT32_
MOD10K

2 peructpa ¢
NonNoXuTenb-
HbIM LienbiM
yucnom ot 0 oo
9999

99999999

Oa

INT64

4 pernctpa co
3HAKOBbIM
LenbiM YUCIOM

-2 ("63)

-2 ("63)~1

Oa

UINT64

4 peructpa ¢
nonoxuTenb-
HbIM LienbIm
4ncnom

—2 ("63)-1

Oa

UINT64_
MOD10K

4 peructpa ¢
NoNoXuTerb-
HbIM LienbiM
yucnom ot 0 go
9999

9999 999 999
999 999

Oa

Monb3oBaTenbckoe yctpouctso Modbus

Mocne co3gaHusa nonb3oBaTtenbckoro yctponctea Modbus B Monb3oBaTenbckomn
oubnuoTeke Bbl MOXeETE JOBABUTL €ro K CBOEI CETU TaK Xe, Kak JobaBnseTcs
ntoboe yctpowncteo Modbus.

[o6GasneHue nonb3oBaTenbckoro yctponctea Modbus ocyuiecTensieTcs nnbo
nyTeMm obHapy>xeHVUs NOAKMOYEHHbIX YCTPOWCTB, NMb0o fobaBneHnem yCcTponcTea

Modbus BpyuHyto.

Bnuskue Tembl

*  O6HapyXeHne NOAKMYEHHbLIX YCTPONCTB

* Py4Hoe pobaeneHune yctporictea Modbus

NMonb3oBaTenbCcKasa MmoAerib cHeTUYMKa nMmnynbcoB

Bbl MOXeTe co3gaTb NONb30BaTENbCKUIN CHETUNK MMnNynbCoB.

Ytobbl co3gatb I/IHﬂMBI/I,D,yaJ'IbeIﬁ CYeT4YUK MMnynbCcoB, BBegnTe
nonb3oBaTesibCKne HaCTpOVIKVI Aana cnegyrwmnx XxapaktepucTtuk I/I3MepeHl/Il7IZ

* 3neMeHT oTcYeTa

« EpuHuua otcuerta

+ PacxogomepHbIi atumk

* eOMHMUa pacxoaa.

Co3pgaHue nonb30BaTeIbCKOro cYeT4YmKa nvnyrnbcoB

Bbl MOXXeTe co3gaTb NONb30BaTENbCKUN CHETUNK MMnynbCcoB NyTeM BBOAA
NonNb30BaTENbCKNUX HACTPOEK.
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OHepreTuyeckuin cepsep Com'X 210 Monb3oBaTenbckas 6ubnuoteka Com’X 210

1. HaxxmuTe ocHOBHYto Bkraaky Nonb3oBaTenbckasa 6ubnuorteka.

2. Haxmute +Co3aaTb B NEBON HMXKHEN YacCTu CTPaHULbI.

OTKprBaeTCH ananoroeoe okHo Co3paThb nonb30BaTesIbCKY MmoAerb.

3. BBeauTe criegytowime HaCTPOMKM:

Mone HacTtpoiika

Bbibpatb TMN mogenu Bbibeprite CHETUYUK MMNYTBCOB.

CospaTb Moaenb BbibepuTe ocHOBY ANst HOBOW NONb30BATENbLCKOW MOAENM:
* HoBas;

*  Ha ocHoBe mogenu Schneider Electric;

i Ha OCHOBE NOSb30BaTENbCKON MOAENW.

<6a3oBbIV TUM MOAenu> Ecnu Bbl cozaaete HOBYIO NONb30BATENbLCKYO MOAESb Ha
OCHOBe cyulecTBytoLlernt mogenu Schneider Electric unm
nonb3oBaTeNnbCKoW Moaenu, Bblbepute CyLLEeCTBYIOLLYIO
MOA€enb, Ha KOTOpoW 6asnpyeTca HoBas MoAerb.

HassaHve mogenu BBeauTte HasBaHve HOBOW NONb30BATENBLCKON MOAENW UK
npMMuTe Ha3BaHue No YMON4YaHMio Cue TumK UMITYyJIECOB
custom.

3HaueHune npogykTa no BbibeprTe KOMMyHanbHbIN pecypc No yMon4aHuio Ans

YMOMYaHuio HOBOW MoAenwu.

3HadeHune ncnonb3oBaHus No BbibepuTe 3HayeHue no ymonyaHuto Ans cnocoba
YMOMYaHmio MCMNONb30BaHUS HOBOW MOAENM.

4. Haxmunte CospaTthb.

[nanoroBoe OKHO 3aKpbIBAETCA; OTKPbIBAETCH CTPaHULA XapakTePUCTUK
CO34aHHOW NOb30BaTENbLCKOM MOAENW AN HACTPONKN HaYarbHON
KOHdbUrypaumm.

5. CKoHGUrypupymnTe XxapakTepucTukm Anst Co3gaHHOM Nofb30BaTeNbCKON
MOZENMW CHETHYNKA UMMYNLCOB.

XapaKTepucTUKN N3MepeHunii BKNIOYatoT creayroulee:

Mone OnucaHue

OnemeHT cyeTa BbibepuTe anemMeHT uamepeHust n3 cnmcka unm
BblbepuTe Monb3oBaTenbCKui 1 BBEAUTE
cobcTBEeHHOE Ha3BaHve B none Monb3oBaTenbckumn
3NieMeHT cyerTa.

EanHuua otcyeta Bbl68pVITe €ONHULY n3amepeHua n3 cnucka nnu
BbI6epMTe MNonb3oBaTenbCcKuit 1 BBEAUTE
COGCTBeHHy}O egnHuly B none Monb3oBaTenbcKas
eAuHunula c4yeTta.

Bec nmnynbca CyeTumnK UMMyYNbCOB YBENUYMBAET NOKa3aHWe Ha 3To
3HayYeHuWe kaxablii pas, koraa NPUHUMaEeTCst UMNYnbC.
Crm1CoK OrpaHN4nBaETCst 3HaYEHUSIMU, KOTOpble
COOTBETCTBYIOT BbIGPAHHOMY TUMY CHETYMKA.

BepxHui gnanasoH Onpe,uenﬂeT, KOra CYETUYMK aKTUBHOWN SHEprum
C6paCbIBaeTCﬂ Ha HOMb.

PacxogomepHbIn anemeHT BbiGepurTe anemMeHT noToka 13 cnucka unm BolbepuTe
Monb3oBaTenbCKU 1 BBEaUTE COGCTBEHHOE
HasBaHue B none NMonb3oBaTenbCKUM
pacxoAoMepHbI 3NeMEHT.

Eavnuua pacxona BbibepuvTe eanHnLy noToka ns cnucka unm Bolbepute
MNonb3oBaTenbCcKui 1 BBeAWTe COBCTBEHHYIO
eaviHuuy B none MNonb3oBaTtenbckasa eanHMLa
pacxopa.

Tabnuua namepeHun

Bbl6paHHbIe XapaKTepUucTunkn I/I3MepeHMI7I, B TOM 4Yucne 3agaHHble
nonb3oBarterieM XapakTepUucTuku, OTO6pa)KaIOTCFI B Tabnuue M3MepeHVIl7I.
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Monb3oBaTenbckas Gubnmoreka Com’X 210 OHepreTuyeckuii cepsep Com'X 210

Nonb3oBaTenbckasa Mogenb cyeTYMka umnynbcoB KYZ

B nonb3oBaTenbckon Mmogenu cyetynka nmnynbcoB KYZ ecTb 3amMblKaHNE CyXoro
KOHTaKTa, KOTOPOEe N3MEHSIET COCTOSIHUE KaXKAbIN pa3, Korga yBenu4MBaeTcs
nokasaHue cyeTymka.

Com'X 06Hapy>|<V|BaeT N3MEHEHNE COCTOAHNA, N NMOKa3aHne cHETHNKa
yBennynBaeTcd Ha Beliln4nHy Beca umnyrnbca.

Kaxgpbii BapyaHT Nonb30BaTenbCKoro cyetymka nmnynscos KYZ Heobxoanmo
HanpsiMyto nogkntoyaTh K UnudpoBbiM Bxogam Com’X.

XapaKkTepucTukn namepeHmmn

CyeTyuK UUKNoB

Monb3oBaTternbckas Mofenb cyeTymka nmnynscos KYZ npeacraBnsieT Takue xe
XapakTepucTUKN U3MepeHuUn n anemeHTol Tabnuubl M3MepeHun, Kak onMcaHo
B pa3gene «Co3gaHue nonb3oBaTenbCKoro CYETYMKA MMMYNbCOBY.

XapaKkTepucTuKM M3MEepPEHUI BKITHOYaIOT criedyoLlee:

Mone OnucaHue

3rnemMeHT cyeta BbiGepuTe anemMeHT M3aMepeHus U3 cnmncka unm BoelbepuTe
Monb3oBaTenbLCKUM 1 BBEAMTE COOCTBEHHOE HAa3BaHWe B None
Monb3oBaTenbCKUA 3NIEMEHT cyeTa.

EaouHnua otcyeta BbiGepuTe eamHuLy uamepeHust u3 cnmcka unm eelbepute
NMonb3oBaTenbLCcKU 1 BBeAUTE COBCTBEHHYIO eMHULY B rnosne
Monb3oBaTenbCckasi eaMHULIA cyeTa.

Bec umnynbsca CyeTurK MMNYNbLCOB YBENUYMBAET NOKa3aHWe Ha 3To 3HadYeHue
KaXxabli pas, korga npuH1uMaeTcs umnynsc. Cnncok
OrpaHN4MBaETCs 3HA4YEHNAMU, KOTOPble COOTBETCTBYIOT
BbIGpaHHOMY TUMy cHeTYMKa.

BepxHui gnanasoH Onpepenser, korga cHeTYMK aKTUBHOW dHeprum cbpacbiBaercs
Ha HOMb.
PacxogomMepHbiin anemeHT BbibepuTe anemeHT NoToka 13 cnucka unu Bbibepute

Monb3oBaTenbLCKUM 1 BBEAUTE COOCTBEHHOE HA3BaHWe B None
Monb3oBaTenbCKUN PacXoAOMEPHbIN 3NIEMEHT.

EavHunua pacxopa BbiGepuTte eauHMLy NoToka U3 crincka unv Boibepute
Monb3oBaTenbLCKUiA 1 BBEAWTE COBCTBEHHYIO e4NHNLY B rone
MNonb3oBaTenbLCcKasa egMHULIA pacxoaa.

Ha gaHHOM n306paxeHnn nokasaHo pasnuyme Mexay cHeTyMkom umnynscos KYZ
N CTaHOapTHbIM CHETYMKOM MMMYNbLCOB (Bec uMnynsca = 10):

20 30

Index counter 1

-eooe

KYZ pulse meter — . !

Standard pulse meker ’_-l _I _I
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OHepreTuyeckuin cepsep Com'X 210

Monb3oBaTenbckas bubnnoteka Com’X 210

NMonb3oBaTenbckasa moaerib OCHOBHOIO n3mMepuTesibHoro

yCTpOMCTBA

Co3aaHue NoNb30BaTeNIbCKOro OCHOBHOIO cYeT4YMKa

Monb3oBaTenbckas MoAenb OCHOBHOIO N3MepuTernibHoro YCTpOVICTBa COCTOUT M3
OBYX UMNYINbCHbIX BbIXOA0B U YeTblpeXx ynpaBnaroLWmMX BbIXO40B.

Bbl MOXeTe co3gaTtb UHAMBUOYaANbHOE OCHOBHOE U3MEPUTENBHOE YCTPOMCTBO
BBEOEHMEM CneLmarnbHbIX HACTPOEK AN CeayoLNX XapaKTePUCTUK U3MEPEHMI
Ka)koro 13 AByx MMNynbCHbIX BbIXOO0B:

» T[loacuet anemeHTOB

* EaumHuua nogcyeta

* PacxogoMepHbI gaTtymnk
* EpguHuua pacxoga.

XapakTepuCTVKM CUrHanoB YeTbIpex YNpasnsioLMX BbIXOAOB NPeACTaBnsoT
TaKue e BapuaHTbl KOHUrypaumm, kKak CTaHAapTHOE OCHOBHOE N3MeEPUTENbHOE

ycTporncteo Schneider Electric.

Bbl moxeTe cospaTtb nHanBnayanbHoOe€ OCHOBHOE U3MEpPUTENbHOE yCTp0|7ICTBO
BBEeAEHMNEM creunaribHbIX HaCTpoeK A BbI6paHHbIX XapaKkTepucTtuk M3MepeHVIl7I
KaXxxaoro U3 AByX MMNyrbCHbIX BbIXOO0B.

1. HaxmuTe ocHoBHyt0 Bknaaky Monb3oBaTtenbckasa 6ubnuorekxa.

2. Haxmute +Co3paTthb B NEBOI HWKHEN YaCcTu CTpaHULbI.

OTKprBaeTCH awnanoroeoe okHo Co3aaTtb nonb30BaTeNbCKy Mmoagesb.

3. BBeauTe criegytoline HaCTPOUKU:

Mone

HacTtporika

Bbi6path TN Mogenu

BbiGeprTe OCHOBHOWM CHETUUK.

CospaTb Moaenb

BbibepuTe 0CHOBY ANsi HOBOW NOMb30BaTENLCKON
mopenu:

*  HoBasi;
*  HaocHoBe mogenu Schneider Electric;
*  Ha OCHOBE MONb30BaTENbLCKOW MOAENN.

<6a30BbIl TUN Moaenu>

Ecnu Bbl co3aaeTe HOBYHO NOMb30BaTENbCKYO MOAENb
Ha OCcHoOBe cyluecTByloLLen mogenu Schneider Electric
WINK NOnb30BaTeNbLCKON Moaenu, BelbepuTe
CYLLIECTBYHOLLYYHO MOAEMNb, HAa KOTOpPOW BGasnpyeTcs
HOBasi Moenb.

HassaHne mogenu

BBeauTe HaszBaHVe HOBOW NONb30BaTENLCKON MOAENU
U NpMMnNTE Ha3BaHMe No YMONYaHMIo OCHOBHOE
3SMepUTEeJIbHOE yCTpOﬁCTBO_CuStOm.

3HayeHune npoayKTa no ymondaHuwo

BbiGeprTe KOMMYHarbHBIN peCypc NO yMOMYaHuIo Ans
HOBOW Moaenu.

3HayeHwue 1cronb3oBaHus No
yMOn4aHuo

Bbl6epMTe 3Ha4YeHne no ymon4aHuio ana cnocoba
MCMNONb30BaHWs HOBOW MOLENMW.

4. Haxmute Co3pathb.

[nanoroBoe OKHO 3aKpbIBaAETCS; OTKPLIBAETCS CTPaHMLA XapaKTEPUCTUK
CO34aHHOW NOMb30BaTeNbLCKOM MOAENW AN HAaCTPONKN HaYaribHON

KOHurypaumu.

XapaKTepucTUK1U N3amMepeHuin u CUrHanoB OCHOBHOIO CYeTUYMKa

OcCHOBHOE M3MepUTeNbHOE YCTPOMCTBO MMEET MOMNb30BaTeNbCKUE HACTPOKM
XapaKTePUCTUK M3MEPEHMUI KaXaoro U3 ABYX MMMYNbCHBLIX BbIXOAOB U TaKue Xe

100

DOCAOQ036RU-15



MNonb3oBaTtenbckas 6ubnuoteka Com’X 210

OHepreTuyeckuii cepsep Com'X 210

XapaKTepucTukm curHana, Kak 1 CctraHgapTHoe OCHOBHOe naMeputesribHoe

YCTPOWCTBO.

Kaxabin MMI'IyJ'IbCHbIIZ BbIX0O4 npeactaBndaeT creanyrwne XxapaktTepucTtmkm

N3MepeHuin:

Mone

OnucaHue

AnemMeHT cyeTa

BbiGepuTe anemMeHT namepeHus U3 cnmcka unm Bbibepute
Monb3oBaTenbCckui 1 BBEANTE COBCTBEHHOE Ha3BaHWe B none
Monb3oBaTenbLCKUI 3NEMEHT cyeTa.

EavHuua cyeta

BbiGepuTte eanHULy M3MepPEHUst U3 cnucka unu Belbepute
Monb3oBaTenbCckuii 1 BBEANUTE COBCTBEHHYIO €AMHULY B None
Monb3oBaTenbckas egMHULa cyeTa.

Bec umnynbca

CYeTymK MMNynNbCOB YBENUYMBAET NOKa3aHNe Ha 3TO 3HaYeHne
KaXablil pas, korga npuHuMaeTcs umnynbc. Cmcok
OrpaHN4MBaETCs 3HA4YEHNAMU, KOTOPble COOTBETCTBYIOT
BblIOpaHHOMY TUMY CYETYMKa.

BepxHun gnana3soH

OnpepgenserT, Korga cHeTYrK aKTUBHOWM aHeprumn copacbiBaeTcs
Ha Honb.

PaCXO.ﬂOMeprIﬁ JreMeHT

BbiGepute pacxogoMepHbIi 3fIEMEHT U3 Cniucka Uin Boibepute
MNonb3oBaTenbLCKUii 1 BBeaNUTe COBCTBEHHOE Ha3BaHWe B rorne
Monb3oBaTenbLCKUiA arIeMEeHT pacxoaa.

EavHuua pacxoaa

BbiGepuTe eguHULy pacxoga us cnvicka unm BelbepuTe
Monb3oBaTenbCkuit 1 BBEAWUTE COBCTBEHHYIO €AMHULY B None
Monb3oBaTenbcKas eguHMLIA pacxoaa.

Kaxgbi ynpaBnsaoLwmnn BbiIXo NpeacTaBnseT creayoLlme XxapakTepucTukm

CUIrHanoB:

Mone

OnucaHue

CUrHanbHbIN 3NIeMEHT

BBeanTe uMsa gaHHOro curHana unv NpuMuTe MMs No
yMonyaHuio CocTosiHue BbIXoAa N, rae N npeacTasnser
HoMmep curHana (ot 1 go 4).

3HayeHune ana 0

BeeawnTe coctosiHMe, cBsidaHHOe co 3HadveHnem 0. Mo
ymonuyaxuio BbIKI.

3HayeHue ana 1

BBegute coctosiHne, cBsizaHHOE co 3HadYeHuem 1. Mo
ymonyanuio BKI1.

Tabnuua namepeHumn

BbiBpaHHbIE XapakTepUCTUKN N3MEPEHUIN U CUTHAMNOB, BKIOYas 3agaHHble
nonb3oBaTenemM xapakTepuCcTUKKN ANA UMMYIbCHBIX BbIXOO4O0B, OTOOpaatoTcs B

Tabnuue nsmepeHui.

Monb3oBaTenbcKoe OCHOBHOE U3MepUTESIbHOe YCTPOUCTBO

Mocne co3paHus Nonb3oBaTeNbCKOW MOAENMN OCHOBHOIO U3MEPUTENBHOTO
ycTponcTBa BO Bknaake lNMonb3oBaTenbckas 6ubnuoTeka Bl MOXeTe 06aBUTb
NpUMepbI 3TOro NOJSb30BaTENbCKOr0 OCHOBHOMO M3MEPUTENbHOMO YCTPOCTBA Ha
Bknagke HacTponkn ycTponcTB.

Mpu noGasneHMn NonbL3oBaTESNIbCKOro OCHOBHOMO U3MepPUTENbBHOTo YCTPoMCTBa
[Ba MMNYMbCHbIX BbIXOAa aBTOMaTUYECKMN NOAKIMIOYAOTCS K BbILLECTOSALLEMY
YCTPOWCTBY. Bbl MOXeTe NoAKMounTh YeTbipe YNpaBnsaoLWmX Bbixoda, kak
onucaHo B pasgene «oakoyeHne cTaHa4apTHOrO OCHOBHOMO U3MEpPUTENbHOTO

ycTponcTBar.

MopkniovyeHne cTaHAAPTHOrO OCHOBHOIO MU3MEPUTENIbLHOIO YCTPOUCTBA (OCHOBHOE
U3MepuTesibHoe YCTPOUCTBO)

Bbl MOXeTe NOAKNIOUUTE YNPaBMAOLLME BbIXOAbI N3 PACKpPbIBAOLLETOCs MEHIO
CBOWCTB CTaHAAPTHOr0 OCHOBHOMO N3MEPUTENBHOrO YCTPOMCTBA.
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OHepreTuyeckuin cepsep Com'X 210 Monb3oBaTenbckas 6ubnuoteka Com’X 210

1. HaxmuTe OCHOBHytO BKIagKy HacTpowkm ycTponucTea.

Bbib6epuTe OCHOBHOW CHETHYUK B APEBOBUAHOM MEHIO YCTPONCTB.
Bbibepute UMnynbcHbIN BbIxoa 1 B packpbiBaloLemcs MeHio CBoMcTBa.
BbibepuTe konnyecTBo LMdpPOBbIX BEIXOAOB B PacKpbiBatOLLEMCS CMIUCKE.

MoeTopuTe Wwarn 3 n 4 ons CBOMCTB onumm VIMnynbCHbIN BbIXog, 2.

o o &~ w0 N

Haxxmnte CoxpaHUTb U3BMEHEHMUS.

MoakntovyeHne ctTaHAAPTHONO OCHOBHOIO U3MEPUTESIbLHOIO YCTPOMUCTBA (BblLecTosiLee
YCTPOMCTBO U3MepuTeribHoe yCTPOMUCTBO)

Bbl MOXeTe NOAKMIUNTL YNpasnsioLLme Bbixodbl U3 06racTy CBOWCTB
BbILLECTOSILLEr0 YCTPONCTBA.

1. HaxxmuTe ocHOBHyIO Bknaaky HacTponku yctponcTsa.

2. BbibepuTe BbileCTOsLLEE YCTPONCTBO B A PEBOBMAHOM MEHIO YCTPONCTB.
3. Bongute B packpbiBatoLleecs MeHto LingpoBble 1 aHanorosbie BXOAb!.
4

. BbibepuTe HazBaHMe OCHOBHOMO CHETUYMKa B pacKpblBatoLLEeMCS CrNCKe
YcTpowncTBo.

5. BbibepuTe ynpaBnsoLLmi BbIXO4, KOTOPbIV LOIMKEH MNOAKITHOYaTLCS, B
packpbiBatoLLemMmcs cnvcke Pasbem.

6. Haxmute CoxpaHUTb U3MEHEHMUA.

[peBoBnaHOE MEHIO YCTPOMCTB MOKa3bIBAET, YTO CTaHAAPTHbIA OCHOBHOMN
CUYETUYUK NOAKIMYaETCs K AONONHUTENBHOMY LibpoBOMY BXOAY.

NMonb3oBaTenbCKUn KOHTAKTOpP Ui nMnynbCHOE perie

MoaxkroyeHne KOHTaKTopa Uy MMNyNbLCHOTo pere K LMdpoBoMy BXoay
MO3BOJISIET KOHTPONMPOBATL COCTOsIHUE Bbixoga. CueTumnk paboTaer, koraa
KOHTaKT 3aMKHYT.

Co3paHue nonb3oBaTesibCKOro KOHTaKTOpa uin nMmnyinbCHOro perne

Bbl MmoXxeTe co3paTtb HOBYIO MOZ€ESb NOJ1b30BATENIbCKOIo TUNOBOIO CHETHMKaA
MMnynbCoB.

1. HaxmuTe ocHoBHyto Bknaaky Monb3oBaTtenbckas 6ubnuorexa.

2. Haxmute +Co3aaTb B NNEBON HMXKHEN YacCTu CTPaHULbI.
OTkpbIBaeTCs Agnanorosoe okHo Co3pgaTb NONb30BaTENbCKYH MOAENb.
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3. BBeaute cnegytowime HaCTPOMKK:

Mone Hactpoiika
BbiGpatb TN Mogenu Bbi6epute nn6o KoHTakTop, nM6o UMnynbcHoe
pene.
Cospgatb Mogenb BbiGepurTe OCHOBY st HOBOW NOMb30BaTENBLCKON
MoZenu:
*  HOBas;

* Ha ocHoBe nonb3oBaTenbCKo Moaenm

<6a30BblIi TMN Mogenu> Ecnu Bbl co3naeTe HOBYHO NOMb30BaTENbCKY MOAENb
Ha OCHOBE CyLLEeCTBYIOLLEV NONb30BaTENbCKOM
mMogzenu, Bbibepute CyLLeCTBYIOLLYIO MOAESb, HA
KOTOpoW 6asupyeTtcs HoBasi MoAernb.

HaseaHune mogenu BBeauTe Ha3BaHWe HOBOW NONb30BaTENbLCKOW MoAEN
Mnn NpUMmnTE Ha3BaHWe Nno yMon4yaHuto KoHTakTop
custom UNn My ik CHOEe peJjie custom.

3HayeHve nNpoayKTa no ymonyaxuio | Beibepute KOMMyHanbHbIA peCcypc No yMOHaHuIo Ans
HOBOW Mogenu.

3HayeHVe UCronb30BaH1s No BbiGepuTe 3HaueH1e no ymonyaHuio ans crnocoba
yMOm4aHuio UCMOMNb30BaHs HOBOW MOZENN.

4. Haxmute CospaTthb.

[nanoroBoe OKHO 3aKpbIBAETCA; OTKPbIBAETCH CTPaHMLA XapaKTepUCTUK
CO30aHHOW NONb30BaTENbCKON MoAeNy Ansi HACTPOMKN HaYansHON
KOHdurypauuu.

5. CkoHUrypmpyinTe XxapakTepUCTUKN N3MEPEHMI KOHTaKTOpa MIm
NUMMNYIbCHOrO perne.

XapaKkTepuCTUKM NU3MepeHun

Mone OnucaHue

CurHanbHbI anemeHT BBeanTe KOHTpONUPyeMbIn ANeMEeHT Unu NpuMnTe
CocTosiHue Bbixoaa no ymon4yaHuto.

3HaveHve ans 0 BeeaunTte cocTosiHve, npeacTaBneHHoe 3HaveHnem 0,
unun npumuTte no ymonyaxuto BbIKJI.

3HayeHuve ans 1 BBegwuTe cocTosiHne, npencTaBneHHoe 3HaveHnem 1,
unun npumuTe no ymonyaxuto BKJT.

Mo yMOn4aHuio n3mMepeHmns 3anncbIBatOTCs B XKypHan v NnyGnmnKyrTCSa B XOCTOBYHO
nnartcopmy.

NMonb3oBaTenbCcKasa Mmoaenb COCTOAHUA

CospgaHue nonb3oBaTenbCKon Moaeny COCTOSHUA NO3BONSAET co3aaBaTh U1
OCYLLECTBNATb MOHUTOPUHI COCTOSIHUA BbIXOA0B 06LLUMX YCTPOMCTB Ha OCHOBE
3apaHee onpeaeneHHbIX NOrMYecknx CUrHanbHbIX ANeMeHTOB, BblIopaeMbIX 13
cnucka.

Co3paHue nonb3oBaTesfiIbCKON MOoAesIu COCTOSHUSA

MoxHo co3gaTb HOBYHO NONb30BaTENbCKYIO MOAENb COCTOSHUS.
1. HaxmuTe ocHoBHyl0 Bknaaky NMonb3oBaTenbckaa bubnuoreka.

2. Haxmute +Create B neBo HMKHEN YacTu CTPaHULbI.
OTkpbIBaeTCs guanoroBoe okHo Co3aaTb NOSIb30BaTENbCKYO MOgernb.
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3. BBeguTe cnegytowime HaCTPOKK:

Mone HacTtporika
BbibepuTte TN Mopenu Bbibeprte CocTOsiHME U3 BbINaAatoLLErO MEHIO
CospaTtb Mogenb Bbi6eprTe OCHOBY ANSt HOBOW NOJL30BaTENLCKON
mopgenu:
*  HoBas;

. Ha ocHoBe nonb3oBaTenbLCcKon Mogenu

<6a3oBblIi TUM MoZenu> Ecnu Bbl co3gaeTe HOBYIO NOMb30BaTENLCKYIO MOAENb
Ha OCHOBE CYLLECTBYIOLLEN NOSb30BaTENBCKON
mogenu, BbibepuTe CyLLeCcTBYOLLYI0 MOAEesb, Ha
KOTOpol GasnpyeTcs HoBasi MOAENb.

HassaHue moaenun BBeﬂ,MTe Ha3BaHVe HOBOW NOMb30BaTENbCKON moaenu
VN NpMMnNTE Ha3BaHWe No yMomn4aHuo status
Custom.

3HauyeHune npogyKTa no ymonyaHuio | Beibepute koMMyHanbHbIV peCcypc MO YMONYaHmio,
n3MepsieMbln HOBOW MOAENbIO.

3HaveHune ncnonb3osaHWs nNo BbibepurTe 3HaueHne no ymonyanuio ans cnocoba
YMOMNYaHuio MCMonb30BaHWsi HOBOW MOAENM

4. Haxmunte CospaTthb.

[nanoroBoe OKHO 3aKpbIBAETCA; OTKPbIBAETCH CTPaHULA XapakTePUCTUK
CO34aHHOW NOMb30BaTENbLCKOM MOAENN AN HACTPONKN HaYarbHON
KOHdbUrypaumm.

5. BbinonHuTe HACTPONKY XapakTepUCTUK CUrHamna nornb30BaTenbCKON MOaenm
COCTOSIHUA.

XapakTtepucTUKM curHana

Mone OnucaHue

CurHanbHbI anemMeHT BbibepuTe Tpebyembix CUrHanbHbIA ANEMEHT 13
BbINaAatoLLero MeHto.

3HadeHune ans 0 BbibepuTe COCTOSIHME CUMTHANBHOIO 3MeMeHTa,
npeacTaerneHHoe 3HavyeHnem 0, unm npummnTe
npeanoXkeHne 3Ha4eHne No yMOnyaHuio.

3HadeHue gns 1 BbibepuTe COCTOSIHME CUTHANBHOIO 3reMeHTa,
npeacTaerneHHoe 3HavyeHnem 1, unu npummnTe
npeanoXkeHne 3HaYeHne No yMOn4aHuio.

6. HaxxmnTe COXpaHUTb U3MEHEHUSA, YTOObI COXPaHWUTb CKOH(DUIYPUPOBaHHYHO
NoMb30BaTeNbCKY MOAENb COCTOSIHUS.

Monb3oBaTeNbCKUN CUrHarMbHbBIN ANIEMEHT MO YMOnYaHuio BeibpaH ans
perncrpaumu n nyénukaummu.

NMonb3oBaTenbcKasa MmoAerib aHanoroBoro AaT4ymka

Kaxxgas nonb3oBaTenbckas MOAENb aHanoroBoro Aartyvka KOHTPONMpPYeT oaHyY
TOUKY.

Com'X npegnaraet gBa wabrnoHa aHanoroBbIxX AaTYNKOB:
+ 4..20mA
« 0..10B

Bbl MOXxeTe co3gaTtb nHanBuayanbHyO MoAerb aHaroroBsoro Aat4nMka sBeaeHnemMm
cneunanbHbIX HACTPOEK ANnA cneayruwnx XxapakTepucTuk:

* OnemeHT OTCYeTa
* EpnnHuua otcueta
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Co3pgaHue nonb30BaTeIbCKOro aHanoroBoro gat4ymka

Bkl MmOXeTe co3naTb nHanBnayanbHyO MoAes b aHanoroBoro AgaTt4ynka sBogoM
cneunarnbHbIX HACTpOEeK.

1. HaxmuTe ocHoBHyt0 Bknaaky NMonb3oBaTenbckaa bubnuoreka.

2. Haxmute +Co3aaTb B NEBOW HMXKHEN YaCTW CTPaHNLbI.
OTkpbIBaeTCcs guanoroBoe okHo Co3aaTb NOSIb30BaTENIbCKYH MOAeENb.

3. BBeauTe HacTpOKKKM NONb30BATENbCKOW MOLENN:

Mone HacTtpoiika
BbiGpatb TN Mogenu BbiGepuTe nn6o aatumk 4-20 MA, nnbo aatumk 0-10
B.
CospaTb Moaenb Bbi6epuTe 0CHOBY Ansi HOBOW NOMb30BaTENbCKOW
mMoaenu:
* HoBas
Tun BBeaute HasBaHWe HOBOV NOMNb30BaTENbCKON Moaenv

U1 NpUMKUTE Ha3BaHWe Mo yMonyaHmio: 6o datumk
4-20 MA_custom, Nnbo Jarurk 0-10 B_custom, B
3aBMCKMOCTM OT BbIGpPaHHOIo TUNa Mogenu.

3HauyeHue npogykTa no ymonyaxHuio | BeibepuTe koMMyHanbHbIM pecypc No yMOn4aHuio 4ns
HOBOW Mogenu.

3HayeHve UCnonb30BaHWs No Bbl6epVITe 3Ha4yeHue No ymon4yaHuwo ana cnocoba
ymMon4yaHuo MCMNOnNb30BaHUS HOBOW MOAENM.

4. Haxmute CospaThb.

[nanoroBoe OKHO 3aKpbIBAETCS; OTKPbIBAETCS CTPaHMLA XapakTepucTuk
CO3aHHOW MOrb30BaTeNbCKOM MOAENM ANs HAaCTPONKN HaYaribHON
KOHdourypaumm.

5. CkoHdurypupymnTe cBOMCTBa AaTymKa.
Kaxxgbln MMNynbCHBIN BbIXOA, NPeaCTaBMsET CneayloLme XapakTepucTukm

N3MepEHUI:;

Mone OnucaHue

3OnemeHT BbibepuTe KOHTPONMPYEMBIN 3NEMEHT U3 CNUCKa Unu
Bblbepute Monb3oBaTenbLCKUh 1 BBEAUTE
cobcTBeHHOE HasBaHue B none MNonb3oBaTenbckum
3NIeMEHT.

EnonHuua BbibepuTe KOHTpONMpyemyto eanHNULLY U3MEPEHNS U3
cnucka unu BbibepuTe Monb3oBaTenbLCKUI 1 BBEAUTE
COBCTBEHHYI0 €AUHULLYY U3MEPEHUSI B Nore
Monb3oBaTeNbCKUI INIeMEHT.

HwxHsia rpaHuua 3HaueHue, oTobpaxxaemoe Kak MMHUManbHoe
KOHTPONMPYEeMOE 3Ha4YEeHUE.

BepxHsisi rpaHuua 3HaueHune, oTobpaxxaeMoe kak MakcumanbHoe
KOHTPONMpyeMoe 3HaueHue.

Tabnuua namepeHnn

Bbl6paHHbIe KOHTPOJIbHbIE XapaKTePUCTUKN, BKITHOHaA 3adaHHble Nofib3oBaTerniem
XapaKTepucTuku, 0T06pa>|<a|0Tc;| B Tabnuue M3MepeHMIZ.
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OunarHocTuka Com’X 210

O6G30p AMarHOCTUKMU

OuvarHocTuka gaet ctatuyeckme gaHHble o Com'X 1 nogkto4eHHbIX
ycTporicTBax. OHa Takke NO3BONSET BbINOMHATL YUTEHNE PETMCTPOB BPYUHYHO U
NpOBEPSATb COCTOSIHME CBA3U C MOAKIHOYEHHBIMU YCTPONCTBAMM.

CtaTmcTuka

CraTtnctuka 0T06pa>KaeT NnokKasaHund, HakonmeHHble C MOMEHTa nocregHero

cbpoca Com'X.

Ecnu npousowwno oTtkntodeHne nutadmsa Com'X nnu napameTtpbl ycTponcTea bbinm
cOpoLLEeHbl BCeACTBNE CMEHbI KOH(Mrypauum unm gpyroro cobbitus, Bce
HaKOMMEHHbIE 3Ha4YeHMs cOpackbIBaOTCA Ha HOMb.

MpocmoTp cTaTUCTUKK

Bbl MOXeTe npocMaTpuBaTh CTaTUCTUKY ceTn unu Modbus.

1. HaxmuTe OmnarHocTuka.

2. Haxmute ogHy us cneaytoLimx kateropuin:Cetb nnn Modbus.

3. Haxmute pacKkpbiBaemMoe MEHI0 A5A rpynnbl CTaTUCTUKKN, KOTOPYH XOTUTE

npocmartpuBeaTb.

4. Haxmnte OGHOBUTbL, €CNU XOTUTE OOHOBUTL JaHHbIE.

MpumeyaHue: Ctatuctmka ceT 06HOBNAETCS NPUMEPHO Yepes KaxKable

10 cekyHA.

C6poc cTatucTukmn

Bbl MOXeTE BLINONHUTL C6pOC KaTeropmn CtTatuctukun.

1. Haxmute [lnarHocTuka.

2. HaxmuTe ogHy u3 cnegyrowmx kateropun: Cetb unu Modbus.

3. Haxmute Cbpoc, 3atem HaxxmuTe [la Ans noareepxaeHnsa copoca.

C6pacbiBatoTcsi NnapamMeTpbl BO BCEX PACKPLIBAEMbIX MEHHO.

Cratuctuka Modbus

[ns Bawero ycTporcTBa AocTynHa ctatuctnka Modbus.

MapameTp

OnucaHue

RS485

Mony4yeHHble coobLleHus

CyeTuuK, yBENMUMBAIOLLMIA 3HAYEHME MPU KaXKLOM MOonyYeHum
coobLeHus.

MepenaHHbie coobLLeHNst

CyeTyuK, yBENUYMBAKOLLMIA 3HAYEHNE NPV KAXKOO0W OTNpaBKe
coobLeHns.

Tanm-ayTbl COOBLLEHNS

CueTumK, yBENMUYMBAIOLLMIA 3HAYEHUE KaXabli pa3 npu
oTnpaske coobLueHns 3anpoca 6e3 nony4yeHnst OTBETHOIO
COOOLLieHNS 3a AOMYCTVMMbIN Nepyod BpeMeHn. Tanm-ayTbl
06bI4HO BO3HUKAIOT B pe3ynbTaTe HenpaBubHON HACTPOMKN
UNN n3-3a He OTBEYAOLLIEro YCTPONCTBA.

Owwmbkmn CRC

CueTuuK, yBENMUMBaOLLMIN 3HAYEHNE Kaxabli pas, koraa
KOHTponbHas cymma/CRC, koTopyto MMeeT NPUHATLIN Kaap, He
coBnagaeT C pacCYNTaHHON.

106

DOCAOQ036RU-15



OuarHocTtuka Com’X 210

OHepreTuyeckuii cepsep Com'X 210

CtaTucTtuka cetu

MapameTp

OnucaHue

Owmbkm npoTokona

CueTuuk, yBENMUMBaIOLLMIA 3HAYEHWE NPU KAXOOM NONyYeHUn
HeBepHO CCHOPMUPOBAHHOTO COOBLLEHNS.

HonyquHble NCKMOYeHnsA

CueTumk, yBeJ'IVI‘-IVIBaIOLU,VII;I 3Ha4YeHne Npu Kaxxgom nony4vyeHun
NCKIMHOYEeHUA.

CeeneHuns 06 ycTpoiicTee

MoppobHasa Tabnuua, NpegocTaBnsoLwWwas yaaneHHyo
CTaTUCTUKY 00 yCcTponcTBe. HaxmuTe CCbIfKy Ans OTKPbITUS
TabnuLbl B HOBOM OKHeE.

CepBep TCP/IP

Mony4yeHHble coobLLeHus

CyeTumK, yBENMYMBaIOLLMIN 3HAYEHNE NPU KAXKO0M MONydYeHUn
coobLeHuns.

MepenaHHble coobLyeHus

CyeTumK, yBENUYMBaIOLLMI 3HAYEHWE NPU KaXao oTnpaBke
coo0OLeHns.

OwmbkM npoTokona

CueTumK, yBENUUMBAIOLLIMIA 3HAYEHME NMPU KAXA0M MoMyyYeHnn
HEBEpHO CHOPMUPOBAHHOTO COOBLLEHNS.

AKTMBHbIE COEaNHEHUS

3HayeHne CoCTosIHUS, npeacraensdroliee Konm4ecTeo
COEMHEHWN, aKTUBHbIX HA MOMEHT 0BHOBNEHMUS CTpaHuubl
ONarHOCTUKN. HaxXmmnte CCbINKy ANs OTKPbITUSA OManoroBoro
OKHa CO CMMUCKOM BCEX aKTUBHbIX BHELLHUX COEANHEHUN
KnneHTa.

CyMma coeaiuHeHuI

CyeTuuk, yBenuumBatoLMin 3Ha4YeHne Kaxaplin pas, korga
npoucxoauT coegmHeHme ¢ Com’X.

Makcumym coegnHeHun

3HayeHne cocTosIHUSA, npeacraendioliee MakCumasrnbHoe
KONMM4eCTBO COeANHEHWNN, KOTOpbIe 6bINK BbINOMHEHBI C
MOMEHTAa BKIHOYEeHUA.

Knuent TCP/IP

Mony4eHHble coobLyeHuns

CyeTumK, yBENNYMBAIOLLMIA 3HAYEHNE NPU KaXO0M MOMyYeHUm
CcoobLEeHus.

MepenaHHble cooBLLEHNS

CyeTumK, yBENNYMBAIOLLWIA 3HAYEHNE NPU KaXaou oTnpaBke
CcoobLEeHUs.

TariM-ayTbl coobLLEHUSI

CyeTuuK, yBenuumBatoLLmin 3Ha4eHne Kaxabli pas npu
oTnpaBke coobLleHusi 3anpoca 6e3 Nony4yeHns OTBETHOIO
co00bLLeHNs 3a AONYCTUMbIN Nepuoa BpemMeHu. Taim-ayThl
06bI4YHO BO3HMKAIOT B pe3yrnbrate HenpaBuiibHON HACTPOMKK
W 13-3a He OTBEYAIOLLLEro yCTPOWCTBa.

Tanm-ayTbl coegnHEHUS

CyeTumK, yBENMUMBAaIOLLMIN 3HAYEHNE NPpU KaXaoM Tanv-ayTe
YCTPOWCTBA Ha 3anpoc CoeANHEHUSI.

OwubkM npoTokona

CueTuuk, yBEennUMBaIoLLMii 3Ha4YEHVE NPU KaxXLOM NonyYeHnn
HEBEPHO CHOPMUPOBAHHOTO COOBLLEHNS.

I'IonyquHble UCKIMOYEeHUA

CueTuuK, yBENMUMBAIOLLMIA 3HAYEHWE NPU KXOOM NONyYeHUN
UCKIIOYEHMSI.

CefieHns 06 ycTpowicTee

MoppobHasa Tabnuua, NpegocTaBnsoLwWwas yaaneHHyo
CTaTUCTUKY 06 ycTponcTBe. HaxmuTe CCbinky Anst OTKPbITUS
Tabnuubl B HOBOM OKHeE.

Bawe YCTPOIZCTBO No3BOJIAET NpoCcMaTpuBaTb CTaTUCTUKY CETHU.

MapameTp OnucaHue

Ethernet

CkopocTb Ctpoka COCTOSHNS, oTobpaxatoLLiasi HaCTPOWKY CKOPOCTH,
ncnonb3yemMon Ans CBA3N C NapTHEPOM AN COeANHEHUS.
Mapametpbl: 10 M6um/c nnn100 Mbum/c

Hynnekc Ctpoka cocTosiHus, oTobpaxaroLlas napameTpbl Aynnekca.
Mapametpsl: MMonHbIl Oynnekc vnv Monydynnekc

KoHnunkTbI CueTumK, yBeNnMyMBaloLLMIN 3HaYEHNe Npu Kaxaon NoBTOPHON

nepegaye kagpa 1s-3a oGHapyXeHUs KOHIKKTa.

DOCAO0036RU-15

107




OHepreTuyeckuin cepsep Com'X 210

OuarHocTtuka Com’X 210

MapameTp

OnucaHue

Owwnbkmn CRC

CueTuuK, yBENMUMBaoLLMIN 3HaYEHNe Kaxablv pas, koraa
KOHTponbHasa cymma/CRC, koTopyto MMeeT NPUHATLIN Kaap, He
coBnagaeT ¢ pacCYUTaHHOW.

OwubKM unkna

CueTuuK, yBEnMUMBaIoLLIMI 3HAUYEHNE NPU KaXKO0M
oGHapyXeHUn nonyyeHHon owmnbky kagpa.

Mony4yeHHble NakeTbl B Nopsiake

CueTumK, yBENUYMBAIOLLMIA 3HAYEHWE NPU KaXOOM YCTELHO
NPUHSATOM NakeTe.

Mony4yeHHble nakeTbl
OTOpOLLEHHbIE

CueTumk, yBeﬂI/ILII/IBa}OU.lVIVI 3Ha4yeHune npu Kaxxaomn norepe
NPUHATOrO NakeTa.

Ownbkn npuema

CueTumK, YBENUUMBAIOLLIMIA 3HAYEHE MPU KAKIAOM MPUHATOM
nakete ¢ oLIMBKoii Npuema.

ﬂepe,anHble nakeTbl B Nnopagke

CueTumk, yBeJ'II/ILII/IBa}OLLlI/IIZ 3Ha4YeHne Npu Kaxxgom ycnewHo
nepeaaHHOM nakerte.

OTnpaBneHHble NakeTbl
OoTOpOLLEHHbIE

Cyetyuk, yBeJ'IVI‘-WIBaIOLIJ,MVI 3HaYeHne Npu Kaxxaon notepe
nepeaaHHOro nakera.

Ownbkn nepegayn

CyeTunK, yBenmunsatoLLmin 3HaYeHne Kaxabli pas, korga
nepefaHHbIA NakeT NoKa3blBaeT OLUMOKY nepeaayn.

YTeHue permcTpoB yCTPOMUCTBA

dyHkuna YuTaTb perncTpbl ycTporcTBa nodeonset Com'X untaTb JaHHbIE
pernctpos Modbus nokanbHbIX U yAaneHHbIX yCTPONCTB.

Hwke npnBeaeHbl HACTPOWKK (PYHKLMK YUTaTb perMcTpbl yCTPOUCTBA.

MapameTp

OnucaHue

Onuyuu

Mwms ycTpoicTea

BbibupaeT ycTponcTeo agns
YTEHUS U3 CMMCKa paHee
[06aBneHHbIX YCTPOWCTB.
YTeHune c ycTponcTBea, He
onpeaeneHHoro B CNncke,
MOXHO BbINOMHNUTb, BBEAS €r0
nokaneHbIn ID.

JNokanbHbin ID

Agnpec (nokanbHbil ID)
YCTPOMCTBA NS YTEHUS.

1-255

Mo ymonuanuio: 1

HavanbHbIin perncTtp

[MepBbIi perncTp Ansa YTeHns.

Mo ymonuaxuio: 1000

Yucno pernctpos

Yuncno perncTpoB AnNs YTEHUS.

1-125

Mo ymonuaxuio: 10

Pernctp

Crton6eL, oTobpaxatoLumin
HoMepa PerucTpos.

3HayeHne

CrtonbeL, oToGpaxaroLuii
JAaHHble, XpaHUMbIE B Kaaom
perucrpe.

Mony4yeHHble 3Ha4YeHus
3aBUCAT OT YCTPOWCTBA,
coeauHeHHoro ¢ Com’X. Ans
norny4yeHnsi AONOMHUTENbHON
MHpopMaLMK O 3HaYEHUSAX,
XpaHUMbIX B perncrpax,
obpaTtuTech K JOKyMeHTaumum
ONsi NOAKIMKYEHHOro
yCTpoOWcCTBa.

Tun gaHHbIX

MeHto gns Beibopa Tvna
OaHHbIX XpaHeHus1 u hopmaTta
PErMcTpOB (BECATUYHbIN,
LIeCTHaaLaTepuyHbIN,
6uHapHbin unn ASCII),

KOTOpble Bbl XOTUTE Nepeaatb.

BbibepuTe pernctpbl
XpaHeHWsi, BXOAHbIe PerncTpsbl,
BbIXOAHbIe 0BMOTKM, BXOAHbIE
o6moTkm nnm ID ycTporicTea.

Mo ymonuaxuio: Pernctpel
XpaHeHus1.
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YTeHue perncTpoB yCTpoucTBa

lNMpoBepkKka cBA3U

Bkl MoxeTe cunTbiBaTh pernctpbl Modbus ¢ nokanbHbIX U yaaneHHbIX YCTPOUCTB
C NOMOLLIbIO PYHKUMM YnTaTb perMcTpbl yCTPOUCTBA.

1. HaxmuTe inarHocTtuka > YurtaTb permcTpbl yCTponcTBa

2. BbibepuTte yCcTpONCTBO U3 packpbiBatoLLerocsi cnucka Umsa ycrponcrea unu
BbibepuTe BbiGpaTb no ID ycTponcTBaans yCTponcTB, KOTOPbIX HET
B CMUCKe YCTPOWCTB.

3. Ecnu Bbl BeiGMpaeTe BeibpaTtb no ID ycTtponcTa, BBeaute JlokanbHbin ID.

Ecnu Bbl BeIGpanu nms yCTporncTBa Ha NpeablayLeM ware, 3to nomne
3anonHSETCS aBTOMaTUYECKN.

MpumeyaHue: NgeHT. Ko NOAYNHEHHOTO YCTPOMUCTBA SBISIETCS
noeHTNMKaToOpoOM Ha NOCNeaoBaTENbHOM NOPTE, K KOTOPOMY OHO
noakntodeHo. JlokanbHbIN ID sBnsieTca MAEHTUUKATOPOM, KOTOPLIN
ncnonedyet Com’X.

4. Beegute HavanbHbIA PETUCTP M YMCMNO PETUCTPOB AN YTEHUS.
5. BbibepuTte TN gaHHbIX.

6. Ecnu Bbl BbiOpanv Pernctpbl XxpaHeHus unv BxogHble perucTpsl,
BblibepuTe dhopmaT onsd nepegaBaembiX JAHHbIX.

7. Haxmute YnTtaTb.

CocTosiHWe ¢BA3W C YCTPOMNCTBOM OLIEHMBAETCS MPU KaXO0M COeQUHEHUN,
nHUumMupoBaHHom Com'X, HanpumMep, Npu UCNOMNb30BaHWUM BKNagkn «aHHble B
peanbHOM BpEMEHN».

Ecnu BkntodeHa onumsi Hepabouvee Bpemsi,, Com'X paspblBaeT CBSI3b C
YCTPOWCTBOM Mocrie ABYX NocrefoBaTeNbHbIX TakM-ayToB coobueHnin. Com'X
paccmaTpuBaeT YCTPOMCTBO Kak HepaboTatoLee u He AenaeT NonbITOK CBA3aTbCA
C HMM CHOBa, Noka He uctedyeT Hepabouee Bpems.

OTO CcoKpalLaeT HEHYXXHbI CeTeBOM TpadmK MOCPEACTBOM MCKITHOYEHNS
coobLeHnn HepaboTatoLemy YCTPONCTBY. Bbl MoXxeTe 060nTH Tanmep, 3anycTms
NPOBEPKY CBA3UN BPYUHYIO.

Ecnu cpyHkuma Hepabouee Bpems He BkritodeHa, To Com'X npogomkaeTt genatb
MOMNbITKMN CBA3ATbCS C YCTPOWCTBOM, U TaliM-ayTbl OT HE OTBEYAIOLLNX YCTPONCTB
OyayT BNUSITb Ha NOMOCY MPOMNYCKaHUSA BHELLHUX KITMEHTOB.

Ha nogsknaake MpoBepka cBsA3M Bbl MOXETE BbINOMHUTL PYYHYIO MPOBEPKY
CBSAI3M, a TakKe CKOH(UIypupoBaTh TaiMep Hepaboyero BpemMeHu ans
BOCCTaHOBJIEHVSI CBSA3M.

BbinonHeHue py4HOM NPOBEPKU CBSA3N

B HeKoTOpbIX Criyyasix BO3HMKAeT He0BXOAUMOCTb BPYYHYHO 3aMyCTUTb NPOBEPKY
CBSAI3M M HE 0XuaaTb, Koraa NpoM3onaeT aBToMaTyeckas nposepka.

1. HaxmuTte luarHocTtuka > NpoBepkKa cBA3MU.
2. YT0o6bl Ha4aTb NpoBeEPKyY, HaxmnTe NMpPoBepPUTbL COCTOAAHME YCTPOMCTBA.

3. Mo xenaHuto MOXHO HaxaTb OCTaHOBUTb NPOBEPKY COCTOAHUS, HYTOObI
OCTaHOBUTbL NMPOBEPKY.

B ctonbue «CocTosiHne» otobpasnTcst coctosiHne B paboTte nnv He paboTaer.
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OnpepeneHne Hepaboyero BpemMeHu

Bbl MoxeTe onpenenuts napametp Hepabouee Bpems.
1. Haxmute OluarHocTtuka > NpoBepka CBA3MK.
2. Boibepute Oa ansa onuvn Bknountb Hepaboyee Bpemsi.

3. Bbibepnte Hepabouee Bpems. BoamoxHble BapuaHThl: 1, 2, 3, 4, 5, 10, 15,
30 1 60 MUHYT (No ymonyanuto: 15).

4. Haxmute COXpaHUTb UBMEHEHMUS.
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XypHanbl

MonBknaaka XypHanbl oTobpaxaeT CMCOK COBbITUIA, KOTOPblE BbinK
3aperncTpmpoBaHbl C 3anMcaHHoOM 4aTon 1 BPEMEHEM M KpaTKUM ONMcaHnem
cobbiTus.

Com'X otobpaxaeT >KypHarnbl kak MUHUMYM 3a 10 MUHYT A0 OTKasa unm
OTKITHOYEHNS IMEeKTPONUTaHMS.

Schneider Electric pekomeHayeT nepruoanyeckyto NpoBEPKY KypHaroB Ha
U3nuLIHMe 3anpeLleHHble JOCTYNbl, HeoXnaaHHble 06HOBNEHUS
MUKpPOMNPOrpamMmmHoro obecnevyeHnst unu HesannaHMpoBaHHbLIE BOCCTAHOBIEHUS
pesepBHOM Konun. Takme cobbiTnst MOryT BbITb NMPU3HAKaMU MOLLEHHUYECKNX
atak. Ecnn ato npoucxogut, obpaTtuTech B Bally MECTHYIO CryXBy TeXHUYeCcKon
nogaepxkn Schneider Electric.

3arpy3ka XXypHanos

®yHkuust MonyunTb MHGOPMaLINIO O AUArHOCTUKE NO3BOMSIET BaM 3arpyxaTtb
XypHanbl Com'X.

3arpy>xeHHbIV ann Henb3s NpoyYnTaTh OObIYHBIM NPOrpaMmMHbIM obecneyeHmem.
OTOT harn noneseH TonbKo AN cnybbl TexHUYeckon nogaepkm Schneider
Electric.

3apermctpmpoBaHHble COObITUS

Balue ycTpoiCTBO OCYLLECTBNAET PErMcTpaumo CobbITHiA.

Cob6bITUSI, KOTOPbIE PETUCTPUPYIOTCS:

Tema Cob6biTue

Pecypc M3meHeHne B koHGUrypaumm:
*  YCTPOWCTB
*  nybnukauun

HocTaBka Laru n coctosiHe nyGnunkaumm (He BbINOMHEHO MIn
BbIMOMHEHO)

AkTuBauus/geakTmBaums nepuoan4eckon I'Iy6]'IVIKaLl,VIVI

Peructpauus AKTUBaUVs/geakTMBaums perucTpaumm daHHbIX
BesonacHocTb Bxopg B cuctemy He BbINOnMHEH
AB. curHanusaums Hu3kun ypoeeHb curHana GPRS/3G

O6HapyxeHa ownbka Bo BpeMsi BXOAa B CUCTEMY

OTcyTCTBME CBSI3M C YCTPOWCTBOM

Meperpy3ka LM n O3Y

MpepbiBaHUSA CBSA3W C N3MEPUTENBHBLIMU YCTPOWCTBaMM

Cucrema M3ameHeHre HacTpONKM BpeMeHu

O6HOBMNEHNE N COCTOSIHME MUKPONPOrpaMMHOro obecneyeHuns

Bpems 3arpysku
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HacTpouku cucrembl

HacTpoviku cnctembl NO3BONSIOT OCYLLECTBAATE COXPaHEHME N BOCCTaHOBIEHNE
KOHdoMrypaumm ycTporucTBa, NPUMEHSTb 0BLLYI0 KOHUTYpaLmio AN HECKONbKUX
YCTPOWCTB, BbINOMHATL OOHOBEHNE MUKponporpaMmmHoro obecneveHns Com'X,
BKIHOYATb YAANEHHbIN 4OCTYN AMs TEXHNYECKOW NOAAEPXKKN U BbINOIHATb
nepesarpysky yctpornictea Com'X.

YnpaBneHue KoHurypaumen

MeHio «YnpaBneHue KoHUrypaumen» NnpeaocTaBnseT cregyowme
BO3MOXXHOCTHU:

+ CoxpaHeHune KoHgUrypaummn: UcnonbayinTe aTy doyHKLUMIO AN co3aaHns
dpaiina KoHdUrypauum, KoTopblit 6yaeT MCMoNb3oBaTLCH AN COXPaHEeHUs U
NPUMeHeHMs1 KOH(UIypaLm Ha OQHOM U TOM ke YCTPOWCTBE.

+ PesepBHasd konusa 4nsa oy6nupoBaHns: NCMonb3ynTe 3Ty yHKUMIO ANS
co3faHua harna pesepBHOWN Konuu, kotopas byaeT ncnonb3oBaTbCcs AN
HaCTPOWMKM OAHOTO NNW Heckonbkux yctponcte Com'X. Micnons3osaHune
dharna pe3epBHOW KONMM NO3BONSAET CAKOHOMUTL BpeMsi, TpebytoLleecs Ha
HaCTPOWKY, ECINN HA HECKOJbKMX YCTaHOBMNEHHBIX ycTporcTBax Com'X
ucnornb3yetcs obLias KoHUrypauus cMctTemsi.

*  [pUMEHUTb KOH(UIypaLMIo: NCMOSb3YATE 3TY PYHKLMIO AN TPUMEHEHUS
(haiina KoHUrypaLum, CoXpaHeHHOro C MOMOLLbI YKa3aHHbIX BblLe
cnoco6oB. B 3aBMCMMOCTU OT UCMONb3YyEMOro BapuaHTa B npoLecce
BOCCTaHOBJIEHUSI HEKOTOPbIE NapameTpbl OyayT YCTaHOBMEHbI HA 3HAYEHUS
Mo YMOM4YaHUIo, KaK yka3aHo Hike. KoHdurypaumo MoxXHO NPUMEHUTb U3
cneayoLwmx UCTOYHNKOB:

CoxpaHeHHbI ghann kKoHUrypaumm, Co3gaHHbIA Ha 3TOM XXe YCTPONCTBE:
MapameTpbl DSP, coxpaHeHHble B channe KoHurypaumum, 6yayT npuMeHeHbI
TONbKO €Crn YCTPOMCTBO, HA KOTOPOM Oblnla CoOXpaHeHa pe3epBHas Konus, 1
YCTPOWCTBO, Ha KOTOPOM BOCCTaHaBNMBAETCHA KOHMIrypaums — ogHO 1 TO Xe.

CoxpaHeHHasi pe3epBHas konust Ans oyonupoBaHusa co3gaHa Ha apyrom
ycTpowcTee: ims ycTporcTBa 1 obbekTa ByayT YyCTaHOBMEHbI Ha 3HAYEHUsI MO
ymonyaHuio. Ums yctponctea 6byaet umeTtb 3HadeHme Com’X 210/510_
XXYYZZ, TAe XXyyzz — Tpy NocrnegHUx WwectHaguartepuyHbix pparmeHta MAC-
aZipeca ycTpomncTea, a none «Mvs obbekta» Byget nycTbim.

Mpumeyvanume: Korga ycrporicteo Com'X nogknioveHo k DSP:

* He BbInonHanTe BoccTaHOBNEHWE KOHUrypaummn u3 daina pesepsHom
Konuu, cosgaHHoro Ha yctponctee Com'X, He nogkniovyeHHoM k DSP, Ha
YCTPOWCTBE, NOAKYeHHOM K DSP.

» [lapametpbl DSP, coxpaHeHHble B channe koHdurypaumm, dyayTt
NPVYMEHEHbI TOMNBbKO eCINn YCTPONCTBO, HAa KOTOPOM Obina coxpaHeHa
pes3epBHasi Konusi, N YCTPOMNCTBO, HA KOTOPOM BOCCTaHaBMNMBAETCS
KOHdpUMrypauus — ogHo 1 TO Xe.

» Ecnun koHdurypauus BocctaHasnmsaetcs Ha gpyrom yctponctse Com'X,
napametpbl DSP Ha BoccTaHaBnnMBaeMoM yCTpPOWCTBe He ByayT
N3MEHEHBI.

» BoccraHoBneHue KoHpUrypauum n3 KoHdurypaunmoHHoro cganna c
apyroro Com'X HeBO3MOXHa yaaneHHo Yyepes DSP.

CoxpaHeHue KoHdurypauumm

KoHdpurypaumto Com'X MOXHO COXpaHuUTb B ¢paiin 1 ncnosb3oBaTh A1
BOCCTaHOBINEHWSI HA TOM Xe ycTporcTBe Com'X.

Mepepn v nocne BbIMNOMHEHWS KaXXA0ro 0OGHOBNEHNST MUKPONPOrpamMMHOro
obecneyeHns Heobx0AMMO BbINONHATL PE3EPBHOE KOMUPOBaHME KOHpUrypaLum.

dannbl pesepBHON KONUK coaepXaT KoHPUAeHUManbHy MHopmMauuio (Takyto
Kak ceTeBble naponu). ObecneunBanTe 3alMLLEHHOE XPaHEHNE HOCUTENEN C
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hannamm pesepBHOI KOMuu, YToObl NPeaoTBPaTUTb HECAHKLIMOHUPOBAHHLIN
[OCTYN K HUM.

YeedomneHue
ONACHOCTb HECAHKUMWOHUPOBAHHOI'O AOCTYNA

He nepenaBaiite ain pe3epBHOM KONUN MOCTOPOHHUM FTHOASAM.

HecobntoaeHne AaHHbIX UHCTPYKLMIA MOXET NPUBECTU K NOBPEXAEHUIO
obopyaoBaHus.

®opwmart nmenun canna Com'X nmsa_Bepcusa mukponp. obecnedenuns_[TTTMMOO-
YYMM.zip. Hanpumep, MyComXEnergyServer V1.0_20130110_1020.zip
yKasblBaeT, 4YTO hann co3faH C AaHHbIMU U3

+ Com'X c umeHem MyComXEnergyServer,
* paboTaroLero Ha Bepcumn MMKponporpamMmmHoro obecneyexms 6.0
* 10 anBapa 2019 r. B 10:20.

KoHdurypaums gormkHa GbiTe COXpaHeHa TOMNbKO Mocre 3aBepLUeHust
nepBoHaYanbHOro 06HOBMNEHMS UMK KOHAUrypaLum.

Bnuskue Tembl

»  OG6HOBEHNE MUKPONPOrpaMmMHoro obecneveHms

JlokanbHOe coxpaHeHune KOHUrypaumm

Bbl MOXeTe CoOXpaHUTb KOHUrypaumio fokaneHo.
1. Haxmute Ob6cnyxmBaHue > HacTpomku cuctembil.

2. Haxmute CoxpaHeHue koHdpurypauum UJTN PesepBHasa konus ansa
Ay6nvMpoBaHuA B pacKpblBaloOLLEMCs MEHIO YnpaBrneHue koHdurypaumen.

B cooTBeTCTBUM C UCMONb3yeMbIM BeG-Opay3epoM NosBNSETCS AMarnoroBoe
OKHO ANs1 OTKPbITUS, COXPaHEHUS UMM OTMEHbI KOHPUIypaLMOHHOIO dhaiina.

3. B gnanoroBom okHe BbibepuTe onuuio AN coxpaHeHus danna.

[ata n Bpems nocnegHero pe3epBnpoBaHus KoHdurypauum otobpaxatorcs
noA KHornkon CoxpaHUTb KOHUrypaLuuio.

4. B none BbibepuTe chain BbibeprTe pacnonoxeHne Ha KoOMnboTepe Ans
CoxXpaHeHus hanna n coxpaHeHnst KOHUrypaumm.

CoxpaHeHune koHdurypauum Ha USB-HakonuTtenb

Bkl MOXeTe coxpaHuTb kKoHurypauuto Com'X B cpann Ha USB-HakonuTene.

AOIACHO

OMNACHOCTb MOPAXEHUA ANEKTPUYECKUM TOKOM, B3PLIBOM UJTN
BCMbILIKOW AYTU

+  OnekTpuyeckoe obopyaoBaHNe AOMKHO YCTaHABNMUBATLCSA M OOCHYXMBATLCS
TONbKO KBaNUMUUMPOBaHHbLIM NEPCOHANOM.

*  Wcnonb3yliTe COOTBETCTBYHOLLNE CPEACTBA NHAMBUAYaNbHOM 3awmTtbl (CU3)
n cobnioganTte Mepbl 6esonacHoCcTv Npy paboTe C ANEeKTPUIECKNM
obopynoBaHuem. Cm. NFPA 70E B CLUA, CSA Z462 vnu cooTBETCTBYOLLME
HaUMOHarbHble CTaHO4apThl.

Heco6nropgeHne AaHHbIX MHCTPYKLUIA MOXET NPUBECTU K NleTaribHOMY
MCXOAY UMW CepPbe3HbIM TPaBMaM.

1. Bcrtaebre USB-Hakonutens B USB-nopT Ha nepeaHen naHenn Com'X.
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O6cnyxuBaHne Com’X 210

2.

3.

HaxmuTe n ygepxmsavte kHonky PesepBHOe KonnpoBaHue I He MeHee
Tpex CekyHA.

Bo Bpems pesepBHOro konnpoBaHust uHankatop USB BegeT cebs
cneayoLwmm obpasom:

» Ecnu Bo BpemMs pe3epBHOro KONMpoBaHWs He 0OHapyXeHo OLIMOOK,
nugukatop USB muraet 3eneHbim LBeTom B TedyeHue 500 mc, 3atem
BblKMNtoYaeTcs Ha 500 mc.

» Ecnu obHapyxeHa owunbka, nigmkatop USB muraet 3eneHsiM LBETOM B
TeveHue 250 mc, 3aTeM BbikntodaeTcs Ha 250 Mc 1 Tak Janee B TedeHne
Tpex CekyHa,.

Ecnv Bo Bpems pe3epBHOro KONMPOBaHUs He 0GHapPYXeHO OLLNGOK,
pe3epBHOEe KOMMpOoBaHWe 3aBepLUEHO, Koraa npekpallaeTca MuraHue.

Bbl MoxeTe n3eneds USB-HakonuTenb ¢ nepegHen naHenn Com'X.

BoccTaHoBneHue KoHdUrypaumum

Bbl MOXeTe BbIMONTHUTL BOCCTAHOBIIEHNE KOHPUIypaL MM C MOMOLLbIO JTOKAITbHOro
cdanna nnm danna koHdurypaumm Ha USB-kniove.

BoccTtaHoBneHune KOHUrypauum ¢ NOMoLLbIO FIOKanbHOro
c¢anna

Y106kl BOCCTAHOBUTBL KOHDMIypaumio U3 nokansHoro gana:

1.

Mepengute B O6CcnyxnBaHue > HacTporku cuctembl > YnpaBneHue
KOHcpurypavmen.

B packpbiBatoLeMcs MeHI0 YnpaBneHue KoHdurypaumen Haxmute O63op,
4YTOObI BEIOPATL NTOKANbHO COXPaHEeHHbIN hain KoHdurypaumm, a 3atem
HaxMuTe OTKPbITb.

Haxmunte MpumMeHuTb KOHdUrypauuro n goxamtech nepesarpyskun Com'X.

Mo 3aBepLUEeHUN Nepe3arpy3kn MHAMKATOP NUTaHUS 3aropaeTcsi 3eNeHbIM
LiBETOM.

BbinonHuTe noBTOpHOE NoakntoyeHme Kk Com’X.

Ecnn coxpaHeHune gannoB kKoHUrypaumm 66110 BbIMOMHEHO C MOMOLLBIO
dyHKUMN Pe3epBHas konusa ansa ayoénuposaHus, To TpebyeTcs BbINONHUTL
cnepylowme AencTBUs:

a. Haxmute HacTpouku > Hactpoiku o6bekTa > UHdhopmauus 06
obtbekTe.

b. BeeouTte HOBOE NMS MECTOMNONOXEHUS OGLEKTa, 3aTeM HAXMUTE
CoxpaHUTb U3MEHEeHUs 5151 COXPaHEeHWs! U3SMEHEHUIA.

MpumeyaHue: ViMs MecTononoXeHusi 06bekTa He JOMKHO
coAepxaTb CreayLmMx CMMBONOB: '/:*?<>| unu npobensl.

¢. Haxwmute Bknagky HacTponkn yctpomncTBa 1 B ApEBOBUOHOM MEHIO
ycTponcTB BbibepuTe Com'X, a 3aTem BBeAWTE HA3BaHWE B
packpbiBatoLeMca MeHio OCHOBHble CBOMCTBaA.

d. Haxmute CoxpaHMTb U3MEHEHUSA 1151 COXPaHEHNS UBMEHEHWI.

HaxmuTe Bknagky Tabnuua usmepeHuin 4nsi NpOBepPKU NPaBuibHOTO
NOAKIOYEHMUS, HACTPONKN 1 (PYHKLMOHMPOBaHMS Ha HOBOM 00bEKTE.

BbiGepuTe BkNaaky BBoa B akcnnyaTauumio, Ytobbl akTMBMPOBATb
perucrpaumio 1 nyénmkaumio 4aHHbIX B COOTBETCTBUM C nnatgopmon
Ha3Ha4yeHus.
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Bnuskue Tembl

» CoxpaHeHune KoHu1rypaumum

BoccTtaHoBneHune koHdurypauum ¢ nomouwbio USB-kntoya

Bbl MOXeTe coxpaHuTb koHMrypaumo Ha USB-kntoy 1 ncnonb3oBatb ero Ans
BOCCTaHOBNEHNS1 KOHGUrypauuu.

AOIACHO

OMACHOCTb NOPAXEHUA SNEKTPUHECKMM TOKOM, B3PbIBOM UJTU
BCMbILLKOM AYru

° SneKTqueCKoe O60pyD,OBaHVIe OOJKHO yCTaHaBNMBaTbCA U OGCJ'IY)KI/IBaTbCFl
TOJ1bKO KBaJ'IVId)VILI,VIpOBaHHbIM nepcoHasnom.

* Wcnonb3ynTe cooTBETCTBYIOLLME CPEACTBa NHAMBMAYanbHOW 3awnTtel (CAN3)
n cobntogante mepbl 6e3onacHoCTM Npu paboTe € ANeKTPUYECKNM
o6opyposaHmemM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLME
HauWOHarnbHble CTaHaapThl.

Heco6niogeHne faHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NleTaribHOMY
ncxony UNu cepbesHbIM TpaBMaM.

1. CkonupyinTe COXpaHeHHbIN KOHUIrypaumoHHbIn dhainn B nanky nog MMeHem
Restore («BocctaHoBneHue») B kopHeBOM kaTanore USB-HakonuTens.

2. Bbikntounte Com'X, 3atem BctaBsTe USB-HakonuTens B USB-nopT Ha
nepegHen naHenn Com'X.

3. Bkniounte nutaHne Com'X 1 JoXOMTECH ero nepesarpysku.

Korga MHOUKaTOP NUTaHUA 3aropuTcA 3efieHbIM LBETOM, nNepesarpy3ka
3aBepLueHa.

4. BbinonHute Bxoa B Com’X.

5. Ecnu coxpaHeHune annos KOHUrypaumm 661510 BbINOHEHO C MOMOLLbIO
byHKUMM Pe3epBHas konua gnsa gyénupoBaHus, To TpebyeTcs BbINOMHUTD
cneaywolime oencTeus:

a. Haxmute Hactponku > Hactponkn o6bekta > UHcpopmauus o6
obtbekre.

b. BeeauTte HOBOE MMsi MECTOMOSOXEHMSI OObEKTA, 3aTEM HaXMUTE
Coxpanrb U3MeHeHUs A4 COXpaHeHuA N3MEHEHUI.

MpumeyaHue: ViMa MecTononoxeHnst oGbekTa He AOMKHO
coAepkaTb CrieayoLmMx CUMBOIOB: '/:*?<>| unu npobensl.

c. HaxmuTte Bknagky HacTponku ycTponcTBa 1 B JpeBOBNHOM MEHIO
ycTponcTB Bbibepute Com'X, a 3aTeM BBeAMTE Ha3BaHWE B
packpbiBatoLemcs MeHio OCHOBHbIe CBOMCTBA.

d. HaxmuTte CoxpaHUTb NU3MEHEHUA ANS COXPaHEHNS N3MEHEHMWN.

6. Haxmute Bknagky Tabnuua namepeHun ans npoBepkn NpaBubHOro
MOAKITOYEHWS], HACTPOMKUN 1 PYHKLIMOHMPOBAHMS Ha HOBOM OObeKTe.

7. Bbibepute Bknagky BBoa B akcnnyaTauuio, 4ToObl akTMBMpPOBaTh
permcTpaumio 1 nybnmkaumio 4aHHbIX B COOTBETCTBUM C NraTdopmon
Ha3HayeHus.
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Bnuskue TeMbl

+ CoxpaHeHune KoHurypaumm

OGHoOBNEeHue MUKponporpamMmMHoOro ooecne4yeHus

Com’X MOXHO OBHOBMATHL C UCMOMNb30BAHWEM 3aLLMLLEHHOIO
MUKpOMporpammMHoro obopyaosaHus Yyepes Beb-ctpaHuuy nnm USB-nopT Ha
nepegHen naHenn Com'X.

[ns nonyyeHuns nocnegHero o6HOBNEHUA MUKPONPOrpamMmmMHOro obecnevyeHnst
noceTuTe canT www.se.com Ha cTpaHuue Com'X unu obpatutecb K MECTHOMY
TOProBOMY NPeACTaBUTENHO.

YcnelHoe 06HOBINEHE MUKPOMNPOrpaMMHOro o6ecrneyeHnst MoXeT ObiTb
BbINOIHEHO TonbKo, ecn Ha Com'X NpaBuUsbHO YCTaHOBIEHbI AaTa U BPEMS.

Mepen Hayanom padoThbl

» [lepen v nocne BbIMNOMHEHUST KaXX40ro 0GHOBNEHUS MUKPONPOrPaMMHOIro
obecneyveHnst He06X0AMMO BbIMONHSATL PE3EPBHOE KONMPOBaHWe
KOHdhUrypaumm.

*  OnybnukynTe BCe 3aperMcTpupoBaHHbIE AaHHbIE BPYYHYHO C MOMOLLbIO
dyHKUMn BBOoA B akcnnyaTtauumto > My6nukauusa > PyyHas ny6nukaums.

MpumeyvaHue: B 3aBMCMMOCTM OT KONn4ecTBa NOAKMOYEHHbIX K Com’X
YCTPOWCTB OBGHOBNEHNE MUKPOMNPOrpaMMHOro obecrneveHuns 1 nepesarpyska
Com’X moryT 3aHATb oT 10 4o 35 MUHYT.

Bnuskune Tembl
+ CoxpaHeHwne KoHurypaLmm

* Hactpoiika gatbl 1 BpeMeHu

O6HoBNEeHne MUKpPONpPOrpamMMHOro obecneyeHms Yyepes Beb6-ctpaHuly

MOXHO BbINOMHATE OOHOBEHNE MUKPOMNPOrPaMMHOro obecneveHns Yepes Beb-
NHTepeic.

1. CoxpaHuTte hann MnkponporpaMMHoro obecnevyeHuns Ha Ballem
nopTaTUBHOM KOMMbIOTEPE.

2. HaxmuTte O6cnyxmnBaHue > HacTponku cuctembl.

3. B packpbiBatowemcs meHio OGHOBNEeHMe MUKPONPOrpamMMHOro
obGecneyeHust HaxmuTe Pann u BoibepuTe darin ¢ MUKPONpPorpaMMHbIM
OGHOBMNEHMEM.

4. HaxmuTte OTKpbITb.
BbibpaHHbI dhann nosiBnseTcs B nore psaoMm ¢ kHonkon O63op.

5. Haxxmute O6GHOBUTE NPOLUMBKY.

Bo Bpemsi oGHOBNEHNSA oTobpaxaeTcsa coobLieHne «MpunoxeHue
HeOOCTYMHOY.

6. HOoxawnTteck nepesarpyskm Com'X (8o 20 MUHYT).

Mo 3aBepLUeHUn Nepes3arpy3ku NHAUKATOP NUTaHWUs 3aropaeTcs 3eMeHbIM
LBETOM.

7. BbinonHute Bxog B Com’X.

8. Ha ctpaHuue O nporpamme npoBepbTe, YTO YCTAHOBIIEHO HOBOE
MUKponporpammMmHoe obecnedeHue.

9. Mo okoHYaHUM OBHOBNEHNS OYNUCTUTE KILLI.

116

DOCAOQ036RU-15


https://www.se.com

O6cnyxuBaHne Com’X 210

OHepreTuyeckuin cepsep Com'X 210

O6GHoBMeHne MuKponporpammHoro obecneyenus 4yepes nopt USB

MOo>HO BbINOMHATL 06HOBNEHME MUKPOMpPOorpammHoro obecnedeHus yepes USB-
nopT.

AOINACHO

OMACHOCTb NOPAXEHUA SNEKTPUHECKMM TOKOM, B3PbIBOM UJTU
BCMbILLKOM AYru

° aﬂeKTpMLIeCKOG oﬁopyp,osaHMe OOJMKHO yCTaHaBNMBaTbCA U OGCJ'Iy)KI/IBaTbCFl
TOJ1bKO KBaJ'IVId)VILI,VIpOBaHHbIM nepcoHasnom.

* Wcnonb3yiTe COOTBETCTBYIOLLUNE CPeACTBa NHAMBUAYaNbHOW 3awnTbl (CU3)
n cobnioganTe Mepbl 6e3onacHoCTv Npy paboTe C ANEeKTPUIECKNM
o6opypoBaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLME
HauMoHanbHble CTaHaapThI.

HecobntogeHne AaHHbIX UHCTPYKLUUIA MOXET NPUBECTU K NleTallbHOMY
Mcxoay uUnu cepbe3HbiM TpaBMaM.

1. Coxpanute chann mukponporpammHoro obecrnedeHus B KOpHEBOM KaTanore
USB-kntova namaTu.

2. lMepenmeHnyiite dhann Ha upgrade.sp1.

3. Ybeautecn, 4TO B KOpHEBOM KaTanore USB-knioya namatu HeT darina
C TaKUM Xe UMEHeM, Kak cepuinHbin Homep yctporctea Com’X.

4. Bbikntounte Com’X.

5. Bcrasbre USB-kntoy namsaty B USB-NopT, pacnonoXeHHbIN Ha nepeaHen
naHenu.

6. Bkntounte Com’X.

7. OoxauTeck nepesarpyskn Com'X (o 20 MUHyT).

Mo 3aBepLUeHMN Nepesarpy3kn UHAUKATOP NUTaHNUSA 3aropaeTcs 3eNeHbIM
LIBETOM.

8. TMogkntountechb kK Com'X yepes MK 1 HaxkmuTe cebinky O nporpamme, 4TobbI
ybeunTbCs, YTO yCTaHOBMEHO HOBOE MUKpPOMNpPOrpammMHoe obecneyeHue.

9. TNo OKOH4YaHUKN OOHOBMNEHUST OUUCTUTE KILL.

O6GHoBMeHne MukponporpammHoro obecneyeHus yepes DSP

O6HoBNEHNE MUKpONporpaMmMHoro obecrneveHus yepes DSP HaxoguTcsa nopg,
ynpasneHnem Schneider Electric cnyx0bl TexHUYECKOM NoaaEPKKN.

Mo okoHYaHWK npoLiecca 0B6HOBNEHNST MUKponporpaMmMHoro obecneveHna Com'X
nepesarpysntcs. Peructpaums n nybnvkaumsi nepesanyckatoTcs aBTOMaTU4eCKu.

MpumeyaHue: He pekomeHAyeTCS BbINONHATL NepBoe 06HOBNEHNE
MUKponporpammMHoro obecneveHns Com'X ¢ ncrnonb3oeaHnem DSP yepes
nogkntodeHne GPRS. Tak kak nogkntodeHne GPRS npoucxogut co
ckopocCTbio NuLwb 20 kbut/c, 0bHOBNEHNE MUKpONPOrpammMHOro obecnedyeHns
MOXET 3aHATb HECKOJTbKO YacoB.

BknroyeHue yAaneHHoro gocrtyna

dyHKUMA YaaneHHbIW JOCTyN No3BonsieT cnyxoe nogaepxkn Schneider Electric
yoaneHHo nogknoyatbes kK Com'X ans npoBepKM HAaCTPOEK N YCTPaHEHNS
HeucrnpaBHocTe 6e3 HeoGXOAUMOCTU Bble3aa Ha 06bLEKT NoNb3oBaTens.

Schneider Electric He npegnpyHMMaeT NONbITOK COEANHEHNS C YCTPONCTBOM 6€e3
HeobxogmmocTn. Ecnn TpebyeTcst Npokcu-cepBep, ero Heo6xoaMmo
CKOHUrypmpoBarTb.
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Mocne akTmBaumun PyHKUMSA YaaneHHbIN AOCTYN NCNONb3yeTcs A5 co30aHns
coeguHeHusa mexay Com'X u yganeHHbsimu cnyxbamu Schneider Electric.

[nsa aktmBaumm PyHKLMK «YaaneHHbIn OCTyN»:
1. HaxmuTte O6cnyxmnBaHue > HacTporku cucteMsbl.

2. B pasgene MpunoxeHna nepeknounTe YaaneHHbIn JocTyn ans
nony4veHus nomoum Ha BKJ1, Tonbko ecnu rpynna nogaepxku Schneider
Electric nocbinaet 3anpoc Ha 310. B NpOTMBHOM Cry4ae ocTaBbTe (OYHKLMIO
«YpaneHHbl goctyny» B nonoxexun BbIKJT (no ymonyanuio).

KHonka YaaneHHbIN A4OCTYyN JeaKTUBUPYETCs Yepes Tpu Yaca nocre ee
BKMoYeHNs. Kpome Toro, Bbl MOXeTe AeaKTUBMPOoBaTh YaaneHHbIW AOCTY, Kak
OMMCaHO BbILLIE.

OTKnoYeHUe yaaneHHoOro Aoctyna u3 obriayHbIX Cryxo

Mo ymon4yaHutio yctponctso Com'X, nogkntoyeHHoe k DSP, goctynHo
nocpeacTsoM YaaneHHoro nomotuHuka. Onuns BkniovyeHue yaaneHHoro
[OCTymna u3 obnaka no ymon4yaHuio BkrtoveHa. B uensx 6esonacHoctu
peKkoMeHayeTCs BbIKIMIOUYNTb 3Ty OMLMIO U BKIKOYaThb €€, TOMNbKO Korga TpebyeTcs
yAoaneHHbIn 4OCTYN Ans TexHudeckon nogaepxkm Schneider Electric.

YUT06bI BBIKIMIOYUTE yAaneHHbIN 4OCTYN 13 obnaka:
1. Bbibepute O6cnyxuBaHue > Hactponkm cuctemol > MpunoxeHus.

2. Haxmute BbIKI1, 4TOObI BLIKMIOUMTE ONUMI0 BKNIOYKMTL yAaneHHbIA Joctyn
13 obnaka.

YaaneHHbIn goctyn K yctporctBy Com'X n3 obrayHbix criyx6 HEBO3MOXEH.
Onuwusi BknounTb yaaneHHbIN JOCTYN U3 obraka MoXeT ObITb BKITOYEHA,
Korga yoaneHHoe nofknodeHne notpebyeTcs B LENsx TEXHUYECKOW NOAAEPKKN.

MNMepe3anyck Com'X npu nomowm Be6-uHTEepchenca

3amMeHa n PoAYKTa

COpoc napons Ha

Ucnonb3ynte cyHkumio Mepesanyctuts Com'X ona pyyHoro nepesanycka
Com'X.

1. HaxmuTte O6cnyxmnBaHue > HacTporKku cuctembl.

2. Ha Bknagke MNepe3anyctute Com'X HaxxmuTe MNepesanyck, a 3atem a ons
NnoAaTBepPXXAeHUs AENCTBUS.

Ha4yHeTcsa nepesanyck.

[nsa 3ameHbl kKOHUrypaumm Com'X yepes nokanbeHbIN dann 3ameHuTe ctapoe
ycTporictBo Com'X Ha HOBOE U BOCNONb3YMTECH OAHMM U3 cnocoboB
BOCCTaHOBMNEHUSI KOHGUrypawmu.

Bnuskune Tembl

* BoccraHoBneHune koHurypauum

mMecTe

Mpw yTepe napons Bbl MOXeTe cOpOoCUTb Naposib agMUHMUCTPaTopa no
YMOMYaHMIO 10 3aBOACKNX 3HAYEHUIA.

118

DOCAOQ036RU-15



O6cnyxuBaHne Com’X 210 OHepreTuyeckuin cepsep Com'X 210

C6poc napons He BNUSIET Ha ApYrMe HaCTPOWKM U AaHHble KOHDUrypaumm.

BeG-cepBep SBMSETCA UHCTPYMEHTOM AJ1S1 YTEHMS 1 3anuck AaHHbIX. OH
KOHTPONUPYET COCTOAHME CUCTEMbI C NMOMHBLIM AOCTYNOM KO BCEM AaHHbLIM B
BaLleM npunoxeHun. MNpu nepBoM BXoAe B CUCTEMY Bbl MOMy4YMTE HANOMUHAHWE O
CMeHe napons Ans NpefoTBpaLleHnst HeCaHKLMOHMPOBAHHOIO AOCTyna.

I'Iaponb He OOoIMKeH pacrnpoCTpaHATLCA UK BblAaBaTbCA NMOCTOPOHHUM JTLIAM.
I'Iaponb He [OJKeH coaepXaTb JTIMYHYH U o4eBnaHyro I/IH(bOpMaLI,VIIO.

HoBbIlM Nnaponb AOMKeH BKOYaTb:
* 8 cumBonos
* 1 3arnaBHas Gyksa

1 undpa

1 cneumanbHbIi CUMBON

MpumeyaHue: [JomkHa ObITb BKOYeHa hyHKUMSA cbpoca napons. Ons
NpPOBEpPKN COCTOSHUA dpyHKLMM cOpoca naporns cMm. HacTtpouku >
Be3onacHocTb > YnpaBneHue MexceTeBbiM 3KpaHOM > Paspewntb
c6poc napons agMMHUCTpPaTopa Mo YMOYaHUIo.

1. HaxxmuTe kHonKy «Pe3epBHOE KOnMpoBaHuE» I Ha nepegHen naHenu
Com'X n yoepxuBainTe ee He MeHee 10 cekyHA, Noka MHOUKATOP NUTaHUSA He
MUrHET TpY pasa 3efeHbIM LBETOM.

2. OTnyCcTUTE KHOMKY.

3. Onsa goctyna k Be6-cTpaHmuam koHdurypaumm Com'X ncnonb3ayinre
cneayoLlme gaHHble:

*  Wmsa nonb3oBaTtens: admin
+ [laponk: admin

Bnuskue Tembl

*  OTKIOYEHME KHOMKN c6poca naponsa

COpoc 00 3aBOACKUX HACTPOEK

MNpuv cnefoBaHUK HUXKEONUCAHHOW NpoLeaype BCe COXPAaHEHHbIE AaHHbIE U
XXypHarbl yaansoTcs.

YeedomneHue
OMNACHOCTb KOH®JIUKTA IP-AOPECOB

Mepen cbpocom HacTpoek IP-agpeca Ao 3aBOACKMX 3HAYEHWIA OTKIIOYNTE
Com'X o1 ntobbix ceTten Ethernet.

Hecob6niogeHue aTux VIHCTPYKLI,VIﬁ MOXeT Bbi3BaTb yXyalleHne CBA3N.

Ecnu Bbl ncnoneayete cnyxby Schneider Electric uepes DSP, To nepeg
BbINOMHEHMeM cbpoca [0 3aBOACKUX HACTPOEK CBSXXMTECH CO CryX06ow
nopaepxkn Schneider Electric. B npoTnBHOM crniyyae Bam notpebyercsi cBA3aTbCs
co cnyxoon nogaepxkm DSP gnst NOBTOPHOro nogknioveHus K cnyxbe, Ha
KOTOPYHO Bbl nognucaHbl: dsp-support@schneider-electric.com.

[nsa nonHoro c6poca HacTpoek SHepPreTUYecKoro cepeepa crieaynTe AaHHow
npoueaype, YTobbl yCTaHOBUTb BCE HACTPOWKN KOH(UIypaLMmn Ha 3aBoACKue
3HaYeHus:

1. Bobikntounte Com'X n gOXANTECH, MOKA HE NOraCHET MHAMKATOP NUTAHUA.
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O6cnyxuBaHne Com’X 210

O[HOBPEMEHHO HaXXMUTE KHOMKY «Pe3epBHoe KonnpoBaHue» I N KHOMKY

Wi-Fi —Il Ha nepegHen naHenn Com’X u Bkntounte nutaHne Com’X.
YaoepkvBanTe KHOMKKU, NOKa CBETOAMOLHbIN MHAMKATOP NUTaHUSA HE MUTHET
Tpu pasa.

OTnycTuTE KHOMKM.

Mepesarpy3ka Com'X MOXeT 3aHATb 40 20 MUHYT.

. JoxguTeckb nonHom nepesarpyskm Com'X.

WHavkaTop nutaHms:
* OpaHXeBoro uBeTa, korga Com'X 3anyckaeTtcs;

* 3eneHoro uBeTa, korga Com'X cbpoLueH 40 3aBOACKNX HACTPOEK U rOTOB
K KOHCPUTypUpoBaHuio.

CnenynTe MHCTPYKUMAM, ONMcaHHbIM B pasaene [Jocmyn k uHmepgbelcy
ronb308amerisi, YTOObI NONYYNTb AOCTYN K BeD-cTpaHunuam Com'X.

Bnuskue TeMbl

Hoctyn k uHTepdency nonb3osatens Com’X 210
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Cnncok KOHTPOSbHbLIX MPOBEPOK NEpes YX040M nonb3oBaTens
c obbekTa OHepreTuyeckmi cepeep Com'X 210

CnNnCOK KOHTPOSbHbIX MPOBEPOK Nnepes yxoaom
nonb3oBaTens c oobeKTa

Schneider Electric pekomeHayeT ncnonb3oBaTb 3TOT CMMCOK KOHTPOSIbHbIX
NpoBepOK Nnepes yXo4oM nonb3oBartens ¢ obbekTa.

OTOT CNNCOK SABNAETCSA HEMOMHbIM.

MyHKT KOHTpPONSA BbINONHEHO KommeHTapumn

B 6aHHepe BKIJ1 pernctpaums.

B 6aHHepe BKI1 nybnuvkaums (ecnu Heobxoanmo).

Kakabli c4eTymK Bo3BpaLLaeT COOTBETCTBYOLLNE
3Ha4YeHus BO BKNagku Tabnvua namepeHui n
[aHHble B peanbHOM BPEMEHN.

Kaxxabli aHanoroebIli AaTyvK BbiaaeT
COOTBETCTBYHLLME 3HAYEHUS B TABNMLE N3MEPEHUIA.

B Tabnuue n3amepeHuin HeT MUKTOrpamMmmbl
npeaynpexneHus.

[Ons nogkniodeHn Ethernet muraet ceetoamnoaHbIn
nHaukatop eth1 u (unu) eth2.

Onsa nogkniodeHnin GPRS nnu 3G 6ecnpoBogHoe
coefiMHeHVe UMeeT YpoBeHb NpueMa, no KpamHemn
Mepe paBHbIv 2/4.

Ons nogkmtovennn GPRS unn 3G npoBepbTre
CBETOAMOAHBIN UHAUKATOP M 06LLEee COCTOSIHUE.

Ons nogkntoveHuin Wi-Fi 6ecnpoBogHoe coeauHeHne
MMEET XOPOLLUIA YPOBEHb NpreEMa.

Ons nogkntoveHnn Wi-Fi npoBepbTe cBEeTOANOAHbI
MHOMKaTop 1 obLuee cocTosiHMe.

MocnegHsas nybnukaumsa Ha nnathopmy AormkHa
6bITb BbIMOMHEHA (ecnu Heobxoanmo).
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OHepreTuyeckuin cepsep Com'X 210 YcTpaHeHue HencnpaBHocTen Com’X 210

YcTtpaHeHne HencnpaBHocten Com’X 210

YcTpaHeHMe HeucnpaBHOCTEN CYETUYUKA

[Mpennaraet psp COBETOB MO YCTPAHEHWNIO HEUCNPABHOCTEN U3MEPUTENBHbIX
YCTPOWCTB.

AOIACHO

OMACHOCTb NOPAXEHUA ANEKTPUYECKUM TOKOM, B3PbIBOM UJTU
BCNbIWKOM AYIrun

+ OnekTpuyeckoe 0bopynoBaHNE OOMKHO YCTAaHABNMBATLCS U OBCMYXMBaATLCS
TONbKO KBanUuUMpoBaHHbLIM NEPCOHAaNOM.

* KVcnonb3ynte cooTBETCTBYHOLLME CPEACTBa UHAMBUAYyanbHon 3awuTtbl (CN3)
n cobnogariTe mepbl 6e3onacHoOCTV Npu paboTe C ANeKTPUYECKUM
obopynoBaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnun cooTBeTCTBYOLLNE
HaLuunoHanbHble CTaHaapThI.

HecoGnioaeHne AaHHbIX MHCTPYKLMA MOXET NPUBECTU K NeTaribHOMy
ucxony UNu cepbesHbIM TpaBMaMm.

YcTpaHeHue HeucnpaBHocTen LM POBbLIX BXOAOB

[aHHasn Tabnuua onucbiBaeT, kak pa3pewnTb I'IpO6J'IeMbI C LI,VIq}pOBbIMVI BXo4amMu.

Mpo6nema Bo3moxHoe pelueHue

He npuHumaetcsa umnynbc. | 3akopoTuTe BXOAHLIE KIEeMMbl MeXAy KINeMMOW Y UCTOYHUKOM
WHaukaTop umdposoro nuTaHnsa 12 B KOPOTKMM KyckoM NpoBoga, YToObl NPOBEPUTb, YTO
BXOAa He MUraer. nHaukartop pabotaet. Ecnu nHgnkaTop Bxoda 3aropaetcs npu
3aKopauvBaHNN BXOAHbBIX KIIeMM, BEPOSITHO, UMeeTcs npobnema co
CYETUMKOM U (MN) SMEKTPONPOBOAKOMN K CHETUMKY.

Y6eauTech, YTO CHETUMK UMIYMbCHOTO BbIXOAA NOACOEAMHEHO K
Knemme umMdpoBOro BXoaa v UCTOMHWUKY nuTaHus 12 B.

CwMm. PykogoOcmeo o ycrmaHosKe Onsi CXeM 3NeKTPONPOBOAKM.

Y6epnuTech, 4To yCTpOIZCTBO MMNynNbCHOro BblXoda pa60TaeT.

He npuHumaetcsa umnynbc. | MpoBepkTe HOMep LMdPOBOro BXOAA, K KOTOPOMY NOACOEANHEH
MHaukaTop umdposoro CYETYMK UMMYIbCOB.
BXOAA MUraer.

YcTpaHeHue HeucrnpaBHOCTEN aHaNoroBbIX BXO40B

B naHHoM Tabnuue onuckiBaeTcs, Kak paspeLwuntb Npobremsl ¢ aHanoroBbiMm

BXOOaMM.
Mpo6nema Bo3moxHoe pelueHue
HeB03MOXHO cunTaTth Y6enuTech, YTO AaT4MK aHanoroBoro BXxoga noacoeanHeH K
aHanoroBoe 3Ha4YeHue. Hagnexawum KrneMmmMmam.

Cwm. PyKoeoOcmeo o ycmaHo8Ke AN CXeM 3NeKTPponpoBOAKA.

Ha Beb-cTpaHuLe HacTponku KoHUrypauumn yoeamteck, YTo Homep
aHanoroBoro Bxoga yCTaHOBIEH Ha NpaBunbHbIn Tun gatyumka: RTD,
0-10 B unu 4-20 mA.

Bo3MOXHble OLWNGKM perncTpauum AaHHbIX

B Tabnumue Hxe nepedncrieHbl BO3MOXHbIE OLLUMOKX perucTpauum AaHHbIX B
XypHarne gaHHbIX.
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YcTpaHeHue HencnpaBHocTer Com’X 210 OHepreTuyeckuii cepsep Com'X 210

Kop ownbkn OnucaHue

0 Owmnbok He obHapyxeHo

19 B vHTepBane pernctpaumm AaHHbIX OTCYTCTBYIOT AENCTBUTENbHBIE 3HAYEHWS.
Ckopee BCero, 3T0 BbI3BaHO OLUMOKaMM CBA3M C yCTPONCTBOM.

YcTtpaHeHue HeucnpaBHocTen yctpoucts Modbus

Hwxe npuBedeH psg COBETOB MO YCTPaHEHMIO HEMCNPaBHOCTEN YCTPONCTB
Modbus.

AOIACHO

OMACHOCTb NOPAXEHUA SNEKTPUHECKMM TOKOM, B3PbIBOM UJTU
BCMbILLKOM AYrun

. eﬂeKTpW—IeCKOS o6opy/:|,OBaHv1e OOJKHO yCTaHaBNMBaTbCA U O6CJ'Iy)KI/IBaTbC$|
TONbKO KBaJ'IVICpVILWIpOBaHHbIM nepcoHarnom.

* Wcnonb3yiTe COOTBETCTBYHOLLUNE CPEACTBA NHAMBUAYanNbHOW 3awwnTtbl (CU3)
n cobniogarnTe Mepbl 6e3onacHoCTv Npy paboTe C ANEKTPUIECKNM
o6opypoBaHmeM. Cm. NFPA 70E B CLUA, CSA Z462 nnn cooTBeTCTBYOLLME
HaLMOHarbHble CTaHaapThl.

Heco6niogeHne faHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NeTaribHOMY
ucxony UNu cepbesHbIM TpaBMaM.

B oaHHOM Tabnmue onuckiBaeTCs, Kak pa3peLumTb Npobrnemsl ¢ yCTponcTeamm
Modbus.

DOCAO0036RU-15 123



OHepreTuyeckuin cepsep Com'X 210

YcTpaHeHue HencnpaBHocTen Com’X 210

Mpo6nema

Bo3moxHoe pelueHne

Yctpowicteo Modbus
HEBO3MOXXHO OBHapyXnTb
Ha nocriegoBaTenbHON
nHumn Com'X.

1. OTKpoWTe OCHOBHYyO Bknaaky Tabnuua namepenun Com’X.

2. Ecnu nHgmkaTtop cBs3n Rx He muraeT Ha yCcTpoucTse,
npoBepbLTE LENOCTHOCTb 3MNEKTPONPOBOAKU.

3. Ecnu uHgukatop cBasu Rx muraet Ha yCTpoOUCTBe, a
MHAMKAaTOP CBSI3W TX HE MUraeT Ha YCTPOUCTBE:!

» ybeguTecb, YTO HACTPOMKN YCTPOMUCTBA COOTBETCTBYIOT
HacTpovikam nocnegosartenbHon nuHumM Modbus Com'X
(CkopocTb Nnepepayu faHHbIX B 6oaax, YeTHOCTb U
KonuyecTBO cCTONOBLIX GUTOB).

. yGG,D,VITer, yTo Monapusaumsa NUHUK
nocneaoBaTesibHOW nepega4u yctaHoBneHa Ha Oa.

» ybegutechb, uto Monspusaums NUHUK
nocnepoBaTenbHOW NepeAaYun He akTUBMPOBaHa Ha
Opyrom nogyvMHeHHoMm yctporictee Modbus Ha Tol xe
nocrnefoBarenbHo NIMHUN.

HekoTopble ycTpoiictaa
Modbus oTcyTCTBYIOT Ha
nocnenoBaTenbHON NMHUN
Com'X.

MpoBepbTe agpeca Modbus oTCyTCTBYHOLLMX YCTPONCTB.

Y6eauTech, 4TO Ba YCTPOMCTBA HE MMEIOT OAMHaKOBLIN VaeHT. koa
NOAYMHEHHOrO YCTPOMCTBA.

Y6enmTech, YTO HACTPOMKN OTCYTCTBYHOLLUX YCTPOWCTB
COOTBETCTBYIOT HAacCTponkam nocrnegosatensHon nuHumn Modbus
Com'X (CkopocTb nepeaayu faHHbIX B 6oaax, YeTHOCTb 1
KonuyectBo cTONOBLIX GUTOB).

Y6eamTech, 4TO UCMPaBHbI COEANHEHNS! ANEKTPONPOBOLKM
OTCYTCTBYHOLLMX YCTPONCTB.

Yb6eauTech, YTO AnanasoH obHapyXeHs 4OCTaTOYHO DONbLLON.
3aBofcKkue HaCTPOWKM BapbupytoTcs B AvanasoHe ot 1 go 10.

Y6eouTech, YTO MCMIPaBHa 3NEKTPONPOBOAKA OTCYTCTBYOLLMX
YCTPOWCTB.

Ycrpowicteo Modbus He
MOXET ObITb 06HapyXeHO
HUXXECTOALLMM Mo
OTHOLLIEHMIO K LLMHO3Y.

Bocnonbayiitech dyHkumen [inarHocTrka / YntaTb pernctpsl
ycTponcTea yctponctesa EGX, 4tobbl onpeaenute MCTOMHMK
npobnemsl: mexay yctporctsom Modbus n EGX unu mexagy Com'X
n EGX.

Ecnu obHapyxunBaetcs npobnema mexay
* Com'Xwu EGX, nposepbte IP-agpec wnto3a.

*  EGXwn yctponctsom Modbus, ybeauTech, 4TO HAaCTPOWKK
ycTpoicTea Modbus cOOTBETCTBYIOT HaCTpPOMKam
nocneposarternbHoro nopta EGX (CkopocTb nepeaaym B
6opax, YeTHocTb 1 KonnyecTBO CTONOBLIX GUTOB).

Komb6uHaumsi (YeTHocTb = HeT 1 KonuyecTBO CTONOBLIX GUTOB =
1) HacTpoek nopTa He nopaepxveaeTcst EGX. MNepenanTte Ha apyryto
KOMOMHaUuIo.

YcTpaHeHue HeucnpaBHOCTEN ceTn

Hwxxe npuBeaeH psi COBETOB MO YCTPAHEHWNIO HEUCMPABHOCTEN CETW.

AOIACHO

BCNbILWKOW AYTn

OMACHOCTb NOPAXXEHUA ANEKTPUYECKUM TOKOM, B3PbIBOM UITU

+ OnekTpuyeckoe obopynoBaHNE OMKHO YCTaHABNMBATLCS U 0GCMYXXMNBaATLCS
TONbKO KBanNUuLUMPOBaHHbLIM NEPCOHANOM.

* Vcnonb3yiiTe COOTBETCTBYHOLLME CPEACTBA MHAMBUAYarnbHou 3awmTtbl (CU3)
1 cobnitogarte mepbl 6e3onacHoOCTU Npu paboTe ¢ ANeKTPUYECKUM
obopynoBaHueM. Cm. NFPA 70E B CLUA, CSA Z462 nnun cooTBeTCTBYOLLNE
HauMOoHarbHble CTaHgapThbI.

HecoGrniogeHne AaHHbIX MHCTPYKLMIA MOXKET NPUBECTY K NeTaribHOMY
ucxony UNu cepbesHbIM TpaBMaMm.
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YctpaHeHue HeucnpaBHocten Ethernet

B gaHHOM Tabnuvue onucbiBaeTCs, Kak paspelunTtb npobnemsl ¢ Ethernet.

Mpo6nema

Bo3moxHoe pelueHune

Mugukatopel Ethernet He
MUratoT.

Y6enuTtech, 4To kKabenu nokanbHol cetn Ethernet He oTcoeanHeHsbI.

HeBo3amoxeH goctyn K
yctponcTtBam Modbus Huxe
LUt03a nocneaoBaTesibHo
nunHun Modbus TCP/
Modbus.

MpoBepsbte IP-agpec wnw3a. Ecnun gaHHble 3KCnopTUpyoTest Yepes
GPRS/3G, ybeanTech, 4TO LUMO3 HAXOAUTCS B TOM e NOACETH
Ethernet, yto n Com’X.

YcTpaHeHue HeucnpaBHocten GPRS/3G

B oaHHoM Tabnmue onvcbiBaeTcs, kak paspelmnTb npobnembl ¢ GPRS/3G.

MpoGnema

Bo3moxHoe pelueHue

Mogem He oBHapykeH.
MuamkaTop Mogema He
MUraert.

Boikntounte Com’X. [OBTOPHO yCTaHOBUTE MOAEM U BKIOYUTE
Com’X.

Mogemy He ygaetcs
NOAKMHYUTLCSA K CETU.

Y6enutecnh, 4TO HacTporiku, Hanpumep, APN, npaBunbHble.

Muaukatop GPRS,
BCTaBMEHHbIN Ha nepeaHen
naHenu, Nepuoanyeckn
BKMOYaeTcsa u
BbIKITHOYaETCA.

Y6enutech B NpaBUIIbHOCTM HAaCTpoOek npoTokona B O6wue
HacTpouku > My6nukauus.

YctpaHeHue HeucnpaBHocten Wi-Fi

B gaHHoM Tabnmue onuckiBaeTCs, Kak paspelwmnTtb npobnemsl ¢ Wi-Fi.

MNpo6nema

Bo3moxHoe peweHue

USB-kntoy Wi-Fi He
obHapyxeH. MiHaukaTtop
kntoya USB He muraer.

Boikntounte Com’X. MosTopHO ycTtaHosuTe kntoy Wi-Fi n Bkntouute
Com’X.

USB-kntoy Wi-Fi
HEBO3MOXHO MOAKITIOUYNUTL K
cetu.

Y6eauTech, YTO HACTPOIWiKK, Takue kak umsi cetu SSID u knou WPA2,
npaBumbHbIE.

YcTpaHeHue HeucnpaBHocTen Com'X

Hoctyn k Com’X

Beb6-cTpaHuLbl

MNpo6nema

Bo3moxHoe pelueHue

HeBO3MOXHO BbINOMHUTL
BXO/[] B CUCTEMY Yepe3
ToKasbHylo ceTb
notpebutens.

Beinonxute Bxoa B Com’X. MNposepete IP-agpec.

3abbinu naponb

CnepynTte npouenype cbpoca naponsi.

Mpo6nema

Bo3moxHoe pelueHue

Beb6-cTpanunupl
oTobpaxatoTcst
HenpaBUIIbHO.

MpoBepbTe pa3pelueHne 3KkpaHa Ballero nopTaTuBHOIO
KomMmnbtoTepa. OHO AOMKHO BbITb He MeHee 1280x1024.
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Mpobnema

Bo3moxHoe pelueHne

B Internet Explorer npoBepste, 4T0ObI ObIN YyCTAHOBNEH (hriaXKok B
kneTke OTOOpaxaTb CaMTbl UHTPAceTU B pexmme
COBMECTUMOCTMH, BbiOpaB MapaMeTpbl NpocMoTpa B pexxnme
coBMecTUMOCTH Ha Bknagke CepBuc Internet Explorer.

Ynanute xypHan 6pay3sepa.

Bbi6op Digital Service Platform

My6nukauua aaHHbIX

Mpobnema YT1o He06XOANMO NPOBEPUTDL Bo3moxHoe pelueHue
Mpobnema Bbino nu ycrpoincteo Com'X Ecnu ga, To BoccTtaHoBUTE
ayTeHTUduKaunm noaknto4deHo k DSP oo KOHpurypauuto Com’X.

BO3HWKHOBEHUS NpoGnemMbI?
Ecnu ga, To cBskuTECh CO
310 Com'X ¢ aybnukatom cnyx6amn Schneider Electric.
KOH(Mrypauum gpyroro
yCTpONCTBa unm 6uinn
BbINonHeH cépoc Com'X go

3aBOACKMX HACTPOeK?

He ynaetcsi nogknounTbes
k Digital Service Platform
nocne KoOH(UrypmpoBaHusi
npokcu-cepsepa.

H/O Bbikntounte 1 cHOBa BKIOUUTE
cnyx6bl Schneider Electric.

He ynaetcs ycTaHOBUTL
aaty n Bpems Ha Com’X.

Ycrporicteo Com'X nogkno4eHo
k Digital Service Platform?

Ecnu ga, To goxautech
CUHXPOHU3ALMU N OTOBPaXKeHNs!
0aTbl Y BPEMEHU.

Mpo6nema

Bo3moxHoe pelueHue

My6nukauns Ha
nnatdopMy He BbIMOMHeHa.

» [lpoBepbTe MMS NONb3oBaTENS M NAPOsb NNAaTMOPMbI.
+ [poBepkTe aaty v Bpemst Com'X.

My6nvkauns Ha
nnaTopmMy He BbINonHeHa
¢ Ethernet unu Wi-Fi.

[NpoBepkTe, 3a0eNCTBOBaH NN B CETU NPOKCU-CEPBEP.

Com’X nogkntoyaeTcs K
cepsepy FTP, Ho gocTaBka
danna AaHHbIX He yaaeTcs.

YbeguTecn, 4To Balla yveTHas 3anuck FTP nmeet npaBo Ha
nepenmMmeHoBaHue ganna Ha cepsepe FTP.

OG6HoBNEeHNe MUKpoNporpamMmmMHoOro obecneyeHus

CoObiTus

Mpobnema

Bo3amoxHoe pelueHue

MwkponporpammHoe
obecneyeHune He
obHoBnsiEeTCH NpY
ncnonb3oBaHnn USB-
Knoya namsTu,
BCTaBIIEHHOIO Ha NepeaHew
naHenw.

Yaanute ann DNXXXXXXXXXXXXX-XXX (A€ XXXXXXXXXXXXX-XXX — 9TO
cepuiiHbIn Homep Com'X), 3aperncTpMpoBaHHbIN B KOPHEBOM
katanore USB-kntoya namaTu.

Mpo6nema

Bo3moxHoe pelueHue

EcoStruxure™ Facility
Expert He nony4yaet
cobbiTnst oT Com’X.

*  Y6eguTechb, 4TO BKNtoYeHbl cryxbbl Schneider Electric.

» [lpoBepbTe, YTO reHepUpyeMble COBLITUSI PEMMCTPUPYIOTCS Ha
ctp. O6enyxusaHue > Co6bITUA.

+ poBepbTe MocneAHWI cTaTyc NOCTaBKM Ha CTp.
O6cnyxuBaHue > CobbITUs.

* [lpoBepbTe COCTOsIHME CBA3M ANSs KAXO0ro YCTPOMUCTBA Ha CTp.
OuarHocTtuka > MNMpoBepka cBA3MU.
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Bnuskune Temsbl
* Hactponku npokcu-cepsepa
» [lepBbIN BXOA B CUCTEMY

+ Cbpoc napons Ha MecTe
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LleHTpbl cepTudmkaumm

LleHTpbI cepTudmnkauum

LleHTpbl cepTudukaumm, nogaepxmsaemble Com'X ana HTTPS n SMTPS:

HasBaHue ceptudmkara OTBeTCTBEHHbIIi Nonb3oBaTenb Bnapeney

DigiCert Assured ID Root CA www.digicert.com DigiCert Inc

TC TrustCenter Class 2 CA ll TC TrustCenter Class 2 TC
TrustCenterGmbH

Thawte Premium Server CA

0ID.1.2.840.113549.1.9.1=
premiumserver@

Certification ServicesDivision

Thawte Consulting cc

thawte.com

SwissSign Platinum CA - G2 — SwissSign AG
SwissSign Silver CA - G2 — SwissSign AG
Thawte Server CA Certification Services Thawte

0OID.1.2.840.113549.1.9.1=servercerts@

thawte.com

Division

Consulting cc

Equifax Secure eBusiness CA-1

Equifax Secure

Inc.

UTN-USERFirst-Client Authenticationand
Email

http://www.usertrust.com

TheUSERTRUSTNetwork

Thawte Personal Freemail CA

0OID.1.2.840.113549.1.9.1=
personalfreemail@

Certification ServicesDivision

ThawteConsulting

thawte.com
Entrust Root Certification Authority www.entrust.net/CPSis incorporated Entrust, Inc.
byreference, (c) 2006Entrust, Inc.
UTN-USERFirst-Hardware http://www.usertrust.com TheUSERTRUSTNetwork

Certum CA — Unizeto Sp. zo.o.
AddTrust Class 1 CA Root AddTrust TTP Network AddTrust AB
Entrust Root Certification Authority - G2 Seewww.entrust.net/legalterms, (c) 2009 Entrust, Inc.
Entrust, Inc.”(1)
Equifax Secure Certificate Authority - Equifax
QuoVadis Root CA 3 - QuoVadis
Limited
QuoVadis Root CA 2 — QuoVadis
Limited
DigiCert High Assurance EV Root CA www.digicert.com DigiCert Inc
http://www.valicert. ValiCert Class 1 Policy ValiCert, Inc.

comOID.1.2.840.113549.1.9.1=
info@valicert. com

Validation Authority

Equifax Secure Global eBusiness CA-1

Equifax Secure

Inc.

GeoTrust Universal CA

GeoTrust Inc.

thawte Primary Root CA - G3 Certification Services thawte, Inc.
Division, (c) 2008
thawte, Inc.(1)

— Class 3 Public Primary VeriSign, Inc.

Certification Authority
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HasBaHue cepTudgukara OTBeTCTBEHHLIN Nonb3oBaTenb Bnapeneu

thawte Primary Root CA - G2 c) 2007 thawte, Inc.(1) thawte, Inc.

Deutsche Telekom Root CA 2 T-TeleSec Trust Center DeutscheTelekom AG
UTN-USERFirst-Object http://www.usertrust.co TheUSERTRUSTNetwork

GeoTrust Primary Certification Authority

GeoTrust Inc.

Baltimore CyberTrust Code Signing Root CyberTrust Baltimore

— Class 1 Public Primary VeriSign, Inc.
Certification Authority

Baltimore CyberTrust Root CyberTrust Baltimore

Starfield Class 2

Certification Authority

StarfieldTechnologies, Inc.

Chambers of Commerce Root

http://www.chambersign.org

ACCamerfirmaSA CIFA82743287

T-TeleSec GlobalRoot Class 3

T-Systems Trust Center

T-SystemsEnterpriseServicesGmbH

VeriSign Class 3 Public Primary
Certification Authority - G5

VeriSign Trust Network,
(c) 2006 VeriSign, Inc.

M

VeriSign, Inc.

T-TeleSec GlobalRoot Class 2

T-Systems Trust Center

T-SystemsEnterpriseServicesGmbH

TC TrustCenter Universal CA | TC TrustCenter TCTrustCenterGmbH
Universal CA
VeriSign Class 3 Public Primary VeriSign Trust Network, VeriSign, Inc.
Certification Authority - G4 (c) 2007 VeriSign, Inc.
M
VeriSign Class 3 Public Primary VeriSign Trust Network, VeriSign, Inc.
Certification Authority - G3 (c) 1999 VeriSign, Inc.
M
Class 3P Primary CA - Certplus

Certum Trusted Network CA

Certum CertificationAuthority

UnizetoTechnologiesS.A.

Class 3 Public Primary Certification VeriSign Trust Network, VeriSign, Inc.
Authority - G2 (c) 1998 VeriSign, Inc.
(1)
GlobalSign GlobalSign Root CA —R3 GlobalSign
UTN - DATACorp SGC http://www.usertrust.com TheUSERTRUSTNetwork

SecurityCommunicationRootCA2

SECOM TrustSystems CO., LTD.

Certum CA

Unizeto Sp. z 0.0.

GTE CyberTrust Global Root

GTE CyberTrustSolutions, Inc.

GTECorporation

SecurityCommunicationRootCA1

SECOM Trust. net

TC TrustCenter Class 4 CA I TC TrustCenter Class 4 TCTrustCenterGmbH
VeriSign Universal Root VeriSign Trust Network, (c) 2008 VeriSign, VeriSign, Inc.
CertificationAuthority Inc. (1)

GlobalSign GlobalSign Root CA - R2 GlobalSign

Class 2 Primary CA - Certplus

DigiCert Global Root CA www.digicert.com DigiCert Inc

GlobalSign Root CA

Root CA

GlobalSign nvsa

thawte Primary Root CA

Certification Services

thawte, Inc.
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LleHTpbl cepTudmkaumm

HasBaHue cepTudukara

OTBeTCTBEHHbIN NONb30BaTenb

Bnapeneny

Division, (c) 2006

thawte, Inc.(1)

GeoTrust Global CA

GeoTrust Inc.

Sonera Class2 CA - Sonera

Thawte Timestamping CA Thawte Certification Thawte

Sonera Class1 CA - Sonera

QuoVadis Root Certification Authority Root CertificationAuthority QuoVadisLimited
http://www.valicert.com ValiCert Class 2 PolicyValidation Authority ValiCert, Inc.
0OID.1.2.840.113549.1.9.1=info@uvalicert.

com

AAA Certificate Services — Comodo CALimited

AddTrust Qualified CA Root

AddTrust TTP Network

AddTrust AB,C

KEYNECTIS ROOT CA

ROOT

KEYNECTIS

America Online Root CertificationAuthority 2

America Onlinelnc.

VeriSign Class 2 Public Primary
Certification Authority - G3

VeriSign Trust Network, (c) 1999 VeriSign,
Inc. (1)

VeriSign, Inc.

AddTrust External CA Root

AddTrust External TTPNetwork

AddTrust AB,C

America Online Root CertificationAuthority 1

America Onlinelnc.

Class 2 Public Primary CertificationAuthority
-G2

VeriSign Trust Network, (c) 1998 VeriSign,
Inc. (1)

VeriSign, Inc.

GeoTrust Primary Certification Authority -
G3

(c) 2008 Geo Trust Inc.(1)

GeoTrust Inc.

GeoTrust Primary Certification Authority -G2

(c) 2007 Geo Trust Inc.(1)

GeoTrust Inc.

SwissSign Gold CA - G2

SwissSign AG

Entrust.net Certification Authority (2048)

www.entrust.net/CPS_
2048 incorp. by ref.
(limits liab.), (c) 1999

Entrust.net Limited

Entrust.net

0OID.2.5.4.5=A82743287

GTE CyberTrust Root 5 GTE CyberTrustSolutions, Inc. GTECorporation
Global Chambersign Root - 2008, - ACCamerfirmaS.A.
0OID.2.5.4.5=A82743287

Chambers of Commerce Root - 2008, — ACCamerfirmaS.A.

Go Daddy Class 2Certification Authority

The Go DaddyGroup, Inc.

Certification Authority - G3

Inc. (1)

Entrust.net Secure Server Certification www.entrust.net/CPSincorp. by ref. Entrust, Inc.
(limitsliab.), (c) 1999Entrust.net Limited

Authority

VeriSign Class 1 Public Primary VeriSign Trust Network, (c) 1999 VeriSign, VeriSign, Inc.

SecurityCommunication EVRootCA1

SECOM TrustSystems CO., LTD.

(1) Tonbko 4N CaHKLMOHMPOBAHHOIO MCMONb30BaHUSA

(2) Cm. Tekywmi agpec Ha www.camerfirma.com/address
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PacnpeaeneHue pernctpoB Modbus

ﬂ,OCTyﬂHbIe ana 4YTeHna perncTpbl 3aBUCAT OT YCTpOVICTBa, C KOTOpbIM
OCYyLLEeCTBNAETCA CBA3b.

PYyHKUMA OOHapyKeHUs

Wapenue cooteetcTByeT koay dyHKkunm Modbus FC43-14 co cnegytowmmm
3HaYEeHUAMMU:

* VendorName = Schneider Electric

* ProductCode =EBX210

* ProductName = Com’X 210

* MajorMinorRevision =Bepcua Com’X 210.

PacnpeaeneHue peructpos Com'X

3HayeHns perMcTpoB MOXHO CYNTLIBATb TONBKO C MOMOLLIbIO KOOOB (OYHKLMIA
Modbus FC03-FCO04.

PerncTpbl OT NpeablayLLUmMX BEPCUI MUKPOMNPOrpaMMHOro oGecrneyeHust Takke

nogaepXxmBaroTcA.
Agpec Peructp O61BLeKT Pa3mep (cnoeo) ®dopmar EnunHuua KommeHTapun
1199 1200 D1 MeTka 20 UTF-8 UTF-8
1219 1220 D2 MeTka 20 UTF-8 UTF-8
1239 1240 D3 Metka 20 UTF-8 UTF-8
1259 1260 D4 MeTka 20 UTF-8 UTF-8
1279 1280 D5 MeTka 20 UTF-8 UTF-8
1299 1300 D6 MeTka 20 UTF-8 UTF-8
1319 1320 3apesepBupoBaHo 12 - -
1331 1332 D1 Bec umnynbca 2 FLOAT32 -
1333 1334 D2 Bec nmnynbca 2 FLOAT32 -
1335 1336 D3 Bec vmnynbca 2 FLOAT32 -
1337 1338 D4 Bec umnynbsca 2 FLOAT32 -
1339 1340 D5 Bec nmnynbca 2 FLOAT32 -
1341 1342 D6 Bec umnynsca 2 FLOAT32 -
1343 1344 D1 Bpems Bkn. 2 INT32U cek CwMm. npumeyaHue 4.
1345 1346 D2 Bpems Bkn. 2 INT32U cek CM. npumeyaHme 4.
1347 1348 D3 Bpems Bkn. 2 INT32U cek CM. npumeyaHme 4.
1349 1350 D4 Bpems Bkn. 2 INT32U cek CwMm. npumeyaHue 4.
1351 1352 D5 Bpewms Bkn. 2 INT32U cek CM. npumeyaHme 4.
1353 1354 D6 Bpems Bkn. 2 INT32U cek CM. npumeyaHme 4.
1355 1356 D1 Yucno nmnynscos 2 INT32U - CwMm. npumeyaHue 3.
1357 1358 D2 Yucno umnynscos 2 INT32U - CM. npumeyaHmne 3.
1359 1360 D3 Yucno umnynscos 2 INT32U - CM. npumeyaHme 3.
1361 1362 D4 Yucno nmnynscos 2 INT32U - CM. npumeyarmne 3.
1363 1364 D5 Yucno nmnynscos 2 INT32U - CM. npumeyaHmne 3.
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Appec Peructp O61beKT Pa3smep (cnoBo) ®dopmat EavHuua KommeHTapum
1365 1366 D6 Yucno nmnynscos 2 INT32U - CwMm. npumevaHue 3.
1367 1368 D1 N3mepsiemoe 3HayeHne 4 INT64 - CwMm. npumeyvaHue 3.
1371 1372 D2 Vamepsiemoe 3HayeHne 4 INT64 - Cwm. npvmeyaHue 3.
1375 1376 D3 M3mepsiemoe 3HayeHne 4 INT64 - CM. npumeyaHue 3.
1379 1380 D4 Vamepsiemoe 3HadyeHne 4 INT64 - CM. npumevaHue 3.
1383 1384 D5 N3amepsiemoe 3HayeHne 4 INT64 - CwMm. npumevaHue 3.
1387 1388 D6 M3amepsiemoe 3HayeHne 4 INT64 - Cwm. npvmeyaHue 3.
1391 1392 D1 N3mepeHHbI pacxon 2 FLOAT32 - CwMm. npumevaHue 3.
1393 1394 D2 W3amepeHHbIn pacxoa 2 FLOAT32 - CwMm. npumeyvaHue 3.
1395 1396 D3 M3amepeHHbIn pacxoq 2 FLOAT32 - Cwm. npvmeyaHue 3.
1397 1398 D4 N3mepeHHbIN pacxon 2 FLOAT32 - CwMm. npumeyaHue 3.
1399 1400 D5 M3amepeHHbIn pacxoa 2 FLOAT32 - CM. npumevaHue 3.
1401 1402 D6 VamepeHHbI pacxoa 2 FLOAT32 - CM. npumevaHue 3.
1403 1404 3apesepBrpoBaHO 96 UINT16 -
1499 1500 A1 HopmupoBaHHoe 2 FLOAT32 - CwMm. npumevaHue 5.
3HaveHue
1501 1502 A2 HopmupoaHHoe 2 FLOAT32 - CwMm. npumeyvaHue 5.
3HaveHue
1503 1504 A1 HopmupoBaHHoe 2 FLOAT32 -
3HayeHue
1505 1506 A2 HopmupoBaHHOE 2 FLOAT32 -
3HayeHue
1507 1508 A1 MeTtka 20 UTF-8 UTF-8
1527 1528 A2 MeTka 20 UTF-8 UTF-8
1547 1548 3ape3epBunpoBaHoO 852 INT16
2399 2400 MpaBnnbHOCTL LMGPOBOro 1 BuToBas - CM. npymeydaHue 1.
Bxoda - 6ut 0..5 KapTa
MoxHO cyuTaTtb KOAOM
Modbus FC01 (o6moTka
38400 - 38405).
2400 2401 Lincdpposon Bxog - 6ut 0..5 1 Butosas - CM. npumevaHue 2.
KapTa
Mo>xHO cunTaTb KOgom
Modbus FC01 (o6moTka
38416 - 38421).

1. OpuH 6uUT HacTpamBaeTcs 4nsA Kaxaoro umugposoro Bxoaa (DI), ncnonssyemoro 8 Com’X 210.

2. OpwH BuT HacTpavBaeTcs ANs Kaxaoro LmudgpoBoro Bxoaa, CKOHUIYPUPOBaHHOTO Kak KOHTAKTOP WUIM UMMYNbCHOE pene, ecrm
YCTPOMCTBO 3aMbIKAETCS.

3. [aHHoe 3HayeHune AeCTBUTENBHO, TOMbKO eCnn LMPOBOW BXOA KOHPUIYPUPYETCS Kak CHETHMK UMMYNbCOB
4. [aHHOe 3Ha4yeHue AeNCTBUTENbHO, TONbKO eCnv LIMPPOBON BXOA KOHAUIYPUPYETCS KaK KOHTaKTOp U1 UMMNYNbCHOE pene
5. Ecnwu paTtunk, nogkmniodeHHbI kK aHanorosomy Bxogy (Al),

* patyuk 0-10 B, ucxogHoe 3HaveHune — 3HadeHue HanpsbkeHns [0-10 B].

*  patyuk 4-20 MA, ncxogHoe 3HadveHne — 3HadveHue Toka [ 4-0,020 A].

PacnpeaeneHue peructpos EM4300

3HaveHus perncTpoB MOXHO CHUTLIBATL TONBLKO C MOMOLLIbIO KOA0B (YHKLUIA
Modbus FC03-FC04.
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OHepreTuyeckuii cepsep Com'X 210

Tvn EavHn-
EM4300 | EM4399 | Aapec Peructp OnucaHue Pasmep AaHHbIX ubl OGHOBUTBL YacToTy
X X 1 2 MaeHTudumkartop 1 INT16U - << 1 MUH.
npogykta
17150 — EM4300
17151 — EM4399
2 3 3apesepBupoBaHo 1998 - - -
X 2000 2001 YacToTa 2 FLOAT32 My 1 MUH.
2002 2003 KoadhdpuumeHT 2 FLOAT32 - 1 MUH.
MoOLLHOCTU A
X 2004 2005 KoadhdbmumeHt 2 FLOAT32 - 1 MUH.
MoLHocTn B
X 2006 2007 KoadhdpmumeHT 2 FLOAT32 - 1 MUH.
mouHocTn C
X X 2008 2009 MonHas mowHocTb A | 2 FLOAT32 VA 1 MUH.
X X 2010 2011 MonHas mowHocTb B | 2 FLOAT32 VA 1 MUH.
X X 2012 2013 MonHasa mowHocTb C | 2 FLOAT32 VA 1 MUH.
X X 2014 2015 [NonHas MOLLIHOCTb 2 FLOAT32 VA 1 MUH.
X 2016 2017 PeakTnBHas 2 FLOAT32 Q 1 MUH.
MOLLHOCTb A
X 2018 2019 PeakTnBHas 2 FLOAT32 Q 1 MUH.
MOLLHOCTb B
X 2020 2021 PeakTnBHas 2 FLOAT32 Q 1 MUH.
MOLLHOCTL C
X 2022 2023 PeakTnsHas 2 FLOAT32 Q 1 MUH.
MOLLHOCTb
X X 2024 2025 AKTUBHasi MOLWHOCTb | 2 FLOAT32 3AN 1 MUH.
A
X X 2026 2027 AKTUBHasi MOWHOCTb | 2 FLOAT32 3AIN 1 MUH.
B
X X 2028 2029 AKTMBHas MOLLHOCTL | 2 FLOAT32 3AMN 1 MUH.
C
2030 2031 AKTMBHAas MOLLHOCTL | 2 FLOAT32 3AMN 1 MUH.
2032 2033 HanpspkeHne A-N 2 FLOAT32 B 1 MUH.
2034 2035 3apesepBupoBaHo 266 - - -
X X 2100 2101 Makc. Tok A npu 2 FLOAT32 A 15 MUH.
cbpoce Harpysku
X X 2102 2103 Makc. Tok B npu 2 FLOAT32 A 15 MUH.
cbpoce Harpy3sku
X X 2104 2105 Makc. Tok C npu 2 FLOAT32 A 15 MUH.
cbpoce Harpysku
X X 2106 2107 MwuH. HanpspkeHne A- | 2 FLOAT32 B 15 MuH.
N npu cbpoce
Harpysku
X X 2108 2109 MwH. HanpspkeHne B- | 2 FLOAT32 B 15 MUH.
N npu cbpoce
Harpysku
X X 2110 2111 MuH. HanpsbkeHne C- | 2 FLOAT32 B 15 MUH.
N npu cbpoce
Harpysku
2113 2114 3apesepBrpoBaHO 187 - - -
X 2300 2301 [NonHas aHeprusa 4 INT64 VAh 1 MUH.
oTNyLlEeHHas -
nonyyeHHasi, He
cbpacbiBaeTcs
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OHepreTuyeckuin cepsep Com'X 210

Pacnpenenexue pernctpos Modbus

EM4300

EM4399

Anpec

Peructp

OnucaHue

Pa3mep

Tun
AaHHbIX

EovHn-
ubl

OGHOBUTbL YacToTy

X

2304

2305

MonHas aHeprus A
OTMyLLeHHast -
nonyyYeHHas!, He
cbpacbiBaetcst

INT64

VAh

1 MUH.

2308

2309

MonHas sHeprusa B
OTnyLLeHHast -
nonyyeHHas, He
cbpacbiBaetcst

INT64

VAh

1 MUH.

2312

2313

MonHasa aHeprus C
OTNyLLEHHas -
noryyeHHas, He
cbpacbiBaetcsi

INT64

VAh

1 MUH.

2316

2317

PeakTvBHasi aHeprusi
OTNyLLEHHas -
rony4eHHasi, He
cbpacbiBaetcst

INT64

VAR

1 MUH.

2320

2321

PeakTnBHas aHeprus
A oTnyweHHas -
nornyyeHHas, He
cbpacblBaeTcst

INT64

VAR

1 MUH.

2324

2325

PeaktnBHas aHeprus
B otnyLieHHas -
nonyyeHHas), He
cbpacbiBaetcst

INT64

VAR

1 MUH.

2328

2329

PeakTnBHasa aHeprus
C oTnyLueHHas -
nony4eHHasi, He
cbpacbiBaeTcsi

INT64

VAR

1 MUH.

2332

2333

AKTUBHas aHeprus
oTnyuwleHHas -
rony4eHHasi, He
cbpacbiBaercst

INT64

Wh

1 MUH.

2336

2337

AkTnBHas aHeprusa A
oTnyLLEeHHas -
nonyyYeHHasi, He
cbpacbiBaetcst

INT64

Wh

1 MUH.

2340

2341

AKTUBHas aHeprusa B
oTnyLeHHas -
nony4YeHHas, He
cbpacbiBaetcst

INT64

Wh

1 MUH.

2344

2345

AkTBHas aHeprusa C
oTnyLLeHHast -
nony4yeHHas|, He
cbpacbiBaeTcst

INT64

Wh

1 MUH.

2348

2349

MonHas aHeprus
oTnyLeHHas -
nony4eHHas

INT64

VAh

1 MUH.

2352

2353

MonHas saHeprua A
oTnyLeHHas -
nony4eHHas

INT64

VAh

1 MUH.

2356

2357

MonHaga aHeprus B
OTNyLLEHHas -
notpebneHHas

INT64

VAh

1 MUH.

2360

2361

MonHas saHeprus C
OTNyLLEHHas -
nony4yeHHas

INT64

VAh

1 MUH.

2364

2365

PeaktnBHas aHeprua
oTnyweHHasa -
nony4vyeHHasa

INT64

VARh

1 MUH.

2368

2369

PeaktnBHas aHeprus
A oTnyLieHHas -
nonyyeHHas

INT64

VAR

1 MUH.

2372

2373

PeakTtnBHas aHeprus
B oTnyLieHHas -
nomnyyeHHas

INT64

VAR

1 MUH.
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Pacnpenenexue pernctpos Modbus

OHepreTuyeckuii cepsep Com'X 210

EM4300 | EM4399

Anpec

Peructp

OnucaHue

Pasmep

Tun
AaHHbIX

EavHn-
ubl

OGHOBUTb YacTOTy

X

2376

2377

PeaktuBHas aHeprus
C oTnyLueHHas -
nony4eHHas

INT64

VAR

1 MUH.

2380

2381

AKTVBHas Heprna
oTnyLweHHas -
nony4yeHHas

INT64

Wh

1 MUH.

2384

2385

AKTMBHas aHeprua A
OTMyLIEeHHas -
nonyyeHHas

INT64

Wh

1 MUH.

2388

2389

AKTMBHas aHeprusa B
OTNyLIEHHas -
rony4YeHHas

INT64

Wh

1 MUH.

2392

2393

AKTUBHas aHeprus C
oTnyLlEeHHas -
nony4eHHasi

INT64

Wh

1 MUH.

2396

2397

3apesepBupoBaHo

16

2412

2413

MHavkaTop kavecTBa
cBA3n ZigBee (LQI)

INT16U

<< 1 MWH.

2413

2414

MHgukaTop cunbl
pagvocurHana
ZigBee (RSSI)

FLOAT32

nbm

<< 1 MWH.

2415

2416

Koadbcpuument
OLUMBOYHbIX NAKETOB
ZigBee 3a
nocneaHunin Yac

FLOAT32

<< 1 MWH.

2417

2418

PAN ID 1
pacLUMpeHHO ceTu
ZigBee

INT64U

<< 1 MWH.

2421

2422

MouHocTb
BbIXOQHOrO
paavocurHana
ZigBee

FLOAT32

nbm

<< 1 MWH.

2423

2424

3apesepBupoBaHo

77

2500

2501

[NonHas aHeprusa
oTnyLleHHas +
nonyyeHHasi, He
cbpacbiBaeTcsa

INT64

VAh

1 MUH.

2504

2505

MonHas sHeprusa A
oTnyLeHHas +
nonyyYeHHasi, He
cbpacbiBaeTcsa

INT64

VAh

1 MUH.

2508

2509

MonHasa aHeprusa B
oTnyLleHHas +
nonyyeHHasi, He
cbpacbiBaeTcs

INT64

VAh

1 MUH.

2512

2513

MonHas sHeprusa C
oTnyLeHHas +
nony4eHHas, He
cbpacbiBaeTcs

INT64

VAh

1 MUH.

2514

18

3apesepBupoBaHoO

16

2532

2533

AKTUBHasi 3Heprus
oTnyLeHHasn +
nosly4yeHHasi, He
cbpacbiBaeTcs

INT64

Wh

1 MUH.

2536

2537

AKTMBHas aHeprua A
OTnyLUeHHas +
nonyyeHHasi, He
cbpacbiBaeTcsa

INT64

Wh

1 MUH.

2540

2541

AKTMBHasA aHeprus B
oTnyLleHHas +
nony4eHHasi, He
cbpacbiBaeTcs

INT64

Wh

1 MUH.
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OHepreTuyeckuin cepsep Com'X 210 Pacnpenenexue pernctpos Modbus

Tvin EovHn-
EM4300 EM4399 Appec Peructp OnucaHue Pasmep AaHHbIX Ubl OGHOBUTbL YacToTy

X 2544 2545 AkTBHas aHeprma C | 4 INT64 Wh 1 MUH.
oTnyLleHHas +
rosny4eHHasi, He
cbpacbiBaeTcsi

X 2548 2549 MonHasa sHeprus 4 INT64 VAh 1 MUH.
oTnyLleHHas +
nony4YeHHas

X 2552 2553 MonHas aHeprua A 4 INT64 VAh 1 MUH.
oTnyLleHHas +
nony4eHHasi

X 2556 2557 MonHas aHeprusa B 4 INT64 VAh 1 MWH.
oTrnyLleHHas +
nony4eHHasi

X 2560 2561 MonHas aHeprus C 4 INT64 VAh 1 MUH.
oTnyLleHHas +
nornyyeHHas

2562 18 3apesepBunpoBaHo 16 - - -

X 2580 2581 AKTMBHas aHeprus 4 INT64 Wh 1 MUH.
oTnyLeHHas +
nony4YeHHas

X 2584 2585 AkTuBHas aHepra A | 4 INT64 Wh 1 MUH.
oTnyLeHHas +
nony4eHHas

X 2588 2588 AKTMBHas aHeprusa B 4 INT64 Wh 1 MUH.
oTnyLleHHas +
nonyyeHHas

X 2592 2593 AkTnBHas aHeprmsa C | 4 INT64 Wh 1 MUH.
oTnyLeHHas +
nornyyeHHas

CooTtBetcTBMe Modbus TH110 u CL110

C nomouwpbto kogoB pyHkumn Modbus FC03-FC04 MOXHO cuMTbIBaTb TONBbKO
cnegyoLme 3HayYeHns.

Tvn EnvHn-
TH110 cL110 Anpec Peructp OnucaHue Pasmep | paHHbIx ubl
X X 7937 31032 Product Code 1 INT16U -
X X FOF 4001 Temnepatypa 2 FLOAT32 °C
X FA5 4007 OTHOCUTENbHasi BNaXXHOCTb 2 FLOAT32 -
X CF2 3316 HanpskeHne akkymynaTopHon 6atapen 2 FLOAT32 B
X X 79B2 31156 WHavkaTop kavecTBa cBsi3m ZigBee (LQI) 1 INT16U -
Lnto3
X X 79B0 31154 MHgukatop cunbl paguocurHana ZigBee 2 FLOAT32 obm
(RSSI) Wnto3

Bnuskue TeMbl
. lepaBneHme MeXceTeBblIM 3KpaHOM

+ Bbibop nsmeperun gns permctpaumm nnu nyénmkaumm
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