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Legal Information

Trademarks

The Schneider Electric brand and any trademarks of Schneider Electric SE and its
subsidiaries referred to in this guide are the property of Schneider Electric SE or its
subsidiaries. All other brands may be trademarks of their respective owners.

This guide and its content are protected under applicable copyright laws and fur-
nished for informational use only. No part of this guide may be reproduced or trans-
mitted in any form or by any means (electronic, mechanical, photocopying, record-
ing, or otherwise), for any purpose, without the prior written permission of Schneider
Electric.

Schneider Electric does not grant any right or license for commercial use of the
guide or its content, except for a non-exclusive and personal license to consult it
on an “as is” basis. Schneider Electric products and equipment should be installed,
operated, serviced, and maintained only by qualified personnel.

As standards, specifications, and designs change from time to time, information
contained in this guide may be subject to change without notice.

To the extent permitted by applicable law, no responsibility or liability is assumed by

Schneider Electric and its subsidiaries for any errors or omissions in the information-
al content of this material or consequences arising out of or resulting from the use of
the information contained herein.

*  Microsoft Windows®, Windows® 7, Windows® 10 and Internet Explorer® are
trademarks or registered trademarks of the Microsoft Corporation in the USA and/
or other countries.

* iTunes® is a registered trademark of the Apple Inc. in the USA and/or other coun-
tries.

* Google Chrome™, Google Play™, Google Maps™ and YouTube™ are trade-
marks of the Google Inc. in the USA and/or other countries.

* Firefox® is registered trademark of the Mozilla Corporation in the USA and/or
other countries.



Important Safety Information

Read these instructions carefully and look at the equipment to become familiar with
the device before trying to install, operate, service, or maintain it. The following
special messages may appear throughout this manual or on the equipment to warn
of potential hazards or to call attention to information that clarifies or simplifies a
procedure.

=2, The addition of either symbol to a “Danger” or “Warning” safety
? label indicates that an electrical hazard exists which will result in

personal injury if the instructions are not followed.

injury hazards. Obey all safety messages that follow this symbol to avoid
possible injury or death.

ADANGER

DANGER indicates a hazardous situation which, if not avoided, will result in
death or serious injury.

fz This is the safety alert symbol. It is used to alert you to potential personal

AWARNING

WARNING indicates a hazardous situation which, if not avoided, could result in
death or serious injury.

ACAUTION

CAUTION indicates a hazardous situation which, if not avoided, could result in
minor or moderate injury.

NOTICE

NOTICE is used to address practices not related to physical injury.

Further information

The information provided must be complied with, otherwise program or
data errors may occur.

You will find additional information here to make your work easier
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For your safety

/N A DANGER

HAZARD OF ELECTRIC SHOCK, EXPLOSION, OR ARC FLASH

Safe electrical installation must be carried out only by skilled professionals.
Skilled professionals must prove profound knowledge in the following areas:

e Connecting to installation networks

e Connecting to several electrical devices

e Laying electrical cables

o Safety standards, local wiring rules and regulations

Failure to follow these instructions will result in death or serious injury.

© Schneider Electric 2020
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1 Introduction

When you have in your project a function where a kind of authentication is needed
(e.g. door opener, to start a certain scenario etc.) then you can use this application
example. It consists out of a RFID-Reader, RFID-Tags and a Wiser for KNX / space-
LYnk.

This AN will guide you through the configuration of the Wiser for KNX/spaceLYnk
and the connection of the RFID-Reader.

11 Competencies

A glossary is available in the appendix chapter of this document. Please refer to it
whenever necessary.

This document is intended for readers who have been trained on Wiser for KNX|,
spaceLYnk products. The integration should not be attempted by someone who is
new to the installation of either products. In addition we recommend that you be
familiar with:

*  The concepts of KNX
*  The concepts of adapting a script in a simple way
* basic technical knowledge on software technologies such:
»  Web Services, XML, JSON
»  Lua scripting

»  KNX

© Schneider Electric 2020
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1.1.1 System prerequisites

2 Design

G5] Telemecanique
\,

3 COM

P TG

Software Version Download

Wiser for KNX / spaceLYnk http://www.schnei-
2.4 and newer .

LSS100100/LSS100200 der-electric.com

XGCS49LB201 / Modbus-Profile

Table 1: Software versions and used software

The picture shows the principle.

Modbus RTU

------

Products Order number Download
Wiser for KNX / LSS100100/
http://www.schneider-electric.com
spacelLYnk LSS100200
https://www.schneider-electric.com/
RFID-Reader XGCS49LB201 en/product/XGCS49LB201/panel-
smart-antenna-with-pilot-lights/
https://www.schneider-electric.com/
Connection-Cable TCSMCN1F2 en./product/TCSMCN1 F2/modbus-
shielded-cable---m12-female-connec-
tor---end-with-free-wires---ip67---2-m/
https://www.schneider-electric.com/
RFID-Tags XGHBPB3345 en/product/ XGHBPB3345/key-fob-
tag/
Table 2: products

Sclpeide

pe= WEG Kmazne

1

o 0 T 0 o

e -

230V |

Figure 1: Principle overview

© Schneider Electric 2020
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The script is designed to support up to 30 RFID-Tags. Each can be linked to a
dedicated GA or several RFID-Tags to a single GA. Each time when a known RFID-
Tag is detected the inbuilt LEDs of the RFID-Reader will be switched to green. An
unkown RFID-Tag will be shown with red LEDs.

When a known RFID-Tag is detected the LEDs will be switched to blue to as long
as the configurable staircase time is running. During that time no other RFID-Tag is
accepted. Either a known one (LEDs will be switched to yellow) or even an unkown
one (LEDs switch to red).

3  Configuration within W4K/spaceLYnk

3.1  Adding the new Modbus-Profile
Add the new Modbus-Profile “XGCS49LB201.json” to the collection of existing profiles.
1. Go to the Tab “Modbus” within the configurator.
2. Click the button “Profiles”.
3. Click on “Add profile” and search for the dedicated file within your computer.
4

Click “Save” to implement it.

® -

RTU.
Add profile % b3

Fil: Date aéwmn Jxscsmmmien .. ® @
323
Save

Cancel

Figure 2: Adding Modbus profile

© Schneider Electric 2020
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3.1.1 Adding the new Modbus device

Add the new device into the list of Modbus devices.

Select a short Poll-Intervall to get quickly the information in case a Tag is detect-

Language: [English ¥ | Start page Logout

1. Click on “Add device”.
2. Give the new device a name.
3. Click the button “Profiles” and select “XGCS49LB201".
4. The RFID-Reader has by default the device Address “1”.
5
ed.
6. Click “Save” to implement it.
Wiser for KNX. Schneider
| usiies_ Objecs | I _scens | [ | | I rioavus | [

Name
RTU1
IEMAEM3250 #2

(%) Add device || {3} RTU setfings| {38 RTU scan| & RTU read test]| | [E] Profiles||| [E] Eror log

Version: 2.4.0

Profie

IEMAEM3250

Modbus device

Gonnection type

RTU1

Connection type: ®rU1 ORTU2 RTU3
Name: RFID-Reader

Profile: XGCS43LB201

Device address: 1 2

Poll interval (seconds): 1 2 e
Timeout (seconds): B

(® Default imeout is 0.5 seconds for RTU and 3 seconds for TCP

I

Device address

TCPIP

v

Save e Gancel

Figure 3: Adding new Modbus device

3.2 Mapping of Group-Addresses

Utilities Objects

Pollinterval Gonfig Mapping Delete
5 ® B
CPU/IO: 0.00 0.06 0.07, Memory: 23%, KNX/TP: OK Sync project data

Before you can map the GA's make sure that you have the following set of GA’'s
available.

The GA’s in the picture below are just an example. So take the ones which fits to
your own GA-Structure.

Please make sure that all GA's have the Data type “2 byte unsigned integer”.

ted Group address «

3611
36/172
361173
36/1/4
36/1/5
36/1/6
3617
361178
36/1/9
361710
361711

Object logs ~ Schedulers

Object name
RFID_Status
RFID_Counter
UID_01_s002
UID_02_s003
UID_03_s004
UiD_04_5005
UID_05_s005
uUiD_06_&007
UID_07_s008
UID_0&_s00%
LEDs

Trend logs  Scenes  Vis. structure  Visualization ~ Vis. graphics ~ Scipting  User acced

Event script

Data fype

07. 2 byte unsigned integer
07. 2 byte unsigned integer
07. 2 byte unsigned integer
07. 2 byte unsigned integer
07. 2 byte unsigned integer
07. 2 byte unsigned integer
07. 2 byte unsigned integer
07. 2 byte unsigned integer
07. 2 byte unsigned integer
07. 2 byte unsigned integer
07. 2 byte unsigned integer

Current value
0 Data

76 Times
36100 LID1
50267 UID2
ouiD3
ouiD4
oulDs

o uID6
ouiD7?
ouiDd

0 Colour

© Schneider Electric 2020
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Utilities JoZwill Objectlogs  Schedulers

Eid | Group address «

Wiser for KNX Schneider

361211 @
36212 @
36123 @
3624 @
3625 @

0

36230 @

The script is designed to deal with up to 30 RFID-Tags and each can be linked with
his own GA. But you can link several RFID-Tags with the same GA either. So you
are pretty flexible according to the needed solution.

So you need to create the needed amount of GA within the object list like as shown

below.

Please make sure that all GA’s have the Data type “1 bit”.

| Object name
Object1
Object2
Object3
Objectd
Objects

Y

Object30

Trend logs  Scemes  Vis. structure

Ewent script
W
W
W
W
W

=

Visualization

Data fype
01. 1 bit (koclean)
01. 1 bit (koclean)
01. 1 bit (koclean)
01. 1 bit (boclean)
01. 1 bit (boclean)

Y

01. 1 bit (booclean)

Vis. graphics ~ Scripting  User access

Current value

= e e e oo

When all GA’s are in place you can continue with the mapping of GA's to the Mod-

bus-Register.

Language: | English ¥ | Start page Logout

| uskic oot I

I

i | Hodbus | I

Name Profie. Gonnaction typs Device address - Pollinterval Config Mapping Delets.
RTU1
SFiD.Heate, | ObIect mapping for RFID-Reader x @
[EMJEM3250 2| | Name Linked fo object Current value Type Delete | B3

RFID-Reader - Tag Family Flags. 36111 [ RFID_Status 0 Data Holding register: 32768 {uint15) ®

RFID-Reader - Tag Gounter 36/172 [ RFID_Gounter 87 Times Holding register: 32769 (uint15) b1

RFID-Reader - ID 36/1/3 [ UID_01_8002 33026 UID1 Holding register. 32770 (uint18) 313

RFID-Reader - ID. 36/1/4 [ UID_02_8003 512 UID2 Holding register: 32771 (uint16) o

RFID-Reader - ID 36/1/5 [ UID_03_8004 ouiDs Holding register. 32772 (uint15) k313

RFID-Reader - ID. 36/1/6 [ UID_04_8005 ouiDa Holding register: 32773 (uint16) =

RFID-Reader - ID 36177 [ UID_05_8005 ouiDs Holding register: 32774 (uint16) k513

RFID-Reader - 1D 36/1/8 [ UID_06_8007 ouiDs Holding register: 32775 (uint15) =

RFID-Reader - ID 36/1/8 [ UID_07_8008 o7 Holding register: 32776 (uint16) b13

RFID-Reader - ID 36/1/10 [ UID_08_2009 ouiDg Holding register. 32777 (uint18) 313

RFID-Reader - LED 361/11 [ LEDs 0 Colour Holding register: 33255 (uint16) 23

(@ A0 aeviee)| ({3 RTU setings|[{RTU scan] GRRTU read est] | [ Proties

Version: 2.4.0

[E] Emor iog

Figure 4: Mapping of GAs

CPU/IO: 0.29 0.09 0.05, Memory: 27%, KNX/TP: OK Sync project data

© Schneider Electric 2020
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3.3

3.4

Seript name ~
RFID-Reader

Adding a new script
Please add a new script within the “Resident” section.

1. Click on “Scripting”

2. Click on “Resident”
3. Click on “Add new Script”
4. Give the Script a name.
5. Select a small “Sleep interval’ to make the RFID-Reader responsive for e.g. “1s”
6. Set it active (or even later on)
7. Click on “Save”
Res\?em Scheduled ,ss\E:'ies Common functiens Start-up (init) script Tools Filter seripts by category:
OO (Al fx ® SCI| 1 et -
&
&
%
&
%
&
)
Resident script X
Script name: RFID-Reader o
Sleep interval (seconds): 1 S
Active: 4° e
Category: oG
Description:
o_save Cq

Figure 5: Adding new script

Open the new script and paste there the attached code
Open script editor, copy all text from attached file “RFID-Reader - Script.txt“ and
place it into script editor window.

Steep interval (secands) Description Categary Eftor Adtive Duplicate. Delete

i w 3 i ]

© Schneider Electric 2020 1
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Helpers [t

a L] Conditionals

@ Jtoops and terators.

| @ matn

) Obiects 1 KNX bus

(storage

| @ EDseript contra

| @D Alerts and logs.
(Jime functions.

1 (Jwiscetianeous

| @ Jsenal

2 Iutodvus

Saripts.

Resident: RFID-Reader

Show code shorteuts |

-- Description: RFID-Resder (XGCS4918201) controls KNX-Objects for a certsin time

- Script needs to be placed within \Scripting\Resident
-- You need to update the dedicated group address
- 2nd the staircasetime in seconds. In case of minutes or

5
6
7
8-~ hours you need to calculate accordingly.
B
0
1

BEl
= oroup addresses: >
Objects by name: v
Tagsi

Storage:

I
T E—

it

;1  Select topic. |Bacy

15| - NEEDS To 5E ADAPTED! e

12 |

15  string Manipuiation

16 RFID_Status Obj_GA = '36/1/1"

17/ LED_Ob3 1110 | Table Manipulaton

18 3.

 Msthematioa Functons

29 | Inputand Output Facilies

g -- Staircase time in seconds Operating System and Date / Time functions

2  Obiect access and control

25 -- if you need minutes please multiply with 68

26| -- staircasetime = 2 * 60 (example) SO

2

28| --staircasetime = 2 * 60 Soleoardl

2 stircasesine - [

31 | Scenes.

32 |

33| - Alerts + Logs it operators

2 =

= Sertal orary

36 -~ In case you want to document the detected Tags you can activate the following options by exhange |

37| -- "false” against "true”. Eacodingy] dingiioreey,

38| - Alerts can be reviewed by the use of the dedicated App or within the tab "Alerts” TCRIUDP socket orary

30

40| - 1. "Log” each known detected Tag (Tag Mumber, Soripling basies

41 Log_ienoun_Tags = fzloe

42 | Editor

43|-- 2. "Log" each unknown detected Tag

44 Log_unknown_Tegs = false

5

46/-- 3. "Alert" by each known detected Tag.

47 Alert_oy_mown_Tags - false

a3

49/-- 4, "Alert” by cach unknown Getected Tog

50 Alert_by_unknoun_Tags = felse

51

52

53

54 -- RF: - sration

ss

56

57 RFID_Tag UID = ()}

58 RFID_Tag_UID[1], RFID_Tag UID[2] = -- RFID-Tag 1

59 RFID_Tag_UID[3], RFID_Tag UID[4] -- RFID-Tag 2

60, RFID_Tag_UID[5], RFID_Tag UID[6] -- RFID-Tag 3 ' =

5 AFIDTescuID[7Y, AFIDTagUTD[ T Rrmores ol [ searen ]
[ toss Errorlog | Enabied || save | saeandciose|| Close |

Figure 6: Editing of the script

3.4.1 What needs to be adapted

5 -- Script needs to be placed within ‘\Scripting\Resident

The script is structured in three parts:

«  Description (Yellow)

6 -- You need to update the dedicated group address

7 -- and the staircasetime in seconds. In case of minutes or

8 -- hours you need to calculate accordingly.

* Area to adapt (Green)

© Schneider Electric 2020
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* Main code (Don’t touch when you are not familiar with LUA!)

Within the script you need to adapt the KNX Group-Addresses you have used within
your project.

Take care that only change the part between the apostrophe ‘GA-TO_EDIT'.

15
16 RFID_Status_Obj_GA = "36/1/1"
17 LED_Obj_GA = "36/1/11"

18 UID1_Obj_GA = '36/1/3"

19 UIDZ_Obj_GA = '36/1/4"

plt]

Within the script you can set parameters.

* The staircase in seconds. In case you want to have minutes please multiply with
60.

* You can log and trigger Alerts in case a known or unknown RFID-Tag is detect-
ed. In this case exchange the variable from “false” to “true”. When you want to
use “Alerts” please have in mind that you can use for that the “Alert-App” out of
the W4K/sL-Appstore.

22| -- Staircase time in seconds ---

25| -- if vou need minutes please multiply with 68
26 -- staircasetime = 2 * &8 (example)

28| --staircasetime = 2 * 6@
2% staircasetime = 38

36 -- In case you want to document the detected Tags you can activete the following options by exhange
37 -- "false" sgsinst "true".

38 -- Alerts can be reviewsd by the use of the dedicated App or withinm the tab "Alerts”

39

4@ -- 1. "Log" each known detected Tag (Tag Mumber,
41 Log_known_Tags = false

43 -- 2. "Log" each unkncwn detected Tag
44 Log_unknown_Tags = false

45 -- 3. "Alert" by each known detected Tag.
47 Alert_by_known_Tags = false

49 -- 4, "Alert" by each unknown detected Tag
58| Alert_by_unknown_Tags = false
51

© Schneider Electric 2020 13
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You need to adapt the RFID-Tag-Declaration table. Depending on the amount of
RFID-Tags you want to use you need to identify the two IDs of each RFID-Tag and
enter them in the table below (marked in yellow).

&n oo oo Lo ownounoun
[ Y T B = R N =

=]

w I T R I VI T, [ R W Ry Py

[y
=~ =R~ Rt~ R R w QY RN o R ]
(=

[y
=
=

1az
1a3
laa

4

GA_Declaration = {}

G4 _Declaration[1]
G4 _Declaration[2]
@A_Declaration[3]
GA_Declaration[4]
@4A_Declaration[5]
@A_Declaration[s]
G4 _Declaration[7]
G4 _Declaration[8]
@A_Declaration[9]

Conclusion

-- RFID-Tag-Declaration ------------= o~ e ——— = = = = = = = = = e e e e oo
""'""'""'""'""'""'"""I‘ 1011 ]'| oz J"""""""""""""'""'""'""'"'
H_\ r L r

RFID_Tag UID = {} \

RFID Tag UID[1], RFID Tag UID[2] = 19724, 49243 -- RFID-Tag 1

RFID Tag UID[3], RFID Tag UID[4] = @, @ -~ RFID-Tag 2

RFID Tag UID[51, RFID_Tag UID[] = @, @ -- RFID-Tag 3

RFID Tag UID[7], RFID Tag UID[Z] = @, @ -~ RFID-Tag 4

RFID Tag UID[9], RFID_Tag UID[18] = @, @ -- RFID-Tag 5

You will get this IDs when you bring the needed RFID-Tags one by one in front of the
RFID-Reader and you need to go to the “Objects” Tap and look for the GAs where
the ID will be stored. Note there the dedicated numbers and enter them as shown in
the example above.

You need to enter your GAs which should be sent out when a known RFID-Tag is
detected within the following table. Please make sure that you only adapt the GA
himself between the apostrophe ‘GA-TO_EDIT".

- - Group-Address-DeC arEtion - - - oo s s e s o e o

-- This GA will be wsed (staircase timer)

when the dedicated RFID-Tag is detected ------------------

'36/2/1" -- RFID-Tag 1
‘36/2/2" -- RFID-Tag 2
*36/2/3" -- RFID-Tag 3
'3e/2/54" -- RFID-Tag 4
"36/2/5" -- RFID-Tag 5
"36/2/6" -- RFID-Tag &
*36/2/7" -- RFID-Tag 7
‘36/2/8" -- RFID-Tag &
'36/2/9" -- RFID-Tag %

This Script is just one example how to easily implement an RFID-ID-Reader into
your project. You can take it as it is or with the right knowledge as a basis (adapt it
according to your project requirements).

The Script can as well easily enriched by the amount of RFID-Tags.

© Schneider Electric 2020
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5 Appendix
5.1 Glossary

The following table describes the acronyms and defines the specific terms used in

this document.

Abbreviation

Description

GA

Group-Address

RFID

Radio-Frequency IDentification

RFID-Tag

Is an electronic Tag that exchanges data with a RFID reader
through radio waves.

W4K

Wiser for KNX (LSS100100)

sL

spaceLYnk (LSS100200)

5.2 Reference

Table 3: specific terms

Document title

Reference

RFID-Reader Datasheet

https://www.schneider-electric.com/en/product/down-
load-pdf/I XGCS49LB201

RFID-Reader Userguide

https://download.schneider-electric.com/
files?p_enDocType=User+guide&p_File
Name=W916556690111.06_EN.pdf&p_Doc_
Ref=165566901A55

Table 4: reference

© Schneider Electric 2020
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