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http://krebsonsecurity.com/2014/02/target-hackers-broke-in-via-hvac-company/
https://news.clearancejobs/01/26/dhs-eyes-cybersecurity-issues-building-control-systems/
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http://oreo.schneider-electric.com/flipFlop/695962877/files/docs/all.pdf
http://www.ncsc.gov/publications/policy/docs/CNSSI_4009.pdf
https://www.nsa.gov/ia/_files/support/defenseindepth.pdf
https://www.nsa.gov/ia/_files/support/defenseindepth.pdf
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• Phishing 

• Spear Phishing 

• Advance Persistent Threats (APT) 

• Malware 

• Key Loggers 

• USB key drop 

• Pwnie Plug 

• Pineapple 
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Figure 2 

Figure 3

Figure 3 

http://www.ncsc.gov/publications/policy/docs/CNSSI_4009.pdf
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http://iom.invensys.com/EN/pdfLibrary/NERCCIPComplianceChecklist.pdf
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http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214.pdf
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Table 3 

• • • 

• • • 

• • • 

 

 

http://www.webroot.com/us/en/home/resources/tips/online-shopping-banking/secure-what-is-social-engineering%23%20close
http://www.webroot.com/us/en/home/resources/tips/online-shopping-banking/secure-what-is-social-engineering%23%20close
http://www.textfiles.com/russian/cyberlib.narod.ru/lib/cin/se10.html
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Daniel Paillet

Note:

 



Schneider Electric White Paper 12 

Defending Against Cyber Threats to 
Building Management Systems 

Schneider Electric USA 

998-2095-12-08-15AR0_EN Rel. 03/19

http://www.schneider-electric.us/



