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Executive summary
The latest edition of IEC61511 Edition 
2 Clause 16 puts a new emphasis on 
operating companies to prove and 
demonstrate that the safety instrumented 
systems they designed to reduce the 
risk to an acceptable level are operating 
as designed and intended. This activity 
is often a manual exercise whichis time 
consuming and prone to error. This paper 
looks at how software applications can 
provide an automated solution delivering 
efficiency and productivity gains.
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Introduction Many of today’s high hazard facilities rely on Safety Instrumented Systems (SIS) 
executing Safety Instrumented Functions (SIF) to reduce inherent risk to an acceptable 
limit. These systems are often designed in accordance with modern safety standards 
such as IEC61511 Edition 2. 

The new requirements of IEC 61511 Edition 2, Clause 16 covering the 
operations and maintenance phase of the safety lifecycle mandates 
monitoring and validating the “operating” SIF performance versus  
their “as designed” SIF criteria.

SIF Manager from Schneider Electric has been specifically developed to help owners/
operators meet these requirements. SIF Manager monitors actual operating live field 
data (with time stamp) from the plant historian and / or SIS Logic solver and then 
validates key SIF parameters against their design parameters. It then uses integrated 
analytics engine to display the performance of the SIF compared to design performance, 
produces detailed reports, safety KPI dashboards and Email alerts. 

SIF Manager is a plant wide solution for safety monitoring and reporting that is 
independent of any specific SIS manufacturers equipment

Figure 1

SIF Manager overview.
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SIF Manager has been designed to quickly and easily:  

●● Identify safety events such as SIF activation, Overrides and Inhibits

●● Benchmark safety performance against design expectations

●● Provide key stakeholders such as auditors, regulators, technical authorities with 
accurate information when required

It also provides a consolidate environment for users to evaluate the monitored data within 
the context of SIF design parameters, allowing users to gain (near) real-time visibility as 
to SIF performance, providing an audit trail of how the SIF and SIF Components (field 
devices) have been managed within the functional safety context, as well as providing 
SIF demand tracking and demand event analysis tool to evaluate demand performance. 

In this paper we will explore how SIF Manager automates many of the tasks required to 
comply with Clause 16 of IEC 61511 Edition 2 and some of the benefits, including:

●● How to identify potential safety issues

●● Reduce maintenance activities

●● Improve safety designs

The objectives of the requirements of IEC61511 Edition 2 Clause 16 are to ensure that:

●● the required SIL of each SIF is maintained during operation and maintenance

●● the SIS is operated and maintained in a way that sustains the required 
safety integrity

In order to achieve the above objectives – key SIF performance parameters that affect the 
SIL of the SIF need to be monitored and validated against the original design assumptions 
for that SIF. These include:

●● SIF Demand Rate vs. design assumptions in SRS

●● SIF function testing period vs. design testing period stated in SRS

●● SIF Component (SIS device) proof testing vs. proof test interval stated in SRS

●● SIF Component (SIS device) time in bypass vs. allowable time in bypass 
as specified in the SRS

●● SIF Time in Bypass vs. allowable time in bypass as specified in the SRS

Without tracking and managing the above, the objectives of the requirements of Clause 16 
may not be achieved.

SIF Manager provides the required monitoring, analysis and audit trail for all of the above 
parameters, as well as other SIF operational performance information that either directly 
provides or supports the specific requirements of the remainder of Clause 16 subsections.

 

Requirements 
of IEC61511 
Edition 2 
Clause 16
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SIF Manager 
Functionality 
Specific to 
IEC 61511 Ed2 
Compliance 
Requirements

Specific SIF Parameters Monitored and/or Validated by SIF Manager include the following. 
Where applicable we have listed the Subsections of Clause 16 that relate directly to the 
information provided by SIF Manager – either as a direct input into meeting the require-
ments – or as a tool to assist providing documented history/evidence of operational 
conformance to those requirements.

SIS Component (sensor, logic solver and final element) proof test tracking and 
compliance. Specifically applicable to Clauses 16.1; 16.2.1; 16.2.2a; 16.2.2f; 16.2.9.  

IS Component (sensor, logic solver and final element) proof test history  
and audit Trail. Specifically applicable to Clauses 16.1; 16.2.1; 16.3; 16.3.1.3 

SIS Component (sensor, logic solver and final element) faulty status history  
and audit Trail. Specifically applicable to Clauses 16.1; 16.2.1; 16.3; 16.3.1.3 

Figure 2

Example of SIS  
Component Compliance

Figure 3

Example of SIF  
proof test history

Figure 4

Example SIF  
status and history
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SIS Component (sensor) time in bypass tracking and audit trail including  
bypass exceedance tracking and audit trail. Specifically applicable  
to Clauses 16.2.3; 16.2.7; 16.2.9   

SIS Component (sensor) active bypass by Plant Area (time frame selectable). 
Specifically applicable to Clauses 16.2.3; 16.2.7; 16.2.9 

SIS Component (sensor, logic solver and final element) faulty status history  
and audit Trail. Specifically applicable to Clauses 16.1; 16.2.1; 16.3; 16.3.1.3 

Figure 5

Example sensor  
time in bypass

Figure 6

Example of active  
sensor bypasses

Figure 7

Example of bypass 
exceeding  
allowable time
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SIF Demand Rate tracking and audit trail.  
Specifically applicable to Clauses 16.2.9   

SIF Demand Event tracking and audit trail. 
Specifically applicable to Clauses 16.2.9 
 

SIF Demand Event tracking and audit trail.  
Specifically applicable to Clauses 16.2.9  

Figure 8

Example of current  
demand rate for SIF  
(last 12 months)

Figure 9

Example of actual  
demand rate versus  
design over selectable  
time period

Figure 10

Example of demand  
event tracking  
for all SIFs
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SIF Demand Event Category (Genuine, Spurious, Manually Initiated test) 
tracking and audit trail. Specifically applicable to Clauses 16.2.9 
   

Figure 11

Example of demand  
event categories

Figure 12

Example demand event 
resolution audit trail for  
an individual SIF
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SIF Demand Event Historical Trend Capture.  
Specifically applicable to Clauses 16.2.9

SIF Demand Event detailed report. Specifically applicable to Clauses 16.2.9 

The automatically generated report includes the following data: 

●● SIF response time 

●● Individual final element(s) response time(s) 

●● SIF Component Bypass status of all at time of demand 

●● SIF Component proof test compliance status at time of demand 

●● Engineering values of all SIF Components at time of demand 

●● Sequence of events for demand 

   

Figure 13

Example of live and/or  
historical trends
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SIF Time in Bypass tracking and audit trail including time in Bypass exceedance 
tracking and audit trail. Specifically applicable to Clauses 16.1; 16.2.9 

Figure 14

Example of detailed  
trip report

Figure 15

Example of bypass  
history for a single 
individual SIF
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SIF Compliance tracking and audit trail. 
Specifically applicable to Clauses 16.1  

Figure 16

Example of Bypass  
history for all SIF’s

Figure 17

Example of compliance 
status for all SIF(s)

Figure 18

Example of compliance 
history for an  
Individual SIF
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In addition to the specific monitoring and analysis functionality, SIF Manager will also 
push email alerts to responsible SIS personnel to ensure they are aware of potential 
safety issues. Although email alerting is not specifically required by IEC 61511 Ed2, this 
functionality does assist in complying with Clause 16.2.8 where the standard requires that 
“Maintenance personnel shall be trained as required to sustain full functional performance 
of the SIS (hardware and software) to meet the target SIL of each SIF”. It does this by 
drawing attention of the maintainers to leading safety indicators that may have otherwise 
remained covert. 

SIF Manager has the ability to push email alerts to a preconfigure list of recipients  
based on the following events. The email alerting function is selectable on a SIF by SIF 
and Component by Component basis. Email alert events include the following:

●● SIF Demand Event

●● SIF Demand Rate has exceeded the alerting limit (user selectable)

●● SIF Demand Rate has exceeded its design limit

●● SIF has been Bypassed

●● SIF has exceeded its allowable time in Bypass

●● SIF Component (sensor) in Bypass

●● SIF Component (Sensor) has exceeded allowable time in Bypass

●● The aggregate monetary value of plant at risk as a result of Non-Functioning  
or Out of Compliance SIF’s has exceeded a (user selectable) limit

Finally SIF Manager provides information about the overall Health of the SIS by providing 
aggregated statistics on status of Components that make up the SIS, as well as SIF 
Performance and Demand Events. Specifically applicable to Clauses 16.1; 16.2.9

Visibility of 
Critical 
Performance 
Events that 
may impact 
Safety Integrity

Figure 19

Example of summary 
performance
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Who does SIF 
Manager help?

Table 1

Example of how SIF 
Manager functionality 
helps make peoples 
jobs easier and  
more efficient
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Check SIF health status/compliance x x x x x x x x x x

Check SIF bypass status/compliance x x x x x x x x x

Check SIS device bypass status/compliance x x x x x x x x x x

Check SIS device proof test status/compliance x x x x x x x x

Check SIF demand rate status/compliance x x x x x x x

Generate individual SIF trip report x

Analyse/verify individual SIF performance  
at trip x x

Review allocation of “Proof Test Credit” for 
successful SIF operation at trip x x x x x x

Conduct total trip event investigation  
(multiple SIF trips and sequence of trips) x x

Allocate SIF demand category  
(success/failure/manual/spurious etc.) x x

Compile periodic SIF Trip event reports x x

Compile SIS performance and history for 
functional safety audit x x

Periodic review & validate functional safety 
design assumptions x

Review statistics of open trip investigations x x x x x x

Review statistics of non-compliant SIS devices x x x x x x

Review statistics of non-compliant SIF’s x x x x x x

Prepare failure on demand reports x x

Review commercial value of plant at risk x x x x x x x

Review impact of SIF bypass status/compliance x x x x x x

Review impact of SIF demand rate 
 status/compliance x x x x x x

Review impact of SIF trip event causes 
(spurious, genuine, failed, successful) x x x x x x

SIF Manager is designed to help all members of the organization with their everyday 
activities, making their jobs easier, making them more efficient and effective:  
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Conclusion No matter what advanced technological solutions or operational procedures are in 
place, when operating in high hazard manufacturing industries such as oil and gas, 
petrochemical, chemical and refining operational risks are dynamic and constantly 
changing. While risk can never completely be eliminated, it can be better managed 
through a variety of tools, technologies and techniques.

Using a combination of visualization techniques, analytics and the standards, we can 
understand what the systems we have in place are telling us and demonstrate that 
they are working as designed and intended. It is important to remember that data 
and information needs to be presented in a simple and meaningful way so that all 
departments and organizations can understand the information and have a meaningful 
discussion around the issues, and possibilities for resolution.

Be active and be focused. We live in the age of big data and the Internet of Things, yet 
these tools and devices don’t make a sufficient impact on process safety performance 
if they are not used effectively to assess, visualize and manage risk.

Risk management is not a one-person job, but fostering cross-departmental interaction in 
tracking data and improving risk management strategies strengthens the organization’s 
commitment to and success in mitigating process safety risks. And while it can be easy 
to rest on one’s laurels after implementing these strategies managing your process safety 
is a journey that does not end with implementing a “safe” design, it’s essential to regularly 
analyze and benchmark performance to determine what improvements can be made. 
Taking these steps can help ensure that the appropriate process safety indicators are 
used and maintained to manage hazard risks for the entire lifetime of your operation.

About the author

Contact us

Acknowledgements

Sven Grone is the Safety Services Practice Leader for Asia Pacific & Middle East regions for 
Schneider-Electric. He is a TÜV certified functional safety engineer with over 25 years of experience  
in instrumentation & controls, safety instrumented systems and distributed control systems 

Special thanks to Steve Elliott for coauthoring the content of this white paper. Steve is a Senior Marketing 
Director for Triconex safety solutions. He is a TÜV certified functional safety engineer with over 20 years of 
experience in distributed control systems, SCADA systems, PLC and safety systems. He holds a Process 
Safety patent, has published multiple articles in global journals focused on functional and process safety 
and has authored several white papers. 

If you are a customer and have questions specific to your process safety requirements:

Contact your Schneider Electric representative at
http://www2.schneider-electric.com/sites/corporate/en/support/operations/local-
operations/local-operations.page


